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AHHOTALUNWA

Hactoawmnmn AOOKYMEHT $SBASIeTCS PYKOBOACTBOM aAMWHUCTpaTopa CpeacTBa
3awmnTbl MHpopmauun ot HC - annapaTHOro Moaynss AOBEPEHHOM 3arpys3ku -
«Akkopa-AMA3», panee no TekCTy <«Akkopa-AM[3», U npeaHasHadyeH Ans vy,
NAAQHUPYIOWNMX U OPraHM3ylLWKnX 3awnuty MHGoOpMauum C ero WCnosib30BaHMEM B
cucTteMax u cpeacrteax nHgpopmaTtmsaumm Ha 6ase N2BM.

B AokyMeHTe npuBeneHbl OCHOBHble (PYHKUMW U OCOBEHHOCTM 3aKcrsyaTaunm
komnnekcos C3N HCO «Akkopa-AM[13», paboTatowmx Ha OCHOBE KOHTPOJI/IEPOB:

e Akkopa-5.5(e), Akkopa-LE, Akkopa-GX, Akkopa-GXM, Akkopa-GXMH,
Akkopa-GXM2 (ana C3M HCO «Akkopa-AM3», Bbinyckaemoro no TY 4012-038-
11443195-2011);

o Akkopa-GX, Akkopa-GXMH, Akkopa-GXM2 (ans C3UN HCO «Akkopa-AMA3»,
BblnyckaeMbix no TY 4012-054-11443195-2013, TY 26.20.40.140-102-37222406-
2021 n TY 26.20.40.140-097-37222406-2021);

e Akkopa-GXM2 v.P, Akkopa-GXM2 v.S Ha 6ase MukpokoHTpossiepa PIC1S8,
Akkopa-GXM2 v.S Ha 6ase MukpokoHTponnepa PIC32 (ana C3M HCO «Akkopa-
AM[3», BbiNnyckaeMblx no TY 26.20.40.140-108-37222406-2022 wn TY
26.20.40.140-115-37222406-2023);

e Akkopa-GX, Akkopa-GXM, Akkopa-GXMH, Akkopa-GXM2, Akkopa-GXM2
v.P, Akkopa-GXM2 v.S (ans C3UW HCAO <«Akkopa-AMA3», BbinyckaeMmblx no TY
26.20.40.140-079-37222406-2019);

e Akkopa-GXM2 v.P, Akkopa-GXM2 v.S (ana C3U HCO «Akkopa-AMIO3»,
BblNyckaeMbix no TY 26.20.40.140-113-PACY-2023).

Mepen yCTaHOBKOM M 3Kkcnnyataumen komnnekcos C3M HCO «Akkopa-AMA3»
HeobxoAMMO BHUMATENIbHO O03HAKOMUTbCS C KOMIMJIEKTOM 3KCMayaTauuoHHOM
OOKYMeHTauMmn, a TakXe MNpUHATb peKoMeHAyeMble 3allUTHble OpraHm3auuoHHble
Mepbl.

NMpMeHeHne 3alUUTHbIX CpeACTB KOMMIEKCOB AO/HKHO AOMOSHATbLCS 06WwmMun
MepaMun TexXHn4yeckom 6e3onacHoOCTH.
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NMPUHATBLIE TEPMUHbI U OBO3HAYEHMUA

AamuHncrtparop bW (nan  ABU) - agmmHucTpatop  6e30nacHOCTU
MHpopMaumn, NpMBMUNErMPOBAHHbLIA MOMb30BaTelb — AO/DKHOCTHOE JINLO, MMeloLee
ocobbln ctatyc n abcontoTHble nonHoMmoums (cynepsusop). AAMUHUCTpaTop BU
nnaHupyeT 3awmTty MHOpMauum Ha npeanpusatum (yudpexaeHuun, dupme v T.4.),
onpepensieT npaBa AOCTyna nMosb30BaTeNsiM B COOTBETCTBUU C YTBEPXAEHHbLIM
MnaHoM 3awuTbl, OpraHM3yeT YyCTaHOBKY kKoMmniekca B CBT, akcnayatauumio wu
KOHTPONb MpPaBUABHOCTU Ucnonb3oBaHnsa CBT ¢ BHeApeHHbIM KOMMEKCOM
«AKKOpA», B TOM 4ucie YydyeT BblIAAHHbLIX WAEHTU(PUKATOPOB, OCYyLlecTBNseT
nepuoanyeckoe TeCTMpoBaHue CpeacTB 3aWMTbl KOMMIEKCa.

HAdoBepeHHass 3arpy3ka - 3arpy3ka OC TonbkO nocne npoBeneHus
KOHTPOJIbHbIX  npoueayp naeHTUdUKaummn/aytTeHTMdunKaumm nonb3oBaTenen,
NPOBEPKN  LESIOCTHOCTU TEeXHWYeCKMX W nporpaMmHbiX pecypcoB CBT ¢
NCMOJSIb30BaHUEM afiropnTMa rnowaroBoro KOHTpPOa LenoCTHOCTMW.

NpgeHTnbnkarop - cneuymanbHoe YCTPOUCTBO, coaepXkauee YHUKaNbHbIN
NpU3HaK Mosb30BaTens, C KOTOPbIM 3aperncTpupoBaHHbIM NONb30BaTeNb BXOAUT B
CUCTEMY M KOTOPbIA UCMONb3YETCS CUCTEMOW AN OnpeaeneHus ero npas, a Takxe
ana  perncrtpaumm dakta A0CTyna WM XapakTepa BbIMOMHAEMbIX MM paboT wunm
NnpeaocTaB/sieMbIX €My YCIyr.

Monb3oBaresib — cy6beKkT AocTyna K obbektaM (pecypcam) CBT.

Ownbkn - wuvHbOpMaunsa, BbIBOAMMAS HA AUCMIAEN, YyKasblBawwas Ha
HenpaBWIbHOCTb AeNCTBMIN, c6on, aBapun KOMNaeKkca.

CoobuweHns - nHdopmauns, BbIBOAMMASA Ha AuCrien, KoTopas coobwiaeTr o
aencreusx, Tpebyembix OT Mosb3oBaTensi, 0 COCTOSSHMM MPOrpaMMbl U O KOPPEKTHO
3aBepLUEHHbIX AENCTBUSAX.
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NEPEYEHb COKPALLUEHUN

AMA3 AnnapaTHbIn MOA4Yb AOBEPEHHOW 3arpy3Ku
ABU AaMuHucTpaTtop 6e3onacHoCTM MHdopMaLnmn
AC ABTOMaTU3MpPOBaHHAA cuCTeMa

JIBC JlokanbHasa BblYMCNUTENIbHAA CETb

HCAO HecaHKLUMOHNPOBAHHbLIAN AOCTYN

OC OnepauynoHHasa cucrtema

MAK MporpaMMHO-annapaTHbIi KOMMNeKC

MK NepcoHanbHbIM KOMMbLIOTEDP

no NMporpaMmMHoe obecnedeHune

MN2BM [MepcoHanbHaga 3N1EeKTPOHHO-BbIYUCIUTENbHAA MallMHa
PC Pabouasa ctaHuus

CBT CpeAcTBO BbIYMCINTENIBHON TEXHUKN

C3n CpeacTtBo 3awwuTbl MHMOpMaunm

TY TexHnyeckune ycnosums

CKU CnnMCoK KOHTPOIA LUenoCTHOCTHU



11443195.4012.038 90
11443195.4012.054 90
37222406.26.20.40.140.079 90
37222406.26.20.40.140.097 90
37222406.26.20.40.140.102 90
37222406.26.20.40.140.108 90
PAICY.26.20.40.140.113 90
37222406.26.20.40.140.115 90

1. O6wme cBegeHnsa

1.1. HazHauyeHue KoMnJekKca

C3N HCO «Akkopa-AM[3» gBnsetrca NporpamMHO-TEXHUYECKUM CpeacTBOM,
KoTopoe peanu3yeT @GYyHKUMM NO NpefoTBpalLeHUto HeCaHKUMOHWMPOBAHHOMO
AOCTyna K nMporpaMMHbIM 1 (MNKM)  TeXHUYEeCKMM  pecypcaM  CpeacTBa
BbIYNCNINTENbHON TEXHWUKW Ha 3Tarne ero 3arpy3ku v npowen ceptuduKaunoHHble
NCMbITaHNSA:

- B ®CT2K Poccunm B COOTBETCTBMM C TpeboBaHMAMW OOKYMEHTOB
«TpeboBaHMa K cpeacteaM jJoBepeHHOW 3arpy3ku» (OCTOK Poccun, 2013),
«Mpodunb 3aWwmTbl CpeacTBa AOBEPEHHOM 3arpy3ku YpPOBHS MAaTbl pacliMpeHus
yeTBepToro knacca 3awutbl. UT.CA3. TMP4.M3» (O®CTIK Poccun, 2013) npwm
BbIMO/THEHUN OrpaHNUYeHnn, yKasaHHbiX B TY 4012-038-11443195-2011;

- B ®CB Poccmun Ha cooTBeTcTBMEe TpeboBaHMSM K anmnapaTHO-MpPOrpaMMHbIM
MOAY/NSAM foBepeHHOM 3arpy3ku 2BM no I knaccy 3awmTbl n knaccy cepsuca b (TY
4012-054-11443195-2013);

- B OCb Poccum Ha cooTBeTCcTBME TpeboBaHUSAM K annapaTHO-NMPOrpaMMHbIM
MoAYNaAM goBepeHHOW 3arpy3kum DBM no II knaccy 3awmTbl U knaccy cepsuca b (TY
26.20.40.140-108-37222406-2022 n TY 26.20.40.140-115-37222406-2023);

- B ®Cb Poccum Ha cooTBeTcTBME TpeboBaHMAM K anmnapaTHO-MpOrpaMMHbIM
MOAYNSM AoBepeHHoW 3arpy3km 2BM no II knaccy 3awmTbl U knaccy cepsuca A (TY
26.20.40.140-102-37222406-2021);

- B ®Cb Poccum Ha cooTBeTcTBME TpeboBaHMAM K anmnapaTHO-MpOrpaMMHbIM
MOAYNSM AoBepeHHon 3arpy3kmn 2BM no III knaccy 3awmuTbl n Knaccy cepsuca b (TY
26.20.40.140-097-37222406-2021);

- B ®CT2K Poccun B cooTBeTCTBMU C TpeboBaHNAMUM AOKYMEHTOB «TpeboBaHus
K cpeacrtsaM paoBepeHHon 3arpy3sku» (OCTIK Poccun, 2013), «TpeboBaHus no
6esonacHoCcTM uWHMOpMaunM, ycCTaHaBIMBawLWMe YPOBHUM [OBepuUs K CpeacTBam
TEXHMYECKON 3alunTbl WMHGOpMaumMm u cpeactsaM obecneveHnsa 6e30MacHOCTU
MHPOPMaUMOHHbIX TexHonorum» (OCTIK Poccuun, 2018) u «Mpodunb 3awnThl
cpeacTBa [AOBEPEHHOM 3arpy3kuM YpOBHS MnaTbl paclMpeHUss BTOPOro KJacca
3awmTbl. UT.CAO3.MP2.M3» (®C3K Poccun, 2013) npu BbINOSHEHUU OrpaHUYEHUN,
yKasaHHbIX B TY 26.20.40.140-079-37222406-2019 n TY 26.20.40.140-113-PACY-
2023.

C3n HCO <«Akkopa-AMA3» obecneumBaeT HeUTpanmsauumio cneayrowmx
OCHOBHbIX Yrpo3 6e30nacHOCTU MHdopMaLmnn:

e HECAaHKUMOHUPOBAHHbLIM AOCTYN K MWHGOpMauMm 3a CUYEeT 3arpysku
HewTaTHOW onepaunoHHon cucteMbl (OC) n obxoaa nNpaBun pasrpaHUYeHMs A0CTyna
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wTaTtHon OC u (Mnun) Apyrnx CpeacTB 3aluTbl MHPOpMauun, paboTalowmnx B cpeae
wrtatHon OC;

e HapyweHue UenoCTHOCTM MpPOrpaMMHON cpefbl CPeACTB BblYMCIUTENbHOWN
TEXHUKM n (KMNnM) cocTaBa KOMMOHEHTOB annapaTtHoro obecnevyeHunss CpeacTs
BbIYNCNINTENBbHON TEXHUKU B MHPOPMALIMOHHOM CUCTEME;

e HapylueHue LLeNIOCTHOCTH NpOrpaMMHOro obecneyeHus cpeacTBa
[OBEPEeHHOWN 3arpys3Ku;

e HECaAaHKUMOHUPOBAHHOE W3MEHeHMe KOoHdUurypaumm (nNnapamMeTpoB) CpeacTB
[OBEPEeHHOWN 3arpys3Ku;

e npeogoneHne wunn obxoa dGOyHKUMM 6Ge3onacHOCTU CpeacTB AOBEPEHHOMN
3arpysKku.

KoMnnekc HauynHaeT paboTy cpasy nocse BbINOSIHEHMS Koda cucteMHoro BIOS
KOMMbIOTEPA — A0 3arpy3kuM OnepaumoHHOW CUCTEMbI, N obecnedymBaeT AOBEPEHHYIO
3arpy3ky! ans OC, noaaepxuBatolwmnx dannoBbie CUCTEMbI:

- FAT12, FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, FreeBSD UFS/UFS2, Solaris
UFS, QNX4, MINIX, Ext4, ReiserFS (TY 4012-038-11443195-2011);

- FAT12, FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, FreeBSD UFS/UFS2, Solaris
UFS, QNX4, MINIX, Ext4, ReiserFS (TY 4012-054-11443195-2013, TY
26.20.40.140-097-37222406-2021);

- FAT12, FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, Ext4, FreeBSD UFS/UFS2,
Solaris UFS, QNX4, QNX6, MINIX, ReiserFS (TY 26.20.40.140-102-37222406-2021,
TY 26.20.40.140-108-37222406-2022, TY 26.20.40.140-115-37222406-2023),

- FAT12, FAT16, FAT32, NTFS, Ext2, Ext3 Ext4, FreeBSD UFS/UFS2, QNX4,
QNX6, XFS (TY 26.20.40.140-079-37222406-2019, TY 26.20.40.140-113-PACY-
2023).

Komnnekc C3U HCA ona M23BM (PC) «Akkopa-AMA3» obecneunBaer:

e 3awmuTty pecypcos N3BM (PC) oT nuy, He AonyweHHbIX K paboTe Ha Hen, Ha
OCHOBe wuaeHTUdukaumm nonb3osatenen [M2BM (PC) no nepcoHanbHbIM
naeHTudukKaTopamM Ao 3arpyskm onepaunmoHHomn cuctemsl (OC);

e ayTeHTUdMKaumio nonblosatesnen MIBM (PC) no naponto anvHon o 12
CMMBOM0OB?), BBOAMMOMY C KJ/aBMaTypbl, C 3alUMTON OT PaCKpbITUS Mnapons — Ao
3arpy3ku onepaumoHHorn cuctembl (0OC);

e O/IOKNMPOBKY 3arpy3ku C oT4yyxgaembix Hocutenen (FDD, CD/DVD-ROM,
ZIP, USB-HakonuTenem n ap.);

Y TlonpoGuee cMm. paznen «[IpuHATHIE TEPMUHBI, 0G03HAYEHHS U COKPAILEHHSD» HACTOAIETO JOKYMEHTA.
D Jna mopenelt «Axkkopa-AMJI3» (TY 4012-038-11443195-2011, TY 26.20.40.140-079-37222406-2019 u u TY
26.20.40.140-113-PACY-2023) Bepcunu 0.3.11.47 MmakcuMalibHOE JOIYCTHMOE 3HaYEHHUE AJIMHBI Taposs — 63 CUMBOJIA.
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e KOHTPO/Ib UENOCTHOCTU TEXHUYECKMX, MNpPOrpaMMHbIX CpeacTB, YC/AOBHO
NOCTOSAHHOM MHpopmaumm NMIBM (PC) ao 3arpy3kmn OC, ¢ peanusaymen nowaroBoro
anropmuTtMa KOHTpons;

e KOHTPOJIb LENOCTHOCTM 06bekToB (anfoBbiX CUCTEM, pa3MeWeHHbIX Ha
AVNHAMUYECKNX ANCKaXx;

e [OBEpPEHHYI 3arpy3Ky CMCTEMHOro n npuknagHoro NO npu ogHOBpEMEHHOM
yCTaHOBKE Ha JAuCKax uamMm B JormMyeckux pasgenax agucka T[T2BM  (PC)
Heckonibknx OC;

e peructpauuto Ha MN3BM (PC) go 126 nonb3oBaTtenen (ans moaenen Ha base
cneumanmsmpoBaHHbIX KOHTposinepoB «Akkopa-5.5(e)») n no 1022 nonb3oBaTenemn
Ha ogHon [I2BM (ana ™Mopenen Ha 6ase cneumanmMamMpoBaHHbLIX KOHTPOJ/IEPOB
cemencrtea «Akkopa-LE/GX»);

e pErucTpauuil  KOHTPOIMPYEMbIX COBbITUIA B  CUCTEMHOM  >XypHane,
pasMeLlleHHOM B SHEProHE3aBUCUMOM NaMATU KOHTPOANepa;

e BO3MOXHOCTb  (PU3MYecKomn KOMMyTauum  ynpaBnswWMUX  CUrHanoB
nepndepuinHbliX YCTPOUCTB, B 3aBUCMMOCTU OT YPOBHS MOJIHOMOYMW MNOJSIb30BaTeNs
NO3BONSAIOLWEN YNpaBnsaATb BBOAOM/BbIBOAOM WHPOPMaUMM HA OTYYXAAEMbIE
dusmyeckmne HocuTennm wn yctpomctea obpaboTku AaHHbIX (419 Mopenen Ha 6ase
crneunannsnpoBaHHbIX KOHTpoNNepoB «AKkopa-5.5(e)»);

e aAMUHUCTPUpPOBaAHME  BCTpoeHHoro O  koMmnnekca  (perncrpaumio
nonb3oBaTtesiel U MnepcoHanbHbIX WMAEHTUPUKATOPOB, Ha3HadeHue dannos Ans
KOHTPO/SIA LUEeNOCTHOCTU, KOHTpOnb annapatHon u4actu [19BM (PC), npocmoTp
CUCTEMHOro XypHana);

e MOAAEPXKKY Ppexuma YyAaNeHHOro YyrpaB/ieHUs C CEepBEPHON 4acTbio
komnnekca (TY 26.20.40.140-102-37222406-2021);

e perucrtpaumto, cbop, XxpaHeHMe W Bblgayy [AaHHbIX O COObITUSAX,
nponcxoaswmx B N2BM (PC) B yactn cuctemsbl 3aWmTbl OT HECAHKLUMOHUPOBAHHOIO
aoctyna.

NoeHTndukaumsa m ayteHTudumkauma nonb3oBaTesiel, KOHTPOJb LEeNOCTHOCTHU
TEXHUYECKNX U nporpamMMHbiX cpeacts M3BM (PC) BbINOMHAKTCS KOHTPOSIEPOM
KOoMMJieKkca A0 3arpy3ku onepaumoHHON CUCTEMbI, yCTaHoBieHHoW B M9BM (PC).

Mpn moamndukaumm cuctemHoro MO 3ameHa KOHTposnepa He Tpebyetcsa. Npu
3TOM obecneumBaeTcsa noadepxxkKa creupexmuma nporpaMmMUpOBaHUS KOHTposnepa
6e3 CHMXEeHUS YPOBHS 3alUMThbl.

KoMmnnekc obecrneuymBaeT BbINOSIHEHUE OCHOBHbLIX (YHKUMIK 3awmTtbl oT HCA
Kak B cocTase nokanbHon [12BM, Tak n Ha paboumx crtaHumax JIBC B cocTaBe
KOMMJIeKCHOW cucteMbl 3awmtbl oT HCA JIBC, B TOM 4ucCne HACTPOMKY, KOHTPO/b
(dYHKUMOHNUPOBAHUSA N yNpaBfieHNE KOMMEKCOM.
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1.2. CocTtaB KOMMJiekca

Komnnekc C31N HCO «Akkopa-AM/[3» BbiNyCcKaeTCsl B NporpaMMHo-annapaTHOM
MCNOJIHEHNN N BKJIIOYAET:

e cCreumannsnpoBaHHbIM KOHTpoaep (Aanee no TEKCTY — KOHTponnep);

e nporpamMmHoe obecneyeHne (M0O), cocTosiwee W3 pe3NAEHTHON U
Hepe3naeHTHOW YacTeun.

Moaudukaumsa  KOHTpossiepa  onpeaenseTrca  pa3MepoM UM LWWMHHbBIM
NHTEpdencom.

Pe3snpeHTHas 4yactb [10 komnnekca pa3MeLlaeTCcad B 3HepFOHe3aBMCMMOVI
Cb}'I3LIJ-I'IaMFITVI cneynanmn3npoBaHHOIro KOHTpoJiEpa N BK1KOYAET B cebs:

a) cucteMHoe nporpaMMmHoe obecneyveHue (CrO):
e aapo OC Linux;

e WTATHbIM Habop yTuanT ansa dyHkumoHnposaHus OC Linux, paboTbl
KOMMJieKCa Ha pas3HbiX annapaTHbiX nnatdopmax, GyHKUMOHMPOBAHUSA
annapaTHou COCTaBNSAOLWEN KoMmnsieKkca " nepcoHasbHbIX
MAEHTU(PUKATOPOB;

e pe3nAeHTHbIe ApaliBepbl CNeuMann3mMpoBaHHbIX KOHTPOJ/1IEPOB;
e pe3naeHTHble ApanBepbl NepCcoHanbHbIX UAEHTUDUKATOPOB.
6) dyHKUMOHaNbHOe nporpaMMHoe obecneveHune (OMO):
e CpeacCTBa MAEHTUdUKAUMKN NMONb30BaTeNen;
e CpeacTBa ayTeHTUdMKaUNM NONb30OBaTeNeNn;
e CpeacTBa KOHTPOJS LUEeNOCTHOCTU TexHun4yeckmnx cpeacts NMN2BM (PC);
e CpeacCTBa KOHTPO/ISA LENOCTHOCTU CUCTEMHBIX 061acTen XeCcTKoro AncKa;
e CpeacTBa KOHTPOSISA LLEeNOCTHOCTU NMPOrpaMMHbIX CpeacTBs;

e CpeacTBa KOHTPONS LEeNOCTHOCTU OTAeNbHbiX BeTBel peectpa (ansa OC
cemencrtea Windows);

e cpencTtBa ayauTa (paboTa C XypHasnoMm perucrpaumm cobbitnn);
e CpeacTBa aAMUHUCTPUPOBaAHUSA KoMnnekca (cpeaa agMMHUCTPUPOBAHUSA).

CNO u OO koMniekca Ha 3Tane M3roToBAeHUS mnsgenms ob6bLeaAMHSAKTCS B
eanHoe pe3ngeHtHoe [0 (firmware), KOTopoe XpaHUTCS B 3HEProHe3aBMCUMOW
dN3Ww-namMaTi cneunanmManpoBaHHOro0 KOHTposinepa.

HepesngeHTHaa 4dactb [1O koMmnnekca YycCTaHaeBnuBaeTcs Ha [129BM
nonb3oBaTesnia U BKA4YaeT B cebs:

a) ApavBepbl  CNeuuanmn3npoBaHHbIX  KOHTPOMIEPOB A8  BHELWHUX
onepaunoHHbIX CUCTEM;

6) ApanBepbl NepcoHanbHbIX UAEHTUPUKATOPOB AN BHELWHUX OMepaLMOHHbIX
cucTem;

B) uefi-Mmoaynb KoHTponnepos GXM2 v.P u GXM2 v.S (TY 26.20.40.140-079-
37222406-2019, TY 26.20.40.140-113-PACY-2023).
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Ona  ypaneHHoro ynpasneHus Ccrneunanm3anpoBaHHbIM KOHTponnepom (TY
26.20.40.140-102-37222406-2021) B COCTaB KOMMJIeKCA MOXET BKJ/IOYATbCS
AONOJSIHUTENIbHOE NporpaMMHoe obecneyeHne, yCTaHaBIMBAEMOE KaK Ha CEPBEPHYIO,
TakK U Ha abOHEHTCKYI0 YaCTb KOMMeKca.

Joctyn K cpeacrteaM  aAMUMHWUCTPUpPOBaAHUA M ayauTa  KOMIMJeKca
npeaocTaBngeTca To/IbKo agMuHucTpatopy C3U.

Cpena aaAMMHUCTPUPOBAHUSA SBJISETCA 4acTblo KoMmniekca «Akkopa-AMA3» um
He TpebyeT ycCTaHOBKM Kakoro-nmbo pgononHutenoHoro [10. C nomouwbi Hee
aamMuHuctpatop C3UM MoxeT pobasndATb W yAanaTb NoOJSb3oOBaTesiel, Ha3HayaTtb
nonb3oBaTensaM UAeHTUGUKATOPblI U Maposn, KOHTPONMPOBATb anmnapaTHYK 4acTb
N2BM, npuknagHble U CUCTEMHbIE (parfbl, NOAYyYaAET AOCTYN K CUCTEMHOMY XYypHany
KOHTponnepa.

Moaudurkaunsa KOHTposi/siepa OroBapuBaeTcs MNpuv MNOCTaBKe KOMMAeKca wu
ykasbiBaetca B ®opmynsape (11443195.4012.038 30, 11443195.4012.054 @O,
37222406.26.20.40.140.079 30, 37222406.26.20.40.140.097 @0,
37222406.26.20.40.140.102 ®O, 37222406.26.20.40.140.108 @O, PAOCY.
26.20.40.140.113 @O, 37222406.26.20.40.140.115 @0O). TllogpobHee o
KOHTponnepax «Akkopa-AM[3», a Takxe 06 ycTponcrtBax, ¢ kotopbiMn C3U HCA
«Akkopa-AMA3» noaaepxuBaetr paboTy, CM. <«PyKOBOACTBO MO YCTaHOBKEe»,
BXOoAsLlee B KOMMJIEKT NMOCTaBKW KOMIMJIEKCa.

1.3. YcnoBua npMMeHeHUs1 KOMIJ1eKca

Ona  ycTaHOBKM  KoMMekca «Akkopa-AMA3» Tpebyetca cnepyroLwmi
MUHUMaNbHbIA COCTaB TEXHUYECKNX U NMPOrpaMMHbIX CPeacCTB:

. N2BM, cepsep nnu paboyas ctaHuMUsi, OCHOBaAHHAA Ha npoueccope
c apxutektypon x86 (IA-32) unmn x86-64 (AMD64), dbyHKUMOHMpPYOWasa noa
ynpasneHneMm onepaumMoHHOM CuUCTeMbl, noagepXxueatowen by U3
dannoBbix cuctem, npumBeAeHHbIX B nogpasgene 1.1  HacToswero
PykoBoacTBa;

. HannumMe Ha MaTepuHckon nnate N2BM csobogHoro cnota PCI/
PCI-X/ PCI-Express/ miniPCI-Express/ M2 - B COOTBETCTBUM C TWUMNOM
cneumanmampoBaHHOro KOHTponniepa.

TexHunyeckne cpeacrtea 3awmwaemon MIBM (PC) He Ao0/mXHbI cofepXaTb
annapaTHoO-NMpoOrpaMMHbIX MEeXaHWU3MOB, OPUEHTUPOBAHHLIX Ha LesieHarnpaBleHHoe
HapyLeHne NpaBuIbHOCTU (PYHKLNOHNPOBAHMUS KOMMNeKca.

B coctase MN2BM (PC), B KoTOpOM ycTaHoBneH komnnekc C3N HCA, AomxHbI
OTCYTCTBOBaTb CpeAcTBa, MO3BOMAKOWME 3@ CYET BO3AENCTBUA CO CTOPOHbI
nonb3oBaTtesieM Ha wWTaTHble opraHbl ynpasnenusa MN2BM (PC) BocnpensaTcTBOBaThb
nepeaaye yrnpabneHMs KOMMAEKCYy cTaHgapTHoW npouenypon ROM Scan.
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1.4. OpraHMBaI.IMOHHbIe Mepbl, HeobxoaunMbie ans npunMmeHeHuns

KOMMNJieKCa

Ona ahdeKTMBHOro NpUMEHEHUs CpeaCTB 3aluMTbl KOMMNEeKca U nogaepxXaHus
HeobxoanMoro ypoBHA 3awmuweHHocTn M3BM (AC) U MHPOPMaUMOHHbLIX pecypcoB
TpebyeTcs:

e Hanuume aaMUHUCTpaTopa 6e3onacHocTn wuHdopmauun (cynepsBmn3opa;
fanee no TeKkCcTy - AamuHuctpaTtop BU) - npuBunermposBaHHOro nosb3oBaTtens,
nMewwero ocobbim ctatyc m abCconoTHble noaHoMouns. AaMUHUCTpaTop bBU
nnaHupyeT 3awmTy MHOpMauMmM Ha npeanpusatum (yudpexaeHuun, dupme v T.4.),
onpegensaeTr npasa AOCTyrna nMoJib30BaTesiAM B COOTBETCTBUM C YTBEPXAEHHbLIM
NMnaHoM 3awuTbl, opraHm3yeT ycTaHOBKY koMmnnekca B CBT(PC), akcnnyatauuto u
KOHTPONb MpaBuiibHOCTU wucnonb3oBaHus CBT(PC) ¢ BHeApeHHbIM KOMMEKCOM
«AKKOpA», B TOM 4uUCNe y4yeT BblAAHHbLIX WAEHTUPUKATOPOB, OCYyLleCcTBAseT
nepmogmnmyeckoe TeCTMpoBaHMe CpeaCcTB 3aWMTbl KOMIMJIEeKCa;

e pa3paboTka M BeAeHWEe y4eTHOM U 06beKTOBOM AOKYMeHTaumun (MHCTPYyKUKMS
aAMUHUNCTpATOpa, UHCTPYKLUMA MNONb30BATENEN, XYPHAN ydyeTa MAEHTUDUKATOPOB WU
OTUYXJAeMbIX HOCUTeNen nonb3oBaTenen n aAp.). Bce pa3paboTaHHble y4yeTHble U
06beKkTOBblIE AOKYMEHTbI A0/XHbl 6bITb COr1aCoBaHbl, YTBEPXAEHbI Y PYKOBOACTBA U
AoBeAeHbl A0 COTpyAHUKOB (monb3oBaTenenm). 70 HeobxoAuMMO ANs TOro, 4Tobbl
MnaH 3awmTbl opraHusauuun (Npeanpuatusa, dupmbl U T.4.) U genctema CbBU
(AoMmnHucTpaTopa BU) nonyumnnun ropnanyeckyto OCHOBY;

e (dusnyeckas oxpaHa CBT (AC) n ee cpeacrts, B TOM 4ucie nposeneHue
MEepPONpPUATUA NO HEAONYLWEHUNIO N3BATUA KOHTPOJISIEpa KOMMEeKCa;

e ucnonb3oBaHne B CBT (AC) TexHMYeCKUX W TnMporpaMMHbIX CpeacTs,
cepTudunumpoBaHHbiX kKak B Cucteme NOCT P, Tak n B [ocyaapCTBEHHOW cucteme
3awmnTbl nHpopmaummn (FC3U);

e [epunoanyeckKoe TeCtmpoBaHme CpeacTB 3alllUTbl KOMIJ1€EKCA.
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2. YCTaHOBKA U HaCTpoOMKa KOMIJIeKca

Mepen ycTtaHOBKOW W 3KkcnnyaTtaumen komnnekca C3UM HCO «Akkopa-AMA3»
AamuHuctpaTop BU coctaensieT opraHuM3auuMOHHO-pacnopsauTesibHblA AOKYMEHT O
BBOAE KOMMJIEKCa B 3KCrjlyataumio M BHOCUT CBeAeHUs O HeM B pasgesnt dopmyndapa
«CBeneHVsa 0 BBOAE B 3KCr/lyaTaumio U 3aKpenjieHnmn KoOMniaekca».

YcTtaHoBKa % HacTpomnkKa KOMMJ1ekca C31n HCA «Akkopa-AMA3»
OCYLLECTBNSAETCS aAMMHUCTPATOpPOM 6e30nacHOCTN MHpOopMaUnn 1 BKIOYAET B cebs:

1)YcTtaHOBKY nnaTbl KOHTponnepa B cBoboaHbin cnot [129BM - cwMm.
«PykoBOACTBO NO yCTAHOBKE>;

2)YcTaHoBKY napons Ha Bxoa B BIOS;

3)YCcTaHOBKY NapaMeTpoB y4yeTHOM 3anucu «n. AAMUHUCTPATOpP» U HACTPOMNKY
KOMMJIEKCa B COOTBETCTBUM C KOHUrypaumemnm TexHudyeckux cpeacts [M3BM3
(nogpobHee cM. «PykOBOACTBO MO YCTaHOBKe» W nogpasaen 3.2 HacTosiwero
PykoBoacTtea);

4)Perncrtpaunto nonb3oBaTeNen M HACTPOMKY 3aWUTHbIX CPeAcCTB KOMMeKca
(nogpobHee cM. cooTBeTCTBYKOLWME noapasdenbl pasgena 3  HacToswero
PykoBoacTtsa).

3 ITpu nammuun va TI9BM BIOS cnenudukanuu He Huke 2.5 OTpebyeTCs JOMONHUTENBHAS HACTPOiiKa uefi-Motys
aist kouTposuepa GXM2 v.P (TVY 26.20.40.140-079-37222406-2019, TV 26.20.40.140-113-PACY-2023).
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3. Pa6boTta ¢ KOMNJZIEKCOM

3.1. Hayano pa6oTbi

Ecnn B KoMMblOTEp YCTaHaB/MBAETCS HOBbIN KOHTponnep <«Akkopa-AMI3»,
Npu 3arpyske BbINOMHAETCS WHUUManusaumsa wn @GopMaTMpoBaHMe BHYTPEHHEN
namaTn. locne 3aBeplieHUs 3TOW onepauum Ha 3KpaH BbIBOAUTCHA /1AaBHOE OKHO
cpeabl aAMUHUCTPUPOBAHUSA (PUCYHOK 1, pUCYHOK 2).
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PucyHok 1 - FnaBHoe OKHO cpeabl agMUMHUCTpUpoBaHuna (ana mopenein Akkopa-AMA3»
TY 4012-038-11443195-2011, TY 26.20.40.140-079-37222406-2019 n TY 26.20.40.140-
113-PACY-2023)
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PucyHok 2 - MnaBHOe OKHO cpeAbl agMUMHUCTpUpoBaHua (ana mopenen Akkopa-AMA3»
TY 4012-054-11443195-2013, TY 26.20.40.140-097-37222406-2021, TY 26.20.40.140-
108-37222406-2022 u TY 26.20.40.140-115-37222406-2023)

[NaBHOE OKHO cpeabl aAMUHUCTPUPOBAHUSA COCTOUT U3 CreayoWwmnx obnacrei:

e MeHl Bblbopa 06beKTOB aaMUHUCTPUpOBaHUS (N1ieBass BepTMKasbHas
naHenb);

e MaHenb ynpassieHns BbIbpaHHbIM 06bEeKTOM aAMUHNCTPUPOBAHUS:
- NaHeNnb UHCTPYMEHTOB (BEpXHSS NaHesb);
- pabouee none.

MeHi0 Bblbopa 06BEKTOB aAMUHUCTPUPOBAHWS  MO3BONSET MNPOBOAUTL
onepaumMn aAMUMHUCTPUPOBAHUNSA CeAYOWNX 06 BEKTOB:

e <[lonb3oBatenn> - paboTa CO CNMCKOM Nosb30oBaTesien n rpynn;

e <XypHan> - paboTa C BHYTPEHHUM XYPHasOM perncrpaunm cobbiTun;

e <AnnapaTypa> - KOHTPOJib LEeSIOCTHOCTX annapaTHOM 4YaCTn KOMNbloTepa;
e <[INCKMU> - KOHTPOJIb LLeNIOCTHOCTU CUCTEMHbIX 06/1aCTeN XEeCTKUX ANCKOB;
e <®annbl> - KOHTPOJIb LENOCTHOCTM (PannoB Ha XEeCTKUX AMUCKaX;

e <PeeCTp> - KOHTpPOJiIb LE/IOCTHOCTU OTAESIbHbIX BeTBen peectpa (ana OC
cemencrtea Windows);

e <HacTponkmn> - obwme HaCTPONKN KOMMEKCa;
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e <WNHDO> - nHdbDopMaumss 0 BEPCMN NPOLUMBKN KOHTPONEPA U KOHTPOJIbHbIE
CYMMbI siApa 3almThl;

e <ba3a paHHbIX> — BbINOJIHEHME MpoUeAyp 3KCNopTa/MMMopTa 3/IEMEHTOB
6a3bl AaHHbIX;

e <PernameHTbl> — 3aMycK NpoLeccoB caMOTECTUPOBAHUA KOMMJeKca.

B Hayane nepBoro ceaHca paboTbl MOMMMO T[Nl@aBHOrO OKHa cpeabl
aAMUHUCTPUPOBAHUA Ha 3KpaH TakXe BbIBOAUTCHA coobuweHne c TpeboBaHMeM
BbIMOSIHUTb npoueaypy HaCTPONKM napamMeTpoB y4yeTHOM 3anmcum
«n.AaMuHuncTpaTop» (puUcyHok 3), 6e3 BbINOJHEHNUSA KOTOPOW HEAOCTYMHbl HUKaKne
dyHKUMN «Akkopa-AM/I3».

YnpaeneHwe YYeTHLIMK 2anMcamMm

' Ona BO3MOAMHOCTA agMUHUCTpUpOoBaHMA AMO3 HeobxoAWMo HACcTPoOUTE
napameTpbl FNaeHoro AQMUHUCTRAaTOpRA.
Kak MUHKUMYM cneayeT 3a0ath WOeHTUHUKATOD W YCTAHOBUTL Naponb.

—T—

PucyHok 3 - CoobuieHmne c Tpe6oBaHMeM HaCTPOUTb NapaMeTpbl YYE€THOW 3annucu
«I'n. AARMMHUCTpaTop»

Mocne BbINOAHEHUS rMpoueaypbl YCTAHOBKW MapaMeTpoB Y4YeTHOM 3anucum
«n. ADMUHUCTpaTop», OnNuMCaHHOM B noapasjene 3.2 HacTtoswero PykoBoAacTBa,
dyHkunoHan  «Akkopa-AMA3»  CcTaHOBUTCA  AOCTYMHbIM  AN8  MOJSib30BaTens
«'n. AAMUHUCTpaTop>.

[anee cnepyeTt 3aperncrtpnpoBaTb HeobxoamMoe KOMMYECTBO MNoJsib30BaTenemn
(nnn rpynn nosb3oBaTesnien), HaCTPOUTb MapaMeTpPbl UX YYETHbIX 3anncen, a Takxe
CMMUCKW KOHTPONS LEeNOCTHOCTM annapaTtypbl, CiyXebHbix obnacTten XeCcTknx ANCKOB,
dannoB, peectpa (noapobHee CM. COOTBETCTBYHWOLWME noapa3aenbl HacTosIWero
PykoBoacTtsa).
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3.2. YcTaHOBKa napamMeTpos yuyeTHoM1 3anucm

«'n.AAMuUHUcCTpaTop»
3.2.1. O6bwme cBeaeHuns

Mpu MHUUManNn3aumMn KOHTpossiepa B 6a3e faHHbIX CO3JaeTcsa yyYeTHas 3anuchb
«'n. ABMUHUCTpaTop»4 — Mofb3oBaTesnsl, UMEeKLero ocobbiii cTaTyCc U abContoTHbIE
NOSIHOMOUMA B cpede — KOTopoMy OyAyT MOMHOCTbIO AOCTYMHbl BCe (QYHKUUK
aAMUHUCTpUpOBaHnNa «Akkopa-AM/3».

MNpn 3TOM AN AaQHHOrO MOJSb30BaTENS HEe YCTaHOBNEHbl MapaMeTpbl YyYeTHOW
3anucu.

BHUMAHME! Tpun nepBOM cCTapTe KOHTpoOJUZIepa npeXxae Bcero
Heob6xoaumo YCTaHOBUTb napaMeTpbl y4YeTHOM 3anucm
«n. AAMMHUCTPaTOP>» W TOJIbKO MNoOCNe 3TOro nepenTu K npoueaype
perncrpaumm Bcex oCTaJibHbiX NMOJib30BaTeNen.

ANna yCcTaHOBKM NapaMeTpoB YYETHOW 3anucu HY>XHO B CMKUCKe nosib3oBaTeNen
OTMETUTb MbIWbIO NoNb3oBaTens «FN.AAMUHUCTpaTOp>» (PUCYHOK 1).

B nosiBuBWEMCS paboyeM none peaakTUpoBaHUS NapaMeTpoB YUYETHOM 3anucu
«[n. AAMUHUCTpaTOp» MpeABapUTE/IbHO MOXHO BbIMOMHUTL HAaCTPOMKKU CReayoLmnx
napaMeTpoB:

e napameTpbl Naponsa (cMm. nogpasaen 3.3.2.4);
e aTpubyTbl goctyna (cMm. nogpasgen 3.3.4.7);
e pe3ynbTaTtbl A (cM. noapasgen 3.3.2.6).

HacTpoika AaHHbIX MapaMeTpoB He gaBnsieTcs ob6s3aTesibHOM U MOXET ObiTb
BblMO/IHEHa B 60N MOMEHT nocne 3aBepleHus npoueaypbl  HaCTPOMKKU
obs3aTenbHbIX NapaMeTpoB YYETHOW 3anucu.

Mocne BbINOMHEHMS YKa3aHHbIX HACTpoeK crefyeT MepenTu K HacTpolke
obsi3aTenbHbIX 4NS YYEeTHOM 3anmMcu napaMeTpoB:

e [JaHHble ayTeHTUdUKaumn (Tonbko ans mogenen Akkopa-AMA3» TY 4012-
054-11443195-2013, TY 26.20.40.140-097-37222406-202, TY 26.20.40.140-108-
37222406-2022 n TY 26.20.40.140-115-37222406-2023 - nogpasaen 3.2.2);

e nepcoHanbHbIM naeHTudmnkatop (nogpasaen 3.2.3);
e naponb (nogpasgen 3.2.4).

4 B 10 «Axkopa-AMJI3» UMeHa yYeTHBIX 3alucei, CO3JaHHBIX 10 YMOIYAaHUIO, OTOOPAXkKAIOTCA HA PYCCKOM S3bIKE.
HeoGxomuMo moMHUTH, uTto i uMmeHd «[m.Anmunuctpatop» Take 3apesepBupoBaHo umsa «SUPERVISOR»
(cmenoBaTenbHO, HEBO3MOXKHO CO3JaTh HOBOT'O TIIOJIB30BATENsl C TakMM HMMEHEM); JUIS TPyII «AIMHHUCTPATOPb» W
«O06b1uHBIE» Takxke 3apesepBupoBanbl UMeHa «ADMINS» u «kEVERYONE» cooTBeTCTBEHHO (ClIeZ0BaTENbHO, HEBO3MOYKHO
CO37aTh HOBBIE I'PYIIIBI C TAKUMH UMEHAMH).

19




11443195.4012.038 90
11443195.4012.054 90
37222406.26.20.40.140.079 90
37222406.26.20.40.140.097 90
37222406.26.20.40.140.102 90
37222406.26.20.40.140.108 90
PAICY.26.20.40.140.113 90
37222406.26.20.40.140.115 90

ans Moaenem Akkopa-AMIA3» TY 4012-054-11443195-2013, TY
26.20.40.140-097-37222406-2021, TY 26.20.40.140-108-37222406-2022 n TY
26.20.40.140-115-37222406-2023 Ha3Ha4yeHue nepcoHanbHOro naeHtndumnkaTopa m
yCTaHOBKa Napons BbINONHAKOTCSA B paMKax O4HOW onepauuu.

3.2.2. HacTpoWka fAaHHbIX ayTeHTUPUKaLuumn

BHUMAHME! [laHHbI NYHKT pacnpoCTpaHsaeTcs ToAbKO Ha moaenn Akkopa-AMA3»
TY 4012-054-11443195-2013, TY 26.20.40.140-097-37222406-2021, TY
26.20.40.140-108-37222406-2022 n TY 26.20.40.140-115-37222406-2023.

Mepen BbINOSIHEHMEM MpoLeAypbl Ha3HAUYeHUS MaeHTUdUKaTopa U yCTaHOBKMU
naposisi He06X0ANMO BbINOMHUTbL NMpoLUEeaypY HAaCTPOMKM AaHHbIX ayTEHTUDUKALUN.

Onsa 3Toro B rpynne sneMeHToB «/[laHHble ayTeHTUdMKaUUN» OKHa HaACTPOMKMU
napaMeTpoB y4yeTHOM 3anucu «n. AQMUHUCTpATOpP» crefyeT HacTpouUTb cregyloLme
napameTpbl (PUCYHOK 2):

e «[laTa Hauana cpoka aeuncrtemsa AUM_AHI» - pata Hadyana cpoka AencTBuUS
ayTeHTUduumpyowen MHpopMaumm, XpaHsALWencss Ha  ayTeHTUPUUMPYOLWEM
HOCuTene nosib3oBaTens;

e «[laTa oOKOHYaHuA cpoka aencteus AUIM_AHI» - paTa OKOHYaHUS CpoKa
0EeNCcTBus ayTeHTUudunumpyoLemn MHpopMaumu, XpaHsiencs Ha
ayTeHTUdUUMpyoLemM HocuTesnie Nnosb3oBaTens;

e «[laTa Ha4dana cpoka AEeNCTBUS Mapons» — faTa Hadana Cpoka AencTBus
napons nosib3oBaTens;

e «/[/laTa OKOHYAHWA CpoOKa AencTeus naponasa» — Agata OKOHYaHU4d CpOKa
nencreus naposid nosib3oBaTesni,

e «KONMYECTBO HEeyAauHbIX MOMbITOK AOCTyMNa®» — KOJIMUYECTBO HeyaayHbIX
noapsa naoyLwmx nonbITOK AOCTYNa NoNb30BaTessl, NO MPEBbILWEHNUM KOTOPOro paboTa
nosfib3oBaTens 67oKnpyeTcs;

e «0Oblee KONMYECTBO BCEX MOMbITOK AOCTyna» — obuiee KOAMYECTBO BCeX
NonbITOK AOCTyna noab30BaTens, No MNpeBbileHUM KOToporo pabota nonb3oBaTtens
6nokunpyeTcs.

MNpuMeyaHue: ZaHHble ayTeHTugukaymm, yCTaHOBJIEHHbIE A58
ayTeHTUGUUNPYIOLIEr0O  HOCUTE/IS  [10/1b30BaTe/Isi B [POLECCE  MEePBUYHOM
pervncTpaumnmn, 6yayT TakXe y4YuTbIBaTbCs Mnpu paboTe AaHHOro Mosib30BaTesis Ha
Bcex pabouymx CTaHUMsIX, Ha KOTOPbIX OH BIIOCAEACTBUN 6YAET 3aperncTtpupoBaH C
MPUMEHEHUEM OAHOr0 U TOr0 XK€ ayTeHTUMUUMPYIOLIErO HOCUTENS — A0 TeEX r1op,
rnoka rnpouegypa  HaCTpouiku  AaHHbIX  ayTeHTUukaumn  a4ns  AaHHOro
ayTeEHTUGDUUMPYIOLLIEr0 HOCUTESISI HE BYAET BbiMO/IHEHA 3aHOBO.
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BHUMAHME! Tlpn npubnam>xeHnnm MakKCMManbHOM rpaHuubl no nwbomy U3
napameTpoB NoTpebyeTcsi BbIMONHUTb FeHEpPAUNIO AaHHbIX ayTeHTUdUKaumm 3aHOBO.
B pesynbTate maeHtundukatop byaer AeNCTBUTENEH TOMbKO Ha TOM KOHTposnepe
«Akkopa-AM/[3», Ha KOTOPOM BbIMOJIHEHA reHepauus.

Ona npeaynpexaeHnuss BO3MOXHbIX TpyaHocTen B paboTte «Akkopa-AMIA3»,
CBA3aHHbLIX C YKa3aHHbIMW BbilWe YCI0BUAMKU, PEeKOMEeHAYeTCA AN8 KaXaoro
KOHTponnepa «Akkopa-AMA3» perncrpypoBatb MUHUMYM ABYX aAMUHUCTPaTOPOB,
Tak, 4YTobbl OKOH4YaHue cpoka pgencteua AWUM_AHIT y oaHOro m3 HUX Bceraa
HacTynano ro3Xxe, OCTaB/ifAs BO3MOXHOCTb BXOAa B cpeay aAMUHUCTPUPOBAHUA
«Akkopa-AM3» C uenbto  obHOBNEHUSA UCTeKLLEN ANM_AHT BTOpPOro
aAMWUHUCTpaTopa.

[danee cneayer nepentM K  BbLIMOJSIHEHUIO  Mpoueayp  HasHadeHus
nepcoHasbHOro naeHTudmnkaTopa 1 napons.

3.2.3. HazHauyeHMe nepcoHanbHOro naeHTudukartopa

BHMMAHME! Cneayet NOMHUTb, 4YTO €C/IM Ha KOMMbKOTEPE C YCTAHOBJIEHHbIM
«Akkopa-AM3» MCNOMb3YHOTCA K/KOYEBble HOCUTENU W3 4YucCa MoAfep>XUBaAEMbIX
«Akkopa-AM3» (nogpobHee cM. «PykoBOoACTBO MO YyCTaHOBKe»), MX Heobxoanmo
OTKNOYNTb A0 MNOsIBSIeHUs 3anpoca uaeHtudukatopa. [Janee cneayer npenbsiBUTb
naeHTuduKaTop M BBeCTU Naponb B <«Akkopa-AM[3», a 3aTteM NOAKIKYUTL
KJ1t04EBOW HOCUTENb 3aHOBO.

Onsa peructpauumn wmnaeHTudukatopa Ha NpaBoOM nMNaHennm B CTpoke
«MpeHTUdUKaTop» HYXHO HaxaTb KHOMNKY <CMeHUTb>. Ha 3KpaH BbIBOAUTCS OKHO,
B KOTOpPOM TpebyeTcs yKasaTb, KaKOW CeKpeTHbIN K4 6yaeT ncnonb3osatbcs. pu
3TOM MOXHO OCTaBWUTb CYLLUECTBYIOLIMA CEKPETHbIN KoY, ecnum uaeHTudunkatop
MCNONb30Ba/ICd paHee W CEeKPETHbIM KUY YyxXe Obll  creHepupoBaH, WM
creHepmpoBaTb HOBbIN.

CeKkpeTHbIM K4 YHUKANEeH ANS KaX4oro rnosib3oBaTens U 3anucbiBaeTcs BO
BHYTPEHHIO MNaMATb PErncTpmpyemMoro maeHtudukatopa. ITOT CeKpeTHbIN KoY
NCMONb3yeTCsd B MOHUTOpe npaBwui pasrpaHudeHusa pgoctyna ACRUN, koTopbin
NO3BONSET KaXAOMYy MoJsib30BaTeN0 CO34aTb M30/IMPOBAHHYKO MPOrpaMMHyI0 cpeay
(MNC) n nepcoHanbHbI Habop dannoB, KOHTPONUPYEMbIX Ha LENOCTHOCTb. KpoMme
TOro, 3TOT MapaMeTp MO3BONSET HaAeXHO 3aluuwaTb AaHHble O MnoJsib30oBaTesie B
SHeproHe3aBMCMMON NaMATU KOHTposepa, T.K. B KayeCTBe YHWKaNbHOrO npusHaka
NCMONb3YyeTCs pe3ynbTupytowas xew-gyHKUumMa oT HoMepa naeHtTudukaTopa, napons
N CEKPETHOro KJtua.

BHMUMAHME! eHepupoBaTb CEKPETHbLIN KNKOY CreayeT TONbKO NMpyU nepBoi
perucrpaymm, T.K. Npn Kaxxaoh reHepaunm nepesanmcbiBaeTcsa npeablayLwmi Ko,
N unaeHTMdUKaTop nNepecrtaHeT AencrtBoBatb Ha Tex [19BM, rae 6bin
3aperncTpmpoBaH paHee.

Mpu pa6ote ¢ oAgHMM M TEeM e UAEHTUPUKATOPOM Ha HECKOJIbKMUX
KOMIUJIEKCaxX «AKKOpPA>» B MNpouecce KaXKAOW nocneayroulen perncrpaumvm
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naeHTndukarTropa cneayetr MCNoJib30BaTb CyLLECTBYHOLMNA CEKPETHbIN KoY
(creHepupoBaHHbIN B NpoLecce NepBon perncrpaumm maeHtndukaropa).

CnenyeT caenaTb BbI6OP M HaxaTb KHOMKY </[lanee> (pUCYHOK 4).

CMeHa woeHTHMOUEKaTopa

CekpeTHbIA KoY

® Wcnonb3oBaTh CyLUECTEYOLLAA
() TeHepupoBaThb

Jlanee ] [ OTMeHa ]

PucyHok 4 - OKHO Bbl6bopa ceKpeTHOro ksiou4a

MosiBNSeTCS OKHO C 3anpoCoM naeHTUduKaTopa Anst CMeHbl (PUCYHOK 5).

CMeHa woeHTUdMKaTopa

MpentaeuTe WoeHTUDUKaTOP

MoeHTUdUKaTop:

CekpeTHbIA KoY

Mcnone20BaTe CYLUBCTBY HILLLAL

MeHepUpoBaTE

[ CHpOCHTE ] [ OTmeHa ]

PucyHok 5 — OKHO € 3anpocoM uaeHTudumkaTopa oNa CMEHbI

Ecnn naoeHtudukaTop ewe He npeabsBrieH, none «MaeHTudukatop» nycroe.
HeobxoaumMo npeabsBuUTb MAEHTUMMKATOP M A0XKAATLCS MOMEHTa, Nnoka B rnofie He
NOSIBUTCS CEPUINHBIM HOMep naeHTudmnkatopa (PMCyHOK 6).
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CMEHE WOeHTUhHUKaTopa

MNpeasAaBuTe WOBHTAQKUKATOP.

MaenTudukaTop: 08 0000011A62CD 3E

CekpeTHbIA KNy

() Mcnonb30BaTh CYLLECTEYHILLIAIA

I} TeHepWUpoBaTE

Ok ][ CHpROC MTh ][ OTMEHa ]

PucyHok 6 — OKHO cMeHbl naeHtTudukarTopa

Heobxoanmo noaTBEPANTb 3aBEpPLUEHUE Oonepaunm HaxaTnem KHonkn <OK>,

BHMUMAHME! [Onsa mogenen Akkopa-AM3» TY 4012-054-11443195-2013, TY
26.20.40.140-097-37222406-2021, TY 26.20.40.140-108-37222406-2022 wn TY
26.20.40.140-115-37222406-2023 cpa3y no 3aBepleHun npoueaypbl Ha3HA4YeHUs
NepcoHanbHOro  uaeHTUdUKaATopa aBTOMATUYECKUM HAYMHAETCS  BbIMOJIHEHUE
npoueaypbl Ha3Ha4vyeHns napons (cMm. 3.2.4).

NMocne KOPPEKTHOro BbINOSIHEHUS OMNMCAHHOW MNOCeA0BaTENbHOCTU AENCTBUN
HoMep wuaeHTudunkatTopa nosasnsercs B none <«MNaeHTudukaTtop» rnaBHOMO OKHA
cpeabl agMUHUCTpUpoBaHusa (ansa mogenen Akkopa-AMA3» TY 4012-038-11443195-
2011 n TY 26.20.40.140-079-37222406-2019 - puUCYHOK 7).
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Toneko reMepupogare
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3arnasHbie natHckme Dykebl (A - 7)

PucyHok 7 - UgpeHTudukatop yuyeTtHou 3anmucu «IM. AGMUHUCTpaATOp>» yCcTaHoBNeH (ans
mopenen Akkopa-AMA3>» TY 4012-038-11443195-2011, TY 26.20.40.140-079-37222406-
2019 n TY 26.20.40.140-113-P1CY-2023)

[Nanee Heob6xoaMMO NepenTn K npoueaype HasHavyeHus napons (cm. 3.2.4).

BHUMMAHME! CneayeT NMOMHMUTb, UYTO AJI1 KOPPEKTHOro 3aBeplueHus
npoueaypbl YCTAaHOBKM o06si3aTenibHbIX MNapaMeTpoOB Y4YeTHOM 3anucu
Heo6XxoAMMO BbINOJIHUTb KaK npoueaypy YCTaHOBKM maeHTUdukaTopa, Tak
MU npoueaypy YCTaHOBKMU napons.

B npoTMBHOM cCsilyyae nNpu HaXatun KHOMNKU <[IpMMeHuUTb> B rnaBHOM
OKHe cpeabl agMUHUCTPUPOBaAHMUA Ha dKpaH BbIBOAUTCA npeaynpexaeHuve o
TOM, 4YTO maeHTudukaTop (M)W naposib NoJsib3oBaTesii HEe YCTaHOBJIEHbI
(pucyHok 8), M nporpaMMma oXuaaet OT aAMMHUCTpaTopa 3aBeplueHusN
npoueaypbl HACTPOMKM NapaMeTpoB aBTOPM3aLIMM NOJIb30BaTess.
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HE'EE'F‘JHI:-IE' NapaMeETpEl MoAsL308aTENA

& He ycTaHosneHbl WoeHTUhUKaTop uinnK) napons NoONL30BaTENA.

-

PucyHok 8 - Coob6uieHne o TOM, 4TO MAeHTU(PMKATOP WM Naposib NoJib30BaTesNIfl He
YCTaHOBJIE€HbI

B HeKoTopbIX cny4yasx nNpu perncrpaumn naeHtudukaTopa cneayeT yuynTbiBaTb
psa HoaHcoB. OnuweM Ha npuMmepe ycTponctea ruToken-S.

[lo Havana perncrpaumm YCTDOVICTBO AOJ/IKHO 6bITb MHNUNATN3NPOBAHO.

Ecnn ruToken-S nony4yeH B cocTaBe KOMMAEKTa MnocTaBkn «Akkopa-AM3»
Hanpsamyto ot OKB CATP, To OH nHuuuanusmposaH U nMmeet MNMMNH-kKo4 NO yMOSI4aHUIO
12345678.

B NpoTWMBHOM cny4dae YCTPOWCTBO HEo6XoAMMO MPOUHULMANM3NPOBATL B
COOTBETCTBUMN C MHCTPYKLUMEN Npomn3BOAUTENS.

Hanee npwm permcrpauum naeHTudurkaTopa notpebyeTtcs BBOA
BbleyrnoMsiHyToro NMMH-koaa (pucyHok 9).
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PucyHok 9 - 3anpoc NMNH-koaa npu perncrpaunn naeHtTudumkaropa

Ecnu NMNH-koa BBEaeH HEBEPHO, 3annucb naeHTndmMKaTopa He NpomM3BoOAUTCS, a
Ha 3KpaH BbIBOAUTCS cooblieHmne 06 aToM.

CnepyeTr MOMHUTb, YTO YCTPOMCTBaA NOAOOHOro Tuna, sIBASSICb MO CyLWeCcTBY
CMapT-KapTow, npeanonaratoT HeobxoamMmocTb BBoaa MMH-koaa nonb3oBaTens npwu
perncTpaumm 1 B fanbHeEnLWeM npu Kaxaon ayteHtndukaumm, n atot NMNNH-koa - He
naposb nonb3oBaTtens B <«Akkopa-AM[3», a AOMNONMHUTENbHbIM KOA, KOTOpPbIN
nonb3oBaTtenb (B TOM yncne AQMUHUCTpATop) 6yaeT BBOAUTb KaXAblh pa3s MOMMUMO
napons.

Ecnn 10 npeactasnaetcad m3bbITOYHbIM, BO BKAaAKe «HaCTpoOWMKU» MOXHO
yCcTaHoBUTb nar «ABToMaTtudeckmn BBoa [MMH-kopa» wu BBectn [MMNH-koa no
yMondaHuio (pucyHok 10).
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PucyHok 10 — YctaHoBKa aBToMaTudeckoro ssoaa NNH-kopa

OTOT cnocob MOXHO WCNOAb30BaTb TOJSIbLKO B TOM C/y4dae, ecnm y BcCex
ycTtponcTts (B 4aHHOM npuMmepe ruToken-S) yctaHoOBMeH oauH U TOT Xe MNMNH-koa nnu

ncnonb3syetcd NMUH-koa No ymonyaHuio.

3.2.4. HazHauyeHMe napons

Mepen BbINOSHEHMEM nMpoueaypbl Ha3HAYeHUs MNaposs Ha MpaBoOM MaHenm
rMaBHOMO OKHa cpeabl agMUHUCTPUpPOBaHMSA (PUCYHOK 1) HYXHO YCTaHOBMUTb
HeobxoanMble napameTpbl napons (nogpobHee cM. 3.3.2.4).

BbinonHeHmne npoueaypbl HA3HaYeHUS Napons:

e N4 mMoaenen Akkopa-AM/[13» TY 4012-054-11443195-2013, TY
26.20.40.140-097-37222406-2021, TY 26.20.40.140-108-37222406-2022 n TY
26.20.40.140-115-37222406-2023 Ha4ynMHaeTCd aBTOMaATUYECKM MNOC/e Ha3Ha4yeHus
nepcoHasibHOro naeHTndukaTopa;

o ANnA mMoaenen Akkopa-AM3» TY 4012-038-11443195-2011, TY
26.20.40.140-079-37222406-2019 n TY 26.20.40.140-113-PACY-2023 HauMHaeTcs
NOCpeACTBOM Ha)aTus KHoMkM <CMeHUTb> B CTpokKe «[lapofiib» rnaBHOrO OKHa
cpeabl aAMUHUCTPUPOBaAHUSA (PUCYHOK 7).
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Ha akpaH BbIBOAUTCHA OKHO BBoAa napons (pucyHok 11). MNpu nepBoHa4yanbHOM
perncTtpaunm napaMmeTpoB Mosib3oBaTens crpoka «CTapbii mapofsb» HeAOoCTyMnHa.
HeobxoanMo BBECTM HOBbIW Maposib U NOATBEPAUTL BBOA MNaposid BO BTOPOW CTPOKE.

Maponb MOXeT COoCTosATb M3 6ykB, uudp M CcrneunanbHbIX CUMBOIOB (B
3aBMCMMOCTM  OT  YCTA@HOBJIEHHbIX AaAMWHUCTPAaTOPOM NapaMeTpoB Napons -
cM. 3.3.2.4). BBoauMmble CMMBONbLI Ha 23KpaHe oTobpaxatTca Toukamu. [lpu
HecoBnaZeHUM BBeAEHHbIX nocneaoBaTeNbHOCTENM BbiIBOAUTCA coobuweHune 06
owmnbke. B aTOM cnyyae onepauunto npuaeTtcs nosTopuTb. CMMBOAbLI MOTYT BBOAUTLCS
KaK B BEpXHeM, TaK U B HMXHeM peructpe. CnegyeT yunTbiBaTb, YTO AJIMHA Napons
AO/MKHa 6blTb He MeHblle napameTpa, YCTaHOBJ/IEHHOro B CTpoke «MuHuMasnbHas
AnnHa» B pasgene «[llapameTpbl napons». Ecnv afinHa BBEAEHHOro rnaposis MeHblle,
BblBOANTCA coobuieHne o6 owmnbke.

BeenMTe HOBLIA Naponk:

U ]

MoaTeepaMTe NAponk:

[ [eHepupoBaTL ]

o ) (o)

PucyHok 11 — OxHO BBOAa napons

BHUMAHME! Ecnu nonb3oBaTesil0 He Ha3HadaeTca napoJjib, TO Npu
peaakTMpoBaHUMM MapaMeTpoB MNapoJsia B CTpoke MuHuMManbHas AJIMHaA B
pasaene «[lapaMmeTpbl napons» cneayetr yCcTaHOBUTb ANIMHY naponsa O,
MHa4Ye nNpu 3anUCyU AaHHbIX O MNoJsib30oBaTesie BbIBOAUTCA coobueHune 06
owmnbke (pucyHok 8).

NmeeTcsi BO3MOXHOCTb BblbOpa npoueaypbl reHepaunmm naponst cayyamHbiM
obpa3oM (KHomnka <leHepupoBaTb>). B 3TOM cnyyae naponb reHepupyeTcs TakuMm
obpa3om, 4yTtobbl B HeM obsa3aTenbHO MNpUCYTCTBOBas XOTs 6bl OAMH CUMBOM M3
Habopa, 3agaHHOro B napameTpe «Andasut napons». llocne reHepauun HOBbIN
naposib BbIBOAUTCA B CTpoKe «BBeauTe HOBbIA MAposib», U MOJSIb30BaTENb AOJ/IKEH
€ero BBeCTM C KjlaBmaTypbl B none «floarsepamte naposib».

NMocne ycnewHoro BbINOMHEHUS nMpoueaypbl YCTAaHOBKW (MAM reHepauumn)
HOBOIo NapoJsid B rMaBHOM OKHe cpeAbl aAMUHUCTPUPOBAHUSA 3HAYEeHMe rnapaMeTpa B
none «lMaposb» MeHgeTCca Ha «YcTaHoBneH» (PUCYHOK 12).
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PucyHok 12 - NMNaponb yuyeTHoOM 3anucu «IM. AAMMHUCTpaTOp>» yCTaHOBJIeH (ANnAa Mmoaeneun
Akkopa-AMA3» TY 4012-038-11443195-2011, TY 26.20.40.140-079-37222406-2019 n TY
26.20.40.140-113-P1CY-2023)

AOna coxpaHeHUs napaMeTpoB nosib3oBartens <« IMn.AgQMUHUCTpaTop>»
HY>XHO Ha)xaTb KHonky <lpuMMeHUTb> Ha naHenAn WHCTPYMEHTOB BBEPXY
rNaBHOro okHa (pMUCYHOK 12).

Mocne KOPPEKTHOro BbIMNOAHEHUS ONMMCAaHHOW MOCnenoBaTENbHOCTU AENCTBUM
Ha 3KpaH BbIBOAUTCA coobuweHne O COXpaHEHUU BHECEHHbIX W3MEeHEeHUN
(pucyHok 13).

YUeTHbIE 3AAMEN

\i,} Bce u3MeHeHWA Bul CoXpaHeHsl.

Hoekie AapaMeTpel Napona BCTYNAT B CUAY Nocne erc U3MeHeHn:.
——

PucyHok 13 - Coo6LieHne 0 COXxpaHeHUN BHECEHHbIX U3MEHEHUN
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MNocne coxpaHeHMs napaMeTpoB nosib3oBaTens «[N.AOMUHUCTPATOP» MMeeTCs
BO3MOXHOCTb B 1t060e BpeMsi Noy4YnTb AOCTYN K Npoueaype aAMUHUCTPUPOBAHUS.

BHMMAHME! B cnydae paboThbl C KOMIMJ1IEKCOM «Akkopa-AMA3»,
dyHKUMOHUPYIOWMM Ha 6a3e KOHTpoJsuiepoB AKKopa-5.5(e), nocne BbINO/IHEHUS
OMWCAHHOW B HACTOSWEM MyHKTe npoueaypbl YCTaHOBKW MapaMeTpoB Y4YeTHOM
3anucn  «<MM.AQMUHUCTpaToOp»  HeobXxoaAMMO  BbINOMHUTL  BbIXO4 W3  cpenbl
aAMUHUCTPUPOBAHUSA U Mepe3arpy3nTb KOMMObOTEP.

JanbHenwme HaCTPOMKM KOMMIEKCA MOXHO BbIMOMIHATL TO/IbKO MOCAEe nepe3arpysku
KoMmnbloTepa!

3.3. HacTpoika napaMeTpoB rpynn 1 y4eTHbIX 3anucemn
nosib3oBaTenemn

3.3.1. Cnucok nosb3oBaTenen

Mpn wWHMUMaANM3aUUKM KOHTpOSISIepa CO34AKOTCA [ABE 3ape3epBMpOBaHHbIE
rpynnbl  nonb3oBaTtenen — «AagMuHucTpatopbl» («ADMINS») wn  «O6bl4HblE»
(«EVERYONE»). 2Tu aBe rpynnbl HeMb3si HA NepeMEeHoBaTb, HX YAaUTb.

Ons kKaxaon m3 rpynn MOXHO 3aaaTb obwiune napameTpbl, KOTopble 6yayT
yCTaHaBNMBATbCS NO YMONIHYAHMIO MPU CO34aHUN NONb30BaTeNs B rpynne.

Ans Kaxaoro 3aperncTpupoBaHHOro Nosb30BaTeNs MOXHO M3MEHUTb AaHHble
napamMeTpbl NpU MHANBUAYANTbHON HACTPOMKE.

Takune xe npasuna 6yayT BbINOAHATLCA UM Ans A6oM rpynnbl, CO34AHHOWM
aAMUHNCTPATOPOM.

[na pepakTMpoBaHusa obwmx napamMeTpoB rpynnbl nosib3oBatenen Heobxoanmo
B rN1aBHOM OKHe cpeibl aAMUHUCTPUPOBAHUS BblbpaTb U3 CNMUCKA HYXHYK rpynny
nosb3oBaTtesier, Mbllbl0 YCTAHOBMB KYpCOp Ha CTPOKe 3arosoBka rpynnbl
(pucyHok 1).

3.3.2. O6wme napaMeTpbl rpynnbl «AAMUHUCTPATOPbI>»
3.3.2.1. 06yne cBegeHus

Ona rpynnbl «/AAMUHNCTPATOPbI» YCTaHOBJ/IEHbI cneaytowme obumne napameTpbl
(pucyHOK 14, pucyHoK 15):

e napameTpbl aBTopusaunm (cm. 3.3.2.2);

e JaHHble ayTeHTUdumkaumm (ana mogenen Akkopa-AMA3» TY 4012-054-
11443195-2013, TY 26.20.40.140-097-37222406-2021, TY 26.20.40.140-108-
37222406-2022 n TY 26.20.40.140-115-37222406-2023 - cm. 3.3.2.3);

e napameTpbl naponga (cm. 3.3.2.4);
e Bpems gencteua (cm. 3.3.2.5);

30




11443195.4012.038 90
11443195.4012.054 90
37222406.26.20.40.140.079 90
37222406.26.20.40.140.097 90
37222406.26.20.40.140.102 90
37222406.26.20.40.140.108 90
P/]CY.26.20.40.140.113 90
37222406.26.20.40.140.115 90

e pe3ynbTaThbl NA (naeHTUdmkKaunmn/ayteHTudmnkaumm

(cM. 3.3.2.6).
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PucyHok 14 - O6wue napaMeTpbl rpynnbl «AgMUHUCTpaTopbl» (ANna Mmoaenen Akkopa-
AMA3» TY 4012-038-11443195-2011, TY 26.20.40.140-079-37222406-2019 n TY

26.20.40.140-113-PACY-2023)

31



11443195.4012.038 90
11443195.4012.054 90
37222406.26.20.40.140.079 90
37222406.26.20.40.140.097 90
37222406.26.20.40.140.102 90
37222406.26.20.40.140.108 90
PAICY.26.20.40.140.113 90
37222406.26.20.40.140.115 90

oy
B =} Sag = A
z1!.[& 1: ‘tl: ﬁl CHHXPOHWU3WPOBATE L m
JobasuTe none3osatens  ¥panwTe nonbsoeatens  [oBasute rpynny  Ymanute rpynny rpynny u pumeHnTE  Buixop

nonk3osatened

| AnMmuHucTpaTopel | HacTpoiku rpynnel: AQMUHUCTPaTOPEI
ﬁ w TN AOMUHUCTPATOP
I * OBblYHbIE MNapamMeTpbl aBTOPW3aLMM
= USERL

ENOKWMpOBaTL 3aNKCh NOML30BATENR

JaHHble ayTeHdTudnukalumn

Hata Havana cpoka geacteas AUM_AHM: 17.11.17 j
JaTa oKoH4aHWA cpoka peacTeua AWNM_AHM: 17.11.18 j
Annapatypa Mata Ha4ana cpoka AedcTsWA Naponsa: 17.11.17 ﬂ
MaTa okoHYaHWA Cpoka AeACTBMA Napons: 17.11.18 ﬂ
g KOonu4ecTso HeynaqHblx NONLITOK A0CTYNa: 8 L=
Luckin ) O6bLLee KONMHECTBO BCEX NOMLITOK AOCTYNA: 500 =)

NapameTpsl Napona

Daine
MUHWManNLHaA AnnHa: 8 L= CMMBONOB
ﬂ Bpems OencTenA: 30 {ii aHei
MoneIToK ANA CMEHEI: 3 =
Peectp A =
g KTO MOMET MEHATL Naponk
HacTpoikin ® TonbKe afMUHUCTPATOP
i TENL W 8AMUHWCTRETOR
AndhaeuT napons
WHdo

)

PucyHok 15 - O6wue napamMeTpbl rpynnbl «AgMUHUCTpaTopbl» (ANna Moaenen AKkopa-
AMA3» TY 4012-054-11443195-2013, TY 26.20.40.140-097-37222406-2021, TY
26.20.40.140-108-37222406-2022 n TY 26.20.40.140-115-37222406-2023)

3.3.2.2. NapameTpbl aBTOpHU3aLNAN

Ons  rpynnbl  «AAMWUHUCTPATOPbI®» YCTAHOBJIEHbl Cleaylwme napaMeTpbl
aBTOpU3aLMK:

e pexum 6/10KNPOBKMU.

Mpwn yctaHoBKe dnara «bnokmpoBaTb 3anucb MONb30BATENA» B COCTOSIHME
«[la» BCe napaMeTpbl MoOJib30BaTeNnen, BXOAAWMX B rpynny <«AAMUHUCTPATOPbI»,
coxpaHsatTcsa B 6a3e AaHHbIX, HO BX0A4 B CMCTEMY M paboTa AaHHbIX Monb3oBaTenemn
6yayT 3anpeweHbl. [aHHbIM  dnar MOXHO MCNONb30BaTb AN BpPEMEHHOW
6110KMPOBKMU rpynnbl nosb3oBaTenen. Mocne  TOroO Kak  obnagatowmnm
COOTBETCTBYIOWMMUN MPUBUIETNSMU aAMUHUCTPATOP CHuUMeT 6nokuposky, paboTa
nonb3oBaTtesien BO306HOBUTCA CO BCEMM YCTAHOB/IEHHbIMM HACTporkamu. N3mMeHnTb
COCTOSIHME AaHHOro nara MOXXHO LWEeNYKOM MbILM.
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3.3.2.3. JaHHbIe ayTeHTugpnkaymmn

BHUMAHME! [laHHbI NYHKT pacnpoCTpaHsaeTcs ToAbKO Ha moaenn Akkopa-AMA3»
TY 4012-054-11443195-2013, TY 26.20.40.140-097-37222406-2021, TY
26.20.40.140-108-37222406-2022 n TY 26.20.40.140-115-37222406-2023.

Ona rpynnbl  «AOMUHUCTPATOPbLI» MMEETCs BO3MOXHOCTb 3a4aTb JAaHHble
ayTeHTUdukaumn. lMpoueaypa HACTPOWMKW AaHHbIX ayTeHTuduKaumum Ans rpynnb
«AOMWUHUCTPATOpPbI» aHanornyHa npouenype HaCTPOMKWM AaHHbIX ayTeHTUdUKauum
Anda yyeTHow 3anucu «n. AgMnHuctpaTtop» (nogpobHee cm. 3.2.2).

3.3.2.4. NapameTpbl naposis

[na ynpaBneHuns naposibHOM MNOJIMTUKOWN MOXHO perynumpoBaTb chneaytoume
napaMeTpbl Mapoas Ha NpaBoM BEPTMKANbHOM NaHenu (pUCyHok 14):

e «MuHMManNbHasa ANMHaA» - NapaMeTp onpeaenser KOJMYecTBO CUMBOJOB,
KOHTpONMpyemoe npu co3gaHunm u cMeHe napons. Henb3si BBECTU Naposib MEHbLUEN
ONvHblL. Ecnn ana aBTopum3auuMm Monb30BaTens npegnonaraeTcss MCMosib30BaTb
TONbKO MAEHTUMMKATOP, 3TOT NapaMeTp HYXHO YCTaHOBUTb paBHbiM 0 (nmaponb
3aaBaTb Heobs3aTenbHO). 10 yMOMYaHUIO ANMHA Mapons ycraHoBfieHa paBHOM 8
CMMBOJ1aM, MaKCMMasbHOe AOoMNyCcTUMOe 3HadeHne - 12 cCMMBONOB>),

e «Bpemsa pencTBus» - BpeMSA AEWUCTBUS Mapofis A0 CMEHbl B KasleHAapHbIX
AHaXx: oT 0 (cMeHbl Nnapons He TpebyeTcs) Ao 366 aHen.

e «[loNbITOK AN CMEHbI®» - KOMMYECTBO MOMbITOK CMeHbl napons: oT 0 (He
OrpaHM4YeHo) Ao 5. 3ToT napaMeTp onpeaensieT A4ONYyCTMMOE UYMUCNO MOMbITOK CMEHbI
naposisi, ecnn Nofb30BaTE/l0 pa3pelleHO CaMOMy BbINOJSIHATL TaKyl onepauuio.
Ecnn 3a oTBeAEHHOE UYMCO MOMbITOK Naposib HE CMEHEH KOPPEKTHO, BbINOJIHAETCS
nepesarpy3ka KoMnbtoTepa.

e «KTO MOXeT MeHATb Naposb» - YCTaHOBKA 3TOr0 napamMeTpa Mo3BoOJseT
3a4aTb  NOJMTUKY B  OTHOLWEHWMM CMeHbl Naposifd: MNoSib30BaTeslb  MOXeT
CaMOCTOSITeNIbHO MeHATb naposb (N0 WUCTEeYEHUW BpeMeHW AencTBms WM B
NPOM3BOJSIbHbIN MOMEHT BpPEeMeHW Mo CBOeW WHMUMATMBE), WIW CMeHy napons
OCYyLLeCTBASET TO/IbKO aAMUHUCTPATOP.

e «AndaBuT naponsa» - onpegenser Habop CMMBOMOB, KOTOpble 06s13aTeNlbHO
AOJIKHbI MCNONBb30BaTbCA NpU BBOoAe napond. Hanpumep, ecnu B andasuTe 3a4aHbl
undpbl M 6yKBbl, TO HeNb3si BBECTU Naposib, COCTOAWMK U3 oAHMX uundp. lMpu
yCcTaHoBke (¢nara <«TONbKO reHepupoBaTb» naposb 6yaeTr reHepupoBaTbCs
cny4dyanHbiM o06pa3oM M3 CUMMBOMOB 3af4aHHOro andasmta NpU CMeHe napons
nono3osatensd. ®nar «llpoBepka Ha NpPOCTOTY» 3anyCKaeT MNpOBEpKYy Mapoas Ha
COOTBETCTBME CNefyLnM KpUTEPUSAM:

3 Jlns mopeneit «Akkopa-AMJI3» (TV 4012-038-11443195-2011, TY 26.20.40.140-079-37222406-2019 u TY
26.20.40.140-113-PICY-2023) Bepcunu 0.3.11.47 MmakcuMalibHOE JOIYCTHMOE 3HaYEHHUE AJIMHBI aposs — 63 CUMBOJIA.
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- HeaonyCTMMOCTb MWCMNONb30BaHMa 6osee Tpex OAMHAKOBbIX CUMBOJIOB
noapsa;

- HegonyCTUMOCTb  MUCNosb3oBaHusa 6Gonee Tpex noAapsa CUMBOJIOB,
pacrnonoXeHHbIX psiAOM Ha KiasBumaType (Kak B NpssMOM, Tak M B 06paTHOM
nopsiake);

-  HemonycTMMoCTb MCNoNnb3oBaHus 6onee Tpex noapsia CUMBOJOB,
pacnonoXeHHbix psaom B Tabnuue ASCII (kak B NnpsiMOM, Tak n B o6paTHOM
nopsiake);

- HeAonyCTUMOCTb WCMOSIb30BaHUSA B MNapose CTaporo napons wuam ero
4acTn, a Takxe naeHTnduKaTopa Uin ero 4YacTtu.

BHUMAHME! Ecnam naponb yXe 3aAaH, UM3MEeHeHMAa ero napamMeTposB
BCTYNAT B CUJ1Y TOJIbKO NPU CMeHe napons.

3.3.2.5. Bpems gencrBus

B pasnene «Bpemsa aeicTBMsA» MOXHO HAaCTpPOUTb C/leaylolmne napameTpbi:

e «[laTa Hauyana paboTbli» — onpeaensieT AaTy, C HACTYMN/IEHUEM KOTOPOW
paboTa Ans nonb3oBaTenen, BXoAAWMX B rpynny «AAMUHUCTPATOpPbI», pa3pellaeTcs
Ha TEKYLLEM KOMMbIOTEPE;

e «[laTa kOHUA paboTbl» — onpeaensieT AaTty, C HACTyNJeHUEM KOTOpPOW
paboTa Ana nosb3oBaTeniei, BXoAAWMUX B rpynny «AAMUHUCTPATOPbI®», 3arpeLiaeTcs
Ha TEKYLEM KOMMblOTEpE.

MapameTpbl «BpeMs AenCTBUS» yUUTbIBAKOTCS B npouecce paboTbl KOMMeKca
TONbKO B TOM cCfiyyae, ecnu B pasjene «[aHHble KOHUrypaumm» Ha BKIaake
«Hactponkn» (cm. n. 3.12.1) aAMMHUCTPATOPOM YyCTaHOBNeHa rasoyka «[lposepka
BPEMEHU AENCTBUS YYETHOM 3anucu Nosib3oBaTens».

3.3.2.6. Pe3ynbrarbl A

B paspene «Pe3ynbTtathl WMA» ycCTaHaBiMBaEeTCs, Kakas WHdopmaumss o
nonb3o0BaTene, nosny4vyeHHas B pe3synbTaTe npouecca
naeHTudpukaunmn/ayteHtudumkaumm, 6byaer nepefaBaTbCAa U3 KOHTposiiepa B
NPOrpaMMHYy0 MOACUCTEMY pasrpaHuUYeHus AocTtyna (ecnm TakoBas yCTaHOBIEHa Ha
KOMMblOTEPE) C UeNbld CUHXPOHM3auMn 6a3bl AaHHbIX Mosb3oBatenen. [Ans
nepegayn B MPOrpaMMHYyK0 MOACUCTEMY pas3rpaHUYyeHnsa A0CTyna AOCTYMHbI
cnepywowme napameTpsbl:

e unaeHTUdUKaTOp;
e CEeKpeTHbIN KoY CTaHuMu;
e CEeKpEeTHbIM KJIOY Nnosib3oBaTens;
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e KWMS Nonb3oBaTens;
e naposb;

e dnarmn OC;

e HOMep nonb3oBaTens;

e YpOBEHb AOCTYyNa Nonb3oBaTens.

HekoTopble 13 3TUX NapamMeTpoB HEO6XOAMMbI ANSA YCMNELWHOro BbiMNOSIHEHUS B
NpPOrpaMMHOM MOACUCTEME pa3rpaHUYeHus AOCTyna npoueaypbl «ABTOMATUUYECKUI
norvH B OC», Kkorga nonb3oBaTeslb aBTOPU3YEeTCs Ha annapaTHOM YpOBHe, a
NporpaMMHas 4acTb aBTOMATMUYECKM MOArpYy>XaeT ero npodunb AOCTyna.

[Mpwn 3TOM BXOA4 B CUCTEMY MOXET OCYLLECTBAATbLCA ABYMSA cnocobamu:

e KOHTpoOnnep komniekca «Akkopa-AM[3» nepepaeTr noacucrtemMe Ao0CTyna
MMsA nonb3oBatenss. B stom cnyyae npu normHe B OC Tpebyerca BBeCTM C
KJlaBMaTypbl Maposb Mosib3oBaTens, WM MNoJsib30BaTesNId WU3MEeHUTb Henb3d. Ans
HacTpoMkm paboTbl B TakoM pexume cneayet B pasgene <«PesynbTatbl WMA»
napaMeTpoB NoJsib30BaTeNs YCTaHOBUTbL NepBble YeTbipe dnara.

e KOHTpoOSNiep KoMmmiekca «Akkopa-AM/[3» nepepaeTr noacucrtemMe A0CTyrna
MMSA M nNapoJsib nosnb3oBaTtena. B stom cnyyae npu normde B OC BBOAa Naposid He
Tpebyetca. [Ons HacTponknm paboTbl B TakKOM pexume cneayet B pasjene
«Pe3ynbtaTthl MA» napamMeTpoB NOAb30BaTENSA YCTAHOBUTL NepBble NATb (plaros.

YCTAaHOBKW MO YMONYaHWUIKO, MPU KOTOPbIX HE BKAWYEH HU OAuH dnar,
npeanonaratT MCNOJb30BaHME TONIbKO KOHTponnepa «Akkopa-AMA3» (6e3
NOACUCTEMbI pa3rpaHMUYeHmns AoCTyna).

3.3.3. O6wme napameTpbl rpynnbl «0O6biluyHbIEe>» (NONb30BaTeNIN)

Ona rpynnbl «O6blyHble» (Nonb3oBaTeNn) ycTaHOBAEHbI cneaywouwme obume
napaMeTpbl (PUCYHOK 16, pUCYHOK 17):

e napameTpbl aBTopusaummn (pexnMm 6J10KMPOBKKN);

e [OaHHble ayTeHTudukauumm (ans moaenen Akkopa-AMA3» TY 4012-054-
11443195-2013, TY 26.20.40.140-097-37222406-2021, TY 26.20.40.140-108-
37222406-2022 n TY 26.20.40.140-115-37222406-2023 cM. 3.2.2).

e apaMeTpbl Napons;
e pe3ynbtaTbl UA (naeHTUdmKaumm/ayteHTndmKaumm nonb3osartens);
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PucyHok 16 - O6wme napameTtpsbl rpynnbl «0O6biuHbIe>» (ana moaenein Akkopa-AMA3»

AOMWHWCTPATOPbI
L CABMUHMCT DATOP
ObbHble

11443195.4012.038 90
11443195.4012.054 90
37222406.26.20.40.140.079 90
37222406.26.20.40.140.097 90
37222406.26.20.40.140.102 90
37222406.26.20.40.140.108 90
P/]CY.26.20.40.140.113 90
37222406.26.20.40.140.115 90

Y]
: =
gﬁt CHHXPOHN3MPOBaTE 2

nonL3oBaTene

HacTporiku rpynnbi: Q6bitHbIE

MapameTpsl napona

MUHMMANEHAA SNWHA:
Bpema gehcrena;

MonNBITOK 408 CMEHBI:

2] cnmponos

30 |2 aneir

=1
L=

KT0 MOMKET MEHATE NApoNb
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MpoBepKa Ha NpocTaTy
Toneko reHepupoBaTs

3arnasHele NaTHHCKKE ByKBb! (A - Z)
Undpei (1-9)
CrpouHble natuHckne Byksbl (a - 2)

Creynanshble cumaons (1@#5%~&=()+[1(\"<=/?"_=~)

Bpema geRCTEMA

Data Hauana paboTsl 19.06.19 |

Mara koHua paboTsl 19.06.19 j

Pesyneratsl MA

A nauriakiavaran

TY 4012-038-11443195-2011, TY 26.20.40.140-079-37222406-2019 n TY 26.20.40.140-

113-P[1CY-2023)
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L | OObiHbIe | MapaMeTpbl aBTOpWU3aLMK
1
{iionk3osaTeni;
m I BOKMPOBATh 3anMch NoMb30BATENA
HanHble ayTeHTudrkaumumn
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PucyHok 17 - O6wue napameTpbl rpynnbl «O6biuHbIe» (Aana moaenein Akkopa-AMA3»
TY 4012-054-11443195-2013, TY 26.20.40.140-097-37222406-2021, TY 26.20.40.140-
108-37222406-2022 n TY 26.20.40.140-115-37222406-2023)

HacTponkn napameTpoB napons n pe3ynbTaToB
naeHTUudukKaunmn/aytTeHTUPmMKaunMm aHanormyHbl HACTpOMKaM COOTBETCTBYHOLWMX
obwmx napameTpoB An4 rpynnbl «KAAMUHUCTPATOPbI>».

BHUMAHME! lpu pabote ¢ «Akkopa-AMA3» TY 4012-054-11443195-2013, TY
26.20.40.140-097-37222406-2021, TY 26.20.40.140-108-37222406-2022 wn TY
26.20.40.140-115-37222406-2023 ycTtaHOoBKa napameTpa <«KTO MOXeET MeHATb
naposib» Ans nonb3oBatenen u3 rpynnbl «O6blYHbIE» HEAOCTYMHA, MEeHATb Naposib
A9 N0Nb30BaTeNId MOXET TOJ/IbKO aAMUHUCTPATOP.

3.3.4. MNapameTpbl Nosib3oBarTenen B rpynne «AAMMHUCTPATOPbI»
3.3.4.1. 06yne cBegeHus

Ona nonb3oBaTtenen rpynnbl «AAMUHUCTPATOPbI» YCTAaHOB/EHbI cneaytoume
napaMeTpbl (pUCYHOK 18, pucyHOK 19):

e epcCoHasnbHble NMapameTpbl;
e MapameTpbl aBTopusaummn (pexnm 610KMPOBKU);
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e JaHHble ayTeHTUdukaumm (ana mopenen Akkopa-AMA3» TY 4012-054-
11443195-2013, TY 26.20.40.140-097-37222406-2021, TY 26.20.40.140-108-
37222406-2022 n TY 26.20.40.140-115-37222406-2023 cM. 3.2.2)

e MapameTpbl Napons;

e BpeMs AeNCTBUS;

e aTpubyTbl AOCTYNa;

e pe3ynbtaTbl UA (naeHTudmnkaumm/ayteHtTndmkaumm nonb3osartens).
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= T AGMUHWCT paTop
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Maponk: HE YyCTaHoBNEH CMEHHT...
HKypHan -
E MNapameTpbl napons
=1
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=]
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MpoBepka Ha NpocToTy

ToNeKO reHe pUpOBaTE

CneunansHele cumsons (M @#5% &> () +H[HEN" <=/7_=~)
3arnagHele NatuHckne Bykeol (A - Z)

Undper (1-9)

CTpouHble naTuHCkne Bykeel (a- z)

Bpema gencrana

PucyHok 18 - NapameTpbl nonb3oBaTenier B rpynne «AQMUMHUCTpaTopbl>» (ANA moaenen
Akkopa-AMA3» TY 4012-038-11443195-2011, TY 26.20.40.140-079-37222406-2019 n TY
26.20.40.140-113-PACY-2023)
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PucyHok 19 - NMNapamMeTpbl nonb3oBaTesiei B rpynne «AgMMHUCTpaTopbl» (Ana Mopgeneun
Axkxkopa-AMA3» TY 4012-054-11443195-2013, TY 26.20.40.140-097-37222406-2021, TY
26.20.40.140-108-37222406-2022 n TY 26.20.40.140-115-37222406-2023)

3.3.4.2. lNepcoHasbHbIe napaMeTpbl

Kaxxabli nonb3oBaTenb rpynnbl «AAMUHUCTPATOpPbI» 06/1aaaeT NepcoHanbHbIMK
napaMeTpaMu, KOTOpble BK/KOYaOT B cebs:

e UnaeHTUdUKaTOp;
e Maposib.

3HauyeHMs AaHHbIX NMapaMeTpoB OTOGpaXalTcs Ha MNpaBol MaHenu pabodero
MoJis rNaBHOIrO OKHa cpeAbl aAMUHUCTPUPOBaHUS (CM. pUCyHOK 18).

B none <«WpeHTudukatop» oTobpaxaeTca LWecTHaAuaTU3HAYHbIN HoMep
YCT@HOBJIEHHOIO Ang AaHHOro nonb3oBaTens naeHTudukaTopa. Ecnn
naeHTUdUKaTop AN NOAb30BaTeNsa euwe He YCTaHOB/IeH, TO Nosie coaepXxuTt dpasy
«He YycCTaHoBneH». WaeHTndukatop MOXeT OblTb YCTAaHOBMEH WM CMEHEeH
nocpeacTBOM BbINOSIHEHUS onepaunii, onucaHHbIX B nogpasaene 3.2.3.

Mone «Maponb» cCoAepXUT MHMOPMALMIO O HAIMYMWU YCTAHOBJIEHHOINO Napons
nonb3oBaTesid U MOXeT UMETb TOSIbKO OAHO M3 ABYX 3HAYEHUW: <YCTaHOBNEH» UAMn
«He ycTaHoBneH». [laponb nofnb3oBaTens MoXeT ObiTb YCTaHOBSIEH WAMN CMEHEH
NOCpeACTBOM BbIMNOSIHEHUS ONepaunin, onncaHHbIX B nogpasaene 3.2.4.
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3.3.4.3. NapameTpbl aBTOpU3aLNN

Mpn yctaHoBke dnara «bnokmpoBaTb 3anucb MNOSb30BaTeNss» B COCTOSIHUE
«[la» BCe napamMeTpbl N0/b30BaTeNsd, BXoaswero B rpynny <AAMUHUCTPATOPbI»,
coxpaHsitoTcs B 6a3e AaHHbIX, HO BX0OA4 B CMCTeMy M paboTa AaHHOro nosib3oBaTens
6yayT 3anpeweHbl. [JaHHbIKW dnar MOXHO MWCMNOMb30BaTb A BPEMEHHOW
6nokMpoBkM nonb3oBaTtensd. [locne Toro kKak ob6nagatownMin COOTBETCTBYHOLWMMMU
NpuUBUAErMaIMM  agMUHUCTPATOP CHUMeT 610kuMpoBKYy, paboTa nonb3oBaTens
BO30OHOBUTCA CO BCEMM YCTAHOBJ/IEHHbIMM HACTpohkaMn. W3MeHUTb COCTOosiHME
AaHHOro dnara MOXHO LWEeYKOM MbILLUN.

3.3.4.4. JaHHbIe ayTeHTupnKkayummn

BHUMAHME! [laHHbI NYHKT pacnpoCcTpaHsaeTcs TonbKo Ha moaenn Akkopa-AMA3»
TY 4012-054-11443195-2013, TY 26.20.40.140-097-37222406-2021, TY
26.20.40.140-108-37222406-2022 n TY 26.20.40.140-115-37222406-2023.

Mpoueaypa HACTPOMKM [AaHHbIX ayTeHTUdUKaumm ANs YYeTHbIX 3arnucemn
nonb3oBaTesnen n3 rpynnbl «KAAMUHUCTPATOPbI»:

e gBnsetcsa ob6a3aTenbHOM M MOXeT ObITb BbIMONHEHa nAMBO Ha 3Tane
HacTponkm obwmnx napameTtpoB rpynnbl (cM. 3.3.2.3), nMb0 Ha 3Tane HACTPOUKM
KaXkAoMn y4yeTHOM 3anucuK (B paMKax HacToswero nyHkTta PykoBoacTea);

e QaHaNoOrM4yHa npoueaype HacTporke AaHHbIX ayTeHTUduKaumm ons y4yeTHou
3anucu «n. AgMnHuctpatop» (cMm. 3.2.2).

3.3.4.5. NapameTpbl naposis

HacTpoiku napameTpoB napons ans nonb3oBaTesnien rpynnbl
«AAMUHUCTPATOPbI» aHaNIoOrNYHbI COOTBETCTBYOLNM HacTpomKam o6wmx
napaMeTpoB Napons Ans rpynnbl «AAMUHUCTPATOPbLI».

3.3.4.6. Bpems geincrBusn

HacTpokn napaMeTpoB BpeEMEeHU AeUCTBus ANs Mnofb3oBaTenen rpynmnbl
«AAMUHUCTpPATOPbI» aHaNOrMM4HbI COOTBETCTBYHOLWMNM HacTponKam ob6Lwmnx
napamMeTpoB BPpeMeHWN AENCTBUSA ANS rpynnbl «AAMUHUCTPATOPbI>».
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3.3.4.7. ATpnbyTbI gocrTyna

B paspene «ATpubyTbl AOCTyna» yCTaHaBNMBAKOTCS NEepCOHasibHble HAaCTPOMUKKN
dyHKUMN pefaKTUpoBaHUA M ynpaBieHus, KoTopble 6yayT AOCTYMHbI A8 AAHHOro
nonb3oBaTensa m3 rpynnbl «AaMUHUCTpaTopbl» (pUCyHOK 20). M3MeHATb HaCTpPOMKM
aTpmbyTtoB Aoctyna MoxeT nwbon agMuHucTpatop, obnagarowmii  npaBoM
pefakTUpoBaHUs nosib3oBaTtenen (T.e. BXOAAWMM B rpynny <«AAMUHUCTpPATOpbI»
nosb3oBaTenb, NpU HACTPOMKE Y4YeTHOW 3anucum KOToporo B aTpubytax AocTtyna
yCTaHoB/eH ¢nar «PegaktupoBaHme Nonb3oBaTenemn»).

- —~ ooy m
% 1 BB . 2 H
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PucyHok 20 — ATpubyTbl AOCTyna ANA NoJsib30BaTesIed U3 rpynnbl « AGMUHUCTPATOPDI >

B paHHOM pasgene ana  BbibpaHHOro nonb3oBaTens U3 rpynnbl
«AOMUHUCTPATOPbLI»  AAMUHUCTpATOp, oOb6nagawwWwnin NpaBoOM peaaKTUpPoOBaHUSA
Nnonb3oBaTesien, MOXeT YCTAaHOBUTb WN CHATb cneaytowme gpnaru:

e PepaktTunpoBaHne HacTpoek. [lpu ycTaHoBKe AaHHOro ¢nara BbiGpaHHbIN
nonb3oBaTeslb MOXeET W3MEeHATb obuwme HacTporkm kKomnnekca (noapobHee
cM. 3.12). MNpun cHATMKW JaHHoro dnara ansa BbibpaHHOro nonb3oBaTens GyHKUUK
N3MEHEHUS HaCTpOeK HeAOCTYIHbI.

e YnpaBfieHue >xypHanoMm. [lpu ycTaHOBKe pAaHHOro rara BbiGpaHHbIN
Nnofib30BaTeNlb MOXET MpPOoCMaTpuBaTb M 0YMLATbL CUCTEMHbLIN XypHan (noapobHee
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cM. 3.11). Mpu CcHATMKM gaHHOro dnara Ans BblbpaHHOro nosb3oBaTens QyHKUMS
OUYULLIEHUNS XYpPHaNa HeaoCTyMnHa.

e PepaktupoBaHue nosb3oBatenen. [lpu ycTaHOBKE AaHHOro nara
BblOpaHHbLIN  MNonb30BaTe/lb MOXET  BbIMNOMHATb  pefaKTUpOBaHME  CUCKOB
nonb3oBatenen (nogpobHee cMm. nogpasgensl 3.3.2, 3.3.3, 3.3.4, 3.3.5, 3.5, 3.6,
3.7, 3.8). MNpu cHATMK paHHoro dnara ansa BblbpaHHOro nonb3oBaTensd QyHKUUK
pefakTMPOBaHMS CNUCKOB NoJsib30BaTeNen HeAOCTY MHbI.

e PepaktnpoBaHune KoHTpond. lpu ycTaHOBKe pAaHHOro dgnara BbiGpaHHbIN
NONb30BaTe/lb MOXET BbIMNOSHATb peAaKTUPOBAHUE CMUCKOB KOHTPONS LLEeNOCTHOCTU
annapatypbl W peecTpa, CAyXebHbix obnacrem XeCcTKuxX AUCKoB, dannos
(noapobHee cM. 3.10). lMpwn cHATUM aaHHoro ¢dara ansa BblibpaHHOro Nosib3oBaTens
dyHKUMN pesakTUpOBaHUSA CMMCKOB KOHTPOSA LEesIOCTHOCTU HEeAOCTYMHbI.

CHaTne Bcex (naroB Ans BblOpaHHOro nonb3oBaTenss M3 FpPynnbl
«AOMWUHUCTPATOPbI» HE NuWaeT €ero BO3MOXHOCTU BbINONHATL 3arpy3ky OC co
CbEMHbIX HocuTenen (Hampumep, AN CO3A4aHUS PE3EepBHbIX KOMUIM ANCKOB WK
BoccTaHoBnenHms OC nocne cb6bosa (noapobHee cM. T[lpunoxeHne 18)) 6e3
NpUBNEYEHUS CynepBuU30pa; AaHHbIA MNoNb30BaTeNb He 6yaeT MMeTb AocTyna K
HacCTpOMKaM KOMMNekca <«AKKOPA» 3a WCK/IKYEHMEM BO3MOXHOCTM 3KcnopTa 6as3
OAHHbIX.

3.3.4.8. Pe3ynbrarbl A

Hactpokn napameTpoB B pa3gene <«Pe3ynbtatel MA» ans nonb3oBaTenen
rpynnbl «AOQMUHUCTPATOPbLI» aHAaNOMM4YHbl COOTBETCTBYHOWMM HACTpoMkKaM o6Lwmx
napameTpoB ANns rpynnbl «AAMUHNCTPATOPbI».

3.3.5. MapameTpbl nonb3oBarteneu B rpynne «O6bluHbIE>»

Onsa nonb3oBatenen rpynnbl  «O6blYHbIE®»  YCTAHOBNEHblI  creaywouwme
napameTpbl (PUCYHOK 21, pUCYHOK 22):

e MepCcoHasibHble NapaMeTpbi;
e MapaMeTpbl aBTOpMU3aLMK;

e [JaHHble ayTeHTUdumkaumm (ana mopenen Akkopa-AMA3» TY 4012-054-
11443195-2013, TY 26.20.40.140-097-37222406-2021, TY 26.20.40.140-108-
37222406-2022 n TY 26.20.40.140-115-37222406-2023 cM. 3.2.2)

e napameTpbl Napons;
e BpeMs AeUCTBUSA;
e pe3ynbtaTbl UA (ngeHTudmnkaumm/ayteHtTndmkaumm nonb3osartens).
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PucyHok 21 - NapamMeTpbl Nosb3oBaTtesien B rpynne «0O6biuHble» (ANna Mmoaenei Akkopa-
AMAO3>» TY 4012-038-11443195-2011, TY 26.20.40.140-079-37222406-2019n TY
26.20.40.140-113-P1CY-2023)
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PucyHok 22 - NMapaMeTpbl NoJsib3oBaTenen B rpynne «06bluHbIe>» (ANna moaenen AKkopa-
AMA3» TY 4012-054-11443195-2013, TY 26.20.40.140-097-37222406-2021, TY
26.20.40.140-108-37222406-2022 n TY 26.20.40.140-115-37222406-2023)

3.3.5.1. lNepcoHanbHbIEe NapaMeTpbi

HacTpoliku nepcoHanbHbIX NapamMeTpoB nofnb3oBaTtenei rpynnbl «O6blYHbIE»
aHaNOMMYHbl  HACTpOMKaM  COOTBETCTBYWOLWMX  MEpPCOHaNbHbIX  MapaMeTpoB
nofib3oBaTenel rpynnbl «AAMUHNUCTPATOPbI».

3.3.5.2. NapameTpbl aBTOpU3aLNMN

AOna  nonb3oBaTeneir rpynnbl  «O6blYHblE»  YCTAaHOBMEHbI  Cleayloline
napaMeTpbl aBTOpM3aLmK:

e PEXUM BOKUPOBKMU;
e BpEMEHHbIE OrpaHUYEHUs.

3.3.5.2.1. Pexxum 6710KMpoOBKu

HacTpoliku napamMeTpoB aBTopu3auuMK MNofib3oBaTtenei rpynnbl «O6blYHbIE» B
4acTn pexmMa 610KMPOBKU aHaNOrMUHbl HAaCTPOMKaM COOTBETCTBYIOLWNX NapaMeTpoB
aBTOpPM3aLMKN NONb30BaTENEN IPyNnbl «KAOAMUHUCTPATOPbI».
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3.3.5.2.2. BpeMeHHbIe orpaHnyeHuns

AOMUHUCTPATOP MOXET YyCTaHaBnMBaTb AN MOJ1b30BaTeNId OrpaHUYeHuns Ha
BXO4 B CUCTEMY C TOYHOCTbO A0 30 MMHYT B Ntobon feHb Heagenu. ns 3Toro Hy>HOo
HaXaTb KHOMKY <W3MeHWTb> B CTpoKe «BpeMeHHble orpaHuyeHus». Ha 3KpaH
BbIBOAUTCA OKHO pefaKTUpOBaHMA NapaMeTpoB «BpeMeHHble oOrpaHu4yeHunsa»
(pucyHoOK 23).

[}FF.IEIHI.-"HEHI.-'IH Ha BXof Mo EpEMEHA

BpemeHHble orpaHu4eHua
2 4 <]

10 12 14 16 18 20 22 24

HEEENEnNINES
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00
PaboTa pa3zpeweHa [

ok [ omea |

[:] PaboTa 3anpelueda

PUCYyHOK 23 - BpeMeHHble OrpaHUYEHUsA Ha 3arpy3Ky KoMnbloTepa

B cTpokax oTtobpaxatTca AHW Heaenn, B cTonbuax — BpeMs C TOYHOCTbIO A0
30 MUHYT. MbIWbIO MOXHO OTMETUTb OTAE/IbHYI SiUYerKy Mnu cpasy uenyt obnactb.
KHonka <OK> noaTteepxaaeT nponsBeneHHble NU3MEHEHUS.

3.3.5.3. JaHHbIe ayTeHTugpnkayummn

BHUMAHME! [laHHbI NYHKT pacnpoCTpaHsaeTcs TonbKo Ha moaenn Akkopa-AMA3»
TY 4012-054-11443195-2013, TY 26.20.40.140-097-37222406-2021, TY
26.20.40.140-108-37222406-2022 n TY 26.20.40.140-115-37222406-2023.

Mpoueaypa HACTPOMKM [AaHHbIX ayTeHTUdUKaumm ANs YYeTHbIX 3arnucen
nonb3oBartesien n3 rpynnbl «O6bIYHbIE» !

e aABnsetca obsa3aTtenbHoM M MoXeT OblTb BblNoAHeHa AnMbo Ha 23Tane
HacTpoMKM obwmx napameTpoB rpynnbl «O6blYyHbIE», NMOO Ha 3Tane HaCTPOMKMU
KaXkAon y4yeTHOM 3anucu (B paMKax HacToswero nyHkta PykoBoacTea);

e aHanormMyHa npouenype HacTporke AaHHbIX ayTeHTudunkKaumm ons yyeTHou
3anucu «n. AgMnHuctpatop» (cm. 3.2.2).

3.3.5.4. MNapameTpbl napons

HacTponkn napameTpoB napons Ansa nonb3oBatenen rpynnbl «O6blYHbIE»
aHaNOrMMYHbl COOTBETCTBYIOLWMM HaCTponkaM ob6wmx napaMeTpoB Mapons Aans
rpynnbl «O6bIYHbIE».
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3.3.5.5. Bpems geincrBun

HacTpokn napaMeTpoB BpeEMEHU AEeUCTBUS ANs Mofb3oBaTenem rpynmnbl
«O6blYyHble» aHaNoOrM4yHbl COOTBETCTBYIOLIMM HACTpoMKaM ob6wWmx napameTpos
BpeMeHUn aencteua ans rpynnbl «O6blYHbIE>.

3.3.5.6. Pe3synbrarbl A

Hactpokn napameTpoB B pa3gene «Pe3ynbtatel WMA» ans nonb3oBaTenen
rpynnbl  «O6bl4YHbIE»  @HaNOMM4YHbl  COOTBETCTBYHOLWMM  HACcTponMkaM  obwmx
napaMeTpoB Ans rpynnbl «O6blYHbIE>.

3.4. Perncrtpaumsa HOBOro agMmMHucTpartopa

Ons  BbINOAHEHUS  nNpoueaypbl  perncrpaumm  HOBOro aaMMHUCTpaTopa
HeobxoAMMO  yCTaHOBMUTb B CMNUCKe nMosb3oBaTenem Kypcop Ha rpynne
«AgMuHuctpatopbl» («<ADMINS») n HaxaTb KHonKy <[lobaBuTb nonb3oBaTens> Ha
naHenn MHCTPYMEHTOB.

Ha »3KpaH BbIBOAUTCS OKHO BBOAA MWMEHM nofb30oBaTesss, B KOTOPOM
HeobxoAMMO 3ajaTb WMMSA HOBOMO nonb3oBaTens B rpynne <«AAMMHUCTPATOPbI».
AOMUHUCTPATOP AO/KEH NMPUCBOUTbL KaXAOMy MOSb30BATENO YHUKaNIbHOE B AAHHOM
BblUMCNNTENbHOMN cpeae (OTAeNbHbIM KOMMNbIOTEP WAW NOKanbHasa ceTb) uMms. B
KauyecTBe TaKoro YHWKalbHOM0 WMMEHW peKOMEHAYEeTCS MWCNOob30BaTb (aMuinto
nosib3oBaTtesns.

[Nanee Heob6xoAMMO BbINOSHUTL MNpoueaypy YCTAaHOBKM MapaMeTpoB Y4YeTHOW
3annucM  CO34aHHOro  aaMMHUCTpaTopa. [laHHasa  npoueaypa  aHanornMyHa
COOTBETCTBYIOLWMM rMpoueaypaM, BbIMNOJIHAEMbIM MpU  HACTpPOMKe MapaMeTpoB
y4dyeTHon 3anmncu «In. AaMmmHucTpaTtop» (cMm. 3.2).

Npu BBOAE HOBOro nonb3oBaTens obuwune napamMeTpbl, YCTAHOBJIEHHbIE AJ1S
rpynnbl, MpPUCBaMBalOTCA €MY MO YMOJIYaHUIO, HO B nNaHenu <«HacTpolikun
NOSIb30BaTENSI» UX MOXHO U3MEHUTD.

3.5. Perncrtpauua HOBOro noJsib3oBaTtess

NS BbINONMHEHUS Npoueaypbl perncTpaumMm HOBOro Nonb3oBaTensd Heo6xoanMo
yCTaHOBMUTb B CNUCKe nofb3oBaTenenm Kypcop Ha rpynne  «O6blyHble»
(«<EVERYONE») w©n HaxaTb KHONKy <J[lobaBuTb NOAb30BaTeNnss> Ha MaHenu
MHCTPYMEHTOB.

Ha »>KkpaH BbIBOAUTCA OKHO BBOAA WMEHM nMosib30BaTeNns, B KOTOPOM
Heob6xoAMMO 3a4aTb MMSA HOBOrO NoJSib3oBaTens. AAMMHUCTPATOP AOJIKEH NMPUCBOUTL
KaXkAoMy Mosib30BaTesNto YHUKaANbHOE B AAHHOW BblYMCINTENbHOMN cpeae (OTAeNbHbIN
KOMMNbIOTEP WIW J5OKanbHas ceTb) UMSA. B KayecTBe Takoro YHWKasbHOMo MMEHU
peKoOMeHAYyeTCs UCMOoNb30BaTbh (PaMuUAUIO NMONb30BaTeNS.
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[Nanee Heob6xoAMMO BbINOMHUTL MNpoueaypy YCTAaHOBKM MapaMeTpoB Y4YEeTHOW
3anmcum CO34aHHOro nosb3oBaTens. [JaHHas npoueaypa aHanormyHa
COOTBETCTBYIOLMM rMpoueaypaM, BbIMOSIHAEMbIM MNpPU  HaACTpoMKe napaMeTpoB
ydyeTHon 3anmncu «In. AaMmmHucTpaTtop» (cMm. 3.2).

Mp BBOAE HOBOIMO MoJsib30oBaTens obwme napaMeTpbl, YCTaHOBJIEHHbIE ANA
rpynnbl, npumceBamBarbTtca €My Mo YyMOJZIlYaHNO, HO B T[AHENN <<HaCTp0VIKM
nosb3oBaTtend» nx MOXXHO M3MEHUTD.

3.6. YaaneHue nosib3oBaTtens n3 Cnucka

[ns BbINONHEHUA Npoueaypbl yAasleHUs NONb30BaTeNs U3 cnucka (pUCyHok 1)
Heo6xoaMMO BblbpaTb M MNOMETUTb WMS TMONb30BaTensl, npeaHasHa4YeHHOro Ans
yoaneHusa. [anee HYXHO HaXaTb KHOMKY <YAanuTb MNOSb30BATENS> Ha MaHenu
WHCTPYMEHTOB W NOATBEPAUTbL yAaNEHUE.

Monb3oBaTens <<|_}'I.A£I,MVIHVICTpaT0p>> HENb34 yaAalanTb U3 CNnMCKa.
3.7. Co3pgaHue HOBOM rpynnbl NoJib3oBaTenen

Ona BbINOMHEHUS npoueaypbl CO34aHUs HOBOW TIpynnbl MNofib30BaTenen
Heo6xoAMMO B T[/IaBHOM OKHe cpeabl aAMUHUCTPUPOBAHUS HaxaTb KHOMKY
<[06aBuTb rpynny> Ha NaHean UHCTPYMEHTOB.

Ha skpaH BbIBOAUTCA OKHO BBOAA@ WMMEHW rpynnbl, B KOTOPOM HeobxoaAnMMO
3aZlaTb MMS HOBOW rpynnbl. AAMUHUCTPATOPp AO/DKEH MPUCBOUTb KaXAon rpynne
YHUKanbHOe B [AaHHOM BbIYUCAUTENbHOW cpeae wums. [pu BBOAE HOBOWM rpynmbl
nonb3oBaTtesien obLime napamMeTpbl NPUCBAMBAKOTCS €M N0 YMOSTYaHMIO, HO UX BCeraa
MOXXHO M3MEHUTb MNyTeM BbINOSIHEHUSA Ornepaunin, ONMUCaHHbIX B nogpaspenax 3.3.2
n 3.3.3.

3.8. YaaneHue rpynnbl NnoJib30BaTeNnen

Ans BbINOJSIHEHMS Mpoueaypbl yAaneHus rpynnbl Nonb3oBaTtesieli Heob6xoaAnMo
B MTABHOM OKHE cpeabl aAAMUMHUCTPUPOBAHNSA HaXaTb KHOMKY <YAanuTb rpynny> Ha
NaHes I MHCTPYMEHTOB M B MOSIBUBLUEMCS Aanee OKHe KHonkoih <OK> noaTBepanTb
yaoaneHue rpynnbl.

Mpynnbl «AAMUHUCTPATOPbI» U «O6blYHbIE» HENb3A YAANUTb U3 CNKUCKaA.

3.9. CMHXpOHM3aLUMsA NapaMeTpoB rpynn u nosibsoBareneun

CUMHXPOHM3aLUMSA MOXET MOHaA06bUTbCS NPpU U3MEHEHMW NMapaMeTpPOB rpynnbl U
nocreayoLweM MPUCBOEHUM 3TUX MapaMeTpoB BCEM MOIb30BATENAM, BXOAAWMM B
OaHHYO rpynny.

[na BbINOHEHUS CUHXPOHM3AaUNM NMapaMeTpoB cneayeT B r1aBHOM OKHE cpeapbl
aAMUHUCTPUPOBaAHUA BbIGpaTb W3 CNWCKa rpynny rMonb3oBaTesnien, napameTpsbl
KOTOpON HEeobXxoAMMO MPUCBOUTb BCEM MOJSIb30BATENIIM BHYTPWU FpyMnbl, U HaxaTb
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KHONKY <CMHXPOHM3MPOBaTb rPynny W Nosb30BaTesien> Ha MaHenn UHCTPYMEHTOB
(pucyHok 1).

JocTynHa CUHXpoOHM3auMsas BcCex O06WwKnux napamMeTpoB rpynnbl, KpoMe
napamMeTpoB W3 TrpPynnbl 3/1EMEHTOB <«/laHHble ayTeHTuduKaumn» (ans moaenemn
Akkopa-AMA3» TY 4012-054-11443195-2013, TY 26.20.40.140-097-37222406-
2021, TY 26.20.40.140-108-37222406-2022 n TY 26.20.40.140-115-37222406-
2023, nogpobHee 0 AaHHbIX ayTeHTUdmKaumm cm. 3.2.2).

3.10.KOHTpPOSb LESTIOCTHOCTH

B 3ToM pexmme aaAMUHUCTPATOP KOHTPONMPYET COCTaB W napaMeTpbl
annapaTtHon 4vacTtu N2BM, u4enoCcTHOCTb CUCTEMHbIX obnlacTten 1 panoB Ha XKECTKOM
ancke.

ANns BbINO/IHEHUS COOTBETCTBYHOLMX OMNepauuin Mo KOHTPOJIO LIEIOCTHOCTU B
MEHI Bblbopa O6BLEKTOB aAMMHUCTPUPOBAHUS MMEETCS BO3MOXHOCTb MNPOBOAUTL
onepaumMn aAMUMHUCTPUPOBAHUNSA CEeAYOWNX 06 BEKTOB:

e <Annapatypa>;
o <[INckun>;
e <OMannbi>;
o <Peectp>.

3.10.1. KoHTposnb annapaTtypsl

MAK  «Akkopa-AMA3» no3BongeT BbINOJIHATL  KOHTPOJIb  LIE/IOCTHOCTU
cneaytouwero obopynoBaHus:

1)npoueccopbl 3BM (nogpasaen CPU);
2)BIOS;
3)03Y (nogpasagen MEMORY);

4))KeCTKVIe ANCKU, NnpumBoabl OMNTUYECKUX WU rMmoékunx ANCKOB (rlop,pa3,qen
MEDIA):

5)ycTtponcTtBa wuHbl PCI;
6)yctponcrtea USB;
7) MOHUTOPBI.

[Na HAaCTPOMKKM CMMUCKOB KOHTPOAS LEeNOCTHOCTM annapaTtypbl B rM1IaBHOM OKHe
cpeabl  aAMUHUCTPUPOBAHUSA  HYXHO BbibpaTb 06bekT aAMUHUCTPUPOBAHUS
<AnnapaTtypa> W®“ HaxaTb <Enter>. Ha 3kpaH BbIBOAUTCA OKHO KOHTPOJIA
annapatypbl (pUCYHOK 24).
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s L = = El R
MoCTaBUTL/CHATE BCE rPpyNn  KOHTPONNPOBATL BHIAENEHHBIE MPYINbI XPAHWTL CIKCOK 000PYA0BAHM lepecmTant K 0BOPYAOBAHK Buixon
fh
ILL KoHTponuposaTts rpynny
MonbLIcBATENH Pesynurar YerTponc Teo MNpouIsoanTENL Mogens Papuans CepURHBIA HOMEP
0K || hdd0 nfa AMDZ-B8G V071880 AAOO00000000000..,
Mypran B
fr.) !
A KOHTRONMPOBATE FPyNny
-
Peaynurar Pacnonomenve Ha wuiHe MNponssoamrents YCTponcTeo Knacc
Annapartypa
= 0K [ 1 0000:00:00.0 8086 Jec2 0000
0
/g 0K || 0000:00:02.0 BO8G 3098 0000
0K [ ] 0000:00:14.0 BOBG a2al 0330
Nuckn
OK [ 1 0000:00:16.0 BOBG a2ba 8000
0K 0000:00:17.0 BOBG a2B2 0601
0K | 1 0000:00:1c.0 BOBG a294 0400
Dainb
oK | 0000:00:1c.7 B086G a297 0400
ﬂ 0K [ 1 0000:00:1d.0 8086 a2%a 0400
0K | 1 0000:00:11.0 BOB6 a2ca 0100
Peectp
0K [ 1 0000:00:112 B086 a2al 8000
E 0K | 1 0000:00:113 BOB6 a2f0 0300
oK [ 1 0000:00:114 BO8B6 a2al 0500
Hac Tpoiki
0K | 1 0000:01:00.0 1106 3483 0330
® 0K [ 1 0000:02:00.0 10ec 8168 0000
Wncpo use

KoHTponupoBath rpynny

@

baza naHHbix |‘l‘1y|l\-hll | Pacnonomedme Ha WwwHe “{IUM BoaMTeN L Yorponcreo | CepuiHun Homep
¢ OK 1 0458 0186 nfa
E OK ] 1-2 0c45 7663 nfa
PernamenTsl 0K | 1-4 a420 5426 nfa
0K L] 16 DaB9 0025 nfa
0K 31 2109 3431 nfa
0K L] 3-1.3 17e4 0078 nfa
0K [ ]4-2 174¢ 1153 000000000000000...

PUCYHOK 24 - OKHO KOHTpPOJIfl annapaTHOM YacTu KoMnbioTepa

B OaHHOM OKHe BbIBOAMTCS CMAWCOK K/IaCCOB KOHTPOJMPYEMbIX YCTPOWCTB,
coaepXallinii oTaeNbHbIE YCTPOMCTBA U UX NapaMeTpbl.

YCTaHOBKOM COOTBeTCTBYHOWeEro ¢nara MOXHO BK/AOYUTb/UCKIIOUYNTL B
npoueaypy KoHTponsa ntoboin Knacc nnm ycTpomcTBo.

NMeeTca BO3MOXHOCTb, 3aXXaB NIEBYK KHOMKY MbIWW, BblAEUTb HECKOJIbKO
obbekTOB (B TOM 4uMCie W3 pas3HblX FPynn) M YCTaHOBUTb WX HA KOHTPOJb
NnocpeaCcTBOM HaXaTust KHOMKN <KOHTPONMpOBaTh BblAe/IEHHbIE FPYMMbl> HA NaHenm
WHCTPYMEHTOB WAM MPWU MOMOLLUM COOTBETCTBYIOLLErO MYHKTA KOHTEKCTHOr0 MEHIo,
BbI3bIBAEMOro LWEe/YKOM MpaBon KHOMKOM MbILLN.

YcTponcTtea, noakntyeHHble K wuHam PCI m USB, onucaHbl B BuUAae
naeHtTudukaTopos. [ng noucka wHopMmaumm 06 3TUX YCTPOMUCTBAX MOXHO
MCNOMIb30BaTb  AOMOJIHUTENIbHbIE  pecypcChbl, npeaBapuTenbHO BblAEAIMB  KOAbI
VendorID (rpadga «Mponssoantenb») n DevicelD (rpada «YCTponcTBo»):
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a) Beb-ctpaHuua penosutopmsa PCI ID, roe MOXHO ckaydatb 6asy AaHHbIX
NM3BECTHbIX naeHTndmnkatopos ans ycrponcts PCI B Buae tekcrosoro dawnna pci.ids

http://pciids.sourceforge.net/

6) Beb-cTtpaHuua peno3utopusa USB ID, aHanor penosutopusa PCI ID anga
ycTponcte USB

http://www.linux-usb.org/usb-ids.html

B) OHNamH-pecypc ©6asbl AaHHbIX C WHoOpMaumen NO  yTUAUTaM,
COOTBETCTBYIOLWWUM KOHKpeTHbIM VID/PID

http://flashboot.ru/iflash/

MNocne onpeaeneHns KOHTPOJIMPYEMbIX YCTPOWCTB cCrieayeT noATBepAUTb
BHECEHHble M3MeHEeHUs KHonkon <CoxXpaHWTb CNMCOK 060pyAOBaHUA> Ha MNaHenu
MHCTPYMEHTOB.

BHMMAHME! YcTaHOBKa Ha KOHTPOJIb coaep)>xuMoro pasaena «BIOS
HASH>» npeanonaraer o6sizaTtesibHYH0 YCTaHOBKY Ha KOHTPOJZib pa3saena
«System BIOS».

B cnyyae HapyleHuss LEeNnoCTHOCTU WMEETCS BO3MOXHOCTb MNepecuyuTaTb
KOHTPOJibHble CyMMbl 060pYyAOBaHUA B COXPAHEHHOM CMWCKE, HaXaB Ha KHOMKY
<MepecunTtaTbh CNUCOK 060PYA0BAHUSA>.

Mocne perunctpaumm B C3N «Akkopa-AM3» xoTa 6bl 0AHOro nofnb3oBaTens
KOHTPOJIb annapaTypbl MPOM3BOANTCS MPU KaXAOM 3arpy3ke KoMmMbiTepa nocne
naeHTuduKaunmn/ayTeHTUPmnKaumm nosib3oBaTtens. Ecnn obHapyxuBaeTcs
HecoBnageHMe napamMeTpoB KOHUrypauumm, 3anmcaHHbiX B NamMAaTU KOHTpossiepa, u
TeKkyLWwmx napaMeTpoB CUCTEMbI, TO BblAaeTcsa coobueHne «KOHTpOnb He nponaeH»,
M 3arpyska KomnbikoTepa 65okmpyeTcs — Ans 06bIMHOro nofb3oBaTens, Wn
BbIBOAUTCS 3anpoc Ha aAMUHUCTpUpPOBaHUe, ecnm naeHTnduumMpoBaH
aAMUHUCTpATOP.

MoakntoyeHne USB-yctponcte ¢ VID «17e4», <«072» He cuyuTaeTcs
HapyLweHneM KoHpurypaumm obopyaoBaHuA.

MoXeT BCTpe4daTbCA CcuUTyaums, Korga nocne nepesarpy3skm C3UN «Akkopa-
AM/[3» coobuwaeT, 4TO eCcTb OWunbKM B KOHTposibHOW cymme BIOS u pon. BIOS, xoT4
HUKaKUX M3MeHeHUn B HacTpomkax BIOS He BbINonHANOCL. B npoueaype KOHTpons
annapaTypbl BUAHbI OWMOKM, KOHTPOJIbHblE CYMMbl He coBnagatT. AAMUHUCTpATOp
obHOBNSET AaHHble, HO MOCMe nepesarpy3km noBTopsieTcs coobuweHne o6 owmnbke
KOHTpPONSA annapaTtypbl. 2DTO O03HA4yYaeT, 4YTO B KOMMbKTEpe YCTaHOBMNEHA
«UHTeNNeKTyanbHasg» MaTepuHCKas nnata WM  YCTPOUCTBO C  paclMpPEHHbIM
cobcTBeHHbIM BIOS. lMpu Kaxxaon nepesarpy3ke Uau BbIKJKYEHUN OHU 3anucCbiBatOT
nHdopMmaumio B onpegeneHHole obnactn csomx BIOS. TMockonbKy KaxXAabln pas
nepecynTbiBaTb KOHTPOJIbHblE CYMMbl TOr0, 4YTO MEHSETCA Mpu nepesarpys3ke, He
MMEeeT CMbIC/la, HYXHO WUCK/IIUYUTL MEeHdWueca napameTpbl M3 COuMcka
KOHTPO/IMpYEMbIX 06bEKTOB N HaxkaTb KHOMKY <CoxpaHUTb CAIMCOK 060pyaoBaHUsA>.
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3.10.2. KOHTPONb LeNNOCTHOCTU Cy>KebHbiX o6n1acTein KeCTKnx

ANCKOB

Mocne BblIbopa ob6bekTa agMUHUCTPUPOBAHUA <[JUCKM> B NeBOM MNaHenm
FNaBHOMo OKHa cpeabl aAMMHUCTPUPOBAHMUSA Ha 3KpaH BbIBOAUTCS OKHO KOHTPONS
Ccny>XebHbix obnacrten AnMckoB (pPUCYHOK 25). B paMkKax KOHTPONS NOAAEpPXMBAOTCS
darnoBbie CUCTEMbI, CNMCOK KOTOPbIX NpuBeAeH B noapasaene 1.1 Hactosawero
PykoBoacTBa.

B OoKHe KOHTpPONS BbIBOAUTCS AEPEBO BCEX AMCKOB, YCTAHOB/IEHHbIX HAa AAQHHOM
KOMMblOTEPE, C YKasaHueM ¢annoBoOM CUCTEMbI Kaxaoro Aucka. [Onsa BKAYeHUs
obnacTn amcka B CNMUCOK KOHTPOJSIMPYEMbIX 06bEeKTOB HEOHXOANMMO MbIlWbI OTMETUTDL
KOHTPO/IMpYEMbI napaMeTp. ONs CHATUS OTMETKM TakKXe MCMNo/b3yeTcs Mblwb. B
CMUCOK KOHTPONMUPYEMbIX MOXHO BHOCUTb Cny)XXebHble obnactm c nobbiXx AUCKOB,
YCTaQHOBNIEHHbIX B KOMMbKOTEPE, HE3ABUCUMO OT (pannoBon cuctembl. ng 3anucum B
NamMsiTb KOHTponaepa X3w-(PyHKUMM KOHTpOIMpyeMbix obnactenm wucnonblyeTtcs
KHoMka <CoxpaHuUTb CNMCOK 06opyaoBaHUS>.

H a V4 El

COXPaHUTL CNUCOK AMCKOB  MepecyuTaTh AEpeBs AMCKOE BuiBpaTh BCE  Buixod

.

[] Xaw 1-62 cekTopa

w [] Pasgen 2

BEC3DAD26A2FADB9AF32CDB455BFF295989112FB...

HacTpoikn -] HavaneHelil cekTop 606208
] Anuxa 5562368
-] Tun NTFS
-] 3arpysoqHsii 0
[C] PBR x3ww E7FBF4384D4D7122787B1CH69ATIB92A2AFB28BEBD. ..

WHio -] X3w 1-62 cekTopa 8ABTD66E2D3FAB448E96CT3365FF2FDOB3DF2226...
E—U ¥ [] Pazgen 3
-] HavansHbli cexTop 65168576
D AnuHa 2502656

Paznen 3HadeHne PeaynsTaT
¥ [ BKNOYNATE/BLIKNKYATE KOHTPONL AUCKOB
¥ [] 00000000000000000001
Mons3cEaTenu w [] Pazgen 1
—— - [] HauankHeIl cekTop 2048
-] OnuHa 32086016
-] Tun LINUX
-] 3arpyzoqrmii 128
HypHan -] PBR x31u D2D7F58510F6D6B275B726280A1089E0EBFB2473...
-] X3w 1-62 cekTopa DACCFC63A70BADSBD381362458816ADC31E8B3F3...
w [] Pazgen 2
[[] HavansHbiid cekTop 32090110
-] AnuHa 1462274
Annapatypa -] Tun DOS_EXT
| [] 3arpysoqHbia 0
--[_] PBR 311 8CO9B49E372B9178B45E028369F1AF1BE368D55BAE. ..
-] Xzw 1-62 cekropa 830C26EE8360AEF38523509A447F2132239AF0ES...
w [] Norudeckuit pasaen 1
{Oucki: ] HavaneHuli cekTop 32090112
=[] finuHa 1462272
[ Tun LINUX_SWAP
- [] 3arpyaouHslii 0
D PER x3wW D2D7F58510F6D6B275B726280A1089E0EBFB2473...
Dainsl L[] Xaw 1-62 cekTopa 62CC5E4756B25F48C8FFO05D049593D43120D3E1LE...
w [] 01000000000000000001
¥ [] Pazgen 1
- [[] HavansHeI cekTep 2048
-] Anuka 604160
PeecTp -] Tun FAT32
-] 3arpy3oqHbli 0
-] PBR x3ww 493CC0D5200DA0AB313907D97A912DDEESASEBC...

PucyHok 25 - OKHO KOHTPOJIA cny>eb6Hbix o6siacTen gucka
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3.10.3. KoHTponb uenocrHoctu pannos

Mocne Bbibopa obbekTa agMUHUCTPUpPOBaHUA <dannbl> B SIEBOM MaHenn Ha
3KpaH BbIBOAUTCS OKHO KOHTpons dannoB (pucyHok 26). C3U «Akkopa-AMA3»
obecneymBaeT KOHTPO/Ib LEeSIOCTHOCTU NporpamMM M AaHHbliX A0 3arpy3kum OC, 3awmty
OT BHEeApPEeHUS paspyLlarwmnx MNporpaMMHbIX BO3AEUCTBUA. B pamkax KOHTpoOns
nogaepxuparwTca  dannoBble  CUCTEeMbl, CAMCOK  KOTOpbIX  NpuBedeH B
noapasgene 1.1 HacTtoswero PykosoacTea.

B okHe KoHTpons ¢annoB BbIBOAUTCHA CMUCOK BCEX AMCKOB, YCTAHOBJ/IEHHbIX B
cucTeMe, C ykasaHueM annoBon CUCTEMbI KaXkaoro Aucka.

@ e H 2 ) ) a & 5l
Nobaeute & CKL,  ¥bpate w3 CKL, Coxpannte [Mepecuurtars HepeMecTr KT 3arDY3MT.b A nunmmq!-rh OTM'D““.TB Brixog
€ AMCKa Ha AUCK 13 baina BUATYANLHBIA AMCK  BMPTYaNEHBIR AMCK
£ ¥ Dusaueckre Ancki Hma 4 | Pazmep Tun DNata nameHeHnns
v WD-WCC2E4JZNCK2 :
Paanen 1 (extd) [ .cache Manka 24.12.18 18:25
i Pasgen 2 (swap) »- [ bin Manka 18.01.19 13:38
Monk3oBaTenu ~ 6PT21BRL » [ boot Manka 18.01.19 13:39
i Paspen 1 (extd) b [ dev Manka 241218 1818
. v Paapen 2 (swap) b 9 etc Manka 01.02.19 17:46
" S1AIBYDGTO1VGC b 5 home Manka 24.12.18 18:28
BupTyanbHble UCKA P B lib Manka 24.12.18 18:29
HKypHan e b [ libsa Manka 28.12.18 13:09
— — el i[9 lost+Found Manka 241218 1818
b [ media Manka 26.12.18 14:43
[ mnt Manka 10.11.18 14:56
[ my_disk Manka 24.12.18 18:58
Annapatypa - opt Manka 10.11.18 14:56
[ proc Manka 20.10.18 13:40
@ » [ root Manka 28.01.19 16:16
w9 run Manka 24.12.18 18:30
b [ sbin Manka 18.01.19 13:38
Aueckn i _E srv Manka 10.11.18 14:56
Wma Cogepxumoe ATpUBYTEI PekypcMBHO Peaynsrar
T
PeecTp
7: : 53
HacTpoiku
WHdo

PUCYHOK 26 - OKHO KOHTpPOJIfl LLe/1I0OCTHOCTHU ¢haiinoB

B r|pa5017| 4acCTn 3KpaHa MOX>XHO Bbl6paTb KOHKPETHbIE (bal‘;U'lbI NN KaTaJZiorun.
[obaBnTb KaTanor B CMKUCOK KOHTpPpOJN14 UeJIOCTHOCTM MOXHO OAHUMM U3

cneayrouwmnx crnocobos.:

e BblbpaTb NeBOWM KHOMKOW MbIWKM HYXHbIM KaTtanor unauv dann m HaxaTb
KHonky </lo6asutb B CKL|> (pucyHOK 26);
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e KJ/IMKHYTb MpPaBOM KHOMKOW MbIWKX MO HYyXHOMY danny winm kKaTtanory u

Bbi6paTb NMYyHKT «[06aBUTb» B OTKPbIBLUEMCS KOHTEKCTHOM MEHIO.

B cnyuyae ecnu ana nob6aBneHUs B CMUMCOK KOHTPOJS LLENOCTHOCTU 6bin BbibpaH
KaTasor, Ha 3KpaH BbIBOAMUTCS OKHO, B KOTOPOM Heob6XoAMMO BblIOpaTb HYXHblE

aTpnbyTbl fobaBneHnsa katanora (pUCyHoK 27).

BribepuTe aTpubyThl Aobasnedns danna/kaTanora

| KoHTponupoBaThb KaxAsi dain oTAensHo; |
KoHTponvpoBaTe cofep#umoe dalinos
KonTponvpoeaTe aTpubyTel dalnoe W KaTanoroe
KoHTponWpoBaTe NoaxkaTanori

Macku drarnos (Hanpumep:*.exe, *.doc)

( ok | omena |

PucyHok 27 - OkHo Bbl6opa aTtpnbyToB no6aBneHmnsa katanora

Mo kHonke <OK> BblI6paHHbIN KaTanor 6yaet nobaBfieH B CNUCOK KOHTPOSIS

LLeNIOCTHOCTU (PUCYHOK 28).
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=

- e = % Nepemectuts CKLL  3arpyauTs CKLY Noakato or cml El
MECTUTE I MT b KNHOYHT b KNHOYUT B
pgbee i eic R U (foparzisiCR I RRCox paRv Rlle peciimar czin:xa Ha ANCK :?d:aﬁna anmyﬁnthlﬁ AWCK  BUPTYanbHBIA UCK B
¥ Duanueckue Anckd ma -~ | Paamep Tun IaTa MaMeHEHNA
* WD-WCC2E4JZNCK2 :

ﬁt -5 cache Nanca 241218 1825

“Pasgen 2 (swap) - 5 bin Nanka 18.01.19 13:38

Monk3osatenm * GPTZ1BRL b 9 boat Manka 18.01.19 13:39

tPasgen 1 (ext4) b dev MNanka 24.12.18 18:18

'~ Pasgen 2 (swap) b etc MNanka 01.02.19 17:46

- STAIBYDGTOIVGE ¥ &= home Nanka 241218 18:28

i BupTyankHbie Aucki ¥ = konstantin Manka 01.02.19 17:43

KypHan b LVM b B .cache MNanka 24.12.18 18:35

- MD b 9 .config Nanka 2812.18 1311

P B9 .gnupg Nanka 241218 18:33

b local MNanka 24.12.18 18:32

b .mozilla Manka 2412181835

Annaparypa b B ssh Manka 2812181312

~ b B9 amdz-ng-gui Manka 28.12.18 13:07

@ b B9 ic-libs Manka 28.12.18 13:00

b 9 libamdz MNanka 28.12.18 13:07

MNanka 18.01.19 15:30

Lunckw L [ Bupeo Manka 241218 18:32

=
W
E

Wma Conepkumoe ATpubyTHI PekypcUBHO Pesynksrar
* WD-WCCZE4JZNCK2
- P_asnen 265
- fhomefkonsta... ®aiinsl No 0TAENBHOCTH O O 28 OK

Peectp

ol i

%

.

PucyHok 28 — CNMCOK KOHTPOJIA LeJIOCTHOCTU € Ao06aB/siIeHHbIM B HEro Katasjiorom

B cnydae ecnun gnsa nob6aBneHnst B CMMCOK KOHTPOSA LEenoCTHOCTM 6bin BbibpaH
dann, Ha 2KpaH BbIBOAMUTCS OKHO, B KOTOPOM HeobxoaAuMMO BbI6paTb HYXHble
aTpmbyTbl fobaBneHmnsa danna (pUCcyHok 29).

BoibepuTe atpubyTe gobasnedunn danna/katanora

|+ KoHTponupoeaTe cogepxumoe ainos; |

¥ KouTponuposaTte aTpubyTel haidnos v KaTtanoros

Jrr—

PucyHok 29 — OkHoO Bbi6opa aTtpnbytoB no6asnenun danna

Mo kHonke <OK> BbibpaHHbIn ¢dann byaet pobaBneH B CMUCOK KOHTPOAS
uenoctHocTtn (pucyHok 30).
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r‘_ x —
e = 2 ) -~ = @
x
NoBGaeuTe B CKL, | ¥6pate w3 CKL, CoxpaHuTe [epecudtars [lépeMecr i CK RN rpis HrtICREL et Al By Beixog

- € OMCKa Ha AWNCK W3 daina BWMPTYaNEHEIR QUCK  BUPTYANEHEIR AWCK
¥ Du3nueCcKue AUCKu Hma a | Pazmep Twun [ara n3MeHeHns
> WD-WCCZE4JZNCK2

ﬁ > 5 gnupg nanca 24,1218 1833

i Pasgen 2 (swap) b [ .local Nanka 241218 18:32

MNonsL30BaTenu * G6PT21BRL b = .mozilla Manka 24.12.18 18:35
| Pazgen 1 (extd) b [ .ssh MNanka 28.12.1813:12
- Paagen 2 (swap) - 7 amdz-ng-gui MNanka 28.12.18 13:07

" S1AIBYDGTOIVGC b ic-libs Manka 28.12.18 13:00

i~ BupTyaneHele guckn b libamdz Manka 2812181307

JKypHan LM hd E test Nanka 18.01.19 15:30
—— | - MD b [ database Manka 18.01.19 14:41
» 3 lib Nanka 18.01.19 14:46

» E resour... Manka 26.06.18 13:23

| amdz-... 14,8 M6 ®aiin 16.12.18 14:03

Annapatypa = trmid-d... 14 K6 so Maiin 18.01.19 14:56
— 12 K6 so Daiin 18.01.19 14:53
@ | ’B Buaeo Manka 24.12.18 18:32

i E DOKYMEHTEI MNanka 2412.18 18:32

g P 3arpyskn MNanka 241218 18:32

Amnckn L) ’B M3obpaxe... Nanka 24.12.18 18:32

Hmn X3w Copepxumoe ATpUBYTEI PekypcueHO Pesynerar
¥ WD-WCCZE4JZNCK2Z
* Pasgen 265

[ i fhomefkonsta... @aitnel N0 OTAENEHOCTI O O €] OK
@ “ fhomefkonsta... 1AFEC6CSFED1COFCIBB... [X] % O oK

Peectp

A

HacTpoitkm

@

MHpo

&

PucyHok 30 — CnMCOK KOHTPOJISi LLe/IOCTHOCTU € Ao6aBneHHbIM B Hero pasiom

Mocne pobaBneHmMs B CNMCOK KOHTPOSIMpPYEMbIX (annoB Bcex HeobXxoamMbIX
dannoe u katanoroe no kKHonke <COXpaHWTb> [AaHHble 3aHOCATCA B MaMsATb
KOHTposinepa.

Mpn Heob6XoaAMMOCTU MOXHO YbpaTb OTAENbHbIA KaTanor unm gann n3 cnucka
KOHTPO/IMPYEMbIX, BbibpaB B CNMUCKE KOHTPOASA LENOCTHOCTU HYXHbIA KaTanor unm
dann n HaxaB KHOMKy <Y6paTtb u3 CKL>.

B cnyyae HapyleHuss LeNnoCTHOCTU WMEETCS BO3MOXHOCTb MNepecuyuTaTb
KOHTPOJSibHble CyMMbl (aliioB M KaTaslioroB B COXPAaHEHHOM CMWCKE, Ha)aB Ha
KHOMKyY <[lepecunTaTb>.

XaWw-pyHKUMA KOHTPONUpyeMbiX (pannoB rMepecynTbiBaeTCca nMpu  Kaxaoun
3arpy3ke KOMMbiTepa C YCTaHOBJIEHHbIM KOHTponnepom <«Akkopa-AM3» wu
CpaBHMBAETCS C 3TAJIOHHbIM 3HAaYEHUEM, 3aMNnUCaHHbIM B NaMATU KOHTposnepa. Ecnun
obHapyxXuBaeTca HecoBnajeHue, BblaaeTcs coobueHne «HapyweHa LenoCTHOCTb» C
yKasaHneM, Ha KakoMm anne BbisBneHa owunbka, W 3arpyska KoMnbroTepa
6nokupyetca Ans obbl4HOro NMonb3oBaTens, WiIN BbIBOAUTCSA CTapTOBOE MEHI, ecnu
naeHTuduUmMpoBaH aAMUHUNCTpATOoP. AOMUHUCTpATOP, 3anycTmB cpeny
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AaAMUHNCTPUPOBAHNSA, MOXET BbIMOJIHUTb OMepaunto NpoBepkn B pasaene <dannbi>
N BbISIBUTb U3MEHEHHbIE halbl.

BHUMAHME! Ecnn TpebyeTcd BHECTM WU3MEHEHUA B CNMUCKE KOHTPONS
LenoctHoctn cdannos (Hanpumep, Aobasntb Unu yaanutb dannel/katanoru B CKL),
B KOTOpPOM paHee 6blnn obHapy)XeHbl HapyleHus, cneayeT CHa4vana BbINOJIHUTD
nepecyer KC B «crapoM» cnucke (NocpeaCTBOM  HaxXaTuUs  KHOMKW
<[lepecuutaTb>), 3aTeM BbINOJHUTb HEOO6XOAMMblE M3MEHEHUSI U HaxXaTb KHOMKY
<CoxpaHuTb>.

MpuMevaHue: Kom4yecTtBo (parioB, KOTOPOE MOXHO yCTaHOBUTb Ha
KOHTPOJIb, 3aBUCUT OT OrnepauynoHHON CUCTEMbI U OT AJIMHbI MyTU K Karasory, rge
Haxoaatcs ¢annibl. CpegHee KosimdecTtBo cocrtassser 1200-1500 cpainoB. Criucku
¢arnioB paszimdHbix OC cemevictea Windows, pekoMeHAyeMmbiX 4711 KOHTPOJis
L{e/IOCTHOCTH Ha annaparHoM ypoBHe (C rnoMolybro BCTpoeHHoro [10 <«AKkopa-
AM/]3»), npuBeneHsl B NpuioxeHnsx 3 - 9 K HacTosileMmy PykoBo4CTBY.

B C3U «Akkopa-AMA3» peann3oBaHa BO3MOXHOCTb YCTAaHOBKW (awnnoB Ha
KOHTPONb C KUCnonb3oBaHueM wabnoHoB. [lonb3oBaTtesib  MOXeT BblbpaTb
CTaHAAPTHbIA WAbNOH C peKoOMeHAYyeMbIM CMUCKOM KOHTPOSA LEenoCTHOCTM (dhannos
WA NCNONb30BaTb COOBCTBEHHbLIN WabsioH, Nponucas B HEM HeobxoamnMble dannbl n
o06o3HaumB @narn KoHTposd. CNMCKM KOHTponupyembiX ¢GansioB, BXOAAWMX B
CTaHAapTHble WabnoHbl, a TakXe pekoMeHZauuun Nno CO34aHUI0 HOBbIX LWAab/oOHOB
onucanbl B lNMpunoxeHnax 10 - 17 K HacTosweMy PykoBoacTBy.

Mpn HeobxoaMMOCTM MCNOMb30BaHMA wWabnoHa ANns COoCTaBNeHuUs Crnucka
KOHTPOMIA LEeNOCTHOCTU annoB cneayet HaxaTb KHOMKy <3arpy3mtb CKL w3
danna>. B nosBuBweMcs okHe Bblbopa BepxHee none BoibpaTb dann packpbiBaeT
CMUCOK CTaHAapTHbIX WwWabnoHoB (pUCyHOK 31). HeobxoanMbin WabnoH 3arpyxaeTcs
No KHonke <BbibpaTb dann>. HuxHee none no3sonser BbibpaTb WA6NOH,
CO34aHHbIN nonb3oBaTeneM. MNpu HaxatTum kHonkun <OK> wabnoH pgobasnserca B
CKL, (pucyHok 30).
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Y MainWindow. c
= a @
RNDYNTE QTKNKYITE
= = Beixog
BHBIA AMCK  BUPTYaNLHBIA AMCK
1
b Duznueckre AUCKH R
- BUPTYa/lbHbIe ANCKM
Lolum
PekypcuaHO Pesynbrat

Daitne!

B2

Peectp

b<

HacTpoitkn

&

WHpo
PucyHok 31 - Bbi6op wabnoHa npu Ha>kaTum KHonku <3arpy3sutb CKL u3 ¢daina>
3.10.4. KoHTposb yenocrHocTu peecrtpa Windows®

[aHHaa pyHKUMS NO3BONSIET KOHTPONIMPOBATb LIE/TIOCTHOCTb pasfesioB peecTpa
Windows 95/98/ NT/ 2000/ XP/ Vista/ 2008/ 2008 R2/ 7/ 8/ 8.1/ 2012/ 2012 R2.

Mocne Bbibopa obbekTa aAMUHUCTPUPOBaAHUS <PeecTp> B /IeBOM MaHenn Ha
3KpaH BbIBOAUTCA OKHO CO CMWUCKOM KOHTPOJSIMPYEMbIX peecTpoB. B HauvanbHbIN
MOMEHT CMMCOK NycT. Ana ngobaBneHus 3anucer B CNUCOK CNeayeT HaxaTb KHOMKY
<0630p> M B nNOABMBLUEMCS Jajsiee OKHe CO CMUCKOM JOrM4yecknx pasnenos
XKEeCTKOro AncKa AaHHOro KomnbloTepa BblibpaTb TOT pa3aes, B KOTOPOM YCTaHOB/IEHa
OC. B okHe KOHTpPOSS LENOCTHOCTM peecTpa NOSIBUTCS AEepeBO KaTasioroB AAHHOMo
pasaena (pucyHok 32).

¢ Jlannas GyHKuus He noaaepkuBaerTca B Bapuante ucnonnenns UEFI TY 4012-054-11443195-2013
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5\

Bbixog

BuifipaHHbIA KaTanor ¢ peecTpom Windows:  01000000000000000001 /dev/sdb2/Windows

[

MypHan

i

AnnapaTypa

i
18 m: B
=] o | 2 vl

HacTpoiku

)

=
=
&=
=}

.

Hazsanue

S
w [ HKEY CLASSES ROOT

.323

| .386

| .aca

| .acf

| .acs

| .acw

] .ai

| .aif

| .alfc

| .aiff

| .ani

| .application
| .apprefms
| .aps

| .asa

| .ascx
| .asf

] .asm

| .asmx
| .asp

| .aspx
| .asx

] .au

| .AudioCD
| .avi

| .bat
-bfe
-bin
bkf
.blg
.bmp
.bse
.

rah

¥ " W ¥ Y VY ¥ Y Y Y YV VY YV VYUY VYV RN YVYTVYTYTYTYTYTYTYTYTYY|
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PucyHok 32 - - UHcpopMaLmna O COCTOSASHUM peecTpa

Ons pobaBneHWsl BETKM peecTpa B CMUCOK KOHTPOJSIMPYEMbIX KOMMIEKCOM
06beKTOB cneayeT BblbpaTb ee U3 Cnucka, YCTaHOBUTb HamnpoOTMB Hee rasiouky Wu

Ha)kaTb KHoMNKy <CoxpaHutb KL| peectpa> (pucyHok 33).
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Coxparits KLl peectpa  Ouncruts KL| peectpa  [epecunrars KiL peectps  Bolxog

t

Mone3ceatenn

BeibpaHHbil KaTanor ¢ peecTpom Windows:  01000000000000000001/dev/sdb2/Windows O630p

HazsaHne

-

b [] HKEY_CLASSES_ROOT
PRypHAN }- [] HKEY_CURRENT_CONEIG

v [] HKEY LOCAL MACHINE

] SAM

] SECURITY

[

il

(v

|| SOFTWARE
[®lico7fsY
[ Classes
| Clients
| | Gemplus

Annapatypa I
»
»
»
»- [] Microsoft
»
4
4
4

&

Ahckh ] ODBC

| Policies
| Program Groups
| Schlumberger

Dannel

v ww.

[] VWMware, Inc

[] windows 3.1 Migration Status
»- ] SYSTEM

b [] HKEY_USERS

»- [] REGISTRY

£

PeecTp

<

HacTpoiku

®: O

PucyHok 33 - lflocTaHOBKa BETBM peecTpa Ha KOHTPOJ1b L|€JIOCTHOCTU

B cnyyae HapyleHMs LENOCTHOCTM KaKoW-nnMbo BETKM peecTpa Ha BK/IaaKe
«PeecTp» BCe HapyLleHUs BblAENSOTCS LBETOM.

Ons  nepepacyeta KOHTPOJIbHbIX CYMM CMMCKA KOHTPOJIMPYEMbIX BETOK
CUCTEMHOIO peecTpa cneayeT HaxaTb KHonky <MepecunTtaTb KL peectpa>.

Mocne nepepacyeta KL HeobxoaMMO BbIMNOAHUTL COXpaHeHue HoBbiX KC,
HaXxaB Ha KHonky <CoxpaHuTb KL peectpa>.

3.11.CncreMHbIN XXypHan

B sHeproHezaBMcuMMOM nNaMaTU KOHTponnepa <«Akkopa-AMA3» Bepetcs
CUCTEMHbIM XypHan. B XypHan 3aHocuTcs wuWHdopMaumsa o ceaHcax paboTol
nonb3oBaTtesied C YyKasaHMeM HoMepa wuaeHTUdUKaTopa W BCexX MOonbITKax
HEeCaHKLUMOHMPOBAHHOIO AOCTYMNa K KOMMNbOTEPY.

Pasmep 3HeproHe3aBUCMMOW MaMATU, B KOTOPOM pa3MeLlaeTcss CUCTEMHbIN
XypHan, coctaBnger 256 Kbant. Takon obbeM namaTn Mo3BONSET BMeCTUTb B
XXypHane He meHee 1010 3anucen. MNpu wTtaTtHoM pabote «Akkopa-AMA3» (kKorga B
CUCTEME OTCYTCTBYIOT CEPUMHbIE HApPYLUEHUS LENOCTHOCTU dawnnos/peectpa U He
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MCNONb3YETCH Ype3MepHOo rnybokas BNOXEeHHOCTb annoB B KaTanorax) KONmM4ecTso
3anmcen B XypHane MoxeT 6biTb 60MblUe 3TOro 3HaYEeHUSa B AECATKU AU COTHU pas.

[nst npocMoTpa XypHana creayeT B rMaBHOM OKHe cpeibl aAMUHUCTPUPOBaHNSA
BbibpaTb 06BbEKT aAMUHUCTPUPOBaHMSA <XypHan>. Ha 3KpaH BbIBOAUTCA OKHO
CUCTEMHOro »XypHana (pucyHok 34). TloapobHee 06 OCHOBHbIX MNapaMeTpax,
dUKCUpyeMbIX B XXypHane, u nx obosHauveHnsax cm. MNMpunoxeHue 1.

o El
QYACTWTE KypHan  Beixon
= Homep zanucu 4 | NaTa cobuiTKA Tun cobbiTHA Pe3ynbTat
m ril 00-00-0 00:00:00 W3amereHne aTprbyTOB Nonb3oBaTens OK
- 2 00-00-0 00:00:00 CozpaHune Nonsk3oBaTens OK
MonboeaTenu i Monb3osaTens: USERL

a5 18-02-2016 15:34:22 KoHew ceccuum OK
4 18-02-2016 15:34:32 Havano ceccan OK
v 5 18-02-2016 15:34:37 JNoruH nonszoeatens OK

- MpeHTUdMKaTEp Nens3osaTens: 0C 9F78B72A8504 FD
;K ] 18-02-2016 15:34:56 KoHew ceccum oK
ypran -7 18-02-2016 15:36:28 Hauano ceccuu OK
v B 18-02-2016 15:36:28 JNorud nons3zoearens OK

g -~ MBeHTUdMKETEP Nens3osaTens: 0C 13000000EEQE 11
9 18-02-2016 15:37:18 KoHey ceccuum oK
10 18-02-2016 16:21:14 Havano ceccan oK
AnnapaTtypa b 11 18-02-2016 16:21:15 JorvH nonb3osatens OK
- 12 18-02-2016 16:21:44 KoHel ceccuu OK
=13 19-02-2016 15:12:48 Hauano ceccuan OK
b 14 19-02-2016 15:12:48 JNorvH nonb3osaTens OK
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PucyHok 34 - CUCTEMHbIN >XypHaJl KOHTpoJIiepa

Ecnn 3anonHeHue XxypHana npesbiwaer 85%, npwu 3arpy3ke KoOMMblTepa
BblAaeTCa npeaynpexaeHve, HO 3arpyska rnpogosixaercsa. Ecnm  3anosiHeHue
XXypHana npesBblwaer 95%, To 3arpy3ka Ang nonb3oBatensd 6nokupyetcs, u
TpebyeTcsa BMelwwaTenbLCTBO agMMHUCTpaTopa.

ONa O4YNCTKU XypHana CAy>XuT KHoNKa <O4YnuCTUTb XypHan> (PUCYHOK 34).
3.12.06wme HaCTPpOMKMN KOMIJIEeKCca

PepakTupoBaHue 06LMX HACTPOEK KOMMeKca BbINOJHAETCHS agMUHUCTPATOPOM
KoMmnsekca, obnagarowmMm npaBaMnm Ha U3MEHEHMe HaACTpoeK Komnnekca <«AKKopa-
AMA3» (cm. n. 3.3.4.7).
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Ons n3MeHeHus obwMX HaCcTpoeK KOMMNekca HeobXxoAMMO Ha)aTb KHOMKY
<HacTpoinku> B MeHto Bbibopa 06bEKTOB aAMUHUCTPUPOBaHUSA. Ha sKpaH BbIBOAUTCS

OKHO C HacTpomkamm koMmnnekca (pncyHok 35, pucyHok 36).
B HacTponkax KoMMjeKkca yCTaHOBAEHbI cneaytowme pasgensl:

e [aHHble KOHbUrypaumm;
e pexwum 3anycka ACRUN;
e CTOpPOXEBOM Tammep.
‘s, 2 H
Mamennts AMC  (puvenins  Beixog

Annapatypa

Baza naHHbIx

PernameHtel

i

HacTpokki Komnnekca

NaHHEIe KOHBHUTYpaLum

ABTOMATWHECKOE BblKkTOueHne IBM
ABTOMaTHUECKOE NNPOLOKEHWE 3arpyakn OC

Heaxktneuposars CA3

CrpaHnua naeHT ndrkaTopa 0 }é: [0-255]
TalmayT ana waeHTudukatopa 20 E: [0-80] cek.
TaltmayT Ana napona 20 i. [5-60] cek.
HeyaauHslx NorMHoB 3 E: [1-8]

O HS A HID

LS

Mposepka BpEMEHIM JERCTENA YUETHON 3aNUCK NONEI0BATENA
3arpyaka OC 6e3 ngeHTUgHUKALWW NONL30BATENR

CneunantHbBIR pexum 3arpyasn OC GNU/Linux

Pesum 3anycka ACRUN

He 3anyckars ACRUN
Croposxegoi Talmep
TaimayT 0 Ef [0-255] cek.
Hactpoitku ngeHTudukaTopos

¥ Astomariueckui BBog MNAH-kon

Beegute MWH-kog  ssssses

PucyHok 35 - O6wme HacTpoiiku komnnekca (ans moaenen «Akkopa-AMA3 TY 4012-038-
11443195-2011, TY 26.20.40.140-079-37222406-2019 u n TY 26.20.40.140-113-P1CY-

2023)

61



11443195.4012.038 90
11443195.4012.054 90
37222406.26.20.40.140.079 90
37222406.26.20.40.140.097 90
37222406.26.20.40.140.102 90
37222406.26.20.40.140.108 90
PAICY.26.20.40.140.113 90
37222406.26.20.40.140.115 90

A 4
s A2 H
P
WM3mMeHUTb kNoY cTaduMi  [puvedn s Beixon
MypHan HacTpoiku Komnnexkca

E

AnnapaTypa

[¢

Ouckn

Tann.l

-
X
@

WHdho

@

Baza pgaHHbIx

PernamenThl

LS

JaHHele KoHDUrypauum

CTpaHuua naeHTUdUKaTopa 0 i [0-255]
TanmayT AnA ugeHTudukaTopa 20 3. [0-60] cek.
TaWmayT Ana napons 20 ,_i [5-60] cek.
HeyaayHbIx NorMHoB 3 :i. [1-8]

ABTOMaTUYECKOE BhIKNWYeHue 3BM

ABTOMaTUHECKOE NPOAONKEHWE 3arpy3kn OC
Mpoeepka BpeMEHM ASACTEBUA YHETHOW 3aMUCK NoML30BaTens

CneuwansHeli pexcim 3arpyskn OC GNU/Linux

Pexum 3anycka ACRUN

He 3anyckaTe ACRUN

CTopoxesod TanMmep

TaimayT 0 = [0-255] cek.

HacTporkM WAEHTUHHKATOPOB

¥ AsTomMaTuueckui seoq NMAH-koa

BeeguTe MUH-kog 00000000

PucyHok 36 - O6wme HacTpoiiku komnsiekca (ana mogenen Akkopa-AMA3>» TY 4012-054-
11443195-2013, TY 26.20.40.140-097-37222406-2021, TY 26.20.40.140-108-37222406-

3.12.1.

2022 n TY 26.20.40.140-115-37222406-2023)

OaHHble KOHdUrypaumm

Onsa HacTpoeKk AaHHbIX KOHMUIrypaumMn yCTaHOBNEHbI cleayolme napaMeTpbi:
e CTpaHuua naeHTudukaTopa;

e TaMMayT Ansa uaeHtTndukaTopa;

e TaMMayT ANs napons;

e KOJIMYECTBO HeyAa4YHbIX JIOTMHOB;

e ABTOMATU4YeCcKoe Bblko4yeHune JBM;

e aBTOMaTU4ecKoe npoposnkeHue 3arpyskm OC;
e pOBepKa BpeMeHM AENCTBUSA YYETHOM 3anmcu nosb3oBaTens;

e [peakTtmempoBaTb Akkopa-AMA3 (ana mopenen «Akkopa-AMA3 TY 4012-
038-11443195-2011, TY 26.20.40.140-079-37222406-2019 n n TY 26.20.40.140-
113-PACY-2023);
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e 3arpy3ka OC 6e3 unaeHTUdUKaumm nonb3osartensa (Ans moaenem «AKKopa-
AMA3 TY 4012-038-11443195-2011, TY 26.20.40.140-079-37222406-2019 u n TY
26.20.40.140-113-PACY-2023);

e crneumanbHbl pexum 3arpyskn OC GNU/Linux (ana mogenen TY 4012-038-
11443195-2011, TY 26.20.40.140-079-37222406-2019 n TY 26.20.40.140-113-
POCY-2023, HauuHada ¢ Bepcun 0.3.11.x, ana mopenen «Akkopa-AMA3 TY 4012-
054-11443195-2013 HauunHaga c Bepcun 0.4.11.x).

«CTpaHunua naeHtndunkaTopa» — onpenensieT, C Kakou CTpaHuubl BHYTpPeHHeNn
NamMsaTU NepcoHanbHOro MaeHTUdUKaTopa pacrnonaraetcs cnyxebHas mHdopmaums
C3N «Akkopa-AMA3». [laHHbIN nNapaMeTp U3MEHSATb He pekoMmeHayeTcs. I3MeHeHune
aonyckaetcsd, ecnu ucnonb3dyetca O agpyrux npousBoguTesnien, KoTopoe
OCYLLECTBNSAET 3anncb/uyTeHne B uUaeHTUduKaTop MMeHHo B 0-1 CTpaHuuy NamsaTu.
Homep cTpaHuubl 40KEH 6bITb YETHbBIM.

BHMMAHME! MNMocne usMeHeHMNs 3TOro napamerpa obsizaresnibHO cnepyer
nepepernctpmpoBaTtb Bce MaeHTUdPUKaATOpPbl NOJib30BaTeJIen C reHepauyuven
HOBOIOo CEeKpeTHOro Ksroua.

«TanMayT pnsa uaeHtTudukatopa» u <«TanmmayT A09 nNapons» onpeaenstor
WHTEpBan BpPeMeHW, OTBeAeHHbIn Ans npoueayp HadanbHOW wuaeHTUdmMkKaumm un
ayTeHTUdPUKaunmm cooTBETCTBEHHO. [lpn BbICTaBneHUW napameTpa <«TamMmayT A4ns
naeHTudukaTopa» B 3HauyeHme «0» Talimep UrHopupyetcs’.

MNapameTp «HeyaauHbiXx NOrMHOB» MO3BOJNISIET OMNpPeAensaTb MaKCUManbHoe
KOIMYEeCTBO TMOMbITOK BxOAa B CUCTEMY, 3aKaH4YMBawWMXCs Heyaaden. [pu
NpeBbILWEHUN AOMNYCTUMOrO JIMMUTA Ha 3KpaH BbiBOAMTCA coobueHne «WcuyepnaH
NMUMUT MNOMbITOK BBOAA MNapons unM wuaeHtTudukaTopa» W 3arpy3ka CTaHOBUTCS
HEBO3MOXHOW. B TakoM cnydae HeobxoaMMO nepesarpy3vTb KOMMNbHTEP U 3aHOBO
NOBTOPMTb ONEpaLunto BXoaa B CUCTEMY.

Ecnn B HacTpomkax KOHpUrypaumm yCTaHOBIEH NapaMeTp «ABTOMaTuyeckoe
BbIK/IlOYeHMe DBM», TO ecnnm no UCTeYEeHMW 3a[4aHHOro MHTepBana BpeMeHu (3a
OaHHbIN MHTEpPBAN BPEMEHWU OTBeYaeT napameTp «TammayT Ans naeHTudukaTopa»)
naeHTUuduKaTop nonb3oBaTtenids He Obln npeabsBsieH, KOMMbHOTEP aBTOMAaTUYeCKMU
BblK/1toUaeTcas.

YcTaHoBKa napaMeTpa <«ABTOMaTMUYECKOe NpoAo/KeHue 3arpy3ku OC»
NO3BOJIAET aBTOMATUUECKN MPOAO/IKATb 3arpy3Ky KomnbloTepa 6e3 HaxxaTusi KHOMKU
<MpoaonXuTb 3arpysky> B TOM C/lydae, eCii B NMpoLEcce BbIMOJIHEHUSA Mpoueaypbl
KOHTPOJS LLE/TOCTHOCTN He 6bIN10 BbISIBIEHO HapYLLUEHUNA.

7 s mogeneit « Akkopa-AM/I3» ¢ ®I1O sepcun 0.3.9.11 (0.4.9.11) u BeImIE — Ha 6a3e BCEX KOHTPOILIEPOB

Y Jlns wmomeneit «Axkopa-AMJI3», paspaboranubix mo TV 4012-054-11443195-2013, TY 26.20.40.140-097-
37222406-2021, TY 26.20.40.140-108-37222406-2022 u TY 26.20.40.140-115-37222406-2023, B 3TOM ciIy4ae BHIIOIHIETCS
3apepmieHue pabotel [0 «Axkopa-AM/I3» (Bce cepBUCHI U cioykObl «AkkopA-AMJI3» ocCTaHABIUBAIOTCS, ApaiBepHI
3aBepuIaoT padory), padora ¢ OC koMIbroTepa HeBO3MOXKHA. OHAKO IS TIOJIHOTO BBIKITIOUESHUS] KOMITbIOTEPa (BBIKIIFOUCHHS
MMUTaHWs) HEOOXOAMMO HaXXaTh Ha CHCTEMHOM OJIOKe KHOTIKY «Brrkimrouenuey» («Power»)
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YctaHoBka napameTtpa <«[eaktuBupoBaTb Akkopa-AMA3» (ansa Mopenewn
«Akkopa-AMA3 TY 4012-038-11443195-2011, TY 26.20.40.140-079-37222406-
2019 n TY 26.20.40.140-113-PACY-2023) no3BonsieT AeaKTUBUPOBATb KOMMIEKC
6e3 MexaHun4yeckux orepaumin BCKPbITUS U YCTAHOBKW/M3BNEYEHUA KOMIMOHEHTOB.
MoapobHee o cnocobax nporpaMMHOM akTuBaumun/geaktTmsaumm C3N HCO «Akkopa-
AM[3» cm. pasgen 5.

YcTtaHoBka napameTtpa «[llpoBepka BpeMeHUM [EeNCTBUS YUYETHOM 3anucu
nonb3oBaTesnis» MO3BOJMISIET YUMUTbiBAaTb HACTPOMKWM napameTpa «Bpemsa pencremsa»
AN yYeTHbIX 3anucen nosb3oBaTtenen (nogpobHee o HacTponke napameTpa «Bpems
aencrema» cM. 3.3.2.5).

Ecnn B HacTponkax KoHdUrypaumm yctaHoBneH napameTp «3arpy3ka OC 6e3
naeHTUduKaunmm nonb3oBatens» (Ang wmogenen <«Akkopa-AMA3 TY 4012-038-
11443195-2011, TY 26.20.40.140-079-37222406-2019 n TY 26.20.40.140-113-
PACY-2023), TO B npouecce 3arpy3km KOMMbKOTEpPA C YCTAHOBJ/IEHHbLIM KOMIMIEKCOM
«Akkopa-AM3» BbINONHEHWME nMpoueayp waeHTUdUKaumMm wn  ayTeHTuduKaumm
nonb3oBartena He TpebyeTtcsd, Ho 3arpy3ka OC ocyuwecTBngeTcsa TObKO nocne
yCrnewHoro 3aBeplieHns BCeX KOHTPOJbHbIX npouenyp (yCTaHOBMEHHbLIX B paMKax
nogpasgena 3.10).

Mapametp <«CneuunanbHbin pexunm 3arpy3dkm OC GNU/Linux» nossonger
aKTUBMPOBATb CreunanbHbin pexxum 3arpyskmn OC.

3.12.2. YcraHOBKa cneyumanbHOro pe>xxuma 3arpyskm OC GNU/Linux

B «Akkopa-AMA3» (TY 4012-054-11443195-2013 HauMHas C Bepcumn
0.4.11.x, TY 4012-038-11443195-2011, TY 26.20.40.140-079-37222406-2019 n
TY 26.20.40.140-113-PACY-2023 HaumHaa ¢ Bepcun 0.3.11.x) wnMeeTcs
BO3MOXHOCTb YCTaHOBKW cneumanbHOro pexmma sarpyskn OC GNU/Linux.

B naHHOM noaxoae 3arpyska rnepefaeTcs He 3arpy3udumKky Ha AWCK, @ Hanpsamyto
aapy OC Linux. 2To no3BossieT, B YaCTHOCTWU, MOBbICUTb 3alUMLLIEHHOCTb MNpouecca
3arpy3km 3a CYET MWUHMMU3ALUUM  KONIMYECTBA MNPOMEXYTOYHbIX 3BEHLEB,
6e30nacHOCTb KOTOPbIX He0bXxoamMMo obecneynTb.

Ecnn gaHHbIN peXXuM BK/KOYEH, TO MNOC/e YCrewHOM MpoBepPKU LEeNOCTHOCTHU
cpeabl BbINOJHAETCSA rpoBepka uenoctHoctn gapa, RAM-agucka wn  ¢dawnna
KOHpurypaumm, panee «Akkopa-AMA3» nepepaeT ynpasneHue BblOpaHHOMY a4py
OC, MMHYA nepegayvy ynpaBneHUsa AUCKaMMU.

Ana asTomatnyeckon 3arpyskn GNU Linux cucrtembl nocrne npouenyp KOHTPoOns

uenoctHoctn  «Akkopa-AM[13»  HeobxoAMMO  BbINOSHUTL  NpeaBapUTENIbHYIO
HaCTpPOMKY KoHdurypauymoHHoro ¢panna ACBOOT.

BHUMAHME! HacTtpoika po/ikHa 6biTb NMpou3BeaeHa A0 YCTAaHOBKM
KOHTpoJuiepa «Akkopa-AM3»!

[Nna akTmBauun AaHHOrO pexuma cnegyer:
1. Co3aaTb nan CcKoONMpoBaTb 3apaHee NoAroTOBAEHHbIM dann KoHdUrypaumm
c nMmeHeM ACBOOT B KOpHEBOW KaTanor 3arpy3o4yHoro paszena (pasaen »XecTkoro
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ANCKa, Ha KOTOpoM Haxoautcs aapo OC m wTaTHbIK 3arpy3umnk). B obweM cnydae
nepexon B Hero BbIMoOSHAETCS KoMmaHaon “cd /” B KOHCONM OonepaumMoHHON CUCTEMBI.
Mpu ncnonesosaHnm LVM cdann Heobxoanmo cosaaTb B Katasore /boot).

[JaHHbin dann pekoMeHAyeTCs YCTaHaBAMBaATb Ha KOHTPOSb B <«AKKOpA-
AM[3». B danne HeobxoanMo nponucaTtb cregylowme napaMmeTpsbl:

e B NepBoW CTpoke — uMsa aapa linux (NonHbIM NyTb K anny B pasgene);
e BO BTOpOW CTpoke — uM4 initrd (NonHbIN NYyTb K parny B pasaene);
e B TpeTbel CTpoKe — napaMeTpbl sapa, nepearoLlmecs rnpu 3arpyske.

B cnyyae wucnonb3oBaHua 3arpysumka grub2, 4to BepHO An9 60/bLIMHCTBA
ANCcTpnbyTnBOB, HeobXoaMMble 3HAaYEeHUS MOXHO HanuTu B hanne menu.list.

MpuMep HACTPOUKU:

®ann menu.list:

default=0

timeout=5

splashimage=(hd0,0)/grub/splash.xpm.gz

hiddenmenu

title Atlix-grsec (2.6.54.44-4_atl3.x86_64.grsec)

root (hd0,0)

kernel /vmlinuz-2.6.54_.44-4_atl3.x86_64._grsec ro root=/dev/mapper/VolGroup-1v_root

LANG=ru_RU.UTF-8 rd_NO_LUKS rd_NO_MD rd_LVM_LV=VolGroup/lv_swap rd_LVM_LV=VolGroup/lv_root
KEYBOARDTYPE=pc KEYTABLE=ru rd_NO_DM

initrd Zinitramfs-2.6.54_.44-4 _atl3.x86_64.grsec.img

B atoM cnyuae dann ACBOOT b6yaeT nMeTb creaytoulee cogepxxaHue:
/vmlinuz-2.6.54_44-4 _atl3.x86_64._grsec
/initramfs-2.6.54.44-4 _atl3.x86_64._grsec.img

ro root=/dev/mapper/VolGroup-1v_root LANG=ru_RU.UTF-8 rd_NO_LUKS rd_NO_MD
rd_LVM_LV=VolGroup/lv_swap rd_LVM_LV=VolGroup/lv_root KEYBOARDTYPE=pc KEYTABLE=ru rd_NO_DM

(TpeTblo CTPOKY MEHSATb HE HYXXHO)

[lepBbivi criocob

Ons co3paHna danna HeobxoamMMo nepenTtun B Ampektopuio grub /boot/grub u
OTKPbITb B HEN C MOMOLLbIO TEKCTOBOrO pedaktopa ¢ann grub.cfg.

nano /boot/grub/grub.cfg

Mocne 3Toro Heob6X0AMMO HAUTU CTPOUKY, MO KOTOPOW OCyLlecTBsAnach
3arpy3ka. B Hawem cnyuae 3710 'AstralinuxSE GNU/Linux, with Linux 4.2.0-23-
generic'. B panne gaHHbIM 610K B HalleM cny4ae BbIrNsaamT cneayrowmm obpasom:

menuentry “AstralLinuxSE GNU/Linux, with Linux 4.2.0-23-generic” --class astralinuxse --
class gnu-linux --class gnu --class os --unr$
load_video

insmod gzio
if [ x$grub_platform = xxen ]; then insmod xzio; insmod lzopio; fi
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insmod part_msdos
insmod ext2
set root="hd0,msdos1*
if [ x$feature_platform_search_hint = xy ]; then
search --no-floppy --fs-uuid --set=root 67ddae89-517a-49f4-b527-ace540889505

else
search --no-floppy --fs-uuid --set=root 67ddae89-517a-49f4-b527-ace540889505
fi
echo "Loading Linux 4.2.0-23-generic ...~
linux /boot/vmlinuz-4.2_.0-23-generic root=UUID=67ddae89-517a-49f4-b527-
ace540889505 ro quiet splash
echo "Loading initial ramdisk ..."

initrd /boot/initrd.img-4.2.0-23-generic
N3 naHHoro 6n1oka Hac MHTEPECYIOT NocnegHne 4 3anucu.

B cooTBeTCcTBMM C 3TUMU 3anucsiMu B HaweM cnydae ACBOOT 6yaeT BbirnaaeTb

cieayrowunMm 06pa30M:
/boot/vmlinuz-4.2.0-23-generic
/boot/initrd.img-4.2.0-23-generic
root=UUID=67ddae89-517a-49f4-b527-ace540889505 ro quiet splash

BTtopovi crnocob

NMomMmMMo 3TOro, B AaHHOM daine MOXHO 3ajaBaTb ajpeca pasaesioB BMecCTO
UUID ansa kopHeBon aupektopum (root). Onsa storo Heobxoammo 3anyctutb blkid
(3anyckaTb AaHHYK YTUANTY HeobxoaAuMMOo noa YydeTHoum 3anucbto root). [lo

pe3ysibTaTaM 6yueT BblAaH CMMCOK AOCTYMHbIX pa3aenoB:
/dev/sdal: UUID="67ddae89-517a-49f4-b527-ace540889505" TYPE=""ext4"
/dev/sda5: UUID="29f85fee-Ff77-4ae2-ac25-b0ad191f8744" TYPE="swap"

B naHHOM cny4dae Hac MHTepecyeT nepBbl pasaesn, nockonbky UUID B HeM
cootBeTctByeT UUID u3 koHdpurypaumm GRUB. [ng Hawero cnydasa grub dann

MMEET cneayloLllee cogepxmmoe:
/boot/vmlinuz-4.2.0-23-generic
/boot/initrd.img-4.2.0-23-generic
root=/dev/sdal ro quiet splash

Tpetu criocob

Kak n Bo BTOpoM cny4dae, Bmecto UUID KopHeBOM AUPEKTOPUM MOXHO
3azaBaTb U MeTKU. [19 3Toro Heob6xoamMMO yCTaHOBUTb yTunnTy e2label, BbinonHuBe
ON19 3TOro KOMaHA4y':

apt-get install e2fsprogs

Mocne aToro cneayer 3anyCcTUTb METKY KOpHEBOro pasgena. B gaHHOM cnyvae
MeTKa co3gaeTtca ans pasgena /dev/sdal, B npeabliayweMm nyHkTe 6bi10 OnmcaHo,
KakK onpeaenntb MyTb K KOpHeBOMY pasgeny. [locne 3toro creanyeTr yCTaHOBUTL
MeTKy Ans pasgena (MCNoNb30BaHO Ha3BaHMe MeTKK rootfs), BbIMOHUMB KOMaHAY :

e2label /dev/sdal rootfs

66



11443195.4012.038 90
11443195.4012.054 90
37222406.26.20.40.140.079 90
37222406.26.20.40.140.097 90
37222406.26.20.40.140.102 90
37222406.26.20.40.140.108 90
P/ICY.26.20.40.140.113 90
37222406.26.20.40.140.115 90
Y6eantbCsi, 4YTO MeTKa KOPPEKTHO YCTAaHOB/EHA, MOXHO 4epe3 YTUAUTbI
npocMmoTpa auckos (K npumepy, gparted). Tenepb ¢dann ACBOOT byaeTt BbIrnsaeTb
cneaywowmm obpasom
/boot/vmlinuz-4.2.0-23-generic
/boot/initrd.img-4.2.0-23-generic
root=LABEL=rootfs ro quiet splash

2. Ha Bknagke <«HacTponku» rnaBHOrMO OKHa cpeabl aAMUHUCTPUPOBAHUS
ycTaHoBUTb nar «CneumnanbHbin pexum 3arpy3skm OC GNU/Linux».

3. YCTaHOBUTb Ha KOHTPONb ann KoHdurypaumm, aapo m initrd.

3.12.3. Pe>xum 3anycka ACRUN

MyHKT HacTpoek «Pexum 3anycka ACRUN>» no3BonseT U3MEHSATb PexXuMm ctapTa
MOHMUTOpa 6e30nacHOCTM MNOACUCTEMbl pasrpaHuMyeHms goctyna u3 coctasa ClO
«Akkopa  NT/2000» v. 3.0, «Akkopa-Win32» n «Akkopa-Win64». Ecnn
aAAMWHUCTpATOp YyCTaHasnueaeT diar B 3TOM MyHKTe, TO B npouecce AasibHenwen
3arpy3km OC MoOHuUTOp 6e30MacHOCTU MNpuM Hanmuumm 3Toro dara He CcTapTyerT.
[aHHble 0 BKNO4YeHHOM napameTpe «He 3anyckatb ACRUN>» coxpaHATCa B nMaMaTum
npoueccopa TO/IbKO Ha OAMH cCeaHC paboTbl, T.e. MO YMOJYaHUIO MNpu cTapTe
KOMMbloTepa 3TOT ar BblkAOYeH. [JaHHas onumst KOppekTHO paboTaeT TONbKO C
Temn penmsamm CIMO «Akkopa NT/2000» v. 3.0, «Akkopa-Win32» u <«AKKopa-
Win64», koTopble BbinyLweHbl nocne aHeaps 2010 roaa.

3.12.4. Ctopo>xeBoi Tanmep

MapameTtp «CTopoXxeBoi TanMmep»? onpeaensier UWHTepBan BpPEMEHU B
CeKyHAax, nMno WUCTeYeHUM KOTOoporo ONOKMpYeTCs BO3MOXHOCTb  3arpy3ku
onepaumMoHHOW CUCTEMbI, NPU YC/IOBUKU, YTO 3a 3TO BpeMs yrnpaBiieHMe He nepefaHo
pacwunpenunto BIOS AM3.

[lencTtBmne CTtopoxeBoro TamMmepa B obuweMm cnydae He pacnpoCTpaHsaeTcs Ha
npoueaypbl, CBS3aHHble C BbINOJHEHMEM HacTpoek B BIOS komnbioTepa. B
3aBMCUMOCTM OT MOZeNn YCTaHOBMIEHHOM B KOMMbKTEpe MaTepUHCKOW niaThbl
CTOPOXXEBOW TanMMep MOXeT Kak cpabaTbiBaTb, Tak W He cpabaTtbiBaTb Npwu
BbIMOSIHEHNM NoONb30BaTesieM HacTpoek B BIOS koMmnbloTepa.

PekomMeHzaumMm nNo yCTaHOBKE CTOPOXEBOro TaMMepa npuBedeHbl B
MpunoxerHunn 20.

9 Ha xontpoiuiepax « Akkopa-LE» naHHbIi QyHKIIMOHA OTCYTCTBYET
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3.13.MHdopMmauma 0 KOMMEKce

Ha Bknagke «NHpO» (pncyHok 37) rnaBHOro okHa cpeabl aAMUHUCTPUPOBAHUS
oTobpaxaeTcsa crnegyowas nHdopMaLumsa O KOMIJEeKCe:

e Bepcus N0 «Akkopa-AMA3»;
e CEpUIHbIN HOMep KOHTposiepa «Akkopa-AM3»;
e KOHTPOJIbHbI€ CYMMbl OCHOBHbIX KOMMOHEHTOB.

Brixon
ﬁ no Ama3
[If
Bepcua N0 AMA3 AMDZ v.0.4.11.14
iMons3oBaTeny:
KoHTponnep AMA3

[

MypHan CepHiHLIA HOMEp KoHTpoAnepa 12345678

KOHTpOAbHbIE CYMM OCHOBHbIX KOMMNOHEHTOB

i

MD5 x5 Agpa 3aunThl fle7e61592b67d0b3c264e0463b2814d
Annapatypa

FOCT x3Ww Agpa 3aWuThl 504d5a306c3cB4e57a164451b1ba%01509be8bce576cda53ef65bbce?255c8b0

Pesiome
Tun cBopkr: 0x06
Narta cbopkun: 22.10.17

Bepcus cbopku: 1

B8 [

pai: Hazna4eHwe: Penus %

&1
o

.

HacTpoitkm

©

=
=
P
o

L

PucyHok 37 - Bknagka «WUH¢po>» rnaBsHoro okHa cpeabl agMUHUCTPUPOBAaHUA

3.14.9kcnopt/mMnopTt 6a3 AaHHbIX
3.14.1. O6wme cBepeHnn

ba3zy paHHbIX «Akkopa-AM[3» MOXHO CKOMMPOBATb Ha pasdesi »XecTKoro
ancka CBT mnu cneumnansHblh USB-HOCUTENb, @ B ciy4dyae Heob6xoamMMOCTH 3arpy3nTb
3Ty KOMUIKO C XecTkoro aumcka CBT wunu cneumanbHoro USB-HocuTenst (06blIYHbIN
USB-Hakonutenb B C/y4yae WCMNOJ1b30BaHUA €ero 4S9 BbIMNOJHEHUA npoueayp
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3KCnopTa/MMnNopTa CNMCKa nosib3oBaTeNen HyXAaeTcs B cneymanbHOW NOArOTOBKE —
noapobHee cM. 3.14.2).

BHUMAHME! NMpwu BbINOJSIHEHUM NpoUueayp dKcnopta/mMnopta CrMCKOB
KL ¢bannoB cneayert yuntbiBaTb CBeAEeHUSA, YKa3aHHbie B 3.14.4.

3.14.2. MoarotoBka USB-HOocuTenen Ana BbINOJIHEHUA nNpoueayp
akcnopta/mMnopTa 6a3 gaHHbIX

Ona BbINOSHEHMA npoueanyp 3Kcnopta/mmnopTta 6a3 AaHHbIX HeobXoAMMO
MCNOMb30BaTb ChneunanbHO NoAroToBAeHHble USB-HakonuTenu. [na co3aaHus
Takoro Hakonutens HeobxoamMmo oTdopMaTMpoBaTb 06blYHbLIN USB-HakonuTenb B
dannoBbix cnctemax FAT12, FAT16, FAT32, Ext2, Ext3 nnun Ext4 c meTkon «amdz».

Mocne ycnewHoOro BbIMOSIHEHUS OMNUWCaHHOM nocnefoBaTeNbHOCTU AEUCTBUN
HakonuTeslb MOXHO WCMOSb30BaTb AJ1S BbIMNOJIHEHMSA Mpoueayp 3KCnopTta/uMnopTa
cnucka nosib3oBaTtenen (nogpobHee cMm. 3.14.3).

BHUMAHME! Ucnonb3ynte noarotoBsieHHble USB-Hakonutenum TONbKO
ANA BbINOJIHEHUA npoueayp 3kKcnoprta/mMmnoprta 6a3 pAaHHbIX <« AKKoOpA-
AMA3>». Ucnonb3oBaHMe Takux USB-Hakonuteneu ANA UHLbIX LileNIer MOoXXeT
npuBecTMn K notepe nHopmaumm o 6asax aaHHbIX «Akkopa-AMA3>».

3.14.3. dkcnopTt/mMnopTt 6a3 AaHHbIX

Ana Toro 4Ttobbl HayaTb npoueaypy a3KcnopTta/uMnopta 6a3bl  AaHHbIX
«Akkopa-AM/[3», cneayeTt B rnaBHOM OKHe cpefbl aAMUHUCTPUPOBAHUSA NEPENTM Ha
BKnagky «basza AaHHbIX» M B none «Hocutenb» BblbpaTb HOCUTENb, Ha KOTOPbIM (C
KOTOpOro) 6yaeT BbINOAHATLCA 3KCNOPT (MMNOpPT) 6a3bl AaHHbIX (PUCYHOK 38).
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2 @ & @ 5

YCTaHOBWTL KaTanor 3kcnopTa/umnopra  3kcnoptupoBate  Mmnoprtuposats  @opmatwposats B  Beixog

I
Mone3osatenu BKCHOPT/MMHOPT

3nemeHT B}

B MNone3oearenei

i

B CKLL @ainoBbix cUCTEM
Annapatypa
B4 CKL Auckos

B, CKL| Annapatypbl

B CKL, Peectpa

Awncki

™ Bl Xyprana (BuHapHbIi hOPMaT, TONBKO 3KCNOPT)
B[ XypHana (TEKCTOBGIA GOpPMaT, TONLKO 3KCNOPT)
Dainb L Bl XypHana (8 ¢opmate CSV, TONLKO 3KCNOPT) R
ﬂ Hocutens
Peectp
Z i I Pa3nen KecTkoro gucka | -

HacTpoiku

)

@

PucyHok 38 - Bbi6op HocuTena ansa akcnoprta 6asbl nosib3oBaTenen

[anee, ecnu B KayecTsBe HocuTensa BbibpaH pa3aen XecTkoro Aucka, cneayet
YCTa@HOBUTb AUPEKTOPUIO ISKCNOpTa/MMNOpTa, HaXaB Ha KHOMKY <YCTaHOBWUTb
OVPEKTOPUIO 3KCMopTa/MMnopTa>, B MOSIBMBLUEMCSH OKHE YKasaB MNyTb K HY>XHOW
ANPEKTOPUU N HaxaB KHonky <OK> (pucyHok 39).
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1 Pazmep Tun Date Modif]
w DU3MHecKe AWUCKIA Folder 02.12.14 I
v 5]VANBCB Folder 06.01.02 ..
- Pazgen 1 (ext2) Folder 18.08.14 .|
Folder 26.05.14 .|
-~ Pazpnen 3 (swap) Folder 23.12.14 .J
o o T Paspemal(ext?) Folder 18.08.14 ..

BupTyaneHkle AWCKA Folder 04.12.14 .
kM B lost+f... Folder 06.01.02 ..
b B media Folder 23.12.14 .|

v = mnt Folder 23.12.14 .|

[ am... Folder 16.09.14 .|
= Img Folder 23.12.14 .
b opt Folder 27.11.14 .|
.59 proc Folder 10.01.14 .|
root Folder 23.12.14 .|
run Folder 26.05.14 .|
-9 sbin Folder 18.12.14 .|
= Folder 05.03.12 .|
Folder 26.05.14 .|
Folder 26.07.12 .|
Folder 23.12.14 ..

[ oK ] [ OTmexa ]

PucyHok 39 - YcTaHOBKa AUMpEeKTopumn akcnoprta/vumnoprta b

NMocne yCTaHOBKM AMPEKTOPUM IKCNOpTa/uMnopTa cneayeTr BblbpaTb HYXHble
3/1eMeHTbI B4, yKasaB nx ranoykamu, n HaXkaTb KHOMKY
<3kcnopTupoBaTb>/<UMnopTupoBaTbh> (pUCYHOK 38).

BHUMAHME! He otknwuyante cneuyumanbHbin USB-HocuTteno cpasy
nocne nosiBjieHus coobuweHnsa «J[laHHble yCnewHOo 3KCNopTUpoBaHbl>». Ans
KOPPEKTHOro 3aBepLieHus npoueaypbl 3kcnoprta B[] Hy>xHO o6si3aTtenbHO
nepe3sarpy3uTtb K ¢ noaknwuyeHHbIM USB-Hocutenem! lNocne nosiBneHus
coobweHun «[laHHbIE ycnewHo MMMNOPTUPOBaHbI>» nepe3sarpys3ka
KOMMNbIOTEpPA BbIMNOJ/IHAETCA aBTOMaTUYECKM.

3.14.4. Oco6eHHOCTM BbINOJIHEHUSA Npoueayp 3Kcnopta/MMnopra
cnuckosB KLU ¢dannos

Mpoueaypbl 3KcnopTa/umnopta cnmuckoB KL, dannoB wmMMeT HEKOTopble
0COB6EHHOCTM W BbLIMNOJIHAKOTCA, KakK MpaBuio, B paMKax cneayllux cueHapues
paboThbl:

1. CozgaHne CKL Ha o4HOM KOMMbKTEPE U NEPEHOC €ro Ha aHaslorn4yHble
KoMrbroTEPLI. B paMKax AaHHOro cueHapus cneayeT BbIMOSHUTD:
a) akcnopt/mmnopT CKL, dhannos;
6) nameHeHne meTkm aucka B CKL, nocne BbINONHeHWMsA npoueaypbl MMNopTa
(nogpobHee 06 N3MEHEHUN METKKU AncKa cM. 3.14.5).
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2. 3amMeHa KoHTposiiepa «Akkopa-AM/A3» B KoMmrboTepe. B pamMkax AaHHOro
cueHapus A0CTaTOYHO BbIMNOSIHUTL 3KCMNOPT HA MCXOAHOM KOHTposiiepe «AKKopAa-
AM[3», a 3aTeM — UMMNOPT Ha HOBOM.

3. 3ameHa pauncka/niepeyctaHoBka OC Ha KomrbroTepe. B paMkKax [aHHOro
cueHapusa OCTaTO4YHO U3MeHUTb MeTKy ancka B CKL.

3.14.5. N3meHeHne MeTkm aucka B cnucke KLU ¢annos nocne
BbIMOJIHEHUA Npoueaypbl UMNOpPTa

[Nna “3MeHeHnst MeTKM AuUCcKa crneayeT Ha Bkiaake «®dannbl» rnaBHOMO OKHa
cpeabl aAMUHUCTPUPOBAHMA HaxaTb KHonky <[lepemectutb CKL c aucka Ha Auck>
(pUCcyHOK 26).

B nosaBmBwWMMCA OKHe HeobxoaAMMO yKasaTb MeTKy aucka ot [19BM c
yCTaHOB/NEHHbIM «Akkopa-AM3», ¢ KOTOpoW 6bl1 MPOU3BOAEH 3KCMNOPT, M HaxaTb
KHoMNkKy <OK>.

Hanee cnepyer ykasaTb MeTKy aucka ot [19BM, Ha kKoTopyl npowusseneH
nmnopT CKLU, n HaxaTb KHONKy <OK>.

[Nanee cnepyet HaxaTb KHOMKY <CoxpaHuTb> (Ha BepxHeW naHesnn BKIALKW
«®annbl») M BbINONHUTL nepe3arpy3ky [M3BM (kHonka <BbIxoa> Ha BepxHeW
naHenn sBknagkm «®annbl», 3aTeM — KHoNkKa <[llepe3arpy3uTb> B OKHE NPUBETCTBUS
aAMUHUCTpaTopa).

3ateM, npu Heob6xoaMMOCTKN, cneayeT BbiNOAHUTL nepecyeT KC ¢ coxpaHeHnem
naMmeHeHunn (kHonku <lMepecuntatb> N <COXpaHUTb> Ha BEpPXHEWN NaHenun BKNagKu
«Dannbl»).

3.15. ®dopMmaTupoBaHme 6a3 faHHbIX KOHTpoOJI1IEepa

Mpoueaypa ¢opmaTuposaHmsa 6a3 AaHHbIX KOHTpOJiepa, Bbi3blBaeMas
KHonkon <®opmaTtuposaTb B[1> Ha Bknagke «basa AaHHbIX» MAaBHOMO OKHa cpeabl
aAMUHUCTPUPOBAHUSA, NO3BOASEeT AaAMMHUCTPATOPY KoMMekca, obnajatowemy
npaBaMuM Ha M3MEHeHWe MNnepcoHasibHbIX NapaMeTpoB MNosib30BaTesien, OYUCTUTL BCe
BHYTpeHHMe 6a3bl AgaHHbIX 6e3 nepeBofa KOHTpoepa B TEXHONOMMUYECKUN PEXUM,
T.e. NMPOBECTU MOBTOPHYIO MHMUMANU3AUUIO KOHTpossiepa 6e3 BCKPbITUS Kopryca
KoMnMbloTEpa.

Mpn BbINO/IHEHUW AAHHOM KOMaHAbl ouunwalrTca 6asa nonb3oBaTenemn, CNMCKn
KOHTPO/IMPYEMbIX  06BbEKTOB, XXypHan  perucrpaumm  CobblTuin.  YCTaHOBKMU
cbpacbIBalOTCS B 3HAYEHME «MNO YMOAYAHUIO».

JaHHasa dyHKUMS MOXeT nNpurogmTbCs Mpuv  NpoMbiwieHHONn cbopke
KOMMNbOTEPOB C npegycraHosBneHHon C3UW wnu npu UeHTpannM3OoBaHHOW YCTaHOBKE
KoMMiekca <«AKKopAa» C rnocnefyrwouwen OTrnpaBKOW KOMMbiOTepa B dwuauvanbl B
pa3HbiX pernoHax. [locne ycTtaHOBKM KOHTposnepa <«Akkopa-AMA3» HYXHO
nposepuTb paboTocnoCO6HOCTb KOMMbIOTEPA, @ ANS 3TOr0 HYXHO 3aperncTtpnupoBaThb
naeHTUuduKaTop ANsg ydeTtHon 3anumcn <«I[N.AOMUHUCTPATOpP» W BBECTUM Mapofb.
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CneunanucTy, KOTopblii BbIMONHAET NPOBEpPKY, NPUAETCS A/ KaXAoro KoMMbloTepa
pPerncTpupoBaTb OTAENbHbIA MAEHTUDUKATOP M NpUKAaAbiBaTb K HEMY MaMATKYy C
3aMnCaHHbIM MapoJieM, @ MOXHO BbIMOJIHATb PErncTpauuo o0AHOro Cob6CTBEHHOrO
naeHTudmKaTopa, a nocne NpoBepkn 3anycTuUTb Npoueaypy OYMCTKM 6a3 AaHHbIX M3
MEHI0 aAMUHUCTpaTopa.

Takxke gaHHasa dyHKUMSA byageT nonesHoW Npu nepenadve KOMNbOTeEpa B Apyroe
noapasaeneHve, raoe ectb cobCTBeHHbIN agMnHUcTpaTtop BU n coBcem mMHOWM cocTas
nosib3oBaTenen.

Onsa BbINONHeHMa npoueaypbl GopMatupoBaHusa 6asbl AaHHbIX creayeT Ha
BKknagke <«basza [AaHHbIX» [NAaBHOMO OKHA cpeabl aAMUHUCTPUPOBAHUSA HaXaTb
KHOMKy <®opmaTtupoBaTb B> (pucyHok 38).

Mpu yTepe naeHTuduUKaTopa agMUHUCTpaTopa UK Npu nepegavye KoMnboTEPA
B ApYyroe noapasaeneHune, rae eCtb CO6CTBEHHbIM aaMMHUCTpaTop bW 1 nHOM cocTas
nosib3oBartesie, BMecTo npoueaypbl opMmaTupoBaHus 6a3 AaHHbIX KOHTpoOsepa,
Bbl3blIBaeMOW KHomnkon <®opmaTtumpoBaTb bBb[>, cneayeT BbINOMHATL Mnpoueaypy
annapaTHon o4ncTkm 6a3 aaHHbIX (NnogpobHee cM. pasaen 4).

3.16.PernamMmeHTHbIE€ NPOBEpPKH

B pabote «Akkopa-AM[A3» npeaycMOTpeHa BO3MOXHOCTb BbIMOSIHEHUS
npouenyp CamMoTecTMpoBaHUA.

Ha Bknagke «PernameHTbl»  (pucyHok 40) rnaBHOrO OKHa  cpeabl
AAMUHUCTPUPOBAHUA MOXHO BbIMNOJHUTL Clefylwme perraMeHTHble MPOBEpPKU B
paMKax caMoTeCTUpoBaHUA KoMnnekca «Akkopa-AMA3»:

e MpoBepKa (PpPU3MYECKOoro reHepatopa ciayyanHbix ymncen (Orc4y);
e [poBepKa uenoctHoctu lNO;

e MpoBepKa LEeNOCTHOCTU AAHHbIX;

e npoBepka 6/10KNPOBKMW.
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PucyHok 40 - PernaMeHTHbIE NMPOBEPKU
3.17.Bbixoa u3 cpeabl agMUHUCTPUPOBaHUSA

Boixoa n3 cpeabl aAMUHUCTPUPOBAHUS BbIMOMHAETCA MPU HaXaTuUM KHOMKU
<BbIxoa> B rNaBHOM MEHIO, NOC/E Yero nosiBASeTCs 3anpoc AaSibHENLWINX AENCTBUIN
aagMuHucTpatopa (pucyHok 41). lMpoaonxeHune 3arpy3km B OC AOCTYNHO TONIbKO
nosib3oBaTent, He CcocTosiweMy B rpynne <«AQMUHUCTpaTOpbl». AAMUHUCTPATOP
MMeeT BO3MOXHOCTb UM BEPHYTbCS B Cpeay aAMUHUCTPUPOBAHUSA, WX 3aBepLUUTb
paboty. [lpn 3aBepweHun paboTbl BO un3bexaHme HewWwTaTHOM CuTyauuu, He
CBSI3@aHHOM C  AEUCTBUSAMM  aAMUHUCTpAToOpa, CfeayeT  HaXaTb  KHOMKY
<[llepe3arpy3nTb>, A0XAATbCA MNOSABAEHMUS OKHa uaeHTUdUKauum/ayTeHTudunkaumm
N BbIK/IIOYNTb KOMMbIOTEP.
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Oolipo noxancEaTk, MTn.AOMMHMCTpATOP! BUGEDHTE CAEQYIOLEE AEACTBME:

KGHTﬂﬂ.ﬂh obo pyQACBaHWA
Pe3yAsTAT APOBEDKH 0B0DYE0BIHHA!
KOHTPOAG APORTEH
KﬂHTpOﬂ:b AWCKOB
(o] ]
KDHTDOJ’Ib UenocCTHOCTHK obwexkToB ©C
KOHTpONbL 3arpy304HoOro HoOCHTENA
0K

lﬂrﬂru-lf; T ;mu.muJ |I|1pq;||,|.'lp'1|. Hr;l"_ll.lf] lii-ppl;' Hrw.uu.]

PucyHok 41 — OKHO 3anpoca AeiCTBUI NpMU BbIXoAe U3 cpeAbl aAMUHUCTPUPOBaHUA
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4. AnnapatHasa oumcTka 6a3 faHHbIX

dyHKUMS annapaTHOM o4yucTkM 6a3  JdaHHbIX HeobxoauMMa npu  yTepe
naeHTudukKaTopa aaMMHUCTpATOpa WM MpuU nepepadvye KoMnbkTepa B Apyroe
nogpasaeneHve, rae ecrtb COOGCTBEHHbIN agMuHucTpatop BW wn wnHOWM cocTas
nonb3oBaTesnen.

Ons Toro 4Tto6bl BbLIMOSIHUTL OMepauMio annapaTHOM O4YUCTKM 6a3 AaHHbIX
KOHTponaepa, HeobxoamMmo:

1)BbIKIOUYMTL KOMMNbOTEP W BblHYTb MATy KOHTpoaJepa U3 pas3bema
CUCTEMHOM LWWHBI.

2)lNepeBeCcTn KOHTpoOAnep B TEXHONOIMMYECKUN pexum (noapobHee CM. MYHKT
«PexunMbl goCTyna K annapaTHbIM pecypcaM nnaTbl KOHTponnepa» PykoBoacTea no
yCTaHOBKe).

3)BcTaBuTb NNaTty B KOMNbHOTEP.

4)3arpy3unte ¢ CD u 3anyctuTb nporpamMMmy ipgx.exe (AaHHas nporpamMmma
Haxoautca B katanore UTILS Ha CD, npwunaraeMoM K KOHTposuiepy <«AKKOpA-
AMI3»).

5)BbIKAOUYNTL  KOMMbIOTEP, BEPHYTb KOHTponnep B pabounn pexum
(nogpobHee CcM. nNyHKT <«Pexumbl p[octyna K annapaTtHbIM pecypcaMm naaThl
KOHTponnepa» PykoBoacTBa No yCTaHOBKeE).

6)YCTaHOBUTb KOHTPONEP B KOMMbIOTEP.

BHUMAHME! Ecnm koHTponnep <«Akkopa-AMA3>» wucnosnb3yerca B
coctaBe koMnnekca «Akkopa NT/2000» v. 3.0, «Akkopa-Win32» wnu
«AKkopa-Win64>», nonb30BaTbCA (PpyHKLMEN OUYMCTKM 6a3 AaHHbIX MOXXHO
TOJIbKO MNOCJIE OTKJ/IIOMEHUA MoHuTOpa 6e30nacHOCTM B nporpamMmme
HaCTPOMKM KoMnnekca!
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5. MporpaMmMHan aktuBaumsa/aeaktnsauma C3N HC[ 6e3
MeXaHU4YeCKUX onepaumin BCKPbITUA U YCTAaHOBKU WIN
n3BJiIe4HEHUSA KOMMOHEHTOB

BHUMAHME! [aHHbIXN MYHKT pacnpocTpaHAeTcs TONbKO Ha Moaenun <«AKKopa-
AMA3» TY 4012-038-11443195-2011, TY 26.20.40.140-079-37222406-2019 n TY
26.20.40.140-113-PACY-2023.

B cnydae Heo6xoaAnMoCTH MOXHO BbIMONHUTb npoueaypsol
akTuBauuun/geaktneaummn C3UM HCLO «Akkopa-AM[3» nporpaMMHbiM obpasoMm, 6e3
BbINMOJIHEHNA  MEeXaHMYEeCKMX oOonepauun BCKPbITUS U YCTAaHOBKW/M3BIEYEHMUS
KOMIMOHEHTOB.

Mpoueaypa JAeakTuBauuMm KoMMAekca MoXeT ObiTb Bbl3BaHa YCTAaHOBKOM
ranoukn «[leaktusmpoBaTb Akkopa-AMA3» B pazgene «[laHHble KOHpUrypaunmm» Ha
Bknagke <«Hactponku» (cm. n. 3.12.1). [JaHHasa npoueaypa BbIMOJHSAETCS
aAMMHUCTPATOPOM KoMMekca, obnagarwwmMm npasaMM Ha WU3MEHEHMEe HacTpoek
KoMmniekca «Akkopa-AMA3» (cm. n. 3.3.4.7).

Mpoueaypa akTMBauuMmM KOMMJieKca MoXeT OblTb Bbi3BaHa Ha)aTUEM KHOMKMU
<Ctrl> B npouecce cTtapTa kKoMmnbloTepa. [lanee, B OTBET Ha 3anpoc «Press Ctrl-A to
activate...», cnegyet HaxaTb Knasmwy <A>, 3aTeM (B OTBET Ha 3anpoc «Press any
key to reboot») — nobyt knaeuwy Ha knasuatype. o HaxaTtum Nwbon Knasuwmn
BbIMNOJIHAETCA nepe3arpy3ka KOMMNblTepa C yXe aKTUBHbIM KOMMIEKCOM «AKKopA-
AMA3».
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6. 3arpyska c oTuy>xaaembix HocuTeneum Ha CBT ¢
yCTaHOBJIeHHbIM «AKkopa-AMA43»

BHUMAHME! [aHHbIN NYHKT pacrnpoCcTpaHsAeTcss Ha KoHTposanepbl «Akkopa-AMA3»
cemencrtea GX.

Mo ymonuaHuo, C3N HCO <«Akkopa-AMI3» obecneumBaeT 610KMPOBKY
3arpy3km CBT C oTuy>XaaeMblX HOCUTENEN.

OoHako ecnauM NOJMTUMKOM  OopraHusaumuM npeaycMoTpeHa HeobxoamMocTb
3arpy3km C oT4yyxagaemoro Hocutensa (B o0cCcobbix cny4yaax; Hanpumep, Ans
BbIMNOJIHEHUS pe3epBHOM Konuu xecTkoro amcka CBT, yctaHoBkn OC, npoBepkn Ha
BUPYCbl W T.n.), AaMuHucTpaTtopy (nonb3oBaTento, BXoAsdweMmMy B rpynny
«AOMWUHUCTPATOpPbI») MNpeaocTaBNsieTCss BO3MOXHOCTb 3arpy3ku cO crneunanbHo
NOArOTOBJ/IEHHOrO OTUYXXAAEMOro HOCUTens.

[JaHHasg dYHKUMOHANbHOCTb MO3BOMSIET 3arpyXaTb pa3/iMyHble ANCTPUOYTUBLI
obuwero n cneymanbHOro HasHaveHusa (HanpuMep, Ha 6aze OC GNU/Linux).

B paMkax noAroToBKM HOCUTENS BbINOJIHSAETCS npoueaypa KOMMpPOBaHUS Ha
Hero HeobxoanMbix ob6pazos O 1 nogrotToBka dannia ana BCTPOEHHOro 3arpysudumka.
MoaopobHble cueHapun 3arpy3km CBT c  ycTaHOBNEHHbIM <«Akkopa-AM3» co
cneumanbHO MNOAroTOBJ/IEHHbIX CbEMHbIX HOCUTenenm npencrtaBneHbl B [pUNoOXeHUH
18 Kk HacTosawemy PykoBOACTBY.

BHUMAHME! B npouecce wtaTtHoM paboTbl Ha CBT ¢ ycTaHoBAeHHbIM «AKKOpA-
AM/[3» He pekoMeHAyeTCA YyCTaHaB/MBaTb B KayecTBe MepBOro 3arpy304HOro
YCTPOMNCTBA CbEMHbIN HOCUTENb, MNOCKOMAbLKY B 3aBMCMMOCTK OT Tna CBT u BIOS 370
MOXeT rMpMBECTU K HEBO3MOXHOCTM 3arpy3kuM KOMMbKTEpa KakK CO CbEMHOro
HocuTena (4To saBnseTcs @QyHKumen 6esonacHocTn <«Akkopa-AMA3»), Tak M C
XKEeCTKOro AnucKa KoMmnbloTepa.
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7. TexHn4yeckasa nopgaeprkKka

B cnyyae Heobxoammoctn koHcynbTaumm AO «OKB CAlP» npeanaraer 6e3
OONONHUTENbHOM oOnnaTbl C noHegenbHuMka no natHuuy ¢ 10-00 go 18-00 (no
MOCKOBCKOMY BpeMeHun) obpaliatbcsa no tenedoHaM:

+7 (495) 994-49-96

+7 (495) 994-49-97

+7 (926) 762-17-72

WM Mo aapecy aneKTpoHHOW nouTbl help@okbsapr.ru.
Haw agpec B IHTepHeTe http://www.okbsapr.ru/.
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MpunoxeHue 1.
HanmeHoBaHue n pe3ynbTaTt onepauun B CUCTEMHOM XypHane

Cob6biTne

Pe3synbTaTr

Jlor Co3aaH

OK

Crapt Ceccuun

OK

JlornH nonb3oBaTens

TanmayT ngeHtudukaTopa

TanmayT napons

HeunsBecTHbI naeHTudurKaTop

HeBepHbIi naponb

Monb3oBartenb 3abokMpoBaH

BpeMeHHOe orpaHMyeHne ass nosib3oBaTtens

MNMpoBepka LieNoCTHOCTU annapaTtypsbl

OK

Owmnbka LenoCcTHOCTU

lMpoBepka LenoCTHOCTN AUCKOB OK
Owmnbka LenocTHOCTH
MpoBepka UuenocTtHocTn obbekToB OC OK
OwmnbKa LenocTHOCTH
lMpoBepka LenoCTHOCTU peecTpa OK
Owmnbka LenocTHOCTH
baza gaHHbIx Nycta OK OK
M3MeHeH naposib Nofb3oBaTens OK
Co3paH HOBbIV Nonb30BaTENb OK
YpaneH nonb3oBaTtesb OK
MN3meHeHbl aTpubyThbl NONIb30BaTENS OK
Co3gaHa HoBasg rpynna OK
YpaaneHa rpynna OK
MoandurumpoBaHbl aTtpubyThl OK
MMnopT 6a3bl AaHHbIX OK
2kcnopT 6a3bl AaHHbIX OK
Moandukaunsa CKL Anckos OK
Moandunkaums CKL, Annapatypbl OK
Moandukaumsa CKL, ob6bekToB OC OK

HenssecTHasa owmnbka

HenssectHasa Owmnbka
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MpunoxeHue 2.

CoueTaHus KnaBuLlL, NpUMeHsieMble AnsA paboTbl B cpeae

apMuHuUcTpupoBaHus «Akkopa-AMO3»

CouyeTtaHue Knasumul

OnuncaHmne pyHKLMOHANIbHOCTH

MossicHeHunA

Fn, roe n - HoMep Knasuwm

AKTnBauus kHonkn N Ha naHenu
MHCTPYMEHTOB (BEPXHSAS NaHenb
rMaBHOrO OKHa cpenbl
aAMUHNCTpPUpoBaHuA). CueT cneBa
Hanpaso

Alt+n, rae n - Homep

lMepexon B MYHKT HOMEP N MEHI
Bblbopa 06bekTOB
aAMUHUCTPpMpOBaHua (neeas

KfaBuLLN BEpPTMKabHas NaHesib rnaBHOro
OKHa cpefbl aAMUHUCTPUPOBAHMUS).
CyeT cBepxy BHU3
Ctrl+Alt+Del lMepesarpyska
Ctrl+1I JocTynHo B MeHIo
Alt+I Job6aBuTb Nonb3oBaTens «lMonb3oBaTenm»
Insert
Ctrl+D JocTynHo B MeHIo
Alt+D Yaanuntb nonb3osaTens <o/ Tb30BATEN N>
Escape BbIXo4 M3 TeKyLlero asieMeHTa
aAMUHNCTPUPOBaHUSA
Ctrl+Enter CMeHa napons nosib3oBaTens Bo Bpemsa ayTeHTUdUKaumm
Tonbko B cny4yae
Ctrl+L BbI30B OKHa CMeHbl A3bIKa vIcno/ib3oBans Npor paMMHBIX
cpencts «Akkopa-AMA3» ¢
BO3MOXHOCTbIO BblbOpa s3blKa
Delete Yaanutb daiin n3 CKL JocCTynHo B MeHo «Pannbl»
O6HoBuTb CKL o6opyaoBaHus [JOCTYyNnHO B MEHIO
Alt+Shift+U O6HoBuUTb CKL dannos «O6opynoBaHune», «dannbi» un
O6HoBUTbL CKL, AnckoB «[JMUCKN» COOTBETCTBEHHO
Tab I'IepeKmogeHme MeXAay 3/1eMeHTaMun
MHTepderica
space AKTUBaumsa rpacdumyeckoro obbvekra
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MpunoxeHue 3.

Cnucok ¢pannoB OC Windows XP, pekoMmeHAyeMbIX ANs KOHTPONA
LLeNIOCTHOCTM Ha annapaTHOM ypoBHe (C nomMoLybio BcTpoeHHoro MO

«Akkopa-AMO3»)

Cnucok ¢dannos OC Windows XP x32, peKOMeHAOBaHHbIA K KOHTPOJIO Ha

annapaTHOM ypOBHe.

\NTLDR

\NTDETECT.COM

\BOOT.INI

\Windows\System32\CSRSS.EXE

\Windows\System32\HAL.DLL

\Windows\System32\KERNEL32.DLL

\Windows\System32\LSASRV.DLL

\Windows\System32\LSASS.EXE

\Windows\System32\NTDLL.DLL

\Windows\System32\NTOSKRNL.EXE

\Windows\System32\PSAPI.DLL

\Windows\System32\REGAPI.DLL

\Windows\System32\RUNDLL32.EXE

\Windows\System32\SECUR32.DLL

\Windows\System32\SERVICES.EXE

\Windows\System32\SMSS.EXE

\Windows\System32\CTFMON.EXE

\Windows\System32\SVCHOST.EXE

\Windows\System32\USERINIT.EXE

\Windows\System32\USER32.DLL

\Windows\System32\WINLOGON.EXE

Cnucok ¢dannos OC Windows XP x64, peKOMeHAOBaHHbIA K KOHTPOJIO Ha

annapaTHOM ypOBHe.

\NTLDR

\NTDETECT.COM

\BOOT.INI

\WINDOWS\SYSTEM32\CSRSS.EXE

\WINDOWS\SYSTEM32\HAL.DLL

\WINDOWS\SYSTEM32\KERNEL32.DLL

\WINDOWS\SYSTEM32\LSASRV.DLL

\WINDOWS\SYSTEM32\LSASS.EXE

\WINDOWS\SYSTEM32\NTDLL.DLL

\WINDOWS\SYSTEM32\NTOSKRNL.EXE

\WINDOWS\SYSTEM32\PSAPI.DLL

\WINDOWS\SYSTEM32\REGAPI.DLL

\WINDOWS\SYSTEM32\RUNDLL32.EXE

\WINDOWS\SYSTEM32\SECUR32.DLL

\WINDOWS\SYSTEM32\SERVICES.EXE

\WINDOWS\SYSTEM32\SMSS.EXE

\WINDOWS\SYSTEM32\CTFMON.EXE

\WINDOWS\SYSTEM32\SVCHOST.EXE

\WINDOWS\SYSTEM32\USERINIT.EXE

\WINDOWS\SYSTEM32\USER32.DLL
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| \WINDOWS\SYSTEM32\WINLOGON.EXE

MpunoxeHue 4.

Cnucok ¢pannoB OC Windows 7, pekomeHAyeMbIX AJ1I1 KOHTPOnsA
LLeSIOCTHOCTU Ha annapaTHOM ypoBHe (¢ noMmowbio BcTpoeHHoro MO
«Akkopa-AMO3»)

Cnucok d¢amnos OC Windows 7 x32, peKOMeHAOBaHHbI K KOHTPOJSO Ha
annapaTHOM ypOBHE.

\Windows\Explorer.EXE

\Windows\system32\audidog.exe

\Windows\system32\autochk.exe

\Windows\System32\comcti32.dll

\Windows\System32\csrsrv.dll

\Windows\system32\csrss.exe

\Windows\system32\DIlIHost.exe

\Windows\System32\drivers\acpi.sys

\Windows\System32\drivers\ataport.SYS

\Windows\System32\drivers\blbdrive.sys

\Windows\System32\drivers\bowser.sys

\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\CLFS.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\disk.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys

\Windows\System32\drivers\http.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\npfs.sys

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\ntfs.sys

\Windows\System32\drivers\pacer.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys
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\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\system32\Dwm.exe

\Windows\System32\dwmcore.dll

\Windows\System32\gdi32.dll

\Windows\System32\halmacpi.dll

\Windows\System32\hkcmd.exe

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dll

\Windows\System32\LogonUI.exe

\Windows\System32\lsasrv.dll

\Windows\system32\lsass.exe

\Windows\system32\Ism.exe

\Windows\System32\ntdIl.dll

\Windows\System32\ntkrnlpa.exe

\Windows\System32\ntoskrnl.exe

\Windows\System32\rundll32.exe

\Windows\system32\SearchIndexer.exe

\Windows\system32\SearchProtocolHost.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\system32\svchost.exe

\Windows\system32\taskhost.exe

\Windows\System32\user32.dll

\Windows\system32\userinit.exe

\Windows\System32\win32k.sys

\Windows\system32\wininit.exe

\Windows\system32\winlogon.exe

\Windows\System32\xbootmgr.exe

<JMCK C KaTtasorom Boot>\Boot\memtest.exe

Cnucok ¢annos OC Windows 7 x64,
annapaTHOM ypoOBHe.

peKOMeH,D,OBaHHbIVI K KOHTPOJIIO Ha

\Windows\Explorer.EXE

\Windows\System32\audiodg.exe

\Windows\System32\autochk.exe

\Windows\System32\consent.exe

\Windows\System32\csrsrv.dll

\Windows\System32\csrss.exe

\Windows\System32\dllhost.exe

\Windows\System32\drivers\ACPI.sys

\Windows\System32\drivers\afd.sys

\Windows\System32\drivers\atapi.sys

\Windows\System32\drivers\ataport.SYS

\Windows\System32\drivers\blbdrive.sys

\Windows\System32\drivers\bowser.sys

\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\CLFS.SYS
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\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys

\Windows\System32\drivers\http.sys

\Windows\System32\drivers\i8042prt.sys

\Windows\System32\drivers\intelppm.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\mpsdrv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\netbt.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\Ntfs.sys

\Windows\System32\drivers\nwifi.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\pciide.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\Rt64win7.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\serial.sys

\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\tdi.sys

\Windows\System32\drivers\usbehci.sys

\Windows\System32\drivers\usbport.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\vwififlt.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\System32\drivers\wdmaud.drv

\Windows\System32\dwm.exe

\Windows\System32\gdi32.dll

\Windows\System32\hal.dll

\Windows\System32\hkcmd.exe

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dll

\Windows\System32\LogonUI.exe

\Windows\System32\lsasrv.dll

\Windows\System32\Isass.exe

\Windows\System32\lsm.exe
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\Windows\System32\ntdIl.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\SearchIndexer.exe

\Windows\System32\services.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\System32\svchost.exe

\Windows\System32\taskhost.exe

\Windows\System32\user32.dll

\Windows\System32\userinit.exe

\Windows\System32\win32k.sys

\Windows\System32\wininit.exe

\Windows\System32\winlogon.exe

<JMCK C KaTtasorom Boot>\Boot\memtest.exe
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MpunoxeHue 5.

Cnucok ¢pannos OC Windows 8.1 u3, pekomeHAyeMbIX ANA KOHTPONA
LLeSIOCTHOCTM Ha annapaTHOM ypoBHe (C noMmowbio BcTpoeHHoro MO
«Akkopa-AMO3»)

Cnucok dannos OC Windows 8.1 u3 x32, peKOMeHAO0BaHHbIN K KOHTPOJIKO Ha
annapaTHOM ypoOBHe.

\Windows\explorer.exe

\Windows\system32\audiodg.exe

\Windows\system32\autochk.exe

\Windows\System32\comct|32.dll

\Windows\System32\csrsrv.dll

\Windows\system32\csrss.exe

\Windows\system32\DIlIHost.exe

\Windows\System32\drivers\acpi.sys

\Windows\System32\drivers\ataport.SYS

\Windows\System32\drivers\bowser.sys

\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\CLFS.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\disk.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys

\Windows\System32\drivers\http.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\npfs.sys

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\ntfs.sys

\Windows\System32\drivers\pacer.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\watchdog.sys
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\Windows\System32\drivers\Wdf01000.sys

\Windows\system32\Dwm.exe

\Windows\System32\dwmcore.dll

\Windows\System32\gdi32.dll

\Windows\System32\halmacpi.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dlIl

\Windows\System32\LogonUI.exe

\Windows\System32\Isasrv.dll

\Windows\system32\Isass.exe

\Windows\System32\ntdll.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\rundll32.exe

\Windows\system32\SearchIndexer.exe

\Windows\system32\SearchProtocolHost.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\system32\svchost.exe

\Windows\system32\taskhost.exe

\Windows\System32\user32.dll

\Windows\system32\userinit.exe

\Windows\System32\win32k.sys

\Windows\system32\wininit.exe

\Windows\system32\winlogon.exe

<JMCK C KaTanorom Boot>\Boot\memtest.exe

Cnucok dannos OC Windows 8.1 u3 x64, peKOMeHAOBaHHbIN K KOHTPO/KO Ha

annapaTHOM ypOBHE.

\Windows\explorer.exe

\Windows\System32\audiodg.exe

\Windows\System32\autochk.exe

\Windows\System32\consent.exe

\Windows\System32\csrsrv.dll

\Windows\System32\csrss.exe

\Windows\System32\dllhost.exe

\Windows\System32\wdmaud.drv

\Windows\System32\drivers\ACPI.sys

\Windows\System32\drivers\afd.sys

\Windows\System32\drivers\atapi.sys

\Windows\System32\drivers\ataport.SYS

\Windows\System32\drivers\bowser.sys

\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\CLFS.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys
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\Windows\System32\drivers\http.sys

\Windows\System32\drivers\i8042prt.sys

\Windows\System32\drivers\intelppm.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\mpsdrv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\netbt.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\Ntfs.sys

\Windows\System32\drivers\nwifi.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\pciide.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\serial.sys

\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\tdi.sys

\Windows\System32\drivers\usbehci.sys

\Windows\System32\drivers\usbport.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\vwififlt.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\System32\dwm.exe

\Windows\System32\gdi32.dll

\Windows\System32\hal.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dIl

\Windows\System32\LogonUI.exe

\Windows\System32\Isasrv.dll

\Windows\System32\Isass.exe

\Windows\System32\ntdll.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\SearchIndexer.exe

\Windows\System32\services.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\System32\svchost.exe

\Windows\System32\taskhost.exe

\Windows\System32\user32.dll

\Windows\System32\userinit.exe

\Windows\System32\win32k.sys

\Windows\System32\wininit.exe
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\Windows\System32\winlogon.exe

<AnUCK c KaTtanorom Boot>\Boot\memtest.exe
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MpunoxeHue 6.

Cnucok ¢pannos OC Windows 10, pekomeHayeMbIX ANsi KOHTpPONS
LLeNOoCTHOCTU Ha annapaTHOM ypoBHe (C nomoubio BcTpoeHHoro O
«Akkopa-AMO3»)

Cnucok ¢amnos OC Windows 10 x32, peKOMeHAOBaHHbIA K KOHTPO/K Ha
annapaTHOM ypOBHe.

\Windows\explorer.exe

\Windows\system32\audiodg.exe

\Windows\system32\autochk.exe

\Windows\System32\comctl32.dll

\Windows\System32\csrsrv.dll

\Windows\system32\csrss.exe

\Windows\system32\DIIHost.exe

\Windows\System32\drivers\acpi.sys

\Windows\System32\drivers\ataport.SYS

\Windows\System32\drivers\bowser.sys

\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\CLFS.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\disk.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys

\Windows\System32\drivers\http.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\npfs.sys

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\ntfs.sys

\Windows\System32\drivers\pacer.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\watchdog.sys
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\Windows\System32\drivers\Wdf01000.sys

\Windows\system32\Dwm.exe

\Windows\System32\dwmcore.dll

\Windows\System32\gdi32.dll

\Windows\System32\halmacpi.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dlIl

\Windows\System32\LogonUI.exe

\Windows\System32\Isasrv.dll

\Windows\system32\Isass.exe

\Windows\System32\ntdll.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\rundll32.exe

\Windows\system32\SearchIndexer.exe

\Windows\system32\SearchProtocolHost.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\system32\svchost.exe

\Windows\system32\taskhostw.exe

\Windows\System32\user32.dll

\Windows\system32\userinit.exe

\Windows\System32\win32k.sys

\Windows\system32\wininit.exe

\Windows\system32\winlogon.exe

<JMCK C KaTanorom Boot>\Boot\memtest.exe

Cnucok d¢annos OC Windows 10 x64,

annapaTHOM ypOBHE.

PEKOMEHAO0BaHHbIN K KOHTPO/O Ha

\Windows\explorer.exe

\Windows\System32\audiodg.exe

\Windows\System32\autochk.exe

\Windows\System32\consent.exe

\Windows\System32\csrsrv.dll

\Windows\System32\csrss.exe

\Windows\System32\dllhost.exe

\Windows\System32\wdmaud.drv

\Windows\System32\drivers\ACPI.sys

\Windows\System32\drivers\afd.sys

\Windows\System32\drivers\atapi.sys

\Windows\System32\drivers\ataport.SYS

\Windows\System32\drivers\bowser.sys

\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\CLFS.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys
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\Windows\System32\drivers\http.sys

\Windows\System32\drivers\i8042prt.sys

\Windows\System32\drivers\intelppm.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\mpsdrv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\netbt.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\Ntfs.sys

\Windows\System32\drivers\nwifi.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\pciide.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\serial.sys

\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\tdi.sys

\Windows\System32\drivers\usbehci.sys

\Windows\System32\drivers\usbport.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\vwififlt.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\System32\dwm.exe

\Windows\System32\gdi32.dll

\Windows\System32\hal.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dIl

\Windows\System32\LogonUI.exe

\Windows\System32\Isasrv.dll

\Windows\System32\Isass.exe

\Windows\System32\ntdll.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\SearchIndexer.exe

\Windows\System32\services.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\System32\svchost.exe

\Windows\System32\taskhostw.exe

\Windows\System32\user32.dll

\Windows\System32\userinit.exe

\Windows\System32\win32k.sys

\Windows\System32\wininit.exe
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\Windows\System32\winlogon.exe

<AnUCK c KaTtanorom Boot>\Boot\memtest.exe
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MpunoxeHue 7.

Cnucok cpannos OC Windows Server 2008 R2, pekomeHAayeMbIX Ana
KOHTPONS LesIOCTHOCTM Ha annapaTHOM ypOBHe (C MOMOLLbIO
BcTpoeHHoro MO «Akkopa-AMO3»)

®annbl  OC, UENOCTHOCTb KOTOPbIX PEKOMEHAYETCS KOHTPO/IMpoBaTb C
NMOMOLLbIO annapaTHOro KoHTposinepa «Akkopa-AMA3»:

\Windows\explorer.exe

\Windows\System32\CLFS.SYS

\Windows\System32\csrsrv.dll

\Windows\System32\gdi32.dll

\Windows\System32\hal.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dll

\Windows\System32\lsasrv.dll

\Windows\System32\ntdll.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\services.exe

\Windows\System32\user32.dll

\Windows\System32\vmms.exe

\Windows\System32\wdmaud.drv

\Windows\System32\win32k.sys

\Windows\System32\Drivers\ACPI.sys

\Windows\System32\Drivers\ataport.SYS

\Windows\System32\Drivers\cdrom.sys

\Windows\System32\Drivers\CLASSPNP.SYS

\Windows\System32\Drivers\cng.sys

\Windows\System32\Drivers\disk.sys

\Windows\System32\Drivers\dxgkrnl.sys

\Windows\System32\Drivers\dxgmms1l.sys

\Windows\System32\Drivers\fileinfo.sys

\Windows\System32\Drivers\fltmgr.sys

\Windows\System32\Drivers\HDAudBus.sys

\Windows\System32\Drivers\HIDCLASS.SYS

\Windows\System32\Drivers\HIDPARSE.SYS

\Windows\System32\Drivers\HTTP.sys

\Windows\System32\Drivers\hvboot.sys

\Windows\System32\Drivers\i8042prt.sys

\Windows\System32\Drivers\igdkmd64.sys

\Windows\System32\Drivers\intelppm.sys

\Windows\System32\Drivers\iusb3hub.sys

\Windows\System32\Drivers\luafv.sys

\Windows\System32\Drivers\mouclass.sys

\Windows\System32\Drivers\mouhid.sys

\Windows\System32\Drivers\mountmgr.sys

\Windows\System32\Drivers\msahci.sys

\Windows\System32\Drivers\msrpc.sys

\Windows\System32\Drivers\NDIS.SYS

\Windows\System32\Drivers\NETIO.SYS
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\Windows\System32\Drivers\Npfs.SYS

\Windows\System32\Drivers\nsiproxy.sys

\Windows\System32\Drivers\Ntfs.sys

\Windows\System32\Drivers\partmgr.sys

\Windows\System32\Drivers\PCIIDEX.SYS

\Windows\System32\Drivers\portcls.sys

\Windows\System32\Drivers\rdbss.sys

\Windows\System32\Drivers\spsys.sys

\Windows\System32\Drivers\storport.sys

\Windows\System32\Drivers\tcpip.sys

\Windows\System32\Drivers\usbehci.sys

\Windows\System32\Drivers\usbhub.sys

\Windows\System32\Drivers\USBPORT.SYS

\Windows\System32\Drivers\volmgr.sys

\Windows\System32\Drivers\volsnap.sys

\Windows\System32\Drivers\watchdog.sys

\Windows\System32\Drivers\Wdf01000.sys

\Windows\System32\Drivers\wfplwf.sys
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MpunoxeHue 8.

Cnucok cpannos OC Windows Server 2012 R2, pekomeHAayeMbIX Ans
KOHTPOSISl LLeNOCTHOCTU Ha annapaTHOM ypoBHe (C MOMOLLbIO

BcTpoeHHoro MO «Akkopa-AMA3»)

Cnucok ¢dannos OC Windows Server 2012 R2, peKkOMeHAYEMbIX AS19 KOHTPONS
LEeNOCTHOCTM Ha annapaTtHOM YypoBHe (C mnomowbi BCTpoeHHoro MO «Akkopa-

AM[3»).

\Windows\explorer.exe

\Windows\system.ini

\Windows\win.ini

\Windows\system32\alg.exe

\Windows\system32\autochk.exe

\Windows\system32\CLFS.SYS

\Windows\system32\cmd.exe

\Windows\system32\csrss.exe

\Windows\system32\dllhost.exe

\Windows\system32\drivers\1394ohci.sys

\Windows\system32\drivers\3ware.sys

\Windows\system32\drivers\ACPI.sys

\Windows\system32\drivers\acpiex.sys

\Windows\system32\drivers\acpipagr.sys

\Windows\system32\drivers\acpipmi.sys

\Windows\system32\drivers\acpitime.sys

\Windows\system32\drivers\adp80xx.sys

\Windows\system32\drivers\afd.sys

\Windows\system32\drivers\agilevpn.sys

\Windows\system32\drivers\AGP440.sys

\Windows\system32\drivers\ahcache.sys

\Windows\system32\drivers\amdk8.sys

\Windows\system32\drivers\amdppm.sys

\Windows\system32\drivers\amdsata.sys

\Windows\system32\drivers\amdsbs.sys

\Windows\system32\drivers\amdxata.sys

\Windows\system32\drivers\appid.sys

\Windows\system32\drivers\arcsas.sys

\Windows\system32\drivers\asyncmac.sys

\Windows\system32\drivers\atapi.sys

\Windows\system32\drivers\BasicDisplay.sys

\Windows\system32\drivers\BasicRender.sys

\Windows\system32\drivers\beep.sys

\Windows\system32\drivers\bfadfcoei.sys

\Windows\system32\drivers\bfadi.sys

\Windows\system32\drivers\bowser.sys

\Windows\system32\drivers\bowser.sys

\Windows\system32\drivers\bridge.sys

\Windows\system32\drivers\bxfcoe.sys

\Windows\system32\drivers\bxois.sys

\Windows\system32\drivers\bxvbda.sys
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\Windows\system32\drivers\cdfs.sys

\Windows\system32\drivers\cdrom.sys

\Windows\system32\drivers\cht4vx64.sys

\Windows\system32\drivers\CmBatt.sys

\Windows\system32\drivers\cng.sys

\Windows\system32\drivers\CompositeBus.sys

\Windows\system32\drivers\condrv.sys

\Windows\system32\drivers\dfsc.sys

\Windows\system32\drivers\disk.sys

\Windows\system32\drivers\dmvsc.sys

\Windows\system32\drivers\dxgkrnl.sys

\Windows\system32\drivers\E1G6032E.sys

\Windows\system32\drivers\elxfcoe.sys

\Windows\system32\drivers\elxstor.sys

\Windows\system32\drivers\errdev.sys

\Windows\system32\drivers\evbda.sys

\Windows\system32\drivers\exfat.sys

\Windows\system32\drivers\fastfat.sys

\Windows\system32\drivers\fcvsc.sys

\Windows\system32\drivers\fdc.sys

\Windows\system32\drivers\fileinfo.sys

\Windows\system32\drivers\filetrace.sys

\Windows\system32\drivers\flpydisk.sys

\Windows\system32\drivers\fltmgr.sys

\Windows\system32\drivers\Fs_Rec.sys

\Windows\system32\drivers\fsdepends.sys

\Windows\system32\drivers\fxppm.sys

\Windows\system32\drivers\GAGP30KX.SYS

\Windows\system32\drivers\hdaudbus.sys

\Windows\system32\drivers\hidbatt.sys

\Windows\system32\drivers\hidusb.sys

\Windows\system32\drivers\HpSAMD.sys

\Windows\system32\drivers\http.sys

\Windows\system32\drivers\hwpolicy.sys

\Windows\system32\drivers\hyperkbd.sys

\Windows\system32\drivers\HyperVideo.sys

\Windows\system32\drivers\i8042prt.sys

\Windows\system32\drivers\iaStorAV.sys

\Windows\system32\drivers\iaStorV.sys

\Windows\system32\drivers\ibbus.sys

\Windows\system32\drivers\intelide.sys

\Windows\system32\drivers\intelppm.sys

\Windows\system32\drivers\ipfltdrv.sys

\Windows\system32\drivers\IPMIDrv.sys

\Windows\system32\drivers\ipnat.sys

\Windows\system32\drivers\isapnp.sys

\Windows\system32\drivers\kbdclass.sys

\Windows\system32\drivers\kbdhid.sys

\Windows\system32\drivers\kdnic.sys

\Windows\system32\drivers\ksecdd.sys

\Windows\system32\drivers\ksecpkg.sys
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\Windows\system32\drivers\ksthunk.sys

\Windows\system32\drivers\lltdio.sys

\Windows\system32\drivers\Isi_sas.sys

\Windows\system32\drivers\Isi_sas2.sys

\Windows\system32\drivers\lIsi_sas3.sys

\Windows\system32\drivers\Isi_sss.sys

\Windows\system32\drivers\luafv.sys

\Windows\system32\drivers\megasas.sys

\Windows\system32\drivers\megasr.sys

\Windows\system32\drivers\mlx4_bus.sys

\Windows\system32\drivers\modem.sys

\Windows\system32\drivers\monitor.sys

\Windows\system32\drivers\mouclass.sys

\Windows\system32\drivers\mouhid.sys

\Windows\system32\drivers\mountmgr.sys

\Windows\system32\drivers\mpsdrv.sys

\Windows\system32\drivers\mrxsmb.sys

\Windows\system32\drivers\mrxsmb10.sys

\Windows\system32\drivers\mrxsmb20.sys

\Windows\system32\drivers\msfs.sys

\Windows\system32\drivers\msgpioclx.sys

\Windows\system32\drivers\mshidkmdf.sys

\Windows\system32\drivers\mshidumdf.sys

\Windows\system32\drivers\msisadrv.sys

\Windows\system32\drivers\msiscsi.sys

\Windows\system32\drivers\mskssrv.sys

\Windows\system32\drivers\MsLbfoProvider.sys

\Windows\system32\drivers\mspclock.sys

\Windows\system32\drivers\mspgm.sys

\Windows\system32\drivers\msrpc.sys

\Windows\system32\drivers\mssmbios.sys

\Windows\system32\drivers\mstee.sys

\Windows\system32\drivers\MTConfig.sys

\Windows\system32\drivers\mup.sys

\Windows\system32\drivers\mvumis.sys

\Windows\system32\drivers\ndfltr.sys

\Windows\system32\drivers\NDIS.SYS

\Windows\system32\drivers\ndiscap.sys

\Windows\system32\drivers\NdisImPlatform.sys

\Windows\system32\drivers\ndistapi.sys

\Windows\system32\drivers\ndisuio.sys

\Windows\system32\drivers\NdisVirtualBus.sys

\Windows\system32\drivers\ndiswan.sys

\Windows\system32\drivers\ndproxy.sys

\Windows\system32\drivers\netbios.sys

\Windows\system32\drivers\netbt.sys

\Windows\system32\drivers\netvsc63.sys

\Windows\system32\drivers\npfs.sys

\Windows\system32\drivers\npsvctrig.sys

\Windows\system32\drivers\nsiproxy.sys

\Windows\system32\drivers\Ntfs.sys
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\Windows\system32\drivers\null.sys

\Windows\system32\drivers\NV_AGP.SYS

\Windows\system32\drivers\nvraid.sys

\Windows\system32\drivers\nvstor.sys

\Windows\system32\drivers\pacer.sys

\Windows\system32\drivers\parport.sys

\Windows\system32\drivers\partmgr.sys

\Windows\system32\drivers\pci.sys

\Windows\system32\drivers\pciide.sys

\Windows\system32\drivers\pcmcia.sys

\Windows\system32\drivers\pcw.sys

\Windows\system32\drivers\pdc.sys

\Windows\system32\drivers\PEAuth.sys

\Windows\system32\drivers\processr.sys

\Windows\system32\drivers\ql2300i.sys

\Windows\system32\drivers\ql40xx2i.sys

\Windows\system32\drivers\glfcoei.sys

\Windows\system32\drivers\rasacd.sys

\Windows\system32\drivers\rasl2tp.sys

\Windows\system32\drivers\raspppoe.sys

\Windows\system32\drivers\raspptp.sys

\Windows\system32\drivers\rassstp.sys

\Windows\system32\drivers\rdbss.sys

\Windows\system32\drivers\rdpbus.sys

\Windows\system32\drivers\rdpdr.sys

\Windows\system32\drivers\rdpvideominiport.sys

\Windows\system32\drivers\refs.sys

\Windows\system32\drivers\rspndr.sys

\Windows\system32\drivers\sacdrv.sys

\Windows\system32\drivers\sbp2port.sys

\Windows\system32\drivers\scfilter.sys

\Windows\system32\drivers\sdbus.sys

\Windows\system32\drivers\sdstor.sys

\Windows\system32\drivers\secdrv.sys

\Windows\system32\drivers\SerCx.sys

\Windows\system32\drivers\SerCx2.sys

\Windows\system32\drivers\serenum.sys

\Windows\system32\drivers\serial.sys

\Windows\system32\drivers\sermouse.sys

\Windows\system32\drivers\sfloppy.sys

\Windows\system32\drivers\sisraid2.sys

\Windows\system32\drivers\sisraid4.sys

\Windows\system32\drivers\smbdirect.sys

\Windows\system32\drivers\spaceport.sys

\Windows\system32\drivers\SpbCx.sys

\Windows\system32\drivers\srv.sys

\Windows\system32\drivers\srv2.sys

\Windows\system32\drivers\srvnet.sys

\Windows\system32\drivers\stexstor.sys

\Windows\system32\drivers\storahci.sys

\Windows\system32\drivers\stornvme.sys
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\Windows\system32\drivers\storvsc.sys

\Windows\system32\drivers\storvsp.sys

\Windows\system32\drivers\swenum.sys

\Windows\system32\drivers\tcpip.sys

\Windows\system32\drivers\tcpipreg.sys

\Windows\system32\drivers\tdx.sys

\Windows\system32\drivers\terminpt.sys

\Windows\system32\drivers\tpm.sys

\Windows\system32\drivers\TsUsbFlt.sys

\Windows\system32\drivers\TsUsbGD.sys

\Windows\system32\drivers\tsusbhub.sys

\Windows\system32\drivers\tunnel.sys

\Windows\system32\drivers\UAGP35.5YS

\Windows\system32\drivers\uaspstor.sys

\Windows\system32\drivers\UCX01000.5YS

\Windows\system32\drivers\udfs.sys

\Windows\system32\drivers\uefi.sys

\Windows\system32\drivers\ULIAGPKX.SYS

\Windows\system32\drivers\umbus.sys

\Windows\system32\drivers\umpass.sys

\Windows\system32\drivers\usbccgp.sys

\Windows\system32\drivers\usbehci.sys

\Windows\system32\drivers\usbhub.sys

\Windows\system32\drivers\USBHUB3.SYS

\Windows\system32\drivers\usbohci.sys

\Windows\system32\drivers\usbprint.sys

\Windows\system32\drivers\USBSTOR.SYS

\Windows\system32\drivers\usbuhci.sys

\Windows\system32\drivers\USBXHCI.SYS

\Windows\system32\drivers\vdrvroot.sys

\Windows\system32\drivers\VerifierExt.sys

\Windows\system32\drivers\vhdmp.sys

\Windows\system32\drivers\viaide.sys

\Windows\system32\drivers\Vid.sys

\Windows\system32\drivers\volmgr.sys

\Windows\system32\drivers\volmgrx.sys

\Windows\system32\drivers\volsnap.sys

\Windows\system32\drivers\vpci.sys

\Windows\system32\drivers\vpcivsp.sys

\Windows\system32\drivers\vsmraid.sys

\Windows\system32\drivers\VSTXRAID.SYS

\Windows\system32\drivers\wacompen.sys

\Windows\system32\drivers\Wdf01000.sys

\Windows\system32\drivers\wfplwfs.sys

\Windows\system32\drivers\wimmount.sys

\Windows\system32\drivers\winmad.sys

\Windows\system32\drivers\winnat.sys

\Windows\system32\drivers\winverbs.sys

\Windows\system32\drivers\wmiacpi.sys

\Windows\system32\drivers\ws2ifsl.sys

\Windows\system32\drivers\wtimdrv.sys
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\Windows\system32\drivers\WUDFPf.sys

\Windows\system32\ieetwcollector.exe

\Windows\system32\Locator.exe

\Windows\system32\LogonUI.exe

\Windows\system32\Isass.exe

\Windows\system32\mmc.exe

\Windows\system32\msdtc.exe

\Windows\system32\msiexec.exe

\Windows\system32\ntoskrnl.exe

\Windows\system32\rsopprov.exe

\Windows\system32\rundll32.exe

\Windows\system32\smss.exe

\Windows\system32\snmptrap.exe

\Windows\system32\spoolsv.exe

\Windows\system32\sppsvc.exe

\Windows\system32\svchost.exe

\Windows\system32\Taskmgr.exe

\Windows\system32\TieringEngineService.exe

\Windows\system32\UIODetect.exe

\Windows\system32\userinit.exe

\Windows\system32\vds.exe

\Windows\system32\VSSVC.exe

\Windows\system32\wbem\WmiApSrv.exe

\Windows\system32\win32k.sys

\Windows\system32\winload.exe

\Windows\system32\winlogon.exe

\Windows\system32\winresume.exe

\Windows\system32\winspool.drv
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MpunoxeHue 9.

Cnucok ¢amnos CIO «MU LWWUUNKA» ana OC Windows,
pekoMeHAyeMbIX ANS KOHTPOSA LUefIoCTHOCTU Ha annapaTtHOM YpOBHe
(c nomowbio BcTpoeHHoro MO «Akkopa-AMO3»)

Cnuncok dannos CMNO «IMU WUNKA» ana 32x 6utHbix OC Windows,
peKkoMeHAYyeMbIX ANS KOHTPONAS LEeNOCTHOCTM Ha annapaTHOM ypoBHe (C MOMOLLbIO
BCTpoeHHoro MO «Akkopa-AM3»).

| \WINDOWS\SYSTEM32\OSCIAPIL.dII

Cnuncok dannos CIMNO <« WUMNKA» ana 64x 6utHbix OC Windows,
peKkoMeHAYyeMbIX ANS1 KOHTPOSS LUeNoCTHOCTM Ha annapaTHOM YpPOBHE Npu YCTaHOBKE
koMmnnekca C3UN HC «AKKOP - Win64»,

\WINDOWS\SYSTEM32\OSCIAPI.dII
\WINDOWS\SYSTEM32\syswow64\OSCIAPI.dII
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MpunoxeHue 10.
CtaHpgapTHbIX WabnoH icl_WindowsXPx32.xml

Cnucok dannoe OC Windows XP x32 An9 KOHTpOAs UEenoCTHOCTM Ha

annapaTHOM ypOBHe.

NTLDR

NTDETCT.COM

BOOT.INI

WINDOWS/SYSTEM32/ACGINA.DLL

WINDOWS/SYSTEM32/ACRUNNT.EXE

WINDOWS/SYSTEM32/AZIAHLP.DLL

WINDOWS/SYSTEM32/CSRSS.EXE

WINDOWS/SYSTEM32/HAL.DLL

WINDOWS/SYSTEM32/KERNEL32.DLL

WINDOWS/SYSTEM32/LSASRV.DLL

WINDOWS/SYSTEM32/LSASS.EXE

WINDOWS/SYSTEM32/NTDLL.DLL

WINDOWS/SYSTEM32/NTOSKRNL.EXE

WINDOWS/SYSTEM32/PSAPI.DLL

WINDOWS/SYSTEM32/REGAPI.DLL

WINDOWS/SYSTEM32/RUNDLL32.DLL

WINDOWS/SYSTEM32/SECUR32.DLL

WINDOWS/SYSTEM32/SERVICES.EXE

WINDOWS/SYSTEM32/SMSS.EXE

WINDOWS/SYSTEM32/CTFMON.EXE

WINDOWS/SYSTEM32/SVCHOST.EXE

WINDOWS/SYSTEM32/TMATTACH.DLL

WINDOWS/SYSTEM32/TMDRV32.DLL

WINDOWS/SYSTEM32/USERINIT.EXE

WINDOWS/SYSTEM32/USER32.DLL

WINDOWS/SYSTEM32/WINLOGON.EXE
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MpunoxeHue 11.
CrtaHpapTHbIM wabnoH icl_WindowsXPx64.xml

Cnucok dannoe OC Windows XP x64 And KOHTpPOAs LUENOCTHOCTM Ha

anmnapaTHOM ypOBHE.

NTLDR

NTDETCT.COM

BOOT.INI

WINDOWS/SYSTEM32/ACGINA.DLL

WINDOWS/SYSTEM32/ACRUNNT.EXE

WINDOWS/SYSTEM32/AZIAHLP.DLL

WINDOWS/SYSTEM32/CSRSS.EXE

WINDOWS/SYSTEM32/HAL.DLL

WINDOWS/SYSTEM32/KERNEL32.DLL

WINDOWS/SYSTEM32/LSASRV.DLL

WINDOWS/SYSTEM32/LSASS.EXE

WINDOWS/SYSTEM32/NTDLL.DLL

WINDOWS/SYSTEM32/NTOSKRNL.EXE

WINDOWS/SYSTEM32/PSAPI.DLL

WINDOWS/SYSTEM32/REGAPI.DLL

WINDOWS/SYSTEM32/RUNDLL32.DLL

WINDOWS/SYSTEM32/SECUR32.DLL

WINDOWS/SYSTEM32/SERVICES.EXE

WINDOWS/SYSTEM32/SMSS.EXE

WINDOWS/SYSTEM32/CTFMON.EXE

WINDOWS/SYSTEM32/SVCHOST.EXE

WINDOWS/SYSTEM32/TMATTACH.DLL

WINDOWS/SYSTEM32/TMDRV32.DLL

WINDOWS/SYSTEM32/TMDRV64.DLL

WINDOWS/SYSTEM32/USERINIT.EXE

WINDOWS/SYSTEM32/USER32.DLL

WINDOWS/SYSTEM32/WINLOGON.EXE
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MpunoxeHue 12.
CraHpgapTHbIX WabnoH icl_Windows7x32.xml

Cnucok danmnoe OC Windows 7 x32 pAna KOHTPONs LENOCTHOCTM Ha
annapaTHOM ypOBHe.

Windows/Explorer.EXE

Windows/system32/audidog.exe

Windows/system32/autochk.exe

Windows/System32/comctl|32.dll

Windows/System32/csrsrv.dll

Windows/system32/csrss.exe

Windows/system32/DlIHost.exe

Windows/System32/drivers/acpi.sys

Windows/System32/drivers/ataport.SYS

Windows/System32/drivers/blbdrive.sys

Windows/System32/drivers/bowser.sys

Windows/System32/drivers/CLASSPNP.SYS

Windows/System32/drivers/CLFS.SYS

Windows/System32/drivers/cng.sys

Windows/System32/drivers/csc.sys

Windows/System32/drivers/disk.sys

Windows/System32/drivers/dxgkrnl.sys

Windows/System32/drivers/dxgmms1l.sys

Windows/System32/drivers/fileinfo.sys

Windows/System32/drivers/fltmgr.sys

Windows/System32/drivers/fvevol.sys

Windows/System32/drivers/hdaudbus.sys

Windows/System32/drivers/http.sys

Windows/System32/drivers/luafv.sys

Windows/System32/drivers/msrpc.sys

Windows/System32/drivers/ndis.sys

Windows/System32/drivers/NETIO.SYS

Windows/System32/drivers/npfs.sys

Windows/System32/drivers/nsiproxy.sys

Windows/System32/drivers/ntfs.sys

Windows/System32/drivers/pacer.sys

Windows/System32/drivers/partmgr.sys

Windows/System32/drivers/PCIIDEX.SYS

Windows/System32/drivers/raspptp.sys

Windows/System32/drivers/rdbss.sys
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Windows/System32/drivers/rdyboost.sys

Windows/System32/drivers/serenum.sys

Windows/System32/drivers/srv.sys

Windows/System32/drivers/srv2.sys

Windows/System32/drivers/tcpip.sys

Windows/System32/drivers/volmgr.sys

Windows/System32/drivers/volshap.sys

Windows/System32/drivers/watchdog.sys

Windows/System32/drivers/Wdf01000.sys

Windows/system32/Dwm.exe

Windows/System32/dwmcore.dll

Windows/System32/gdi32.dll

Windows/System32/halmacpi.dll

Windows/System32/hkcmd.exe

Windows/System32/kernel32.dll

Windows/System32/KernelBase.dll

Windows/System32/LogonUl.exe

Windows/System32/Isasrv.dll

Windows/system32/Isass.exe

Windows/system32/Ism.exe

Windows/System32/ntdll.dll

Windows/System32/ntkrnlpa.exe

Windows/System32/ntoskrnl.exe

Windows/System32/rundll32.exe

Windows/system32/SearchIndexer.exe

Windows/system32/SearchProtocolHost.exe

Windows/System32/smss.exe

Windows/System32/spoolsv.exe

Windows/system32/svchost.exe

Windows/system32/taskhost.exe

Windows/System32/user32.dll

Windows/system32/userinit.exe

Windows/System32/win32k.sys

Windows/system32/wininit.exe

Windows/system32/winlogon.exe

Windows/System32/xbootmgr.exe

WINDOWS/SYSTEM32/ACCORD.SCR

WINDOWS/SYSTEM32/ACGINA.DLL

WINDOWS/SYSTEM32/ACRUNNT.EXE

WINDOWS/SYSTEM32/ACRUNVDD.DLL

WINDOWS/SYSTEM32/ACRUNVDD.EXE
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WINDOWS/SYSTEM32/ACUSRMOD.DLL

WINDOWS/SYSTEM32/AZIAHLP.DLL

WINDOWS/SYSTEM32/DRIVERS/ACBOOT.SYS

WINDOWS/SYSTEM32/DRIVERS/ACLOCK2K.SYS

WINDOWS/SYSTEM32/DRIVERS/ACRUN.SYS

WINDOWS/SYSTEM32/DRIVERS/ACXALLOW.SYS

WINDOWS/SYSTEM32/DRIVERS/ACXLMSRV.SYS

WINDOWS/SYSTEM32/PSAPI.DLL

WINDOWS/SYSTEM32/TMATTACH.DLL

WINDOWS/SYSTEM32/TMDRV32.DLL
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MpunoxeHue 13.

CrtaHpapTHbIM WwabnoH icl_Windows7x32_bootdisk.xml

Cnucok dannoB 3arpy3o4vyHoro amcka OC Windows 7 x32 Ans KOHTpons
L&OCTHOCTM Ha annapaTHOM YpOBHE.

Boot/BOOTSTAT.DAT

Boot/memtest.exe
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Cnucok dannose OC Windows 7 x64 pans
annapaTHOM ypOBHE.

KOHTpPO/IS

MpunoxeHue 14.
CtaHgapTHbIM wabnoH icl_Windows7x64.xml

LLETOCTHOCTHU

Ha

Windows/Explorer.EXE

Windows/System32/audiodg.exe

Windows/System32/autochk.exe

Windows/System32/consent.exe

Windows/System32/csrsrv.dll

Windows/System32/csrss.exe

Windows/System32/dllhost.exe

Windows/System32/drivers/ACPI.sys

Windows/System32/drivers/afd.sys

Windows/System32/drivers/atapi.sys

Windows/System32/drivers/ataport.SYS

Windows/System32/drivers/blbdrive.sys

Windows/System32/drivers/bowser.sys

Windows/System32/drivers/CLASSPNP.SYS

Windows/System32/drivers/CLFS.SYS

Windows/System32/drivers/cng.sys

Windows/System32/drivers/csc.sys

Windows/System32/drivers/dxgkrnl.sys

Windows/System32/drivers/dxgmms1.sys

Windows/System32/drivers/fileinfo.sys

Windows/System32/drivers/fltmgr.sys

Windows/System32/drivers/fvevol.sys

Windows/System32/drivers/hdaudbus.sys

Windows/System32/drivers/http.sys

Windows/System32/drivers/i8042prt.sys

Windows/System32/drivers/intelppm.sys

Windows/System32/drivers/luafv.sys

Windows/System32/drivers/mpsdrv.sys

Windows/System32/drivers/msrpc.sys

Windows/System32/drivers/ndis.sys

Windows/System32/drivers/netbt.sys

Windows/System32/drivers/NETIO.SYS

Windows/System32/drivers/nsiproxy.sys

Windows/System32/drivers/Ntfs.sys

Windows/System32/drivers/nwifi.sys
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Windows/System32/drivers/partmgr.sys

Windows/System32/drivers/pciide.sys

Windows/System32/drivers/PCIIDEX.SYS

Windows/System32/drivers/raspptp.sys

Windows/System32/drivers/rdbss.sys

Windows/System32/drivers/rdyboost.sys

Windows/System32/drivers/Rt64win7.sys

Windows/System32/drivers/serenum.sys

Windows/System32/drivers/serial.sys

Windows/System32/drivers/srv.sys

Windows/System32/drivers/srv2.sys

Windows/System32/drivers/tcpip.sys

Windows/System32/drivers/tdi.sys

Windows/System32/drivers/usbehci.sys

Windows/System32/drivers/usbport.sys

Windows/System32/drivers/volmgr.sys

Windows/System32/drivers/volsnap.sys

Windows/System32/drivers/vwififlt.sys

Windows/System32/drivers/watchdog.sys

Windows/System32/drivers/Wdf01000.sys

Windows/System32/drivers/wdmaud.drv

Windows/System32/dwm.exe

Windows/System32/gdi32.dll

Windows/System32/hal.dll

Windows/System32/hkcmd.exe

Windows/System32/kernel32.dll

Windows/System32/KernelBase.dll

Windows/System32/LogonUl.exe

Windows/System32/Isasrv.dll

Windows/System32/Isass.exe

Windows/System32/Ism.exe

Windows/System32/ntdll.dll

Windows/System32/ntoskrnl.exe

Windows/System32/SearchIndexer.exe

Windows/System32/services.exe

Windows/System32/smss.exe

Windows/System32/spoolsv.exe

Windows/System32/svchost.exe

Windows/System32/taskhost.exe

Windows/System32/user32.dll

Windows/System32/userinit.exe
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Windows/System32/win32k.sys

Windows/System32/wininit.exe

Windows/System32/winlogon.exe

ACCORD.X64/ACCORD.INI

ACCORD.X64/ACTSKMNG.EXE

ACCORD.X64/ACTSKMNG.INI

ACCORD.X64/ACUSRM64.DLL

ACCORD.X64/ACUSRMOD.DLL

ACCORD.X64/PSAPI.DLL

WINDOWS/SYSTEM32/ACCORD.SCR

WINDOWS/SYSTEM32/ACGINA.DLL

WINDOWS/SYSTEM32/ACRUNNT.EXE

WINDOWS/SYSTEM32/ACUSRM64.DLL

WINDOWS/SYSTEM32/AZIAH64.DLL

WINDOWS/SYSTEM32/DRIVERS/ACBOOT.SYS

WINDOWS/SYSTEM32/DRIVERS/ACLOCK2K.SYS

WINDOWS/SYSTEM32/DRIVERS/ACRUN.SYS

WINDOWS/SYSTEM32/DRIVERS/ACXLMSRV.SYS

WINDOWS/SYSTEM32/TMATT64.DLL

WINDOWS/SYSTEM32/TMDRV64.DLL

WINDOWS/SYSWOW64/ACUSRMOD.DLL

WINDOWS/SYSWOWG64/AZIAHLP.DLL

WINDOWS/SYSWOWG64/TMATTACH.DLL

WINDOWS/SYSWOW64/TMDRV32.DLL
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MpunoxeHue 15.
CtaHpapTHbIM WwabnoH icl_Windows7x64 bootdisk.xml

Cnucok dannoB 3arpy3o4vyHoro amcka OC Windows 7 x64 Ans KOHTpons
L&OCTHOCTM Ha annapaTHOM YpOBHE.

Boot/memtest.exe
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MpunoxeHue 16.

CtaHpapTHbIX WabnoH icl_WindowsServer2008R2x64.xml

Cnucok dannos OC Windows Server 2008 R2 x64 gns KOHTPOASA LEenoCTHOCTU

Ha arnmnapaTtHOM YpPOBHE.

Windows/explorer.exe

Windows/System32/CLFS.SYS

Windows/System32/csrsrv.dll

Windows/System32/gdi32.dll

Windows/System32/hal.dll

Windows/System32/kernel32.dll

Windows/System32/KernelBase.dll

Windows/System32/Isasrv.dll

Windows/System32/ntdll.dll

Windows/System32/ntoskrnl.exe

Windows/System32/services.exe

Windows/System32/user32.dll

Windows/System32/vmmes.exe

Windows/System32/wdmaud.drv

Windows/System32/win32k.sys

Windows/System32/Drivers/ACPI.sys

Windows/System32/Drivers/ataport.SYS

Windows/System32/Drivers/cdrom.sys

Windows/System32/Drivers/CLASSPNP.SYS

Windows/System32/Drivers/cng.sys

Windows/System32/Drivers/disk.sys

Windows/System32/Drivers/dxgkrnl.sys

Windows/System32/Drivers/dxgmms1l.sys

Windows/System32/Drivers/fileinfo.sys

Windows/System32/Drivers/fltmgr.sys

Windows/System32/Drivers/HDAudBus.sys

Windows/System32/Drivers/HIDCLASS.SYS

Windows/System32/Drivers/HIDPARSE.SYS

Windows/System32/Drivers/HTTP.sys

Windows/System32/Drivers/hvboot.sys

Windows/System32/Drivers/i8042prt.sys

Windows/System32/Drivers/igdkmd64.sys

Windows/System32/Drivers/intelppm.sys

Windows/System32/Drivers/iusb3hub.sys

Windows/System32/Drivers/luafv.sys
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Windows/System32/Drivers/mouclass.sys

Windows/System32/Drivers/mouhid.sys

Windows/System32/Drivers/mountmgr.sys

Windows/System32/Drivers/msahci.sys

Windows/System32/Drivers/msrpc.sys

Windows/System32/Drivers/NDIS.SYS

Windows/System32/Drivers/NETIO.SYS

Windows/System32/Drivers/Npfs.SYS

Windows/System32/Drivers/nsiproxy.sys

Windows/System32/Drivers/Ntfs.sys

Windows/System32/Drivers/partmgr.sys

Windows/System32/Drivers/PCIIDEX.SYS

Windows/System32/Drivers/portcls.sys

Windows/System32/Drivers/rdbss.sys

Windows/System32/Drivers/spsys.sys

Windows/System32/Drivers/storport.sys

Windows/System32/Drivers/tcpip.sys

Windows/System32/Drivers/usbehci.sys

Windows/System32/Drivers/usbhub.sys

Windows/System32/Drivers/USBPORT.SYS

Windows/System32/Drivers/volmgr.sys

Windows/System32/Drivers/volsnap.sys

Windows/System32/Drivers/watchdog.sys

Windows/System32/Drivers/Wdf01000.sys

Windows/System32/Drivers/wfplwf.sys

Accord.x64/AcBoot.sys

Accord.x64/AcChgPas.exe

Accord.x64/Accord.dat

Accord.x64/Accord.ini

Accord.x64/Accord.scr

Accord.x64/Aced32.exe

Accord.x64/AcEd32n.hlp

Accord.x64/Acgina.dll

Accord.x64/AcLock2k.sys

Accord.x64/AcPrnCfg.exe

Accord.x64/AcProc.exe

Accord.x64/acrun.sys

Accord.x64/AcRunNT.exe

Accord.x64/AcRunTI.exe

Accord.x64/AcSetup.exe

Accord.x64/AcSync.exe
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Accord.x64/AcTskMng.exe

Accord.x64/AcTskMng.ini

Accord.x64/AcTskMng64.dll

Accord.x64/AcUsrM64.dll

Accord.x64/AcUsrMod.dll

Accord.x64/AcWs32.prd

Accord.x64/AcXLmSrv.sys

Accord.x64/AmzToNT.dIl

Accord.x64/aziah64.dll

Accord.x64/AzlaHIp.dll

Accord.x64/azlog.dll

Accord.x64/CSTm64.dll

Accord.x64/CSTMDrv.dll

Accord.x64/Eds32.dll

Accord.x64/EDS64.dll

Accord.x64/KeyToTm.exe

Accord.x64/LogBase.exe

Accord.x64/Logtoprd.exe

Accord.x64/LogView.exe

Accord.x64/MakePrc.exe

Accord.x64/Psapi.dll

Accord.x64/RdpTm64.dll

Accord.x64/RdpTmDrv.dll

Accord.x64/ReadPrd.exe

Accord.x64/System32.hsh

Accord.x64/Test.act

Accord.x64/TmAtt64.dll

Accord.x64/TmAttach.dll

Accord.x64/tmdrv32.dll

Accord.x64/TmDrv32_1.dll

Accord.x64/TmDrv64.dll

Accord.x64/TmDrv64_1.dll

Accord.x64/TmExp64.exe

Accord.x64/tmexplor.exe

Accord.x64/UsrToAz.dll

Accord.x64/VcTm64.dll

Accord.x64/VCTmDrv.dll

Accord.x64/Identifiers/AcldCfg.exe

Accord.x64/Identifiers/Cards/TmDrv32.dll

Accord.x64/Identifiers/Cards/TmDrv64.dll

Accord.x64/Identifiers/Cards_New/TmDrv32.dll
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Accord.x64/Identifiers/Cards_New/TmDrv64.dll

Accord.x64/Identifiers/eToken/TmDrv32.dll

Accord.x64/Identifiers/eToken/TmDrv64.dll

Accord.x64/Identifiers/Shipka/TmDrv32.dll

Accord.x64/Identifiers/Shipka/TmDrv64.dll

Accord.x64/Identifiers/TM/TmDrv32.dll

Accord.x64/Identifiers/TM/TmDrv64.dll

Accord.x64/Identifiers/TM-USB/tmdrv32.dll

Accord.x64/Identifiers/TM-USB/TmDrv64.dll

Accord.x64/Identifiers/Virtual/TmDrv32.dll

Accord.x64/Identifiers/Virtual/TmDrv64.dll

Accord.x64/ScreenSaver/String/Accord.scr

Accord.x64/VISTA/AcGina.dll

Accord.x64/VISTA/cp.reg
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MpunoxeHue 17.
OnucaHue chopmupoBaHua nonb3oBaTesniem wabdnoHa CKL|,

Mpn HeobxoamMmocTn dopMupoBaHnsa wabnoHa C NpPOM3BOJSIbHLIM CMUCKOM
KOHTpONMpyeMbiX pansioB NoOMb30BaTeb AO/IKEH YUMUTbIBATb Ceayolme MOMEHTbI:

1. ®ann wabnoHa nmeetT pacwmnpeHue .xmi

2. HaumHaeTca dain c oTKpbiBaloLWero Tara
<request type="import" formatversion="0.1">
N 3aKaH4YMBaeTCH 3aKpblBAOLWMM TIrOM
</request>

3. Kaxabln dann onucbiBaeTcs BHYTpW napbl Taros <file> (OTKpbiBalOWUN) n
</file> (3akpbiBatoLWmin)

4. NyTb K anny ykasbiBaeTcs BHYTpu napbl Taros <path> (oTkpbiBatowmn) um
</path> (3akpbiBatowmi)

5. Mocne ykasaHus nNyTu K danny cneaytoT ¢darm KOHTPOSisi, ONUCaHHble B

Buae Tara <flags controldata="1" controlattrs="1" />
®nar controldata oTBeuyaeT 3a KOHTpPOSIb coaepXumoro danna u npu
Heo6xoaMMoCTH ero KOHTpOAs nmeet 3Ha4YeHune «1»

®nar controlattrs oTBeyaeT 3a KOHTpoONb aTpubytToB danna u npu
Heo6X0AMMOCTN UX KOHTPOJIA MMEET 3HadyeHne «1»

Mpumep wabnoHa danna .xmi

(koHTponnpyeMmble dannbl Windows/Explorer.exe un
Windows/System32/audiodg.exe)

<request type="import" formatversion="0.1">

<file>
<path>
Windows/Explorer.exe
</path>
<flags controldata="1" controlattrs="1" />
</file>
<file>
<path>
Windows/System32/audiodg.exe
</path>
<flags controldata="1" controlattrs="1" />
</file>
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</request>

MpunoxeHue 18.
CueHapuu 3arpy3ku CBT c yctaHoBneHHbIM «Akkopa-AMO3» co
cneumanbHo noaroroBneHHoro USB-HocuTtens

I. NpopnonxeHue 3arpy3skum ana clonzilla

MowaroBast MUHCTPYKLUNSA:
1. CkauaTtb 06pas clonzilla.

2. Ha USB-HocuTene, KoTOpbI npeanosaraeTtcsa caenatb 3arpy304HbiM,
co3aaTb pasaen Hy>XHoro pasmepa (cM. pasmep obpasza OC), otdpopMaTMpPOBAHHbIN B
FAT32.

3. Ckayatb C oduumanbHoOro camta yTunuty unetbootin (dann unetbootin-
linux-625.bin).

4. 3apaTb TEKyLWeMY nosb3oBaTesnto npasa Ha ncnoaHeHne danna C yTUanTon.

5. 3anyCcTuTtb yTUAuTy.

6. BblbpaTb HyXHbI 06pa3 M HyXHbln USB-HOCMTENb B COOTBETCTBYHOLLMX
MeHl0. 3anucaTtb ob6pa3 Ha USB-HocuTenb.

7. MoHTuUpoBaTb USB-HocuTenb.

8. Co3patb B KOpHeBOM kaTtasnore USB-HocuTena ¢ann C  uMMeHeM
ACCORD_BOOT_PARAMS.

9. BHOBb CO34aHHbIN hann AO/KEH coaepXXaTb TPU CTPOKMU:
a) NyTb Ao sapa Linux;
6) nyTb oo Initrd;
B) CMMUCOK NapaMeTpoB KOMaHAHOW CTPOKU B KaBblYKaX.

YKasaHHy UMHpOopMauMlo  MOXHO nonyunTb U3 danna  syslinux.cfg,
Haxoasweroca Ha USB-HocuTene. Ecnm B 3TOM anne cywecTtByeT HEeCKOIbKO
BapWaHTOB KOHMUrypauun 3arpysku, cnegyet BblbpaTb U3 HUX HEOOXOAUMBIN.

Mpumep:

B panne syslinux.cfg ykasaHa cnegytowas nHdopmaums:

label unetbootindefault

menu label Default

kernel /ubnkern

append initrd=/ubninit vga=788 --- quiet

CneposatenbHo, B pann ACCORD_BOOT_PARAMS cnepyeT 3anucaTthb:
/ubnkern

/ubninit

"vga=788 --- quiet”
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10. Pa3aMOHTMpOBaTb KaTaaor MOHTUPOBaHUS.

11. BbInonHWTE nepes3arpy3ky. 3arpy3o4Hbit USB-HocuTenb [oskeH O6biTb
BCTaB/ieH B KoOMMbloTep, «Akkopa-AM/13» fO/XEH HaXoAUTbCS B paboyeM pexume.

12. Tlocne npoxoxaeHus npouenypbl naeHTUPUKaunm/ayTeHTUPUKaunm u
KOHTPONA LENOCTHOCTUM B OKHE MNPUBETCTBUA aAMUHWUCTPATOpa CliefyeT HaXaTb
KHOMKY <[1poA0/mKUTb 3arpy3Kky>.

13. B nossuBlLIeMcSa aganee okKHe creayeT BbibpaTb yKasaHHbIM Bbiwe USB-
HOCUTEeNb B KaTeropun «[lpyroe 3arpy304Hoe yCTPONCTBO>.

14. lNoToBO!
II. YctaHoBKa OC Linux (HanpumMmep, Debian8

MowaroBas MHCTPYKUUS:
1. CkauaTtb 06pa3 OC Linux.

2. Ha USB-HocuTene, KoTOpbIM npeanosiaraeTca caenatb 3arpy3o4yHbiM,
Cco34aTb pasaen HyXXHoro pa3mepa (cM. pasMmep obpasza OC), oTpopMaTUPOBAHHLIN B
FAT32.

3. Ckavatb ¢ oduumanbHoro camta ytTmnamty unetbootin (dann unetbootin-
linux-625.bin).

4. 3afaTb TEKYLLEMY MOSb30BATENIO NpaBa Ha UCMOJIHEHME dalinia C YTUITUTON.
5. 3anycTuUTb YTUNUTY.

6. BblbpaTb HyXHbIn 06pa3 M HyXHbln USB-HOCMTENb B COOTBETCTBYHOLLMX
MeHt0. 3anucatb obpa3 Ha USB-HocuTens.

7. MoHTUpoBaTb USB-HocuTenNb.

8. Co3patb B KOpHeBOM kaTtanore USB-HocuTena ¢ann C uMeHeM
ACCORD_BOOT_PARAMS.

9. BHOBb CO34aHHbIN hann AO/KEH coaepXaTb TPU CTPOKMU:
a) NyTb Ao sapa Linux;
6) nyTb go Initrd;
B) CMMCOK NapaMeTpoB KOMaHAHOW CTPOKM B KaBbluKax.

YKasaHHyl UMHPOpMaUUd  MOXHO MnonyunTb U3 danna  syslinux.cfg,
Haxoasweroca Ha USB-HocuTene. Ecnm B 3TOM anne cywecTtByeT HEeCKObKO
BapMaHTOB KOHMUrypaumm 3arpy3sku, cneagyet BblbpaTb M3 HUX HEOOXOAUMBIN.

Mpumep: B danne syslinux.cfg ykasaHa cneaywouwas nHpopmaums:

label unetbootindefault

menu label Default

kernel /ubnkern

append initrd=/ubninit vga=788 --- quiet
CnepoBaTtenbHo, B ¢dann ACCORD_BOOT_PARAMS cneayeT 3anuncaTb:
/ubnkern
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/ubninit
"vga=788 --- quiet”
10. PasmMOHTMpOBaTb KaTasior MOHTUPOBAHUA.

11. BbInonHWMTE nepes3arpy3ky. 3arpy3o4Hbii USB-HocuTenb [oskeH ObiTb
BCTaBJieH B KOMMbloTeEp, «Akkopa-AM/3» f0/HKEH HaXoAUTbLCS B paboyeM pexume.

12. Tlocne npoxoxaeHus npouenypbl naeHTUPUKaunmn/ayTeHTUPUKaumm u
KOHTPO/SIA LENOCTHOCTM B OKHEe MpUBETCTBMSA aAMUHUCTpaTopa cieayeTr HaxaTtb
KHOMKY <MpoaonXnTb 3arpysKy>.

13. B nogasuBlleMcA fanee okKHe cneayeT BblbpaTb yKasaHHbIM Bbiwe USB-
HOCUTEeNb B KaTeropun «[lpyroe 3arpy3o4yHoe yCTPONCTBO>.

14. BbinonHUTb yctaHoBky OC B COOTBETCTBMM C MHCTPYKUMAMM MacTepa
yCTaHOBKM Linux.

15. lNoToBO!
II1. 3arpy3ka c live-CD (Hanpumep, Xubuntu)

MNMowaroBas MHCTPYKUMUS:
1. CkayaTb obpas live-CD.

2. Ha USB-HocuTene, KOTOpbIM npeanonaraetcs caenatb 3arpy304HbIM,
co3aaTb pasaen Hy>XHoro pasmepa (cM. pasmep obpasa OC), oTdpopMaTUPOBAHHbLIN B
FAT32.

3. Ckavyatb C oduumanbHoro camta ytunuty unetbootin (dann unetbootin-
linux-625.bin).

4. 3apaTb TeKyLleMy nosb3oBaTesnto npasa Ha ncnoaHeHune danna c yTUAnTon.
5. 3anyctuTb yTuUnuTy.

6. BblbpaTb HyXHbIn 06pa3 M HyXHbin USB-HOCMTENb B COOTBETCTBYHOLUMX
MeHt0. 3anucatb obpa3 Ha USB-HocuTens.

7. MoHTUpoBaTb USB-HocuTenNb.

8. Co3patb B KoOpHeBOM kaTtasnore USB-HocuTena ¢dann ¢  uMMeHeM
ACCORD_BOOT_PARAMS.

9. BHOBb CO34aHHbIN hann AO/HKEH coaepXaTb TPU CTPOKMU:
a) NyTb Ao sapa Linux;
6) nyTb go Initrd;
B) CMMCOK NapaMeTpoB KOMaHAHOW CTPOKU B KaBblYKaX.

YKazaHHyl0 WHQopMauMio MOXHO nonyuntb w3  ¢danna syslinux.cfg,
Haxoaswerocs Ha USB-HocuTene. Ecnn B 3TOM ainne cywecTtByeT HeCKOJIbKO
BapuaHTOB KOHMUrypauun 3arpysku, cnegyet BbibpaTb U3 HUX HEOH6XOAUMBIN.

Mpumep: B danne syslinux.cfg ykazaHa cneaywowas nHpopmaums:
label unetbootindefault
menu label Default
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kernel /Zubnkern

append initrd=/ubninit vga=788 --- quiet

CnepoBaTtenbHo, B ¢pann ACCORD_BOOT_PARAMS cneayeT 3anuncaTb:
/ubnkern

/Jubninit

"vga=788 --- quiet”

10. Pa3aMOHTMpOBaTb KaTaaor MOHTUPOBAHUS.

11. BbinonHWMTb nepes3arpy3ky. 3arpy304Hbii USB-HocuTenb Ao0KeH 6biTb
BCTaB/ieH B KoMMbloTep, «AKkopa-AM/13» fo/XeH HaXoAUTbCS B paboyeM pexume.

12. Tlocne npoxoXxaeHus npouenypbl naeHTUPUKaunmn/ayTeHTUPUKaunMm u
KOHTPONA LENOCTHOCTUM B OKHE MNPUBETCTBUA aAMUHUCTPATOpa ClieayeT HaXaTb
KHOMKY <[1pOo4o/mKUTb 3arpy3Kky>.

13. B nossuBlLIeMcSa aganee okKHe crneayeT BbibpaTb yKasaHHbIM Bbiwe USB-
HOCUTEeNb B KaTeropun «[lpyroe 3arpy304Hoe yCTPONCTBO>.

14. lNoToBO!
IV. NMNpoBepka Ha Bupychl (npn nomowm DrWeb LiveDisk
MowaroBast MHCTPYKLUNSA:

1. CkauyaTb aHTUBUPYCHYIO NporpamMmy, nopaepxusatoLlyto 3anyck c live-CD.
Hanpumep, DrWeb LiveDisk.

2. Ha USB-HocuTene, KOTOpbIM npeanonaraetcs caenatb 3arpy304HbIM,
co3aaTb pasaen Hy>XHoro pasmepa (cM. pasmep obpasa OC), oTdpopMaTUPOBAHHbLIN B
FAT32.

3. Ckavyatb C oduumanbHoro camta ytunuty unetbootin (dann unetbootin-
linux-625.bin).

4. 3apaTb TEKyLWeMY nosb3oBaTesnto npaesa Ha ncnoaHeHne danna c yTUanTon.

5. 3anyCcTuTtb yTUAuTY.

6. BblbpaTb HyXHbI 06pa3 M HyXHbIn USB-HOCMTENb B COOTBETCTBYHOLLMX
MeHt0. 3anucaTtb obpa3 Ha USB-HocuTenb.

7. MoHTUpoBaTb USB-HocuTenb.

8. Co3patb B KOpHeBOM kaTtasnore USB-HocuTena ¢dann C  uMMeHeM
ACCORD_BOOT_PARAMS.

9. BHOBb CO34aHHbIN hann AO/HKEH coaepXaTb TPU CTPOKMU:
a) NyTb A0 sapa Linux;
6) nyTb ao Initrd;
B) CMMUCOK NapaMeTpoB KOMaHAHOW CTPOKU B KaBblYKaXx.

YKazaHHy MHbOpMaunMo MOXHO nonyyuutb M3 ¢danna syslinux.cfg (B gaHHOM
cnyyae Heobxoammas uHdboOpMauusa cogepxanacb B danne txt.cfg, Ha KoTopbIi
ccolnancs gann syslinux.cfg), Haxogsaweroca Ha USB-HocuTene. Ecnn B aTOM dhanne
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CYLLECTBYET HECKOJIbKO BapWaHTOB KOHMUrypauumu 3arpysku, cneayet BblbpaTb U3
HUX HEOBXOAMMbIN.

Mpumep: B danne syslinux.cfg ykasaHa cneaywouwas nHpopmaums:

label unetbootindefault

menu label Default

kernel /ubnkernappend initrd=/ubninit vga=788 --- quiet
CneposatenbHo, B hann ACCORD_BOOT_PARAMS cnepyeT AOIKHbI 3anucaThb:
/ubnkern

/ubninit

"vga=788 --- quiet”

10. Pa3aMOHTMpOBaTb KaTanor MOHTUPOBAHUS.

11. BbInonHMTE nepes3arpy3ky. 3arpy3o4Hbii USB-HocuTenb [oskeH ObiTb
BCTaBJ/ieH B KOMMbloTeEp, «Akkopa-AM/3» f0/HKEH HaXoAUTLCS B paboyeM pexume.

12. Tlocne npoxoxaeHus npouenypbl naeHTUPUKaunmn/ayTeHTUdUKaumm u
KOHTPONA ULENOCTHOCTUM B OKHE MNpPUBETCTBUA aAMUHWUCTpATOpa cCliefyeT HaxaTb
KHOMKY <[1poAo/mKnUTb 3arpys3Kky>.

13. B nogasuBlleMcA fanee OKHe crneayeT BbibpaTb yKasaHHbIM Bbiwe USB-
HOCUTEeNb B KaTeropun «[lpyroe 3arpy304yHoe yCTPONCTBO>.

14. lNoToBO!
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MpunoxeHue 19.
OnucaHue mexaHnama astopusaumm B C3UN HCL «Akkopa-AMO3»,
nogaepxuBarowiem pexum 3arpysku BIOS UEFI

Oco6eHHOCTM HacTpouku MK
1. Heobxoanma Bepcmsa BIOS Ha aHMNMNUCKOM si3blKe.

2. Heob6xoaMMo BbIKIIOUUTL pexum «besonacHon 3arpyskun» OC B BIOS:

Secure Boot>disable

3. Pexxum pabotbl OC B BIOS Heobxoanmo yctaHoBuTb B «[pyrmne OC» (Other
0S):

Boot>Secure boot menu>0S type>Other O0S

OcobeHHOCTM ayTeHTUdUKaumm B «Akkopa-AMA3>»,
noaaepXxuBaowieMm pexxum sarpyskum BIOS UEFI
PaboTta c «Akkopa-AM[3», noaaepXxusatowmm pexumm 3arpyskm UEFI, nmeet
cneayouwme ocobeHHOCTN ayTeHTUUKALUN:

1. AAMUHUCTpATOpPbl BbIMOJHAKT Mpoueaypy ayTeHTuduKauum aBaxAabl: B
TEKCTOBOM  uHTepdence (pucyHok 42) w1, NOCAe YCNewHOro BbIMOSHEHUS
ayTeHTUdUKaumm, NOBTOPHO — B rpadpnyeckom nHtepodemnce (pUCcyHok 45).

2. ADMUHUCTpPATOPbl HE  WMMEKT BO3MOXHOCTM  NPOAO/IKUTL  3arpysKy
KoMmnbloTepa. [locne oTpaboTkm cpeabl aaAMUHUCTPUpOBaHUs «Akkopa-AMA3»
KOMNbIOTEP Nepe3arpyxXaeTcs.

3. Monb3oBaTenn BbLINOAHAKT npoueaypy ayTeHTudumkaumm TONAbKO B
TEKCTOBOM WHTepdence (pucyHok 42). lpu ycnewHOM BbIMOJIHEHMM Mpoueaypsbl
ayTeHTUdUKaunm asTtomaTndeckm npogosmkaetca 3arpyska B OC (pucyHok 43).

Havyano pa6oTtbl
PaboTa KOHTponfnepa HayMHaeTcsd C MHMUMANM3auuMm  yYCTPOMUCTBaA U
pernctpaunm nonb3osatens «In. AamuHuctpatop» (cynepsusopa). [Ana 3Toro
HeobxoanMo:

1. MNpeaobvasutb maeHTUdMKaTop Npu 3anpoce M BBecTn nwbon naponb (B
AanbHenwen paboTte 3TN faHHble He 6yayT UCMOSIb30BATbCS).
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fAttach ID: 08 ef853a010000 1d
Please, enter your password:

PucyHok 42 - TekctoBbii uHTepdeinc UEFI AMAA3 (BBoA Nnaponis He oTo6parkaertcs)

Attach ID: 68 e9c74f010000 ec
Please, enter your password:
Check HU: Ok

Check HY: 0Ok

Check F5: 0k

PuUcyHok 43 - YcnewHbl 1IOrMH Nosib3oBaTens

2. [JoxpaTtbCcs cTapTa cpeibl aAMUHUCTPUPOBAHUSA, KOTOPbIA COMPOBOXAAETCH
coobLieHnem 0 Heo6xoaAMMOoCTH 3aperncTpupoBaTb nonb3oBaTens
«n. AoMuHUcCTpatop» (PUCYHOK 44), 1 Ha)xaTb KHoMNKy <OK>.

125



11443195.4012.038 90
11443195.4012.054 90
37222406.26.20.40.140.079 90
37222406.26.20.40.140.097 90
37222406.26.20.40.140.102 90
37222406.26.20.40.140.108 90
PACY.26.20.40.140.113 90
37222406.26.20.40.140.115 90

1 T s

[obasuTe NONb30BATENs  YABAWTE NONs30BaTend  MoGasuTe rpynny  YASAWTe Fpynmy

“- TN ANMUHKUCTPATOP

s ¥ AQMUHUCTpATOpSI HacTpoikn nons3oBatens
m - OBbiHEIE MepcoHankHble NapaMeTphl

Monb3osatenn

WneHTuadimkaTop: f [ CrennTe...

—h

YrnpasneHve yHeTHHMMU 38NVCAMMK

=y AN BO3MOMHOCTH aaAMUHUCTRpHpoBaHKA CA3 HeobXoAMMD HACTRPOWUTE
napameTpsl MNagHore AoMUHACTPaTOpRa.
Kak MUHAMYM CNeayeT 3anaTh m,%e%mummnarop M YCTaHOBWUTE Napofb.

o —
~ WIMEeHHTS...

MapameTpsl Napona

e

MUHUMaNbHES ANUHa: 1] | = cumMBonoB

)
==

Bpema pedcTema: 4] - aHen

MoeneITok ANA CMEHBI: 4]

KT0 MOMET MPHATH NANOIL_

PucyHok 44 - CtapTt cpeabl agMUHUCTPUPOBaHUSA

3. BoibpaTtb nonb3oBatensa «In. AQMUHUCTpaTOp», 3ajaTb AN ero y4YeTHOW
3anucm  HeobxoamMble NapaMeTpbl, Ha3HauyuTb UAeHTUdUKATOP U Naposib
(pucyHok 45), nocne 4ero MNpUMEHWTb HaCcTponkm (B cryyae HeobxoaAMMOCTMU
co3aaTb rpynnbl, NoNb30BaTeNel U HaACTPOUTb MapaMeTpbl UX YYETHbIX 3anucenlo,
Ha3Ha4YUTb NAEHTUMUKATOPLI U NApPoOIn).

4. Mpuctynutb K HacTtponke KU dannos n annapatypbl (N0 Heobxoammoctu, B
COOTBETCTBUM C BHYTPEHHUMMMU pernameHTamm 6e30MacHOCTU, MNPUHSATbIMU B
opraHusaumm).

5. Mo OKOHYaHUU HaCTPOMKM OCYLLECTBUTb BbIX04, n3 cpeapbl
aAMUHUCTPUPOBAHMS N BbINONHUTbL Nepe3arpy3Ky KoMnbloTepa.

Ba)xHo: B cnydae npeabaBneHnda He3aperncTpmMpoBaHHOIo
naeHTUudunKaTopa/HeBepHOro Napons NpoucxoauT nepesarpyska KoMnbloTepa.

Ba)xHo: pogomkeHue 3arpy3km B OC BO3MOXHO TOJIbKO MNOJIb30BaTeNIAMU, HEe
cocroawmMmn B rpynne  «AamumHuctpatopbl». [llonb3oBatenn w3 rpynnol
«AAMUHUCTpaTOPbI» MMET  BO3MOXHOCTb paboTtaTtb  TO/NIbKO B  cpege
aagMUHUCTpUpoBaHmna AMI3.

Ba>xHo: Bo3MoxeH BBOA uaeHTUdUKaToOpa C knasuaTtypbl. [Ona obecnevyeHus
3TOM BO3MOXHOCTU MPWU Ha3HAYeHUN naeHTUudunKaTopa B rpaduyeckom pexunme none
BBOAA BblbMpaeTcss KypcopoM, C KfiaBumaTypbl BBOAMUTCA KOMBuHauums 6ykes n umdp,
HaxXumaeTcsa KHonka «Enter». NMocne 3TOoro BBefeHHOe 3HadeHue npeobpasyeTcs B
16-puyHbIN HOMep K4va. B panbHenweMm Ang noayyvyeHus A0CTyna B TEKCTOBOM

10 B gepcuu C3U HCJT «Axkopa-AMI3» ains CBT, noanepskuBaromux pesxum 3arpysku BIOS UEFI, B Hactpoiikax
YUETHBIX 3aITiceil ojp30BaTeneil He peaan3oBaHa QyHKINsS «BpeMeHHbIe OTpaHuueHUs.
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nHTEepdence B BBOAA WAeHTUdUKaTopa cneayetr Habupatb Ty Xe

KOMbuHauuio.

CcTpoke

Bxop B cucTeMy.

BeepuTe napons.

WpeHTudukaTop: 08 EF853A010000 1D

Mapons: [

3

OcTanock 19 cekyng

PucyHok 45 - UpeHTuUdUMKauma agMUMHUCTpaTopa B rpadmueckoM uHrepdeiice

KOHTpOAb UenocTHocTn o6opyaoBaHuna u ¢dannos
1. YctaHoBka dannos (pucyHok 46) wn annapatypbl (pucyHok 47) Ha KL
BbIMO/THAETCS WTaTHO.

A
) B 8 & =
MepemecTuTe CKL, MoaknoYUTE =
NobasnTe 8 CKLI  ¥BpaTe u3 CKU  CoxpaHuts MepecqutaTs € AMCKa Ha AUCK BUPTYANLHLI BACK
o B SMsceKis BUCkM Wiz ~ | Paswep Tun
M) * caddebea
L I o » 9 BIOS Nanka
* 070258f1-8917-4f42-91bf9d2e... ¥ = Boot MNanka
Monk3oeaTeni - Pazgen 1 (vfat) } [ DOSLFN Nanka |
T - BUPTYaNsHbIE AUCKK b [ DRIVERS Nanka
-« LVM * = FM Manka
» B COLORS Nanka
§ BLINK.COM 118 BaiT COM ®@al
MypHan FILE_ID.DIZ 1 K6 DIZ ®an.
FM.CFG 18 Kb CFG ®ai
FM.EXE 2 K6 EXE ®ai
— FM.FAQ 7 Kb FAQ @an
FM.ICO 766 BanT ICO @ai
AnnapaTypa L
@ Hms X3 Copepxumoe ATpUBYTHI PerypcueHo PeayneTaT
Auckiu
Dadns
Peecto

PucyHok 46 - Cnucok aUCKOB u ¢ainios
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[ - o ‘ -

MocTasuTe/CHATE BCE FPYNMLl  KOHTPONMPOBATL BbiAeNEHHbIE FPYNNLl | CoxpaHnTe cnucok obopynoBaHnA

’tﬁﬂ‘\f | cPU

Monk3ceatenn ¥ KenTponaposats rpynny
‘ PesynbTar YcrpoacTee | HaumeHoBaHue YacToTa
[. T »e PE- I
OK |%| CPU-O It [440fx-2.8 |%| 2000 MHz
MypHan
E BIOS pY Koudurypauws oGopynosasns
- | =y KoHBUrypauua yenelHo coxpaHeHa.
¥ Koutponupd \1‘) DHEYEBLNETY P
Annapartypa
PeaynbTart Dara
@ oK i %) 02/06/20...
oo evepTT
Jucku BIOS HASH
3 PeaynbTaT | XOAHOE 3HadeH Kyllee 3HayeH|
oK [ {5f 4e...... {5f, de ... c2}
Tah oK || {5f, de ... {5f, 4e.. c2} | ||
i oK [ {5f, de ... {5f,4e..c2}
oK O {5f, 4e ..... {5f, 4e ... €2}
oK (=] §51, 4e..... {5f, 4e ... c2}
P OK [ ST s {51, 4e...c2}
eecT| z
el oK [] {5f, 4e ... {5f de..c2}

COXPaHWUTL CNUCOK 0BOpyAOBaHMA

PucyHok 47 - YcTaHOBKa Ha KOHTPOJ1b arnnapartypbl U coxpaHeHune KoHdurypaumm

2. B cnyvae otcytcTBma HapyweHun KL, B okHe npmBeTCTBUSA aAMUHUCTpaATOpa
BblgaeTcs  coobuweHne 06  ycrnewHoM  BbIMOJIHEHMM  npoueanyp  KOHTpPoOns
(pucyHoOK 48).

Jobpo noxanoeaTk, [n.AoMrHMcTpaTop! BuifepuTe crneaynllee geAcTBHe:

KoHTponb OGODY,CIOBB HWUA
CPU:

CPU-0 - OK

BIOS:

System bios - OK

Pe3ynuLTaT NpoBepKn 060py.00B3HUA:
KOHTDOB NPORZEH

KOHTpONb AUCKOB

- 0K

KoHTponk uenocTtHocTu o6bekTop ®C
KoHTpoNb 3arpy3so4Horo HocuTens
- OK

| Anmnnmc pn:gummj | NponomwuTe sarpysxy epeaar

PucyHok 48 - KL} 6e3 HapyLweHuni

3. MNpu nornHe nonb3oBaTens C¢ HapyweHnem KU dannos u/mnum annapaTypbl
BblaaeTcsa cooblieHme 0 NnepBOM HernpouweleM KOHTPOsb 3/IeMeHTe U3 BCero Crnucka
(pucyHok 49). Nocne 4yero BbIMOSIHSAETCS nepesarpy3ka KoMnbloTepa.

128



11443195.4012.038 90
11443195.4012.054 90
37222406.26.20.40.140.079 90

37222406.26.20.40.140.102 90

37222406.26.20.40.140.108 90
PAICY.26.20.40.140.113 90
37222406.26.20.40.140.115 90

Attach ID: 68 e9c74f010000 ec

Please, enter your password:

Check HU: Ok

Check HJ: 0Ok

F81:/test

_fs_ocl_file_hash<-check_ocl_file_object (hash) <-check_ocl_object (file) {-check_oc
1<-check_icl

InsideError: 1

Check FS: fails

PucyHok 49 - Hapywenue KL cdainnos

4. AN MOHWUTOPUHra W wUCNpasBneHuss ownbok HeobxoaAMMO BbINOSHUTDL
ayTeHTuduKaumio B cpede  aAMUHUCTPUPOBAHMS  NoA4  YYETHOWM  3arnucbio
aAMMHUCTpaTopa. byaetr nonydyeHa owwunbka, HO HAYHETCsS 3arpyska cpeabl
aAMUHNCTPUPOBAHNA C BbIBOAOM nonHoro cnucka KL ¢ ykasaHMem 31eMeHTOB, He
npoweawmnx KoHTponb (pnucyHok 50).

Mo6po noxanoBatk, [N.AgMuHucTpaTop! BHbEpUTE cneyioliee nefcTBue:

PesynsTar nposepkyt 060pyA0BaHuA:
KOHTPOAL MPoAgeH
KOHTpOJ‘Ib AWUCKOB

OK

KoHTponk yenoctHocTn o6bvekToB ®C
ed219d22-7645-4f91-b5c2-5d0ecd424adbc-1

Jtest - @ain oTCYTCTBYET;

ftest2 - @aan oTcyTCTBYET

Jtest3 - @ain oTCYTCTBYET; R

ftestd - @aan oTCyTCTBYET

ftestS - Daian oTCYTCTBYET;

KoHTpoAnb 3arpy3so4Horo Hocutens

- OK,

| Anmumuctpuposanue | | Nponomkure sarpysky | {I epesarpysuTh

PucyHok 50 - MonHbI cnucok ¢ainos, He npoweawnx KL
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MpunoxeHue 20.
PekomeHaauuum no yctaHoBKe napameTtpa «CTopoxeBoUu Tanmep»

YcTraHOBKa CTOPOXXEBOro TanMepa
1. Bknwounte 2BM c xonogHoro crtapta (MCnonb3ysd aBTOHOMHbIM MCTOYHUK
nuTaHusa). O4HOBpPEMEHHO 3anyCTUTb CEKyHAOMEp.

2. 3admKcupoBaTb BpeMs NOSBeHUs cnepytowero cobbitms:
— 4Nnd npowuBoK Legacy:

e TMOsIBIEHME Ha 3KpaHe HaanMcu C CEPUNHBIM HOMEPOM W
konupantom (korpga Akkopa (PCI BIOS ROM) nepexBaTtbiBaeT
ynpasneHue);

e nosiBneHue Hagnucum "Accord booting";
— ans npowmBok ¢ MeTkon UEFI:

e nosiBneHue TekcTtoBoro MeHto (Menio UEFI) BBoaa nornHa wm
napons "Attach ID";

— ans npowunBok ¢ MmeTtkoM linux_UEFI:
e nosiBneHue rpaduyeckoro nHTepdenca AMI3.
3. K 3adumkcupoBaHHOMY BpeMeHW p[o0baBuTb oOnpeneneHHy KOHCTaHTY
(HanpumMep, 5 cekyHa).
4. BonTn B cpeny aAMUHUCTPUPOBAHUS C YYETHOW 3anucblo agMUHUCTpaTopa.

5. Ha Bknagke «HacTtponkm» B none «CTOpOXeBOMW TamMmep» YCTaHOBUTb
3HaYeHMe TanmMmayTa, NOoAy4yeHHoe Tnpu  A06aBNEHMM  KOHCTaHTbl K
3a(PNKCUPOBAHHOMY CEKYHAOMEPOM BpPEMEHM.

6. BbInTn U3 cpeabl agMUHUCTpUpoBaHus. MNMepesarpy3nTts DBM.

Perucrpaumsa pa6oTbl CTOpPOXKEBOro TanMmepa
1. Bbiknwuutb OBM.

2. HactpouTtb B BIOS pexum 3arpysku:
— UEFI only, ecnu ncnonb3yeTtcs KOHTpoOsiep € NpownBkon Legacy;
— Legacy only, ecnu ncnonb3yertcs KoHTponnep ¢ npowunskon UEFI.
3. 3anyctuTtb 2BM Cc X0noaHOro crtapta 04HOBPEMEHHO C CEKYHAOMEPOM.
[JoxaaTbCa UcTevyeHmnsa TammayTa.

5. 3adumkcupoBaTb cpabaTbiBaHMe dYHKUMM 6e30MacHOCTU  CTOPOXKEBOrO
TaliMepa. 3TO MOXET BblpaXaTbCs B 3aBMCaHUM UK nepesarpyske 3BM.

6. Ecnn Tanmep He cpabotan (npousowna 3arpy3ka OC), MOXHO nonpobosaTb
YMEeHbWMUTb TalMMayT Ha 1-3 CeKyHAbl, HO CKopee BCero, B JAaHHOWM
KOH(Urypaumm CTOpoXXeBoW TanmMmep He 6yaeT BbIMOMHATL QYHKUMUIO
6e3onacHocTu.

»
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MpunoxeHue 21.
PekomeHagauuu no nepBUYHON MHMLMANU3ALMM U HACTPOUKE
KoHTponnepoB Akkopa-GXM2 v.P n Akkopa-GXM2 v.S

Onsa npownBok c metkon UEFI

Mocne yctaHoBkn B DBM nnaTtbl KOHTponnepa «Akkopa-AMA3» Heobxoanmo
BonTn B BIOS mn npoBectn cnepytoime HaCTpOMKK:

1. Ha Bknagke «Boot» npoBepuTb, €CTb JIM B CNMUCKe YyCTpoucte SSD-auck
kKoHTponnepa UEFI OS (ASMT 2125 0). Ecnwun ecTtb, nepentn K wary 3. Ecnm
SSD-anck He BuaeH, B pasgene «CSM» cnepyet oTkAto4uTb Moaynb CSM,
ycTaHoBMB 3HayeHue «Disabled» B cTpoke «Launch CSM» (pucyHok 51).

- /ESLES UEFI BIOS Utility - Advanced Mode

022 1 5'21 T | 3 English =) MyFavorite(F3) o Qfan Control{F6) [7]HotKeys [7]Search(F9) Tes Resize BAR
.

My Favorites Main  Ai Tweaker  Advanced Monitor Boot  Tool Exit [ Hardware Monitor

4 Boot\C5M (Compatibility Support Module) CPU

Compatibility Support Module Configuration requency Amperature
3500 MHz 35°C
Launch CSM Disabled
100.00 MHz 1.351 Vv

2666 MHz 1.300V

4096 MB

12.099V 5.041 V
=~ CSM{compatibility support module)

LS J/ [Enabled]: For a better compatibility, enable the C5M to fully support the non-UEFI driver add-on devices or the Windows UEFI mode. 3335V
[Disabled]: Disable the CSM to fully support the Windows secure update and secure boot.

Last Modified : EzMode(F7)|—=] | Search on FAQ

Version 2.20.1271. Copyright (C) 2022 American Megatrends, Inc. ¥

PucyHok 51 - OTknroueHme moaynsa CSM

2. Bointn 3 BIOS c coxpaHeHueM (Bknagka «Exit»).

3. MNocne nepe3arpy3kn cHoBa BonTuM B BIOS u Ha Bknagke «Boot» BblbpaTb B
KayecTBe MepBOro 3arpy3o4HOro ycrtpomcrsa SSD-AMCK KOHTpossiepa
(pucyHok 52).

fpumeyaHune: B cricke yCcTpoNCTB MOryT oKka3aTbCsl ABE 3arnucu C OANHaKOBbIM Ha3BaHWeM
«UEFI OS (ASMT 2115 0)». [4ns nHuumnaansauymm KOHTPosiepa c/ieayet Bolbupatb nepByro ro
crincky 3anuck. Ecan B ganbHeviwem Bmecto 3arpy3ku 10 AM/A3 nossutcs cpeaa UEFI SHELL,
TO DEKOMEHAYETCS OTK/IOUNTb nuTaHme 1K, a npu cnegyrlein 3arpy3ke BblbpaTb APYyryto
3anmcb UEFI OS (ASMT 2115 0).
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PAICY.26.20.40.140.113 90
37222406.26.20.40.140.115 90

. /ESLE=S UEFI BIOS Utility - Advanced Mode
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> Boot Configuration CPU
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BCLK Fregq Ce
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Rat
Boot Option #1 UEFI OS (ASMT 2115 0) -

Boot Option #2 UEFI OS (M.2: GN128) -

Memory

UEFI O5 (M.2: GN128) > 2666 MHz

UEFI OS (ASMT 2115 0) Pt
096

12.099 V 5014V

Sets the system boot order y v
ERELRY

r Last Modified | EzMode(F7)|—=] , Search on FAQ
Version 2.20.1271. Copyright (C) 2022 American Megatrends, Inc. ¥ S

PucyHok 52 - Bbi6op nepBOro 3arpy3o4yHoro ycTpomcraa

4. Bbointn n3 BIOS c coxpaHeHuneM (Bknaaka «Exit»).
5. HauHeTtcs 3arpy3ka N0 «Akkopa-AM3» (pucyHok 53, pucyHok 54).

Starting AMDZ 2.37...

PucyHok 53 - 3arpyska NO «Akkopa-AMA3»

Attach ID:

PucyHok 54 - 3arpy3ska MO «Akkopa-AMA3»

132



11443195.4012.038 90
11443195.4012.054 90
37222406.26.20.40.140.079 90
37222406.26.20.40.140.097 90
37222406.26.20.40.140.102 90
37222406.26.20.40.140.108 90
PAICY.26.20.40.140.113 90
37222406.26.20.40.140.115 90

6. BAXXHO! Tlpn nepBOHa4danbHOM HACTpPOMKe nocne nosiBfeHns coobuieHuns
«Attach ID:» (pucyHOK 54) cneayet HaxaTb COYeTaHMe Knasull
<Ctri>+<A>.

7. 3arpy3ka N0 «Akkopa-AMA3» nNpoao/IKNTCA.

8. MNpn nossBNeHUM rnaBHOro OKHa cpeabl aAMUHUCTPUPOBAHUSA KOMIJIeKca
«Akkopa-AM3» MOXHO MpOBOAUTL ero JAajnbHeuwytk HacTpouky (n.3.1
HacTosLwero PykoBoacTea).

Ana npownBok Legacy

Ona 2BM, paboTtawowmx B pexume Legacy, B BIOS cneayet nposecTtu
cneayrouwme HaCTpOMKMU:

1. Y6eautbcs, 4TO Ha BkNnaake «Boot» B pasmene «CSM» moaynb CSM (cTtpoka
«Launch CSM») nmeet 3HaueHune «Enabled» (pucyHok 55).

~ /ESLES UEFI BIOS Utility - Advdnced Mode
E:FI?‘]?:-!O?? ‘I 5:26":" £ English  [=] MyFavorite(F3) o Ofan Controkf6) [7]Hotkeys [7]Search(F® Tim i;"esue BAR
My Favorites  Main  Ai Tweaker Advanced Monitor Boot Tool  Exit Hardware Monitor

€ Boot\CSM (Compatibility Support Module) CPU

atibility Support Module Configuratior FraciLinh
p——
BCLK Freq
Boot Device Control I Legacy OPROM only - ] 100.00 MHz
Boot from Network Devices @Ty—v
Boot from Storage Devices
Boot from PCI-E Expansion Devices

3500 MHz

35x

2666 MHz 1.300V
apacity
4096 MB

Last Modified i EzMode(F7)|—=] Search on FAQ

PucyHok 55 - NMpoBepka 3HaueHuss moayns CSM

2. BbinTn n3 BIOS c coxpaHeHueM (Bknagka «<Exit»).

3. MNocne nepesarpy3kn cHoBa BonTn B BIOS m Ha Bknagke «Boot» BblbpaTb B
KayecTBe nMepBOro 3arpy3odyHoro ycrpoucrtBa SSD-aguMck KoOHTpossepa
(pucyHok 56).
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11443195.4012.038 90
11443195.4012.054 90
37222406.26.20.40.140.079 90
37222406.26.20.40.140.097 90
37222406.26.20.40.140.102 90
37222406.26.20.40.140.108 90
PAICY.26.20.40.140.113 90
37222406.26.20.40.140.115 90
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Sets the system boot order + .
EXELRY

& Last Modified | EzMaode(F7)|—] Search on FAQ
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PucyHok 56 - Bbi6op nepBOro 3arpy3o4yHoro ycTpomcraa

4. Bbointn n3 BIOS c coxpaHeHueM (Bknaaka «Exit»).
HauHeTca 3arpy3ka 10 «Akkopa-AM/3».

6. Mpn nosiBNeHUM T[NaBHOMO OKHa cpeabl AaAMUHUCTPUPOBAHUS KOMMeKca
«Akkopa-AM3» MOXHO MpOBOAUTL €ero JAanbHeuwytk HacTtponky (n.3.1
HacToswero PykosoacTtea).

v
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