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AHHOTALUNSA

HacTtoawmmn [OKYMEeHT $BASEeTCA OfnuMCaHWueM MNpuMeHeHUss nporpamMMHo-
annapaTHOro KoMmnjekca CpeacTs 3awuTbl MHdpopmaumm ot HCL «Akkopa-Win32»
(TY 4012-036-11443195-2010), panee komnnekc «Akkopa», MNMAK C3N HCO «Ak-
Kopa» nubo KOMMNAeKkc, npegHa3sHayYyeHHoro Ans nuvud, nAaHupyrLwux U opraHusyto-
LWMX 3alUNTY MHpOopMaumm B cucTeMax M cpeacrtesax nHdopmaTtmlaumm Ha 6ase CBT.

B AokyMeHTe npuBeaeHbl HOpMaTUBHble TpeboBaHMsa Mo 3awmTte MHdopmaumm,
obwme npmHUMNBI U NpaBuna opraHusaunm paboTtbl No obecnevyeHuo KoHOMAEHUN-
anbHOCTU MHMOPMALKMN, OCHOBHbIE 3aWMTHbIE PYHKLMN KOMMEKCa, ero BO3MOXHO-
CTWN, 0COBEHHOCTN YCTAHOBKWU N MPUMEHEHMUS.

Mepen yctaHoBkOW M akcnnyaTtaumen MAK C3UM HCO «Akkopa» Heobxoaumo
BHMMATE/NIbHO O3HAKOMWUTbLCHA C KOMMIEKTOM 3KChayaTauMOHHON AOKYMEeHTauuM Ha
KOMMMEKC, a TaKXe MPUHATb HeobxoamMbie OpraHM3auMoOHHbIe Mepbl 3alKUTbl, yKa-
3aHHbIE B AOKYMEHTaUNN.

NMpMeHeHMe 3alMUTHbLIX MEeXaHW3MOB KOMMaekca <«AKKOpA» AO/MKHO A0mnon-
HATbCA 06WMMM MepaMun NPeaOoCTOPOXHOCTN U dusmnyeckom 6esonacHoctmn CBT.
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1. HopMmaTuBHble TpeboBaHuAa no 3awmnte nHpopmMauum

1.1. Heo6xoaMMOCTb M Lenu 3awWnTbl MHPOpMaL UK

Pa3zBuTue cpencCTB BblYMCAUTENIBHON TEXHWKWM, aBTOMATU3UPOBAHHbLIX MHMOP-
MaLMOHHbIX CUCTEM, MOsIBSIEHME HOBbIX MH(OOPMALMOHHbLIX TEXHOOMMI CONMPOBOXAA-
€TCS, K COXaNeHuto, N NosiBNeHNeM TaKMxX ManonpUATHbIX SBJIEHWM, KakK MNpPOMbILU-
NEHHbIN LNMOHAaX, KOMMNbKOTEPHAs MPEeCcTYnHOCTb WU, Mpexae BCero, HeCaHKUMOHU-
poBaHHbIM pgoctyn (HCA) K KoHduaeHumanbHoOM mHdopmaummn. ITum obycnasnusa-
€TCS aKTyanbHOCTb M 3HAYMMOCTb Npobnemsbl 3aWwmTbl MHPOPMALIMNA.

OcTpass HeobXxoAMMOCTb B 3awmTe MHMOPMaUMKM HaWwa BblpaXKeHne B co34a-
HUM FoCyaapCTBEHHOM CUCTEMbI 3awwnTbl MHpopmaumm (FC3U1). Pa3zBuBaeTcs npaso-
Bas 6a3a nMHdopMaumMoHHOM 6e30nacHOCTU. NPUHATBLI U BBEAEHbI B AEACTBME 3aKOHbI
«0O rocypapctBeHHoOM TanHe», «0O6 uMHbOpMauum, MHdopmMmaTu3aumm M 3awmTe WH-
dopmaummn», «O NpaBoBOM OXpaHe MNporpamMMm Ans 3NEKTPOHHbIX BbIYUCIUTENbHbIX
MaWWH 1 6a3 AaHHbIX>» U Ap.

LlensmMun 3awmTbl MHDOpMaLMKM SBASIOTCS:

e npepoTBpalleHne yuwepba, BO3HUKHOBEHME KOTOPOro BO3MOXHO B pe-
3ynbTaTe yTepu (XULWeHus, yTpaTbl, UCKaXeHus, noanenkm) nHdopma-
uMun B N0OH6OM ee NposSABNEHUN;

e peanusauns Mep 3alunTbl, adeKBaTHbIX yrpo3aMm 6e3onacHOCTU UHOp-
Mauun, B COOTBETCTBMU C AENCTBYHOLWMMM 3aKOHAMW M HOPMaTUBHbIMU
AOKyMeHTaMu no 6esonacHoctn nHpopmaumm (HO BU);

e peanusauuvs Mep 3aliuTbl, B COOTBETCTBUMN C NOTPEOHOCTAMKU BnajesnbLes
(nonb3oBaTenen) nHdbopmMaumn.

B cootBeTcTBMM C N. 4 cTaTbn 16 OenepanbHOro 3akoHa ot 27.07.2006 N2149-
®3 «O6 nHbopMaunm, NHPOPMALMOHHbBIX TEXHONOMUAX U 3almTe MHdOoOpMaUnn>»:

«Obnagatenb nHdopmaumm, onepatop UHGOOPMALMOHHON CUCTEMbI B CNy4asX,
YCTaHOBNEHHbIX 3aKoHOoAaTeNnbCTBOM Poccumckon ®eapepaumm, oba3aHbl obecneumnTb:

1)npepnoTeBpalleHne HeCaHKUMOHMPOBAHHOIO AOCTyna K MHdopMauum mn (unm)
nepegayu ee nnuuam, He UMEKLWMM NpaBa Ha AOCTYN K MHdopMauum;

2)cBoeBpeMeHHOe obHapyXeHue @aKToB HeCaHKUMOHMPOBAHHOMo AOCTyna K
nHpopmaumu;

3)npeaynpexaeHne BO3MOXHOCTM HEBNAronpuUSATHLIX NOCNeACTBUM HapyLeHns
nopsiaka Aocrtyna K nHdopmaumm;

4)HeponylleHne BO3AENCTBUS Ha TexHuUyeckme cpencrtesa obpabotku mHOp-
MauuKn, B pesysbTaTe KOTOPOro HapyLlaeTcs nx yHKUMOHNPOBAHME;

5)B0O3MOXHOCTb He3aMeaNUTEeNlbHOro BOCCTAHOBNEHUS MHGopMauun, moamdun-
LMPOBAHHON WU YHUUYTOXXEHHOMW BCNEeACTBME HECAHKLUMOHMPOBAHHOIO AO0CTyna K
HeWn;

6) NOCTOSAHHbIN KOHTPONb 3a obecnevyeHMeM YypOBHS 3alUMLWEHHOCTU MHDOPpMa-
Lnmn>»,
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Jltoboe coBpeMeHHoOe npeanpuatTue (yupexaeHue, dmpma mn 1.4.), HE3AaBUCUMO
OT BMAa AesaTenbHOCTU U HGOopM COHBCTBEHHOCTU, HE MOXET CEeroaHs ycrnewHo pa3Bu-
BaTbCSA M BECTU XO3SMCTBEHHYIO U MHYIO AesATeNnbHOCTb 6e3 co3aaHns HageXHOW cu-
CTeMbl 3almMTbl cBoen MHPopmaunn. Cucrtema 3awmTbl MHPOPMAUMKM AOKHA BKIIHO-
yaTb B cebss He TONIbKO OpraHM3auMoOHHO-HOPMATUBHbIE Mepbl, HO U TEXHUYECKMe
cpeactBa KoHTpons 6e3onacHOCTM MHpopMaunn npu ee ob6paboTke, XxpaHeHUN n ne-
peaadye B aBTOMaTM3MpoBaHHbLIX cuctemax (AC), npexae Bcero, NporpamMMHo-
annapaTtHble.

1.2. OCHOBHbIE NMPUHLUMUNDbI OpraHn3sayum 3awmTtbl MHpoOpMauum oT
HCO v o6ecneuyeHmnn ee KOHPMAEHLUNANBHOCTHU

MeponpuaTtmna no 3awmte nHpopmaumm ot HCO saBAAKOTCA COCTaBHOWM 4acTbio
ynpaBfeHYeCKOMN, Hay4HOMN, NpOM3BOACTBEHHOMW (KOMMEpYecKon) AOesTeNbHOCTU
npeanpuatusa (yuypexaeHus, oupMmbl U T.A4.), HE3aBUCUMO OT MUX BEAOMCTBEHHOM
NPUHaAIEXHOCTN N HOpMbl COBCTBEHHOCTU, N OCYLLECTBAAIOTCA B KOMMEKce C ApY-
rMMmn Mepamm no obecrneyeHuio YCTaHOBJIEHHOrO peXuma KOHMMAEHUMANbHOCTH.
MpakTuka opraHusaumu 3awmntbl MHDopMaunm ot HCA npu ee obpaboTke n xpaHe-
Hun B AC AO/MKHa y4uTbiBaTb cneayrowme npmHumMnbl 1 npasuna obecneveHmnsa 6es-
0NacHOCTU MHpopMauun?:

1) CooTBeTcTBUE ypoBHS 6e30onacHOCTU MHMOpMaUnM 3aKoHoAATeIbHbIM MOS0~
XXEHUSIM U HOpPMATUBHbLIM TpeboBaHUSAM MO OXpaHe CBeAeHUN, noasexawmx sawmTe
Nno AENCTBYKOLWEMY 3aKoHOAATeNnbCTBY, B T.4. BblbOp knacca 3awmuweHHoctn AC B
COOTBETCTBUMN C 0cobeHHOoCTAMU 06paboTkm mMHpopmaunn (TexHonorna obpaboTky,
KOHKpeTHble ycnoBus akcnnyataumm AC) n ypoBHEM ee KOHPUAEHUNANBHOCTMW.

2)BbisiBneHne KoHdUAEHUMANbHON MHpOpMaLMM N AOKYMeHTa lbHoe odopMmie-
HVMe B BUAE nepeyHs CBeAeHUN, noAnexalinx 3almTte, ero CBoeBpeMeHHast Koppek-
TUpOBKa.

3)Hanbonee BaxHble pelleHns Mo 3anTe MHpopMaUnN AOKHBI MPUHMMATbLCS
PYKOBOACTBOM Npeanpuatus (opraHusaunu, dupmel), Bnagensuem AC.

4)OnpeaeneHne ypoBHEN MOSIHOMOYMM CYybbEeKTOB AO0CTyna, a TakKXe Kpyra
nuL, KOTOPbIM NpeaocTaBneHO NpaBo NMPUCBOEHUS YPOBHEN NOSTHOMOYNIA.

5)YcTaHoBneHmne n odopmseHne npasuna pasrpaHudeHus goctyna (MPA), T.e.
COBOKYMHOCTW NpaBw/, pernameHTUpyrLwWmnx npasa AocTyna cybbekToB AocCTyna K
obbekTam gocrtyna.

6)YcTaHOBNEHME NMYHOW OTBETCTBEHHOCTM Mosb30BaTeNnen 3a nogaepxaHue
ypoBHS 3awmuweHHocTn AC npun obpaboTke cBeaeHuin, noanexawmx sawmre no aen-
CTBYHOLEMY 3aKOHOAATENbCTBY NYTEM:

e O03HAKOMJIEHMS C MepevyHeM 3allULLAEMbIX CBEAEHUW, OpraHmM3auMOHHO-
pacnopsiantenoHon n paboyen AoKyMeHTauumemn, onpepenstowien tpebo-
BaHUA N nNopsanoK 06paboTku KOHdMAeHUManbHOU NMHpopMaumu;

e onpeaeneHne ypoBHS NOSIHOMOYMIM B COOTBETCTBUM C €ro AO/HKHOCTHbIMU
0653aHHOCTSAMU;

1 pO. AC. 3awuTta oTr HCA k uHdbopmauun. Knaccndbukaumsa AC u TpeboBaHUA NO 3aluuTe
nHdopmaunm. — M.: MNoctexkommnccusa Poccum, 1992
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e ONy4YeHUS OT CybbekTa AOCTyna pacnucku O HepasrialeHnn AOBEpEH-
HOW eMy KOHdUuaeHUNnanbHOM nHpopMaumu.

7)06ecneyeHne pusmyeckom oxpaHbl obbekTa MHPOpMaTU3aUMn, HA KOTOPOM
pacnosioeHa 3awuwaemas AC (Tepputopus, 34aHns, NOMELLEHNS, XPaHUIMLLA WUH-
dopMaLUMOHHbIX HOCUTENEN), NYTEM YCTAHOBJIEHMUS COOTBETCTBYHOLWMUX MOCTOB, TEX-
HMYECKNUX CPeACTB OXpaHbl Mnn nbbiMmn apyrmmm cnocobamu, npeaoTspaLLatowmmMm
WIN CYLWECTBEHHO 3aTPYAHSIOWMMU XULEHNE CPeACTB BbIYUCIUTESIBHON TEXHUKMU

(CBT), nHdopMaumoHHbIX HocuTenen, a Takxe HCA k CBT n nnHUAM CBA3WN.

8)OpraHuzauunsa cnyxbbl 6e3onacHoCcTn MHPopMauum (OTBETCTBEHHblE NuMUa,
aAMuHUCTpaTopbl BN), ocywecTensowen yyeT, XpaHeHue 1 Bblaa4vyy MHPOPMaLMOH-
HbIX HOCUTEnen, naponemn, knwdyen, BeaeHue cnyxebHonm wnHdopmaumm C3UN HCA
(reHepaumio naposien, Knw4yen, CoONpoBOXAEHWE MpaBua pasrpaHMyeHns ocTtyna),
npuemMky BktovaeMblXx B AC HOBbIX MPOrpamMMHbIX CpeAcCTB, a TakXe KOHTpOJib 3a
X0A0M TEXHO0rMYyeckoro npouecca obpaboTkn KoHdmMaeHUManbHOM MHpOpPMaUUn u
T.A.

9)MNnaHoMepHbLIN U ONepaTUBHbLIN KOHTPO/b YpOBHSA 6e30MacHOCTU 3awumuiae-
MOM WMHPopMauun cornacHo HA no 6esonacHocTn mMHgopmaumu, B T.4. NMpoBepka
3alUNTHbIX PYHKUMA CpeacTB 3awmTbl MHDOpMaLUN.

10) CpeactBa 3awmTbl MHOpMaumm AomxkHbl nmetb CEPTUOUKAT, ynocTto-
BEPSAOWMIM NX COOTBETCTBME TpeboBaHMAM No 6e30nacHOCTU MHdopMaLmu.
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2. Obwme cBegeHunsn

MporpaMMHO-annapaTHbi KOMMJEeKC CpeacCTB 3aluTbl MHGOpMauMmM OT He-
CaHKUMOHMpOBaAHHOro goctyna «Akkopa-Win32» v. 4.0 (panee no Tekcty - MNAK
C3N HCO «AkkopAa» unu KoMmnnekc «Akkopa») npefHasHayeH A/18 NpPpUMEHEHUs Ha
CBT, dyHKkumoHupytowmx nog ynpasneHnem OC Windows NT, Windows 2000, Win-
dows XP, Windows 2003, Windows Vista, Windows 2008, Windows 7, Windows 8,
Windows 8.1, Windows 10 c uenbto obecnevyeHns 3alinTbl OT HECAHKLUMOHUPOBAHHO-
ro goctyna K CBT n AC Ha nx oCHOBE Npu MHOrOMOJ/1b30BaTENIbCKOM peXuMe 3KCnay-
aTauumn.

Komnnekc C3N HC «AKkOopa» BKOYaET:

e MporpamMmHo-annapatHbin kKomrsiekc C3M HCO <«Akkopa-AMA3» (TY
4012-006-11443195-97 03);

e cneumanbHoOe nporpamMMHoe obecneyvyeHue pasrpaHUYeHUss A0CTyna B
cpene onepaumoHHbiXx cnctem Windows, NMOCTPOEHHbIX C MCMOSIb30BaAHU-
eM TexHonorum NT - CIMO «Akkopa-Win32» (Bepcumn 4.0).

B coctaBe komnnekca «AKKOpA» MOFYT NMPUMEHSATbCS pas3sinyHble Moanduka-
LMK cneumanm3anpoBaHHbIX KOHTPOJIIEPOB:

e KOHTponnep «Akkopa-5MX» mncnonbsyetcsa ansg 3awmntel CBT C WKMHHbBIM
nHtepdemncom PCI (3.3B, 5B) unum PCI-X (3.3B);

e KOHTposiep «AKkopa-5.5» mncnonb3yetrca ana 3awmntbl CBT € WKWMHHBIM
nHtepdpencom PCI (5B), nnn PCI-X (3.3B);

e KOHTpossiepbl «Akkopa-5.5e», «Akkopa-GX» UCMOMb3YHOTCA A9 3aLlUUThI
CBT c wnHHbIM nHTepdencom PCI-Express;

e KOHTpossiepbl «Akkopa-GXM», «Akkopa-GXMH» mncnonb3yTcsa Anga 3a-
wunTbl CBT ¢ WMHHBIM nHTepdencom miniPCI-Express;

e KOHTpomnep «Akkopa-GXM2» mncnonblyetcs ansa 3awmtbl CBT € WMHHbBIM
nHTepdencom M.2 c knoyamm A n/unm E (nHtepdenc PCI-Express).

Bce Moandurkaummn BbileyKa3aHHbIX KOHTPOJIIEPOB:

e MOryT ucnonb3osaTtbcsl Ha CBT ¢ npoueccopoM n ob6vemom RAM, obecne-
YynBavLWNM npuMeHeHue OC Windows
NT/2000/XP/2003/Vista/2008/7/8/8.1/10;

e MCNONbL3YKT ANS naeHTUPUKaumm nonb3oBaTenen nepcoHasibHble UAeH-
Tupukatopbl TM DS 1992-1996, USB-ycTtponctea LUUIMKA, eToken Pro,
eToken (Java), PytokeH Lite, PyTokeH 2UIM 2.0, PyTokeH S;

e MNCNONbL3YIT ANS ayTeHTudumKauum naponb Ao 12 cmmeonos. B npouecce
ayTeHTUPUKaunMm LOMOSTHUTENbHO MPOBEPSETCS 3HAYEeHMe KJto4va, 3anu-
CaHHOro B NamsATb naeHTndmKaTopa;

e ONOKMPYIOT 3arpy3Ky c oTdyxaaeMmblx Hocutenenm (FDD, CD ROM, ZIP u
Ap.);

e obecneymBaldT MHOronosib30BaTeNbCKUN pexuMm skcnnayataunm CBT ¢
BO3MOXHOCTbIO peructpaumm (B 3HeproHesaBucumMon namsatu) ao 126
nonb3oBartesien Ha ogHon MIBM (ona mopenen Ha 6ase cneumanmsmpo-
BaHHbIX KOHTpOM1epoB cemencrtea «Akkopa-5MX/5.5») n no 1022 nonb-
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3oBaTtenen Ha ogHou M3BM (ana mopenen Ha 6ase cneuvann3npoBaH-
HbIX KOHTpPOS1EepoB ceMencTBa «Akkopa-LE/GX»);

e UVMEWT annapaTHbIM AaTumK caydamHbix ymncen (OCH) anga kpuntorpadum-
YECKUX MPUNOXEHNN;

e obecneuymBalOT KOHTPOSIb LENOCTHOCTM MNpOrpamMM, AaHHbIX, CUCTEMHbIX
obnacren XecTkKMX AUCKOB, pa3fenioB U KJKYEN CUCTEMHOrO peecTtpa, a
TakXXe KoHpurypaumm texHundeckmnx cpeacts CBT no 3arpyskum OC;

e MNMEIT BHYTPEHHIOK SHEPrOHEe3aBMCMMYIO NMaMsTb ANS XPAHEHUS AaHHbIX
O 3aperncTpmMpoBaHHbIX MOJIb30BATENAX M XYpPHana perncrpaumm cobbl-
™R,

e [OMYyCKalT MU3MeHeHne BCTpoeHHoro MO (TexHonornyecknim pexmm) 6es
3aMeHbl annapaTHOM YacTu KoMmnaekca (nnaTtbl KOHTponnepa);

e obecneumBaloT pexum gosepeHHon 3arpy3km OC (BbINoAHEHME npoue-
ayp wvaeHtTudukaumm/ayteHTUuduUKaumMm nonb3oBaTensi, KOHTPO/Sb Le-
NOCTHOCTM annapaTHon 4yactu CBT, cuctemHbix ¢dannos, nporpamMm u
AAHHbIX Ha annapaTHOM ypoBHe A0 3arpy3kun 0OC);

e [OMYyCKalT O4YMCTKY 6a3 AaHHbIX B 3HEproHesaBUCMMOM NamaTn (no-
BTOPHYIO MHMUMANn3auno) 6e3 BCKpbITUS CMCTEMHOro 6s10Ka.

CocTtaB koMmniekca <«Akkopa» (TUMN KOHTpo/anepa M CbeMHUKa WMHdopMaumu
(KOHTAKTHOro YCTpOMCTBA), TUM U KONMYECTBO MAEHTUMMKATOPOB) onpenensercs
Npy 3aKase KOMMJeKca B COOTBETCTBMM C TpeboBaHMSAMM 3aKa3umka M yKasblBaeTcCs

B dbopmynspe.
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3. TexHnuyeckme TpeboBaHUA U OpraHM3alMOHHbIEe Mepbl, He-
o6xoanMble ANA NPUMEHEHUA KOMIJIeKca

3.1. TexHnyeckme TpeboBaHus

[Ons ycTaHOBKM KoMMnekca «AKKopA» TpebyeTcs cneayouwuin MUHUManbHbIN
COCTaB TEXHUYECKUX N MPOrpaMMHbIX CPEACTB:

e YycTaHoBneHHasa Ha CBT c yctaHoBneHHOM 32-6UTHOM onepauuoHHOW Cu-
ctemon Windows NT, Windows 2000, Windows XP, Windows 2003, Win-
dows Vista, Windows 2008, Windows 7, Windows 8, Windows 8.1, Win-
dows 10;

e Hanuume CD ROM gnsa yctaHoBku CINO pasrpaHuyeHmns AoCTyna;
e Hanunume USB-pa3sbeMa?;
e HajM4yme cyMTbIBATENS CMapT-KapT?;

e 06BbEM AMCKOBOro npocTpaHcTBa Ans ycrtaHoBku CIO pasrpaHuyeHus
AOCTyna — He MeHee 11 M6;

e Ha/nyme COOTBETCTBYOLWEro cBO6OAHOro C/10Ta Ha MaTepuMHCKOW niaTte
A9 YCTAHOBKW KOHTpoanepa kKomnnekca «Akkopa-AMA3» (B 3aBUCUMO-
CTU OT TUNa crneunanm3npoBaHHOrO KOHTpoO1epa).

Mpu nNpuMeHeHUU KoMMnaekca <«AKKOpA» KOJMYEeCTBO Mofnb3oBaTesen, perun-
cTpupyeMblX Ha ogHoM CBT, He Ao/mkHO npeBbiwaTth 126 yenosek (4ANs Moaenen Ha
6ase cneumanmampoBaHHbIX KOHTPOAEpOB ceMencTBa «Akkopa-5MX/5.5»), Tak kak
o6beM aHeproHesaBMCUMMON NaMATU KOHTponnepoB koMmnnekca C3W HCL «Akkopa-
AM/[3» no3BosiseT XpaHUTb AaHHble Ha TakKoe KOJIn4ecTBo naeHTudukaTopos. lpu
MCMNONIb30BaHUM KOMIJIEKCaA ANd 3aWuTbl CUCTEM TEPMUHANILHOIO A0CTyna, Koraa
CUHXpOHM3auunsa ¢ AMA3 oTk4yeHa, BO3MOXHa permnctpaunsa ao 1024 nonb3osaTte-
nen.

KonnyectBo U TN wmnaeHTUOUKATOPOB, WUCMOMb3yeMblX ANS WAEHTUdUKaunm
nonb3oBartenien cpeacresamMmu komnnekca C3U HCOA «Akkopa-AM[3» n3 coctaBa KOM-
nnekca «Akkopa-Win32» v. 4.0, onpeaensaercsd 3aKa3uynmKoM Mpu NnoctaBke MU yKasbl-
BaeTcs B opMmynspe.

AnnapaTHble cpeacTBa, UCMOJSb3yeMble B COCTaBe KOMMekca «AKKoOpA» Mnpo-
BEpPEHbl HA COBMECTMMOCTb MpaKTUYECKU CO BCEM AOCTYMHbIM pa3paboTumKky npo-
rpaMmMHO-annapaTHbiM obecneveHneMm CBT kak 3apybexxHoro, Tak n oTe4eCTBEHHOro
nponssoactBa. CoBMecTUMOCTb obecneuymBaeTcss NpaBUIbHOM YCTAHOBKOM U
HaCTPOMKOW KOMMNeKca.

2) B cny4ae WCMnofb30BaHUA B KayecTBe wuaeHTUdukaTopa ycTpoictBa LUWMKA wnm TM-
cunTbiBaTEns c uHTepdericom USB

3) B cnyyae ncnosib30BaHUsA CMapT-KapT B KayecTee naeHTudmkaTopa
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3.2. OpraHM3ayMoHHble Mepbl*

Ana ahdHEeKTUBHOro NpUMEHeHUsA CpeacTB 3allMTbl KOMMAEKCca U nogaepxaHus
HeobxoaMMoro YypoBHsS 3awuweHHocTn CBT mn mHdopMaunoHHbIX pecypcoB AC

Heo6xoaAuMbI:

dusmnyeckasa oxpaHa CBT n ero cpeacrts, B TOM Yncne nposeieHme mepo-
NPUATMI NO HEeLOMYLWEHMIO N3bATUSA KOHTposnepa komnnekca C31M HCA;

HanMume agMmHuUcTpatopa 6esonacHocTn MHdbopmaunn (cynepsusopa) -
NPUBUNErMPOBaHHOIO Nosb3oBaTeNns, uMMmerwero ocobol crtatyc n abco-
NOTHbIE NMOSIHOMOYMS. AaMUHUCTpaTop bW nnaHupyeTt 3awmTty nHdpopma-
UMM Ha npeanpuatum (ydpexaeHuu, pupme n T.4.), onpeaensieT npasa
AOCTyrna nosib30oBaTeNIsiM B COOTBETCTBUMWU C YTBEPXAEHHbIM [lnaHoM 3a-
LWKMTbI, OpraHM3yeT yCTaHOBKY komnnekca B CBT, akcnsyaTaumio U KOH-
TPOSib 3@ NMpaBubHbIM ncnonb3osaHneMm CBT ¢ BHeApPEeHHbIM KOMMEKCOM
«AKKOpA», B TOM yucne, y4yeT BblAaHHbIX NaeHTUdKUKATOPOB, OCYyLUEeCcTB-
nseT nepuoamyeckoe TeCTMpoBaHue CpeacTB 3alluuTbl KoMnnekca. bonee
noapobHO 06513aHHOCTM agMUHUCTpaTopa bW no npuMeHeHUO KoMNnekca
M3no0XeHbl B PykoBoacTBe agMuHucTpaTtopa (11443195.4012-036 90);

ncnonb3oBaHme B CBT TeXHMYECKNUX M NPOrpamMMHbIX CpeacTs, ceptTudun-
uUMpoBaHHbIX Kak B Cucteme NOCT P, Tak n B IC3WU;

3anpeT Ha ucnosnb3oBaHme B CBT NobblIX CTOPOHHUX CAYXO M MpOTOKO-
NOB, MO3BONSAWMX OCYLWECTBUTb yAaNeHHbIN AOCTYN K NOAKOHTPOJSIbHbIM
obbekTaMm (Telnet, SSH, TeamView, RemoteDesktop n T.4.).

4) Bonee noapobHO MpuBeaeHbl B «PykoBoacTBe agMuHUcTpaTopa» (11443195.4012-036 90)
n «PykoBoactBe onepatopa» (nonb3oatens), 11443195.4012-036 34 n apyrux AokyMmeHTax 2 Ha

KoMnnekc.
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4. OcO6eHHOCTM 3alMUTHbIX (PYHKLMNA KOMIJIEKCa

Komnnekc C3U HC[ «Akkopa» obecneuymBaeT 3awuTty uMHbopmaumm no 3-my
knaccy ans CBT® n BO3MOXHOCTb MCNOJIb30BaHMA ANg 3awunTbl nHpopmauun B AC Ao
Knaccos 3awmweHHoctn 16, 2A, 3A n B UCIMNAH go 1 knacca BkAK4YMUTENbHO, 6€3
N3MEeHeHUs paHee NpuobpeTeHHbIX NMPOrpaMMHbIX CPeaCcTB.

3aWwnTHble PYHKUMN KOMMNEKCa peann3ytoTca NpMMeHeHUeM:
1) Ancumnnuntel 3awmtbl oT HCA CBT, Bkato4vas:
e MAEHTUdUKAULMIO NONb30BaTeNs N0 YHUKaNbHOMY aeHTudukaTtopy;

e ayTeHTUdMKaUUIO C Y4eTOM HEOBXOAMMON ANMHbBI NAPOSsS U BPEMEHU €ro
XU3HW;

e annapatHbin (Ao 3arpy3kum OC) KOHTpPOSb LESIOCTHOCTU TeXHUYeCKuX
cpeacts CBT, nporpaMM m AaHHbIX Ha XeCTKOM aucke (B TOM yucne cu-
CTEMHbIX obnacten gMcka u Mmoaynen NporpaMMHON 4YacTu KOMMnekca);

e OrpaHu4yeHme BpeMeHu goctyna cybbekta kK CBT B COOTBETCTBMU C yCTa-
HOBJIEHHbIM pEXWUMOM paboTbl NO/b30BaTENEN;

e ONOKMPOBKY HECAaHKUMOHMPOBaAHHOM 3arpy3ku CBT C OT4YyXAaeMblX HO-
cutenen (FDD, CD-ROM, ZIP-drive, USB-disk n gp.).

2)Mpouenyp 610KMpOBaHUS 3KpaHa U KlaBMaTypbl MO KOMaHAE Mofib3oBaTens
NN MO UCTEYEHUIO YCTAHOBJIEHHOIO MHTEPBANa «HEAKTUBHOCTU>» MOJIb30BaTeNs.

3)AncumnauvHbl pasrpaHUyYeHns AO0CTyna K JIOKaJbHbIM U CETeBbIM pecypcam
CBT B cooTBeTCTBMM C yCcTaHoBMieHHbIMU NP 1 onpeaensembiMn atpnbytamn AOCTY-
na, KOTopble yCTaHaBAMBAKTCA aAMUHUCTpaTopoM B B COOTBETCTBME KaxaoW nape
«CcybbeKkT goctyna - o6beKkT A4OCTyrna» Npu perncrpaumm nonb3oBaTenen.

Komnnekc C3N HC «AkkopAa» NO3BONASAET aAMWHUCTPATOPY MCMOSb30BaTh Kak
ONCKPELMOHHbIN, TaK U MaHAATHbIN MeToAbl pa3rpaHMyeHmns aoctyna. Npu ncnonb-
30BaHUM MaHJATHOrO AOCTyrnMa C KOHTpPONEM npoueccoB (MCNOAHSAEMbIX Moaysen)
BbIMNOJIHAETCSA npoueaypa ynpasjeHUs notokamMu nmHdopMaunun. AAMUHNCTPAToOp MO-
XeT npeaocTaBuUTb NOMb30BaTesto BbIOOp YPOBHS A0OCTYyNa 3anycKkaeMown 3a4ayun, unm
Bbl6Op YpPOBHS KOHMUAEHUMANBHOCTU BCEW Ceccum nonb3oBaTtens. [aHHblM Mexa-
HM3M no3BonsieT obpabaTbiBaTb AOKYMEHTbl Pa3HOro YpoOBHSA KOHpUAEHUMANbHOCTU
oAHMM HabopoMm npuknagHoro MO 6e3 yxyalweHns HALEXHOCTU 3aWMTHBLIX MeXaHU3-
MOB.

4)AncumnnnHel ynpasneHuns npoueaypamMm BBOAA/BbIBOAA HA OTYYyXAAeEMble
HocuTenun MHdopMauun. JOMNONMHUTENBHO AN9 KaXAoro nosib3oBaTenss KOHTpoAupy-
eTCs CMUCOK pa3peléHHbiX USB-yctponcts n SD KapT B COOTBETCTBUU C UX YHU-
KanbHbIMU NAEHTUPUKALMOHHBIMWU HOMEPaMM.

5)dncunnamHbl  KOHTpONs AoCTyna K nAwboMy yCTpOUCTBY, WAM  Kiaccy
YCTPOWNCTB, AOCTYNHbIX B «[ucnetyepe ycrpomncte» Windows, B TOM 4ucie nocneno-
BaTeNbHbIX WU nMapannesnbHbiX nopTtoB, ycTtponucts PCMCI, IEEE 1394, WiFi, Bluetooth
n np.

5 no knaccudukaumm PA. C60pHUK pyKOBOAALINX AOKYMEHTOB MO 3alunTe MHGOpMaUnUKN OT He-
CaHKUMOHMPOBAHHOIo gocrtyna. - M.: Foctexkommncemsa Poccumn, 1998
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6)AncumnnnHbl rapaHTUPOBaHHOM OYUCTKM OrnepaTMBHOM MaMsaATU WU OCTaTOY-
HOW MHMOPMAUNN HA XECTKUX AUCKAX N BHELWHUX HOCUTENSX.

7)ANcumMnnmvHbl KOHTPO/S BbIBOAA HA MevyaTb JOKYMEHTOB U3 06bIX NporpaMm
M NPOrpaMMHbIX NAKETOB M aBTOMATUUYECKON MapKMPOBKM MEYATHbIX JINCTOB CheLu-
anbHbIMU NoMeTKaMu, rpudamum n T.4. Mpouecc neyaTn NPOTOKONNPYETCA B OTAENb-
HOM XYypHane (co34aéTca yyeTHas KapToyka AOKYMEHTA).

8) Perncrpaummn KOHTpoMpyembiX CobbITU, B TOM 4YMUC/e HEeCaHKLUMOHUPOBAH-
HbIX AEeNCTBUMA Nonb3oBaTeNen, B CUCTEMHOM XypHasne, AOCTYNn K KOTOPOMY npeao-
CTaBngeTca Tonbko AaMmnHucTpaTtopy bW.

9) AvcumnnuuHel 3awmTbl oT HC cncteM TepMMHanbHOro Aoctyna, PyHKULNOHN-
pylowmx Ha 6asze TepMUHaNbHbIX CNYX6 ceTeBbiX onepaunoHHbiX cucteM Windows um
nporpaMMHoro obecneveHus komnaHum Citrix Systems ansg TepMUHanbHbLIX Ccepse-
pOB.

10) KOHTpONS UEeNOoCTHOCTU KPUTUYHLIX C TOYKWU 3peHnss MHGPOPMaLMOHHOM
6e3o0nacHOCTM NporpaMM M AaHHbIX (ANCUMMAWMHBI 3alWUTbl OT HECAHKLMOHUPOBAH-
HbIX MoaAndukaumi). KpoMe npoueayp, BbIMOSHAEMbIX KOHTPOJIJIEpOM KOMMNEKCca, B
NpPOrpaMMHON 4YacTu KOMMJIeKCa BO3MOXHa NMpoBepKa LenoCTHOCTM NMporpaMMm 1 AaH-
HbIX MO WHAMBUAYANbHOMY CMWUCKY A8 OTAENbHOro Mnosb3oBaTensd, WAW rpynnbl
nonb3oBartenen. MNoacnucreMa KOHTPONS LENOCTHOCTU npeaycMaTpuvBaeT KakK CTaTu-
YEeCKMMU CNUCOK (NpoBepKa BbINOJIHAETCS OAHOKPATHO B Hayane ceaHca, a ganee C
NepuoaANYHOCTbIO, 3a4aHHOW aAMUHUCTPATOPOM), TaK U ANHAMUYECKUN CMUCOK, Npo-
BepKa N0 KOTOPOMY BbIMOJSIHSAETCS NpU KaXKAoM 3arpy3ke KOHTpoAuMpyemoro garna B
onepaTtuBHY MamaTb. [Na CTAaTUYECKOro KOHTPOSS aAMWUHUCTPATOP MOXET BKIIO-
YUTb AOMNONHUTENbHYIO DYHKLMIO BOCCTAHOBIEHNSA NOBpeXAeHHoro danna.

11) AucumnnuHbl GYHKUNOHANBbHOIO 3aMblKkaHMs MHDOPMALMOHHbBIX CUCTEM,
T.€. CO3aHUsA M30/IMPOBAHHOM NPOrpaMMHON cpefbl 3a CUYET UCMOJIb30BaHMS 3alUT-
HbIX MEXaHW3MOB KOMMIEKca.

12) BO3MOXHOCTM BCTpamBaHWSA WM COBMECTHOr0 WCMNO/b30BaHUA ApYrux
CpeAcTB 3aluTbl MHDOPMaUMK, B TOM Yncnie Kpuntorpadpuyeckmx.
13) [Apyrux mMexaHu3MOoB 3alunTbl B COOTBETCTBMM C TpeboBaHUAMM HOpMa-
TUBHbIX AOKYMEHTOB no 6e30nacHOCTU MHQOpMaLunu.
KoMnnekc «AKKopA» MOXET NPUMEHATbCA B MPOU3BOJIbHOW U (PYHKUMOHANbHO
N30/IMPOBAHHON NporpaMMHoOn cpeae, obecneymsas rnpu 3TOM:
e 3alUMTY OT HECAHKUMOHMPOBAHHOIo goctyna Kk CBT u nx pecypcam;
e pasrpaHuyeHue poctyna kK pecypcam CBT, B T.4. K BHELHWM YCTpPOM-
CTBaM, B COOTBETCTBUM C YPOBHEM MOJSIHOMOUYMI NOSb30BaTeENEN;
e 3aLUMTY OT HECAHKLUMOHMPOBAHHbIX MoandMKauMM NporpaMMm M AAHHbIX,
BHeApEHUS pa3pylalowmnx nporpamMmMHbix Bo3aencrtemii (PrB);

e 3aWMUTY OT HECAaHKUMOHMPOBAHHOIO U3MEHEHN KOHMUrypaumum TexHmnye-
CKMUX 1 nporpamMmMHbix cpeacts CBT;

e (pyHKUMOHaNbHOE 3aMblKaHNe MHDOPMALIMOHHBIX CUCTEM C UCKTHOUYEHUEM
BO3MOXXHOCTW HECaHKLMOHUpOBaHHOro Bxoaa B OC M 3arpy3km C BHeLl-
Hero HocCuTens;

e perncTpaumio 4encTBMi Nonb30oBaTeNem B CUCTEMHOM XYpHane, AOCTyn K
KOTOPOMY MpeaocTaBnsieTcs TONbKO agMUHUCTpaTopy BU.
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B komnnekce «AkKKopA» WUCMO/b3YKTCA U HEKOTOpPble AOMONHUTE/IbHbIE MeXa-
HU3MbI 3awnTbl oT HC k CBT. Tak, B 4aCTHOCTMK, AN NoNb30oBaTeNs agMMHUCTpATOp
BV MoXxeT yCTaHOBUTDL:

e BpEMS XWU3HW Mapoas N ero MMHUMAabHYO AIMHY, MPaKTUYECKN UCKIIO-
YMB TEM CaMblM BO3MOXHOCTb 6bICTporo ero noabopa (MpunoxerHue 3);

e BpEeMeHHble orpaHumyeHns ucnonb3oBaHma CBT ansa nonb3osaTenen ny-
TeM onpeaeneHnsa n ycTaHoBKM aaMMHUCTpaTopoM bW nHTepBana Bpeme-
HW No AHAM Heaenwn (C ANCKPETHOCTbO 30 MMH), B KOTOPOM pa3spelleHa
paboTa A1 AaHHOro nonb3oBaTens;

e rapaMeTpbl YMpaBNEeHUS 3KPaHOM - ralleHWe 3KpaHa 4yepe3 3apaHee
onpeaesnieHHbI MHTepBan BpeMeHu (B cCny4yae, eCin B Te4YeHne yKasaH-
HOrO MHTEpBasa AENCTBMS ONepaTOPOM He BbIMOSHAINCE). BO3MOXHOCTb
npoao/mkeHnsa paboTbl NpeaoCTaBASETCS TOMbKO MOC/Ae NpoBeAeHUs Mno-
BTOPHOM MAEHTUUKALMKN N0 NepcoHanbHOMY MaeHTUduMKaTopy nosb30-
BaTens;

e 10Aauyy COOTBETCTBYKOLWMX 3BYKOBbIX M BU3YyasibHbIX CUIFHaNOB Npu Mo-
NbITKaxX HeCaHKLUMOHUpPOBaAHHOro aoctyna kK CBT n K nx pecypcam.

BHUMAHME! lNpumeHeHne komnnekcos C3M HC/ cemenctBa «Akkopa»™ CoB-
MEeCTHO C CepTUPUUMPOBAHHBIMN MNPOrpamMMHbLIMKU CpeacTBaMM KpuUnTorpaduyeckomn
3awmTbl MHMOpMaunm (CK3UM) no3BosiseT 3HA4YUTENbHO CHU3UTb Harpy3Ky Ha opra-
HM3aUWOHHbIE Mepbl, ornpeaeneHHble YCNOBUSAMU MPUMEHEHUSA 3TUX cpeacTs. [pu
3TOM KJ/lacC 3alMWEHHOCTN HE CHUXKAETCS.
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5. NocTpoeHue cucteMbl 3alnTbl MHPOpMaLIMM HA OCHOBE
KOMIMJieKca

MocTpoeHne cuctembl 3awmTbl MHPOPMAUUKM C MUCMNOSb30BaHMEM KOMMEKCa
«AKKOpA» W ee B3auMMOAEeNCTBMEe C nporpaMMHo-annapaTHbiM obecrieyeHnem CBT
NoKa3aHbl Ha puUcyHke 1.

3amumenuas [IDBM (PC)

Kontponnep
“Akxopa”

< BIOS
Ipuknannas Slnpo 3amuTel KOHTpoOJIepa »

3ajgada KOMIJIeKca “Axkopn”
“AKKopn- ocC

NT/2000” Windows — 4
NT/2000/XP

Mopt unen-
Tudukaropa

WNpentudukarop

Y

Monnrop <& /2003
pasrpaHHYCHUs A 4 dusnueckue

J0CTyna B Main BIOS ycTpoiicTBa
cpene Windows

A
\

\ 4

PucyHok 1 - [NlocTpoeHne cucTeMbl 3amTbl MHPOPMaLIMM C NOMOLLbIO KOMIJIEKCa «AK-
Kopa»

3awuTa nHpopMaumm C NCNOb30BaHMEM CPEeACTB KOMMJIEKCa OCHOBaHa Ha 06-
paboTke cobbITU, BO3HMKAKOWMX Npu obpalleHnn NpuKNagHbIX NporpaMM WUaun Cu-
ctemHoro MO k pecypcam CBT. CpeactBa KOMMaeKca nepexBaTbiBalOT COOTBETCTBY-
loLMe NporpaMMHble N/UNM annapaTHble NPepPbIBaHMUSA, aHAaNM3NPYIOT 3anpoc U B 3a-
BMCUMOCTU OT COOTBETCTBMS MOJIHOMOUYMN cybbekTa aoctyna (MM ero npukiagHom
3a4a4un), nnbo paspelwatoT onepaunoHHom cucrteme o6paboTky aTnx cobbitum, nnbo
3anpewatoT (NnepenatoT onepaumMoHHOM cMcTeMe Ko ownbkm).

KoMnnekc «AKKopAa» COCTOUT M3 cobcTBeHHO cpeacTs 3awmnTtbl CBT ot HCA m
CpeAcTB pasrpaHuUyeHus AOCTyrna K ee pecypcaM, KOTOpble YCIOBHO MOXHO npeacTa-
BUTb B BUAE 4YeTbipex B3auMOAENCTBYHOLWMX Mexay cobon noacucrtem (Puc. 2.) 3a-
LWMTbl MHDOPpMaLUN.

MporpEmMMHO-SMNSEATHER KOMANERS ChencTE
SAWMTE! MHGpOpMaLMM oT HIZI
"arKopg"

CpencTea sawmTel N3EM 0T HecaHKUWOHMPOEAHHOND QoCTy NS

—| CheqcTEa pasrpaHKMHEHMA QocTyna |—

MogcHcTema MogcHcTema MogocucTema OTERBITEIA
YpAENeEHMA PErMCTRALMM K ofecneYeHrA MHTepchedc gna
QOCTYNOn YHETS UENDCTHOCTH NOACHMCTEMBI
. I , KEMMATOSEWMTE
MogcrcTema MogcHcTema
WMAEHT MM AL HI- pasrRaHKMYEHMA
AW TEHT MR ZL MK [ocTYNa

PucyHok 2 — CocTtaB KOMMnekca «AKkoppa»
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5.1. MNoacucremMma ynpassieHUs AOCTYNOM

MNpepHasHayeHa ans 3awmTbl CBT OT NOCTOPOHHMX® Nonb3oBaTenen, ynpasne-
HMS 4OCTYNOM K o6bekTaM A0CTyrna v OopraHmM3aumMm COBMECTHOrO MX MUCMOJIb30BaHUS
3apernMcTpMpoBaHHbIMM MOJIb30BATENSAMU B COOTBETCTBUM C YCTAHOBJIEHHBIMU MpaBu-
namu pasrpaHudeHus goctyna (MPA).

3awmnTa OT NOCTOPOHHMX Mofib3oBaTenen obecneuymBaeTcs npoueaypaMmm UaeH-
Tndbukaumm (cpaBHeHne npepbsiBieHHoro WNaeHTudukaTopa C nepevyHeMm 3aperu-
CTpnpoBaHHbIX Ha CBT) n aytTeHTUdUKaunmn (noaTeepxaeHue rnpuHagnexXHoCcTn AaH-
HOro maeHTUdMKaTopa AaHHOMY MOJSb30BATEND) C 3alUMTOM OT pacKpbITUS Napons.
Ona naeHTudukaummn/ayTeHTMdUKaunmm nonb3oBaTtesied MCNOob3YHTCA NepcoHanb-
Hble naeHTudmnkatTopbl TM DS 1992-1996, USB-ycTtponctea LLUNIMKA, eToken Pro,
eToken (Java), PytokeH Lite, PyTokeH 2UIM 2.0, PyTokeH S.

B koMnnekce «AKKopA» peanun3oBaHbl NPUHUMUMNbI AUCKPELMOHHOIO M MaHaaT-
HOro ynpasneHust 4oCTynoMm. Npn ncnonb3oBaHUM ANCKPELMOHHOIo ynpaBieHus 3a-
perncTpmMpoBaHHOMY MOJSIb30BaTENID YCTAHABMMBAOTCS NpaBa AOCTyna No NpuUHUMNY
perncrtpaunm «b6enoro cnucka» paspelleHHbIX K 3anycky nporpamMm (3agay) v AaH-
HbIX, @ TAK)Xe «4epHOro CNMckKa» 3anpeLeHHbIX pecypcoB, KOTOpblie NponuChLIBatoTCS
B MPA. lMNMpn mncnonb3oBaHWM MaHAATHOrO yrnpasfieHUs nosb3oBaTento (CybbekTy)
yCTaHaBNMBAETCH YpOBEHb AOCTYyNa, a 06beKkTy (A4aHHbIM UK 3aAade) npMcBanBaeT-
ca MeTka goctyna (rpud). MNpu 3anpoce nonb3oBaTens Ha AOCTYyN K 06bekTy, B 3a-
BMCMMOCTU OT YPOBHS MOSIHOMOYMIA MOSIb30BaTENs, pa3pellaeTcs WUan 3anpewaeTcs
3anpoLeHHbIn TUN AocTyna. Bo3MOXHO MCNofb30BaHME OAHOBPEMEHHO ABYX Mexa-
HWU3MOB AOCTyna.

HacTponka noacnucreMbl pasrpaHUyeHusa AOCTYNOM KOMMJeKca oCyLecTBNsgeTCs
agMmHucTpatopoM bW ¢ ucnonob3soBaHmnem nporpammel ACED32, cM. JOKYMEHT «YCTa-
HOBKa MpaBwun pa3srpaHunyeHns goctynom. lNporpamma ACED32» (11443195.4012-
036 97), BXxoAsiWwMIA B COCTaB 3KCNAyaTauMOHHOM AOKYMEHTALMM Ha KOMMNEKC.

5.2. Moacucrema perncrpaumm m yyera

MpeaHasHayvyeHa 4nsa perncrpaumm B CUCTEMHOM XypHane cobbiTuin, obpabatbl-
BaeMbIiX komnnekcom C3UN HCL «Akkopa-AMA3» n noagCMCTEMON pa3rpaHNYEeHns ao-
ctyna «Akkopa-Win32» v.4.0. lNMpu perucrtpaumm cobbiTMii B CUCTEMHOM XYypHane
yKa3blBaloTCS:

e JpnaTa u BpeMs cobbIiTuS;

e UMMS MoOJsib30BaTeNs, OCYLLECTBASAIOWEro perucTtpupyemoe 4enNCcTeme;

e [EencTBus nosib3oBaTtensa (cBeaeHus o0 Bxoae/BbixoAe nosb3oBaTens B/u3
CUCTeMbI, 3anycke nporpamMm, dakrtax HC v apyrue cobbitns.).

NMepeyeHb perucTpupyembix cobbITUR, MX oNucaHMe NpuBoAUTCS B «PykoBoA-
cTBe aaMMHUCTpaTopa» (11443195.4012-036 90).

PaboTa C CUCTEMHbIMM XYpHasaMU OCYLLECTBASETCS C UCNOSIb30BAHMEM MpPO-
rpammbl LOGVIEW.EXE, cM. aokyMeHT «llogcucrtema permcrtpauuun. Nporpamma pabo-

6) Moa NOCTOPOHHMMM MOSIb30BATENSIMU MOHMMAKOTCS BCE NNLA, HE 3apErMCTPUPOBAHHbIE B CU-
cTeMe (He nMerLne 3aperncTpmpoBaHHoro B KoHkpeTtHoM CBT NaeHTudumkaTtopa)
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Tbl C XypHanamu peructpaummn «LogView» (11443195.4012-036 99) u3 koMmnnaekTa
3KCNayaTauMoOHHON AOKYMEHTauMn Ha KOMMekKC.

BHUMAHME! [locTyn K CUCTEMHOMY >XYpPHany BO3MOXEH TOJIbKO ANA aAMUHWU-
ctpaTtopa bW (cynepsusopa).

5.3. Moacucrema obecneyeHns LENOCTHOCTH

MpeaHa3sHavyeHa Ans8 UCKIIYEHUS HECAaHKUMOHMPOBAHHbIX Moaudukaumim (Kak
CNy4YamHbIX, TaK W 310YMbIWMAEHHbIX) KOHMUrypauunm TexHudeckmnx cpeacts CBT,
nporpamMMHoN cpeabl, obpabatbiBaemon nHdopmaumm, obecneynsast Nnpm 3TOM 3aLn-
Ty CBT OT BHeApeHMs NporpaMMHbIX 3aklagoK U BUPYCOB.

KOHTpPO/1b LENOCTHOCTN B KOMIMJIEKCE peann3yeTcs:

NPOBEPKOM LLENOCTHOCTU KOHpUrypaumm texHuuyeckmnx cpeacts CBT ne-
pea KaXablM ceaHcoM paboTbl Nonb3oBaTeNs;

NPOBEPKON LIESTIOCTHOCTU Ha3HAUEeHHbIX A/ KOHTPOJS CUCTEMHbIX hai-
/0B, NMOJIb30BaTENbCKUX MPOrpaMM U AaHHbIX;

NCKJTIOYEHMEM BO3MOXHOCTU MCMNosib30BaHna CBT 6e3 KOHTpo/iepa KoM-
nneKkca;

MEXAHM3MOM CO3ZlaHWNs U30/IMPOBAHHOW MPOrpaMMHON cpeabl, 3anpella-
lOLLIEN 3aMyCK HEepa3peLIEHHbIX MPorpamm.

DYHKUMOHMPOBaHME noAcUcTeMbl obecnevyeHUs LENOCTHOCTM B KOMMJeKcax
C3UN HC[ cemencrtBa «AKKOpA» OCHOBAHO Ha MCMNO/b30BaHUWN CAeayrowmx MexaHuns-

MOB.

NpW NMPOBEPKE Ha LIESIOCTHOCTb BbIUMCISIETCS KOHTPOJSibHAs cyMma dau-
/IOB U CPaBHMBAETCS C 3TANOHHbIM (KOHTPO/IbHbLIM) 3HAUYEHUEM, XpaHs-
wmMca B 6ase AaHHbIX Nosib30BaTesie. DTU AaHHble 3aHOCSTCS B 3Hep-
FOHE3aBUCUMYIO MaMsATb KOHTpO//iepa KOMMJEKca MNpu perucrpaunu
Nosib30BaTeNsa U MOTYT U3MEHATLCS B Npouecce akcnayataummn CBT;

ANS UCKA4YeHus dakToB He obHapyXxeHus moaumdukaumm danna wmuc-
NONb3YeTCA CAOXHbIA anropuTM pacyeTa KOHTPOJSIbHbIX CYMM,

3awmTta oT MoauduKauuM MporpaMMbl pacyeTa KOHTPOSIbHOW CYyMMbl
obecneymBaeTcs TEM, YTO OHA XPAHUTCA B MAMATM KOHTPOJI/IEpa KOM-
nneKkca;

NP KOHTPONE LENOCTHOCTU MHAMBUAYANbHOIO Crncka ¢annoB Mosb30-
BaTens pe3synbtupytowas KC XpaHUTCA Ha XECTKOM AMCKe, HO B asro-
pUTMe pacyeTa UCMOoMb3YEeTCS KU Mnosib3oBaTtens, 3anncaHHbin B NaeH-
TndukaTtope;

CEeKpEeTHbIN KoY Mnosb3oBatens GopMmpyeTcsa M3 nocnenoBaTeslbHOCTU
CNy4YamHbIX YMCEN U 3annUCbiBAaeTCs B MAEHTUMUKATOP NoAb30BaTeNs npm
perncTpaunmn. ITOT KU ucnonb3lyetcs npu Bblpabotke KC 1 ncknrovaer
BO3MOXHOCTb HECAHKLMOHMPOBAHHOM Mogundukaumm dannos n3 UHAM-
BMAYaNbHOro CrMCKa KOHTponMpyembix hannos.




17

11443195.012-036 31
5.4. OTKpbITbIN MHTepdenc ansa noaknrovyeHns CK3U

ObecneynBaeT BO3MOXHOCTb MPUMEHEHUSA KOMMJeKCa COBMECTHO C cepTudu-
LMPOBaHHbLIMW CpeacTBaMn Kpuntorpadunyeckon s3awmtbl nHpopmaumn (CK3U). Mpun
3ToM obecneumBaeTcs BbipaboTKa CAy4yamHbIX MNOCAEA0BATENbHOCTEN C MOMOLbIO
ABYXKaHanbHOro annapatHoro ACYH, CMOHTMPOBAHHOIO Ha nnaTe KOHTposi/iepa KOM-

rnjiekca.
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6. CocTtaB KOMNJieKca

Komnnekc C3M HC «Akkopa» BKJIOYAET MporpamMMHble U anrnapaTHble cpea-
cTBa.

6.1. AnnapaTHblie cpeacTBa

KoMmnnekc «Akkopa» BKo4aeT B cebst annapaTHble cpeactea «Akkopa-AM/3»
(TY 4012-006-11443195-97):

e OAHOMMATHbLIA KOHTPONNEpP, yCTaHaB/MBaeMbl B CBOOOAHbIN CNOT MaTe-
pyHckon nnaTtbl CBT. XapaktepucTuka KOHTposasepoB komnnekca C3U
HCO «Akkopa-AMA3» npuBeaeHa B Tabnuue 1.

e CbEMHUK MHGOPMALMKM C KOHTAKTHbIM yCTponcTBOM (11443195.4012-006
93), obecneuunBaowmMin MHTEpdENC Mexay KOHTPOSNEpPOM KOMMeKca U
NepCcoOHanbHbIM NAEHTU(UNKATOPOM MNOSb30BaTeNs.

CbeMHUK WMHGOpMauMM MOXET 6biTb BHEWHMM - COEAWHUTENbHbIA MNpPOBOA
HaxoauTcs BHe kopnyca CBT W noaknio4YeHWe OCYLeCTBNASIeTCS K 3aAHeW naHke
KOHTposi/iepa nocpeacTsoM pasbema RI-11, U BHYTPEHHUM — COEANHUTESNbHbIN NpPo-
BOA HaxoauTcs BHYTpu kopnyca CBT, noakiwuyeHue OCYLIEeCTBASAETCS C MOMOLLbHO
pasbeMa, HaxoAsLLEerocs Ha njaTe KOHTponsiepa «AKKopa».

KOHTakTHOE YCTPOMCTBO BHELWHUX CbEMHMKOB KpenuTcs B yaobHOM Ans nosib-
3oBaTtens Mecrte (Ha kopnyce CBT, MoHuTOpe, paboueMm ctone v T.4.) Npu NMOMOLLM
KNEeMKOM OCHOBbI. KpenneHme KOHTAKTHOrO YCTPOWMCTBA BHYTPEHHEro CbeMHUKa
ocyuwectensietcs 06bIMHO B OTBEPCTUM, BbICBEPSINBAEMOM Ha pe3epBHONM 3arnyluke
anckosoaa nepeaHen naHenu CBT, ¢ NOMOLWbIO ramkm, nmbo npy>XmMHHOM UNn pesun-
HOBOW LWaNbbI.

e epCoHanbHbIN naeHTudukaTop  nosb3oBaTens DS 1992-1996
(11443195.4012-006 94). lNMpeactaBnaet cobon nonynaccUBHOE MUKPO-
NnpoLeccopHoe YCTPOMCTBO, CHabXXeHHOoe 31eMeHTOM NUTaHus, B Buae
«Tabnetkn» amnameTtpoMm 16 MM u TOoMWMHOM 3-5 MM B yaobHom nnacrt-
MaccoBon (MeTannmyeckon) onpaske. Kaxablh TM-uaeHtudpukatop 06-
najaeTt yHUKasbHbIM HOMepoM (48 6uT), KOTOpbIKM popMUpyeTCA TEXHO-
NorMyeckn n nogaenatb KOTOPbIA NpakTUYeCKN HEBO3MOXHO. Ob6beM na-
MATU, AOCTYNHOW ANS 3anucum N YTeHus, coctaenseTt go 64 Kb B 3aBucu-
MOCTW OT TUNa maeHTudunkaTopa. Cpok XpaHeHus 3anmcaHHOW nHdopma-
umm, obecneynBaeMbll 3N1eMEHTOM NUTaHUSA, - He MeHee 10 ner.

e [Ipn MOHTaxe Ha nnate KoHTponnepa USB-nopTa B KayecTse MAeHTUPU-
KaTopa MoxXeT mcnonb3oBaTtbcss USB ycTtponctso LLUUIMKA npousBoacTtea
OKB CAlP, @ KOHTaKTHbIM YCTPOMCTBOM CAYXWUT CrneunannsnpoBaHHbIN
kabenb.

Moandukaumsa KoHTposnepa U CbeMHUKA MHGOPMaUMM C KOHTAKTHbIM YCTPOWN-
cTtBoM koMmnnekca C3U HCO «Akkopa-AMIA3», KONMYECTBO U TUN MAEHTUdUKATOpOB
nosib3oBaTtesie U OroBapuBaeTCs B COOTBETCTBMM C TpeboBaHUAMM 3akasymka npu
NoCTaBKe KOMMAeKca N yKasbliBatoTcsa B popMynspe.
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6.2. NMNporpaMMHbIe cpeacTBa

MporpaMMHble cpeacTBa KOMMekca «AKKOpA» BK/OYAlOT:

e [lporpamMmMmHbie cpeacTtea komnnekca C3U HCO «Akkopa-AM/3» — BCTpa-
nBaemoe nporpammHoe obecneverHme (11443195.4012-006 12 0Ox)?;

e CnyxebHble (cepBuCHble) nporpammbl komnnekca C3W HCO «Akkopa-

AM13»2,
Ta6nuuya 1 - CepBuCHbIE NporpaMMbl KOMIJiekca «Akkopa-AMA3»3
Uma daina HasHaueHue caiina

IP55.EXE MporpaMmMma ouncTkK 6a3bl AaHHbIX Nofab3oBaTenen B DHI KoHTponnepa
«AKkopa-5.5»

IP5x.EXE MporpaMmMma ouncTkK 6a3bl AaHHbIX Noab3oBaTenen B DHI KoHTponnepa
«AKKopa-5mx>»

BIOS Manka ¢ BHyTpeHHUM MO KoHTponnepos AMA3

DRIVERS MNanka c gpanBepaMu YCTPOUCTB (KOHTPONIepoB «AKKOpA»)

e CneuwnanbHoe MO pa3rpaHnyeHunsa agoctyna B cpeae Windows B cocTaBe:
e A4PO 3aWMTbl — MPOrpaMmbl, peanumayrlme 3alnTHble DYHKLUN
KOMMMEeKCa,

e MporpaMmMmbl YynpaBneHUs 3alWMUTHbIMU  DYHKUMAMKU  KOMMNAeKca
(HacTpomnkun koMmniekca B coorsetctemu ¢ MNMPA);

CoctaB CIMNMO «Akkopa-Win32» v.4.0 (11443195.4012-036 12) npeactasneH B
Tabnuue 2 .

Ta6nunuya 2 - CocraB CMNO «Akkopa-Win32» v.4.0

dyHKUuMoOHanb- | HauMeHoBaHue | HasHaueHMe U KpaTKasa XapakKTepucTuka Mmogynsa

Hoe Ha3Haue- Mmoayns
Hue
nporpamMm
sapo ACRUN.SYS. Aapo cuctemsl, BbiNonHeHHOE Kak kernel mode driver.
3awmnTbl? PeanunsyeTt pyHKUMN MOHUTOpPA pa3rpaHUYeHnUs AOCTY-

na un obecneymBaeT CTaTUYECKUIM U ANHAMUYECKMIA KOH-
TPOJIb LUENOCTHOCTM hannoB/UCNONHAEMbIX MOAYEN.
Tak Xe OH peanusyeT MGYHKUUM XpaHUTENs 3KpaHa.

! pa3sMmewaetca B DHI KoHTpoasiepa Ha NpeanpuaTUM-U3roToBuTeNe Npu M3roToBlEHUN KOM-
nnekca.

2 noctaBnsieTca Ha auckeTte ¢ B[] Ha koMmnnekc «Akkopa-AMA3», nnmM Ha KOMMNakT-aAnucCkKe
3 noctaBnseTcs Ha auckeTe ¢ 31 Ha koMmnaekc «Akkopa-AMA3», N1 Ha KOMMaKT-aMCKe

4 B CBA3M CO 3HAUMMOCTbIO (PYHKLMI, BbIMNOJIHAEMbIX 3TOM 4acTblo MPoOrpaMMHOro obecneye-
HUS, HEO6XO0AMMO BbIMOJIHEHNE KOHTPOASA LEeNOCTHOCTM A0 3arpy3ku OC ¢ noMoLlbio BHYTpeHHero MO
KOHTposisiepa «AKkopa». PekoMeHAyeMbI CIUCOK KOHTpPOAMpyeMbix dhalinosB NpMBOAUTCS B AOKYMEH-
Te «PykoBoactBo agMuHuctpatopa» (11443195.4012-036 90)
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DyHKLUMOHANDb-
HOe Ha3Haue-
Hue
nporpamMmm

HanMmeHoBaHue
MoAayns

HasHaueHMue u KpaTkasa XapaKTepucTtuka Mmoayns

ACGINA.DLL

MporpamMMa peanusytowas npoueaypbl naeHTUdbUKa-
unn/ayteHtndpukaumm Windows NT, Tak Ha3biBaeMsble,
npouenypbl winlogon. MpeacrasnseTt cobon moandu-
Kauuto (wraper) ctaHgapTHon 6ubnmortekn msgina.dll.
OTa nporpamMma HeobxoanMa Ana BXoAa B CUCTEMY C
MAEHTUPUKALMOHHBIMW NapaMeTpaMu, NOyYEHHbLIMU
N3 KOHTpoJiepa KoMmnnekca «Akkopa-AM3», oTcne-
XMBaHWS 3aBeplleHns ceaHca paboTbl Nosb3oBaTens, a
TakXXe Hayasla HOBOro ceaHca paboTbl. Tak xe, BbINos-
HaeT dYHKUWM BbIBOAA Ha 3KpaH MHGOpMaLMK, NOCTy-
natowen ot ACRUN.SYS.

ACED32.EXE

MporpamMmMa-penakTop npas AOCTyna Nnonb3oBaTenen K
obbekTam OC. MNo3BonseT peaakTMpoBaTb CMMCOK
nonb3oBatenei, popmmposatb MNP ANS KOHKPETHOro
nonb3osaTtens (MCNonNb3ys ANCKPELUNOHHYIO UAN MaH-
AATHYI0 MoAenb A0CTyna), Ha3HaUYMTb AOMOJHUTESbHbIE
napaMeTpbl.

ACUSRMOD.DLL

Bubnuoteka ansa nepexsarta paboTbl C kKINMN60PAOM U
NpUHTEPaMM

MporpamMmel
ynpasneHus
(HacTpolikn)

ACED32N.HLP

Cnpaska gnsa nporpammbl ACED32.EXE

ACCORD.INI

®ann, coaepxalmin onnucaHne KoHpuUrypaummn m
HaCTpOEeK CUCTEMbI B LIeJIOM

AcHookMK.DLL

bubnnorteka, ocywecTtenstowas 6JJOKMPOBKY KOMMbIO-
TepHOW MbiWwK 1 knasmatypbl CBT, ocHaweHHoro OC
Windows Server 2008, B pexuMe TepMHUHanbHON cec-
cum

LOGVIEW.EXE

MporpamMMa npocMoTpa, dunbTpaumm, BbiBoAa Ha ne-
yaTb XYpHanoB paboTkl No/b30BaTENEN

LOGBASE.EXE

MporpamMMa ansa ynpasneHus XypHanamu rnonb3oBarte-
nen (coptTupoBKa nNo nosb3oBaTensM, no gatam, paborta
C apXuBaMu XXypHanoB).

LOGTOPRD.EXE

MporpaMMa Ans aHanu3a XXypHasoB Mnosib3oBaTenen u
coctasneHugd MNP no pesynbTtaTtaM aHaausa.

ACRUNNT.EXE.

NcnonHsemblt MOAYIb MOHUTOPA pa3rpaHnUYeHmns ao-
ctyna. ObecneunBaeT cepBuUC, HeOH6XO0AMMbIN ANS Bbl-
BOAa Ha 3KpaH forotmna gupMbl, 610KMpPOBaAHUS dKpa-
Ha C NOMOLLbIO MbILLN U BbiBOAA COOOLLEHNI OT
ACRUN.SYS.

ACSETUP.EXE

Mporpamma akTMBM3auumn NOACUCTEMbI pasrpaHUYEHNs
aoctyna. OcyuwecTBnseT yCTaHOBKY/CHATUE NpPOrpamMM-
HOW 4acCTu CMUCTEMbI 3alLMTbl KOMMJIEKCa, @ TakxXe us-
MEeHeHMe napaMeTpoB eé PyHKLMOHMPOBAHMS

USRTOAZ.DLL

Bbubnnoteka cnHxpoHmsaumnm 6a3 nonb3osatenen AMA3
n ACED32. Vicnonb3yetcs nporpammon ACED32.EXE.

AZIAHLP.DLL

Bubnuoteka, ocywecrensowas paboty c 6a3oin gaH-
HbIX nonb3oBaTenen B DHI KoHTponnepa «AKKOpA-
AMA3». Ucnonb3yetcs bubnmotekon USRTOAZ.DLL.

AMZTONT.DLL

BubnnoTeka, ocywecTBnsaoLWas CUHXpPOHM3aumio 6a3bl
OaHHbIX nonb3oBaTtenen AMIA3 1 y4ETHbIX 3anmcen
Windows NT. Wcnonb3yetca nporpammont ACED32.EXE

TMATTACH.DLL

bubnunorteka, cogepxaliasa rpaduyeckoe npeacrasne-
Hue paboTtbl ¢ TouchMemory. Ucnonb3yeTtcsa nporpam-
moii ACED32.EXE.
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dyHKUuMoHanb- | HauMeHoBaHue | HasHaueHue U KpaTKasa XapakKTepucTuka Mmogynsa
Hoe Ha3Haue- Moayns
Hue
nporpamMm

TMDRV32.DLL

BubnnoTeka, oCyLLECTBNSET CBSA3b C APaiBEPOM KOH-
Tponnepa KoMmnnekca «Akkopa-AMA3» n cnyxuT angd
paboTbl ¢ Touch Memory. Ucnonb3yetca 6ubnunotekon
TMATTACH.DLL.

TMEXPLOR.EXE

TecToBas nporpamMma, cnyxawas a1 nposepku pabo-
TOCNOCO6HOCTM NnaThl KOMMIekca «Akkopa-AMA3»

UNZDLL.DLL bubnnoteka pasapxmBmpoBaHus. Micnonb3yeTcsa npo-
rpammon LOGBASE.EXE.

ZIPDLL.DLL Bbubnnoteka apxmBupoBaHus. Micnonb3lyeTcs nporpam-
Mo LOGBASE.EXE.

EDS32.DLL Bubnuoteka Bblumncnenmsa KC. Mcnonb3yeTtcs nporpam-
moii ACED32.EXE.

AZLOG.DLL bubnnoteka goctyna K xypHany AMA3 n3 nporpaMmsl

LOGVIEW.EXE

ACPRNCFG.EXE

Mporpamma HacTpPoWKM NapamMeTpoB MapKUPOBKK nevya-
TU NOKYMEHTOB.

ACTSKMNG.EXE

Mporpamma MeHeaXepa 3a4ay, AOCTYMHbIX AN 3anyc-
Ka Nnonb30BaTe/IEM B M30JIMPOBAHHOMN cpeje.

MAKEPRC.EXE

lMporpamMa co3gaHnsa N KOPPEKTUPOBKU CrMCKa UC-
KJTOYUTENbHbLIX NMPOLIECCOB.

ACXALLOW.SYS

[paiiBep KOHTpoAsA UMEH 06LLNX pecypcoB®

ACXLMSRV.SYS

[pariBep KOHTpONs AOCTyna M3 CETU K pecypcaM KoM-
nbloTEpPa, BblAESIEHHbLIM B 06WWMI 4OCTYM.

ACBOOT.SYS

Opaneep ansa nogaepxxkn USB-knasuatypsbl. Ucnonb3y-
etcsa gpansepom ACRUN.SYS

ACLOCKNT.SYS

Opaneep 6/10KkMpOBKU KNnasmaTypbl 1 Mbium B OC Win-
dows NT. Wcnonb3yetca agparisepom ACRUN.SYS

ACLOCK2K.SYS

[pariBep 610KNpOBKKN KnaBmaTypbl 1 Mbiwn B OC Win-
dows 2000/XP/2003/2008/7. Ucnonb3yeTcsa gpanse-
poM ACRUN.SYS

ACPROC.EXE

MporpaMMa ANs aHanmMsa XypHasnoB Nosib3oBaTesnei un
COCTaBJ/IEHUSA CMUCKOB MCMOMb3YEMbIX MPOLIECCOB U 3a-
nycKaeMblX Nporpamm

READPRD.EXE

Mporpamma gns npocmotpa ¢dannos *.PRD

ACCORD.SCR

MporpaMMa XpaHuUTeNs 3KkpaHa ¢ HdopMaunen o Npo-
AyKTe

ACRUNVDD.EXE

PesngeHT ansa DOS-box, nepeHanpasnsowmn daino-
Bble onepaunun ans aHanusa B gpavisep ACRUN.SYS

ACRUNVDD.DLL

BcnomoratenbHaa 6ubnmnoteka ana ACRUNVDD.EXE

ACSETUPTC.EXE

MporpamMMa Ans yCTaHOBKMW/CHATMS NMPOrpaMMHON YacTu
CUCTEMDbI 3aMTbl TEPMUHAJIBHOIO K/IMEHTA, @ TakXe
M3MEHEHUs napaMeTpoB ee MYHKUNMOHNPOBAHUS

USRTOAZ.DLL

BubnnoTeka, oCcyLecTBASAOLWAa CUHXPOHM3aLUmo 6a3
nonb3oBatenen AMA3 n ACED32. Mcnonb3yeTtcs npo-
rpammont ACED32.EXE

%) [paitBep COCTOMT U3 ABYX ApaliBepoB: 1. paboTaeT no npuHuuny TDI-dbunbTpa 1M NpuMeHs-
etca B OC Windows NT, Windows Server 2000, Windows XP, Windows Server 2003. 2. ncnonb3syet
TexHonormto Windows Filtering Platform n npumeHnsietca B OC Windows Vista n Bblwe (HaxoauTcs B
kaTanore c:\accord.nt\Vista)
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dyHKUuMoHanb- | HauMeHoBaHue | HasHaueHue U KpaTKasa XapakKTepucTuka Mmogynsa
Hoe Ha3Haue- Moayns
Hue
nporpamMm

AZIAHLP.DLL

BubnuoTteka, ocywectensatowasn paboty c 6a3on nonb-
3oBaTtenen B nnate AMA3. Mcnonb3lyetcsa 6ubnnortekon
USRTOAZ.DLL

AMZTONT.DLL

Bubnnoteka, ocywecTBnsaoLWas CUHXpPOHM3aumio 6a3bl
nonb3oBatenen AM3 n y4yeTHbix 3anmcen Windows
NT. Ncnonb3yeTcs nporpammont ACED32.EXE

TMATTACH.DLL

bubnnorteka, KoTopas coaepXuUT rpaduyeckoe npea-
cTtaBneHue pabotbl ¢ TouchMemory. Ncnonb3yeTcs
nporpammont ACED32.EXE

TMDRV32.DLL

bubnnoTteka, ocywecTeastowas CBa3b C ApaliBEPOM
KoHTponnepa AMA3, ansa pabotel ¢ TouchMemory Ha
TpeTbeM KosnbLe paboTbl nporpaMM. Ncnonb3lyeTcs
6mnbnnotekon TMATTACH.DLL

TMEXPLOR.EXE

TecToBasi nporpamMma Ass NnpoBepku pabotocrnocobHo-
ctn nnatel AMA3 noa OC Windows

ACCORD.KEY

dann nnueHsnm ans TepMMHaﬂbHOVI BEPCUKN KOMIJIEKCA

VCTMDRV.DLL

BubnuoTteka Ans paboTbl C BUPTyasibHbIMU KaHalaMu.
Ncnonb3yeTcst npu paboTte C TEPMUHANBHLIMU KIMEHTa-
MU

ACRUNTI.EXE

Mporpamma ans BbiBoga norotmna dmpmbel npu paborte
TEPMUHAJIbHOIO KJMEHTa

CSTMDRV.DLL

bubnnorteka, peanmayowas BMPTyanbHbIA KaHan no
npotokony ICA, Ha CTOpOHe cepBepa

CWSTMDRV.DLL

BbubnunoTteka, peannsytowas BMpTyasbHblA KaHan no
npotokony ICA, Ha CTOpOHe K/UeHTa

RDPTMDRYV.DLL

BubnuoTteka, peanunsytowas BMpTyasbHblA KaHan rno
npotokony RDP, Ha cTopoHe cepBepa

TMDRVRDP.DLL

bubnnoTteka, peanmaytowas BMpTyanbHbIA KaHan no
npotokosy RDP, Ha cTopoHe KaneHTa

OSCIAPI.DLL

bubnnorteka ana pabotel ¢ USB-yctponcrteom LUUTMKA.
Ncnonb3yeTcs Nnpy NpUMEHEHMN B KadecTBe MAEHTU-
dunkaTopa nonb3oBaTtens LUNMKA

ACSYNC.EXE nporpamma yteHusi/3anucu 6a3sbl nonb3oBaTenen B
nnaty (u3 nnatol) AMA3
UNWISE.EXE Mporpamma ans genHcranaaumm komnoHeHtos CIMO
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7. NMpuHuMn paboTbl KOMMJIEKCa

Mnata koHTponnepa «Akkopa-AM[3» mn3 cocrtaBa komnnekca C3UN HCO «Ak-
KopA» yCTaHaBNMBaeTCa B CBOOOAHLIN CNOT MaTepuHckon nnatbl CBT. MNocne pern-
cTpaumn agMmHucTpaTtopa 6e3onacHoCcTU MHdopMmaumm (Cynepsmsopa) Npon3BOANT-
ca 3arpyska OC, yctaHOBKa ApanBepa YCTPOUCTBA M MHCTaNNsaumMs crneunanbHOoro
nporpaMMHoOro obecneyeHms — NOACUCTEMbl pasrpaHuyeHusa goctyna B cpeae Win-
dows Ha xecTkmih auck CBT. AKTMBM3AUMSA MOHMUTOpPA pasrpaHUYeHuss AO0CTyna,
HacCTpoMKa KOMMNeKca, perucrpaums rnosib3oBaTenien M yctaHOBKaA NpaBwui pasrpa-
HuuyeHnsa goctyna (MPA) BbINOAHATCA TONbLKO agMUHUCTpATOpPOM BU.

Mpwn peruncrtpaunm nonb3oBaTesien agMMHUCTpatopoM BW onpepensatoTcs umx
npaBa AOCTyna: CMMCOK WMCMNOAHSEMbIX MPOrpamMm M MOAYyNen, paspelleHHbIX K 3a-
NYCKY AaHHbIM MOSIb30OBaTENEM, U CMNUCOK MpaB AOCTyna K obbekTam (pecypcam) C
MCNOSIb30BAHNEM ANCKPELMOHHOIO U/MNM MaHAATHOrO MexXaHu3Ma pasrpaHuyeHuss —
CM. «PyKoBOACTBO agMUHUCTpaTopa» (11443195.4012-036 90).

C nomowbto ytuautel ACED32.EXE B cneumanbHbin dann AaHHbIX BHOCSTCSH
CNUCKU (pannoB, LENOCTHOCTb KOTOPbIX 6yaeT npoBepsaTbca npu 3anycke CBT agaH-
HbIM Nosb3oBaTeneM. [locne perncrpaunm NoONb30BaTeNO BblAAETCH HAa PYKWU nepco-
HanbHbIN MAEHTU(MUKATOP, O YEM AeNaeTCs 3anucCb B XYpHan yyeTta HOCUTeNem UH-
dopmaumu.

OcobeHHOCTb0 U, HECOMHEHHO, NMPEMMYLLECTBOM KOMMAEKCOB «AKKopa»™ sB-
nsieTcs npoBeAeHue npoueayp uaeHtTudukaunmm, ayTeHTUPUKaUMM U KOHTpONsa ue-
NOCTHOCTM (annapaTtypsbl, pannos, CUCTEMHbIX obnacTten gmcka) A0 3arpy3ku onepa-
LMOHHOMN CcUCTeMbl. DTO obecneymBaeTcs Npu NOMOLWM MUKPOMpoLeccopa U 3Hepro-
HE3aBUCMMOMN MNaMATU, YCTAHOBMAEHHbIX Ha rMjiate KOHTposnepa KoMmnaekca. BHyT-
peHHee nporpamMMHoe obecneyeHune KOHTposiepa, KOTOpoe BbINOAHSAET 3TU npoue-
Aypbl, 3aWwulieHo OoT MoamduKaumum co CcTopoHbl nwboro MO, yCTaHOB/IEHHOro Ha
CBT, T.K. XpaHuTCcsa B 06nactu NnamsaTu, 3alUULWEHHON OT 3anucu.

KoHTponnep «Akkopa-AMA3» wn3 coctaBa komnnekca C3U HCO «AkkopAa-
Win32» nonyyaeT ynpasneHue BO BpeMs Tak Ha3biBaemon npouenypbl ROM-SCAN.
CyTb AaHHOM npoueaypbl 3akal4vaeTcss B cneaywweMm — B Npouecce HayanbHOro
cTapTa, nocse npoBepkun OCHOBHOro obopyaoBaHus, BIOS komnbioTepa HauuMHaeT
noncKk BHewHux M3Y B ananasoHe ot C800:0000 po E000:0000 c warom B 2Kb.
lMpun3HakoM Hannuua MN3Y asngeTca Hannuue curHatypbol AA55 B nepsBom cnoBe npo-
BepseMoro uHTepsana. Ecnm gaHHbIN npu3Hak obHapyXeH, TO B creaytowem bante
cogepXxutcs anunHa MN3Y B cTpaHuuax no 512 6anTt. 3aTeM BbIYMUCAAETCA KOHTPOJIb-
Haa cymMma Bcero M3Y, n ecnn oHa KoppekTHa — 6yaeT npousseaeH BbI30B npoueay-
pbl, pacnonoxeHHoun B MN3Y co cMeweHneM. Takas npoueaypa ob6bI4HO UCNONb3YyeTCs
AN MHMUManu3aunmm AONONHUTENbHbIX YCTPOWCTB. B kKoMmnnekce «Akkopa-AMA3»
Npy BbINOSIHEHUW 3TOW Mpoueaypbl NPOBOAUTCA MAEHTUdUKauMSa/ayTeHTudmKaums
nosib30BaTesid U KOHTPOJIb LEeNOCTHOCTM, a npu ownbke BO3BpaT U3 npoueaypbl He
NPOMCXOANT, T.€. 3arpy3Ka BbIMOSIHATLCH He byaerT.

Bcs npouenypa maeHtudumkaumm/ayteHTUdOUKaUMM N KOHTPOSA LENOCTHOCTHU
3aHMMaeT 30-40 cekyHA (NpU KOHTPOJie LEeNoCTHOCTU hannoB BpeEMS YBEMUYNBAETCS
NPONOpPLUNOHANbLHO KOJIMYECTBY N pa3Mepy KOHTPOAMpyeMbiX (pannos).



24
11443195.012-036 31

YCTONMYMBOCTb Npoueaypbl ayTeHTUdUKAUUM 3aBUCUT OT ANIMHbI napons (CM.
MpunoxeHue 4). [lonyckaeTcs yCTaHOBKA AJSIMHLI Napons Ao 12 cMMBOMOB, MO YMOS-
YaHWO ANnHa napons 8 CMMBOJIOB.

Mpu oOCyLWeCTBIEHNUN KOHTPOJIbHbIX MNpoueayp KOHTposnep Komriekca «AkK-
kopa-AM3» 3 coctaBa kKomnnekca «Akkopa» 6nokupyet 3arpy3ky OC c nobbix
CMeHHbIX HocuTenen: gpnonnu-gucka, CD-ROM u ZIP-drive, USB-disk n ap.

MNocne KacaHusl cbeMHMKa MHpopMaummn NaeHTUPUKATOpPOM BbINONHAETCS Npo-
ueaypa ayteHTudukaummn (BBoA4 Naposis) nonb3oBatens. Ans npoBeaeHus npoueay-
pbl ayTeHTUdMKaUnUM napoab BBOAMUTCHA B Buae CUMBOJIOB <*>. DTUM npegoTBpalla-
€TCS BO3MOXHOCTb PACKpbITUS MHAVMBUAYASIbHOrO MNaponsi U MCNONb30BaHMSA yTpa-
yeHHoro (noxuuweHHoro) aeHtudunkartopa.

[lanee BbINOSIHAETCS MOMUCK CBEPTKU MAEHTUDUKALNOHHbBIX NapaMeTpoB MoJb-
3o0BaTtens B 6a3e AaHHbIX KOHTponnepa. Ecnn npeabsiBNeH 3aperucTpupoOBaHHbIN
NaoeHTUdUKaTop M Naposib BBeAeH NpPaBUIbHO, TO BbIMNOJIHAETCA KOHTPOJb LEeoCT-
HOCTM 3alUMLLAEMbIX OOBEKTOB.

Mpn NONOXUTENBbHOM pe3ynbTaTe KOHTPOJIbHbIX MNpoueayp nosiBAsieTcs coob-
weHne «[ocTyn pa3speweH» Ha 3eneHoM (oHe M NPOU3BOAUTCH 3arpyskKa orepauu-
OHHOM cucTeMbl. ECnn npeabsiBfieHHbIN Nosib3oBaTeNneM MaeHTUUKaTop He 3aperu-
CTpupoBaH B cnucke (coobweHnsa «Heponyctumbln naeHtTndukaTop», «Owmnbka yte-
HMA NaeHTudukaTopa») WM HapylleHa UenoCTHOCTb 3awumuwaeMblXx ob6bekToB (cCo-
obuweHne «HapyweHue uenoctHocTu»), 3arpy3ska OC He npowusBoauTcs. [Onsa npo-
A0/KeHns paboTbl NnoTpebyeTca BMewaTeNnbCTBO agMUHMUCTpaTopa bU.

Bce nporpamMMHOe obecneyeHue, peanusylowee KOHTPOJIbHble npoueaypsbl
(ngeHTUdMKaums, ayTeHTndukaums, npoBepka LenoCTHOCTU) XPaHUTCA B SHeproHe-
3aBMCUMOM NaMATM KOHTpoJIsiepa KoMmnnekca «Akkopa-AMA3». 3TuM obecneumBaeT-
CA 3aWuTa OT paspylarwmx nporpaMmHbix Bo3genctsmn (PlNB) kak BCTpOEHHOro
MO koMmnnekca «Akkopa-AMA3», Tak 1 crneuuanbHoro MO pasrpaHnyeHusa AoCTyna
komnnekca u OC, pa3MmellaemMblX Ha XecTkoMm ancke CBT.

Mocne ctapta OC ynpaBneHue nepefaeTcs «s4py 3aliuTbl» KOMMJIEKca B CO-
ctae moayns ACRUN.SYS - <«MOHWUTOpa pasrpaHuvyeHusa [oCTyrna» m Moayns
ACGINA.DLL - 6mnbnmnotekn AMHAMMUYECKOM KOMMOHOBKM MapamMeTpoB A0CTyna nofb-
3oBaTtenien B Windows Cc yyeToM pe3ynibTaToB UX naeHTudukaumm/ayteHtndmnkaumm
komnnekcoMm C3N HCA «Akkopa-AMA3».

Moaynb ACRUN.SYS npepHasHadyeH gna pasrpaHuyeHus AOCTyrna K pecypcam
CBT B cooTBeTCTBMM C NpaBuNaMun pasrpaHNyeHusd A0CTyrna, Ha3Ha4YeHHbIMU agMu-
HUCTpaTOpoM 6e30MacHOCTM KOMMNEKCA KOHKPETHOMY MOJ1Ib30BaTesNIo.

Moaynem ACGINA.DLL ocyuwectBngeTrca nepexsaT CTaHAAPTHbIX 3arnpocoB K
MSGINA.DLL 1 ux moamdukaumsa ana obecneyveHms paboTbl KoOMMnaekca <«AKKopA-
Win32». bubnmnoteka ACGINA.DLL ncnonb3yert cBeaeHUs 0 nosib3oBaTesnie, KOTOPbI
BbINO/THUA UAeHTUMUKaUMIO/ayTeHTUDUKALMIO CpeaAcTBaMN KOHTposI1epa KoMnsiekca
«Akkopa-AMA3». Ha ocHOBaHMM 3TUX CBeAEHUW paspellaeTcs BXo4 B CUCTEMY
Windows 3apernctpupoBaHHbIX MNosib30BaTeNeN, U 3anpewaeTcs BXo4 B CUCTEMY He-
aBTOPM30BaHHbLIX Nonb3oBaTtenen. CBeaeHUs O MNosib3oBaTtene, KOTOPOMY paspelueH
BX0J4 B cucteMmy, nepegatorca moaynio ACRUN.SYS.

KaxxaoMy nonb3oBaTesto, WAW rpynne nofnb3oBaTeneil agMUHUCTpaTop 6e3-
OMACHOCTU MOXET Ha3Ha4yUTb MHAMBUAYANbHbIN CnUCoK dainnoB, KoTopble 6yayT
KOHTPO/IMPOBATbLCS Ha LIEJIOCTHOCTb MpPY BXOZE€ AAHHOrO MOJSib30BaTENSl B CUCTEMY.
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MeXxaHM3M KOHTPOAS LEeNOoCTHOCTM peanusyeTcs npoueaypon CpaBHEHUSA ABYX BeK-
TOpPOB 4719 OAHOM0 MacCMBa AAHHbIX: 3TaNOHHOro (KOHTPO/bLHOro), BbipaboTaHHOIo
3apaHee Ha aTane perncrpauuu nosnb3oBaTesier, U Tekywero — To ecTb BbipaboTaH-
HOro HenocpeaCTBEHHO nepes NpPoOBEpPKOW. DTaNOHHbIM (KOHTPOJIbHbIN) BEKTOP Bbl-
pabaTbiBaeTCqd Ha OCHOBE KOHTPOJZIbHOM CYyMMbl 3awmuiaemMblX HGannoB MU CEKPETHOro
KAt0o4Ya Nonb30BaTesisl, KOTOpbIM XpaHUTCS B uaeHTudukaTope. Ecnm npegnonaraercs
CaHKUMOHMPOBaHHasa MoamduKaumsa 3alulieHHbIX ¢dannoB nosb3oBateneM, TO aj-
MUHUCTPATOP MOXET YCTaHOBUTb pPeXMM nepecyeTa KOHTPOJSIbHbIX CYMM MNpW 3aBep-
LUeHUn ceaHca paboTbl Nonb3oBaTeNs.

BaxxHon cocTaBngwowen b6esonacHoctn npum pabote OC gBngeTca AMHamMuye-
CKMW KOHTPOJIb LLEeSTIOCTHOCTU npoueccoB (3agayd) B onepatuBHou namaTtm CBT. AgMu-
HUCTpPaATOp MOXeT 3ajaTb CMWUCOK MNpoLeccoB AN AMHAMMYECKOro KOHTPOSs, U B
npouecce GYHKUMOHMPOBAHUA KOMMJIeKCa pe3naeHTHas 4acTb «MOHUTOpa 6e3onac-
HOCTW>» MpoBepseT 3arpyxXaembln npouecc n obecneuynBaeT onepaTUBHbIN KOHTPOSIb
LLeSIOCTHOCTM UCNOJHSAeMbIX pannoB nepea nepegadvyen MM ynpasnieHusa. TeM caMbiM
obecneumBaeTcs 3awmTa OT NPOrpaMMHbIX BUPYCOB M 3aKNadoK. B cinyyae nonoxwu-
TeNbHOro ncxoaa NpoBepkn ynpaenerHue nepegaetca OC n npouecc 3anyckaeTcsl Ha
ncriosiHeHue. lMpun oTpuvuaTenbHOM UCXoAe MPOBEPKM 3arpy3ka M 3anyck 3aZayn He
NPOMNCXOANT.

KpoMe Toro, «MOHUTOP pa3rpaHnUyeHns AOCTyna» orpaHuymMBaeT AOCTYN MoJib-
30BaTeNnd K pecypcaM, pacrnosioXeHHbIM KaK JIoKasbHbIX, TaK U Ha CeTeBbIX AUCKAX,
B COOTBETCTBUU C eAMHbIMM NpaBuiammn pasrpaHundeHusa gocrtyna (MPA).

ONna 3awmTbl OT M3BJIEYEHMS MaTbl KOHTpoOsepa KOMMJeKca MCNOoSb3yeTcs
cneumanbHblM MexaHun3M, obecrneymBalolLMn BbiNOJHEHWE HOpMasibHOM 3arpy3ku OC
TONIbKO NpW Hanuuuu nnatbl. [pyn OTCYTCTBUM NnaTbl KOHTposiepa 3arpy3ka OC He
BbIMNOJIHAETCS.
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8. NocTtaBka KOMIJ1IeKca

KoMmnnekc «Akkopa-Win32» v.4.0 (TY 4012-036-11443195-2010) noctasns-
eTcsa B cocTtaBe (6a3oBas KoMMeKkTaums):

1)Komnnekc C3N HCA «Akkopa-AM3» B KOMNNeKkTes:
2)KOHTposiep «Akkopa» -1 wWr.;

3) CbEMHUK MHPOpMaLmn (KOHTaKTHOE YCTPOMCTBO) - 1 WT;
4)nepcoHanbHbin TM-ngeHtndpumkatop DS-199x - 2wr.

5)CneuunanbHoe MO «Akkopa» Bepcuun 4.0 (pasrpaHuMyeHms AoCcTyna B cpefe
Windows) - Ha CD.

6) BHyTpeHHee MO koHTponnepos AMA3, ApanBepbl naaTtbl, yTunmTbl — Ha CD.
7)2KcnnyaTtaunoHHas AokyMeHTaums - Ha CD.

8) ®opmynsap Ha komnnekc C3U HCA (11443195.4012-036 ®0O) - 1 6powtopa.
9) KoMniiekT ynakoBKMW.

6 TMn KOHTponepa u ero mMoauduKaumsa, cbeMHUKa MHMDOPMaLMKU, TUM U KOJMYECTBO Mepco-
HanbHbIX NaeHTUdMKaTOpoB Nosb30BaTENe OroBapmMBatoTCs NMPU 3aKase KOMMeKca B COOTBETCTBUM
c TpeboBaHMaAMM 3aKka3zumKa n yKasbliBaloTCcs B popmynsipe
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9. YCTaHOBKa U HaCTPOMKa KOMIJIeKca

YCTaHOBKA KOMMJIEKCA WU ero HacTpoMKa C y4YeToM 0COb6eHHOCTer MONUTUKU
MHpOpMaLMOHHOM 6e30MacHOCTN, NpUHATOM Ha obbekTe uHpopmaTmsauum (ON),
OCYLeCTBNSeTCH, KaK nNpaBuio, cneunanmctaMn no 3awmrte nHpopmaumn opraHusa-
ummn (Nnpeanpuatus, dUpMbl U T.4.) B COOTBETCTBUM C TpeboBaHMSAMKM 3KcnayaTauu-
OHHOM AOKYMEHTaLMM Ha KOMMNeKC.

YcTaHOBKa KOMMiekca «AKKOpA» BK/OYaEeT:

1)YctaHoBky B CBT anmapaTHOM 4acTu KoMmnnekca - komnnekca C3U HC[
«Akkopa-AM/3», ero HacTpouKy C y4yeToM KOHMUrypaumm TexXHUYEeCKUX U Mpo-
rpaMMHbIX cpeacts CBT, B TOM uncne, perncrpaunio agMMHMcTpatopa 6e30nacHoCcTum
nHdopMaummn (MM HECKONbKUX aAMUHUCTPATOPOB) U Nosb30BaTeNENn.

2)YcTtaHoBKa 1 HacTponka komnnekca C3U HCO «Akkopa-AM3» ocyLlecTtBns-
eTca agMuHucTpatopoM bW B cooTBeTCcTBUM C «PykoBOoACTBOM Mo yctaHoBke [MAK
C3N HCO «Akkopa-AMA3» (11443195.4012-006 98) n «PykoBOACTBOM aAMWUHMU-
cTpaTtopa» (11443195.4012-006 90).

3)YcTraHoBKY Ha xecTkmn auck CBT cneunanbHOro nporpamMMmHoro obecrneve-
HUA pasrpaHunyeHuns goctyna ¢ CD-ROM un akTmBmM3auuio NOACUCTEMbI pasrpaHunye-
HMS JocTyna ¢ nomoubio nporpamMmbl ACSETUP.EXE - ocywectBnserca agMMHUCTpa-
TOopoM BW B cooTBeTCcTBMM C «PyKoBOACTBOM MO YycTaHoBKe kommnnekca C3UN HCA
«Akkopa-Win32» (11443195.4012-036 98).

4)HacTponKy 3alUTHbIX MEXaHM3MOB KOMMJIEKCa B COOTBETCTBMM C NpaBuiamm
pasrpaHndyeHusa goctyna (MPA) kK nHdopMaumm, NpUHATbBIMKM B opraHm3aumm (Ha
npeanpuaTtmmn, dupMme M T.4.) — OCYLLECTBASEeTCS aaMUHUCTpaTopoM BU B cooTseT-
ctBun «PykoBoactesom agMuHucTpatopa» (11443195.4012-036 90).

5)Peanunzaunto opraHmM3aLMOHHbIX Mep 3alUTbl, PEKOMEHAOBAHHbIX B 3KCMaya-
TaALMOHHOWM AOKYMEHTALMN HA KOMMJIEKC.

Mpn mncnonbszoBaHnm CUCTEMbl YAANIEHHOrO LEHTPasiIM30BaHHOrO yrnpaBieHus
cpeacTBaMu 3awmTbl MHMPOPMAUMKM OT HECAHKUMOHMPOBAHHOIO AocCTyna <«AKKopa»
(CYLY C3N HC[ «Akkopa») KOMMJEeKC yCTaHaB/IMBAETCSA TakKXe Ha cepBep LeHTpa-
NIM30BaHHOro yrnpasneHusa. B panbHenwem Ha cepBepe perncTtpupyroTcs B KayecTse
NOAKOHTPOJIbHbLIX 06bekToB BCe CBT C pa3MelleHHbIM KOMMIEKCOM «AKKOPA».
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10. YnpaBneHue 3awmtom nHcpopmaumm

Co3pgaHHas CTpyKTypa 3awuTbl MHMOPMaUMM NpU MNPUMEHEHUM KOMMeKkca
«AKKOpA» A0/IHKHA NOAAEPXMBATLCA MEXAHM3MOM YCTAHOB/IEHUS NMOAHOMOYUIN MOSb-
3oBaTtenen MN3BM (AC) n ynpaBneHmeMm mx AOCTYNOM K MHMOPMAUMOHHbLIM pecypcaM
3awuwaemon AC.

[na 3Toro Ha npeanpuaTum (yuypexaeHuun, dvpme v T.4.) A0/KHA CO34aBaTbC
cnyx6a 6e3onacHoctn mHpopmaumnm (CbN) mnm HasHavaTbCA OTBETCTBEHHOE NULO
(aaMuHUCTpaTop 6e3onacHOCTN MHpOpMauUKMKn), Ha KOTOPbIX Bo3naraeTcs pa3paboTka
N BBOA B AENCTBME OpraHM3auMOHHO-NPaBOBbIX AOKYMEHTOB Mo npuMmeHeHuto CBT ¢
BHeAPEHHbIMM CpeacTBaMM 3allUTbl KoMMnekca <«AKKopa». DTUMKM AOKYMEHTaMu
AOJIKHO NpeaycMaTpmuBaThbCs BeAeHUe psifa YYETHbIX U 06bEKTOBbLIX AOKYMEHTOB.

NMepeyeHb OopraHuU3auMoOHHbIX Mep, HeobxoauMbIX ANns obecnevyeHUss KOMNIek-
coM «AkKopa» TpebyemMoro ypoBHS 3alunTbl MHPOpMaLMKM, a Takxke PyHKUMN N 0b64-
3aHHOCTW agMMHUCTpaTopa 6e30nacHOCTU MHGOpPMaUUK U Monb3oBaTenen npuseae-
Hbl B «PykoBoacTBe aaMumHucTpaTtopa» (11443195.4012-036 90) n «PykoBoACTBe
onepaTtopa (nonb3oBatens)» (11443195.4012-035 34), cOOTBETCTBEHHO.
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11. NMpaBoBble acneKTbl NTPpUMeHEeHUA KOMMJieKca

MporpaMMHoO-annapaTtHble komnnekcbl C3M HCO cemencrea «Akkopa»™ mn co-
NyTCTBYHOWAsa AOKYMEHTauusa 3awmueHbl 3aKkoHoM Poccum 06 aBTOpCKMX npaBax, a
Takxe nonoxeHunsamu MexayHapoaHoro lorosopa. Jltoboe ncnosnb3oBaHne KoMMiek-
COB B HapylleHne 3aKoHa 06 aBTOPCKUX NpaBax WUaM B HapyLleHUe NONOXEHUN IKC-
nayaTauMoOHHOM AOKYMEHTauMM Ha KOMMNJeKC byaeT npecnenoBatbCs npeanpusTmem-
N3roTOBUTENIEM B CUJTY €ro BO3MOXHOCTEMN.

ABTOpCKME MpaBa Ha AaHHOe u3genne, B TOM YuC/e anmnapaTHble cpeacTtBa u
cneuymanbHoe MO, npuHagnexat OKB CAIP (C), Poccusa, 115114, r. MockBa, 2-#
KoxxeBHuueckmnn nep. 4. 12, ten. (495) 994-72-62, cdakc: (495) 234-03-10, E-mail:
okbsapr@okbsapr.ru.

MpeanpusaTnEe-N3roToBUTENb paspellaeT AefiaTb apXMBHbIe KOMUM MporpamMm-
HOro obecrneyeHnss KOMMJIEKCOB ceMencTtea «AKkopa»™ AN MCNONb30BaHMUS NoTpe-
butenem, KoTopbin npnobpen KOMNNeKC B YCTAHOB/IEHHOM NopsAKe.

Hu npu kakux ob6cTosTenbCTBax MporpaMMHoe obecrneyeHne KOoMMiekca He
JIOJIXKHO pacnpoCTPaHATLCA Mexay ApyruMu npeanpuatuammn (bupmamm) m nuuamu.
YaansTb B NpoayKumMm «AKkopa»™ yBeaoMsieHne 06 aBTOPCKUX MpaBax HU Mpu Ka-
KMX 06CTOATENBCTBAX He AOMycKaeTcs.

Mpn HeobX0AMMOCTU NPUMEHEHUS KOMMIEKCOB «AKKOpA»™ ANna ApYyrux uenemn
peleHmne 3TOro BOMpoca BO3MOXHO TOJIbKO MPU HalMyuM MUCbMEHHOro corsacus
OKB CATP. OTMeTMM, 4TO npeabiaylive orpaHUYeHms He 3anpeLlarT BaM pacnpo-
CTpaHAaTb Bawm cobCTBEHHbIE MCXOAHbIE KOAbl MW MOAYNIN, CBSI3aHHblE C NPUMEHe-
HMeM nporpaMMHoOro obecneyeHms KoMnaekcos «Akkopa»™. OgHaKO TOT, KTO MNOSy-
yaeT OT Bac Taknme McxogHble KOAbl MW MOAYNN, AO/KEH Npuobpectn cobCTBEHHYIo
KOMNWIO Halwero nporpamMMmHoro obecneyveHusi, 4Tobbl Ha 3aKOHHOM OCHOBaHWU WUC-
NOSb30BaTb €ro U UMeTb CeEpPTUPUKAT COOTBETCTBUS.

OTHOCUTENBHO (U3NUYECKUX 3K3EMMJISSPOB annapaTypbl U AOKYMEHTauuu, no-
CTaBJ/ISEMbIX B COCTaBe KOMMIEKCOB «AKKOpA»™, npeanpusaTMe-u3roToBUTEsNb rapaH-
TUPYET UX UCMPABHOCTb B COOTBETCTBMW C rapaHTUMHbIMKM 06s13aTeNbCTBaMW, yKa-
3aHHbIMK B DopMynspe.

Mpu obHapyxeHnn owmnbok wmnn pedekToB MNOJSb30BaTeNlb KOMMAekca «AK-
KopAa»™ AO/KeH HamnpasBuTb B agpec NpeanpusTUS-mu3rotoButens noapobHblih oTyeT
0 BO3HUKLWMX NpobnemMax, KOTopbI NO3BOAUT HaNTU 1 3admMKCcupoBaTb Npobremy.

Komnnekcol C3W HCA cemenctBa «AKKopa»™ MocTaBAAOTCA MO NPUHUKMNY «as
is», T.e. npeanpusatue-nsrotosmtenb (OKB CAIP) HM Npu Kakux obCToATenbCTBaX
He npeanycMaTpuBaeT HMKAKOW KoOMMNeHcauuum 3a Bawwnm pgonosHuTenbHble Y6bITKKU,
BKNOYas nwbble notepu npubblan, noTepu COXPAHHOCTU WU Apyrue Yyb6bITKM,
BCNeACTBME aBapUMHbIX CUTyauun uUnm Mx nocneacTeun, ybbITKW, KOTOpble MOryT
BO3HUKHYTb M3-3a UCMOJSIb30BAHUS UM HEBO3MOXHOCTU MCMNOJSIb30BaHMA KOMMeKca.
Tem He MeHee, ntobbie Bawun notepn MOoryT 6bITb BO3MELLEHbI B TOM Cliyyae, ecnu Bebl
odopMuTe CcTpaxoBon nonmc no pasgeny «CrpaxoBaHue nHdopMaunoHHon 6esonac-
HOCTU». B 3TOM cnyyae Bo3MelleHWe BO3HMKLWEro yuwepba éyanetr obecneveHo cTpa-
XOBbIMW KOMMAHUAMM.
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Mpn nokynke v npuMeHeHunn komnnekcos C3N HCO «Akkopa»™ npegnonara-
eTcs, 4To Bbl 3HaKOMbl C AaHHbIMKM TpeboBaHUSAMM U COrNacHbl C MOJSIOXKEHUAMMU
HacToswero pasaena.



31
11443195.012-036 31

12. TexHn4yeckana noaaepIKkKa

B cnyuyae Heobxoaumoctn koHcynbTauum 3A0 «OKB CAIMP» npepnaraet 6e3
AONOSIHUTENIbHOW onnaTbl C NoHeaesbHMKa No naTtHuuy ¢ 10-00 go 18-00 (no Moc-
KOBCKOMY BpeMeHMn) obpalaTtbcsa no tenedoHam:

+7 (495) 994-49-96
+7 (495) 994-49-97
+7 (926) 235-89-17
+7 (926) 762-17-72

WIN MO aApecaM 3N1EKTPOHHOW MOYThbl:
help@okbsapr.ru
support@okbsapr.ru

Bonpocbkl No 3kcnayaTtauMm KOMMJEKCa MOXHO TakKXXe 3a4aTb Ha OpyMe Ha Halem
camte www.accord.ru.

Haw agpec B UHTepHeTe http://www.okbsapr.ru/.
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MpunoxxeHue 1. Metoanuyeckme pekomeHaauumm no popmu-
POBaHUIO U NoAAEpPI>KKe U30JIMPOBAaHHOW NPOrpaMMHOM cpe-
Abl (UNC)

Mpeanonoxum, 4yto B AC paboTtatoT N cybbeKkToB-nosib3oBaTenemn, Kaxabln i-mn
M3 KOTOPbIX XapaKTepulyeTCcs HEeKOTOpOoW nepcoHanbHon uHpopmaumen Ki, He u3-
BECTHOM APYrMM MNO/b30BaTeNIsIM U XpaHsLWeNCcss Ha HEKOTOPOM MaTepuasibHOM HOCU-
Tene. CyuwecTByeT TakXe BblAeNeHHbIN CybbekT - aaMUHUCTpaTop 6e3omacHoCTu
nHpopmaumn (agmuHuctpatop bWN) AC, koTopbin 3HaeT Bce Ki. AaMuHuctpatop BU
npucBamBaeT i-My NOJb30BaTeN0 MOJIHOMOYUS, 3akvaruwmecs B BO3MOXHOCTHU
MCMOJSIHEHMS UM TONIbKO 3a4aHHOro nogMHoxectea nporpamm Ti={Pil, Pi2, ... Pit}.

HeCaHKUMOHUPOBAHHbLIM A0CTYMNOM SHABJIAETCA MCMNOJSIb30BaHME MMEKLWMXCA Ha
XecTtkoM aucke CBT nporpamMm nmbo cybbektoMm, He BxoaswmMm B N AONYLUEHHbIX,
nnbo i-M nonb3oBaTeneM BHe NMNOAMHOXEeCTBa CBOMX NosHoMouun Ti. CybbekT, nbiTa-
OWMNCA npoaenatb AaHHble AEeNCTBUS, Ha3blBaeTcs 3n0yMblwneHHnkoMm. HC ocy-
LecTBnseTca obszaTtenbHO npu noMowm mMmewowmxcs Ha CBT mnm aocTtaBneHHbIX
3/10YMbILINIEHHNKOM MPOrpamMMHbIX cpeacTs (B AAHHOM Cllyyae He paccMaTpuBaeTcs
BO3MOXHOCTb HapyLeHNs LesIOCTHOCTM annapaTHbIX CpeaACTB KOMMbloTepa).

HC/ MO)XeT HOCUTb HEMoCpeACTBEHHbIN U ONOCPEAOBAHHbIN XapaKTep.

Mpn HenocpeancteeHHoOM HC/ 3/10yMbIlWIEHHUK, UCMONb3ysa HekoTopoe MO nbl-
TaeTCsl HEeNOCpeACTBEHHO OCYLLEeCTBUTb onepaumn YTeHus unm 3anmcn (U3MeHeHus)
MHTepecytowen ero nHdpopmaumn. Ecnn npeanonoxumTb, 4To B Ti HET NporpamMm, Aa-
IOLLUMX BO3MOXHOCTb npoussectn HCA (3To rapaHTMpyeT aAMWHUCTpATOp Mpu ycTa-
HOBKe nonHoMoumnn), To HCO MoxeT 6biTb Npou3BedeH TOSIbKO Mpu 3anycke npo-
rpamMMm, He Bxoasawmx B Ti.

OnocpepoBaHHbin HC ob6ycnoeBneH OOLWHOCTbIO pecypcoB Mosb30BaTenen m
3aKJ1l04aeTCa BO BAMSAHMM Ha paboTy Apyroro nosnb30BaTens 4vyepes3 UCMosb3yeMble
UM nporpamMmbl (Mocne npeaBapuUTeNbHOr0 U3MEHEHMSI UX COAEepXaHUs UK UX Co-
CcTaBa 3/10yMblWEHHUKOM). [lporpamMmbl, y4dacTBylowue B onocpeaosaHHoM HC/,
byaeM HasbiBaTb paspyllalowmMm nporpamMmMmHbiM Bo3gencteusiMu (PMB) wmnu npo-
rpaMMHbIMK 3aknagkamu. PIMB MoryT 6bITb BHeApeHbl i-M nonb3oBaTtenem B 10O, npu-
Haasiexallee j-My NoJsib30BaTesIi0 TOSIbKO NyTEM U3MEHEHUs NporpaMm, BXoAdAWUX B
Tj.

CnepoBaTtenibHO, cuctema 3awmtbl ot HC gonkHa obecneymBaTb KOHTPO/b 3a
3anNyCcKOM MporpamMMm, NpoBepKy WX LEeSIOCTHOCTUM U aKTUBU3MPOBATbCHA Bcerga And
noboro nonb3oBaTtens. BbINoONHEHME KOHTPOS LENOCTHOCTU U KOHTPOAS 3arnycKoB
BeaeTcs Ha ocHoBe Ki ans kaxaoro nonb3oBatens. [pu 3ToM BHeapeHHbi B KC 3a-
LUMTHbIM MexaHM3M Ao/XeH obecneynBaTb cneaytouwee:

e B HEKOTOPbIN HayajlbHblA MOMEHT BpeMeHu TpeboBaTb y cybbekTa
npeabsBlieHns ayTeHTUdUUMpyowen nHpopMmaumm n rno HeMm oaHO3Hau-
HO onpeaensaTb cybbekTa n ero nonHomouuns Ti;

e B TEYEHUM BCero BpeMeHW paboTbl Nosb3oBaTens i AoOMKEH obecneyu-
BaTb BbIMNO/IHEHME NPOrpaMM TONbKO M3 NoAMHoXecTBa Ti;

e [MO/SIb30BaTe/lb HE AOJ/IKEH MMETb BO3MOXHOCTU U3MEHUTb MOAMHOXECTBO
Ti /AN NCKNIOYUYUTL M3 AanbHenwen paboTbl 3aWMUTHLIA MEXAHMU3M U €ro
OTAE/bHbIE YaCTW.
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NMpepnonaraetcsa, 4to B M3Y (BIOS) un onepaunoHHon cpeae (B TOM 4ucne v B
ceteBoM [10) OTCYTCTBYIOT CreumanbHO MHTErPUPOBaHHbIE B HUX BO3MOXHOCTM HC/A.
MycTb nonb3oBaTtenb paboTaeT C NporpamMMoN, B KOTOPOM TaKXe WUCK/YEHO Hanu-
ynme Kakumx- Nmbo CKpbITbIX BO3MOXHOCTEM (NpoBepeHHble nporpaMmsbl). MoTeHum-
a1bHO 3/10YMbILUSIEHHbIE AENCTBUS MOTYT 6biTb TAKUMK:

1)MNMpoBepeHHble Nporpammbl 6yayT Mcnonb3oBaHbl Ha aApyrom CBT c apyrum
BIOS 1 B 3TUX yCNOBUSAX UCMOIb30BaTbCs HEKOPPEKTHO.

2)MpoBepeHHble NporpaMMbl 6yayT UCMOSIb30BaHbl B @aHaNOrM4YHOM, HO He Mpo-
BEPEHHOM ONnepaunoHHOW cpeae, B KOTOPOW OHM Tak)Xe MOryT UCMONb30BaTbCA He-
KOPPEKTHO.

3)MpoBepeHHble NporpamMMbl UCMOMb3YOTCA Ha nposepeHHoOM CBT v B npose-
PEHHOM OonepaunoHHON cpeae, HO 3anyCKakTCs eLle U He NpOBepeHHbIe NMPOorpaMMmsl,
noTeHunanbHo Hecywme B cebe Bo3MoxHocTn HC/A.

Torpa, HCA B AC rapaHTMpOBaHO HEBO3MOXEH, €C/IN BbIMNOJIHAKTCHA YCNOBUS:

Y1. Ha CBT ¢ npoBepeHHbIM BIOS ycTtaHOB/ieHa npoBepeHHasds onepaunoHHas
cpeaa.

Y2. [locToBEpPHO yCTaHOBJIeHa HenaMeHHocTb DOS n BIOS ana naHHOro ceaHca
paboTbl.

¥3. KpoMe npoBepeHHbIX NporpaMmMm B AaHHOM NporpaMMHoO-annapaTHOW cpeae
He 3anycKasioCb U He 3anyCcKaeTcsa HUKAKUX MHbIX MporpamMMm, NpoBEepeHHble npo-
rpamMMbl nepea 3anyCcKkoM KOHTPOJSIMPYIOTCA Ha LEeNOCTHOCTb.

Y4. VICKNoYeH 3anyCcK NpoBepeHHbIX NporpaMMm B Kakom-nmbo MHOM cutyaumu,
T.e. BHE NpOBEPEHHON cpeabl.

Y5. Ycnosusa Y1-4 BbINOAHSAOTCA B 11060 MOMEHT BPEMEHU ANS BCEX MOJSIb30-
BaTenen, ayTeHTMOMUMPOBAHHBIX 3aLLUNTHBIM MEXAHU3MOM.

Mpn BbIMNOIHEHUN MNEPEYUCIEHHbLIX YCNOBUI MpOorpamMHas cpeaa Ha3blBaeTCs
n3onuposaHHon (panee 6yaem mcnonb3loBaTb TepMuH UIMC - n3onumpoBaHHas npo-
rpaMmMHas cpega). ®yHKUMOHMpPOBAHME NpOrpaMMm B WM30JIMPOBAHHOM MPOrpaMMHOM
cpene (MUMNC) cywectBeHHO ocnabnseT TpeboBaHusa k 6azosomMy MO. B camMoM aene,
UMC KOHTpOAupyeT akTMBU3aALMIO NMPOLECCOB Yepe3 onepaunoHHY cpeny, KOHTpO-
NUpPYeT LEeNoCTHOCTb MCMNOSTHAEMbIX MOAY/en nepen nx 3anyckoMm M paspellaeT UHU-
LMMpoBaHMe npouecca TOoSIbKO Npu OAHOBPEMEHHOM BbINOSIHEHUWN ABYX YCIOBUW —
NPUHAANEXHOCTU K pa3pelleHHbIM 1 HEM3MEHHOCTMW.

B Takom cnydae ot 6a3oBoro N0 TpebyeTcsa TONbLKO:

1)HeBO3MOXHOCTb 3anycka nporpamMM nNoMmMo KoHTposmpyeMbix UMNC cobbl-
TURA.

2)OTcyTcTtBMe B 6a3oBoM MO BO3MOXHOCTEN BAUATb Ha cpeay OYHKUMOHUPO-
BaHMA YyXe 3anyLlleHHbIX nporpamm (dakTnyeckm 310 TpeboBaHME HEBO3MOXHOCTU
pefaKTUpoBaHUS onepaTUBHOW NaMATK).

Bce npoune gencremsa, sapngwowmecs HapylweHuem Yciosmim 1-3, B OCTaBLIENCS
nx vactu byayT BbigBAATbCA U 6okMpoBaTbcs. Takmm obpasom, UMNC cywecTtBeHHO
CHmxaeT TpeboBaHms K MO B 4aCTM HaNMUMS CKPbITbIX BO3MOXHOCTEN.

OCHOBHbIM 3N1EMEHTOM MOAJEPXKAHUSA U30JIMPOBAHHOCTU Cpeabl ABNAETCA KOH-
TPO/b LIENIOCTHOCTU. MpU 3TOM BO3HUKAET Npo6/eMa UTEHUA peanbHbIX AaHHbIX, TaK
KaK KOHTPOJ/ib LIe/IOCTHOCTM BCErAaa COMpsieH C YTEHMEM JaHHbIX (Mo cekTopaMm, Mo
cdainam 1 T.4.). B npouecce 4TeHUs paspylualollee MporpaMMHOEe BO3AENCTBUE
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(PIMB) MoXeT HaBsA3blBaTb BMECTO OAHOMO CeKTopa APYron Unn peaakTupoBaTb HeEMo-
cpeactBeHHo 6ydep namatu. C Apyron CTOpPOHbI, Aa)ke KOHTposnb camoro BIOS mo-
XeT npoucxoamTb «noa HabngeHnem» Kakom-nnbo A0MNONHUTENbHOM MNpOorpamMMbl
(«teHeBon BIOS») M He nokasaTb ero MaMeHeHWs. AHanornyHbole adeKkTbl MOryT
BO3HUKATb M npu obpabotke danna. Takmm obpa3oM, BHeapeHHOe B cuctemy PI1B
MOXeT BAMATb Ha MNpPOLECC YTeHUA-3annucu AaHHbIX Ha ypoBHe danioB WM Ha
YPOBHE CEKTOPOB U MpeabsaAB/iATb CUCTEME KOHTPONS HEKOTOpbIE ApYyrve BMeCTO pe-
aNlbHO CYLLECTBYOLWMX AAHHbIX. DTOT MeXaHW3M HeOAHOKpaTHO peann3oBbiBasiCa B
STELTH-Bupycax. OgHako BepHO YTBepXAeHue - ecnum NporpaMMHbiM MoayNb, 06-
CNY>XUBaAKOWMIM NpoLECC YTEHUS AaHHbIX, He coaepxan PMB M LenoCTHOCTb ero 3a-
dunkcupoBaHa, To Npu ero nocneaywen HeEM3MeHHOCTU YTEeHMe C UCMONb30BaHUEM
3TOro NporpaMMHOro Moaynsa byaet yTeHMeM peasibHbiX AaHHbIX. 13 AaHHOro yteep-
XOEHUS cneayeT, uTo ans obecnevyeHus YTeHus peasibHbiX AaHHbIX (3awmTbl OT Pl1B)
noacmcreMa KOHTposia uenoctHoctn C3U HCL pomkHa CTpoOUTbCSA Ha OCHOBE asro-
puUTMa CTyneH4yaToro (MowaroBoro) KOHTPOS LeOCTHOCTH.

ANropuTM CTYMeH4YaToro KOHTPOAs LenoCTHOCTU ansa co3aaHmsa UMC npueseaeH
Ha npumepe DOS.

Mpwn BkOYeHUU nuTaHma CBT npoucxoauT TectuposaHue Oll, nHunanusaums
Tabnuubl npepbiBaHUA U Nouck pacwupeHun BIOS. lMpu nx Hanuuum ynpasneHue
nepenaeTcss Ha Hux. ocne oTpaboTkm pacwupeHunnn BIOS B namsaTb cuuTbiBaeTcs
NnepBbIN CEKTOP AUCKETbI UM BUHYEcCTepa (3arpy3yuk) U yrnpasreHue nepegaeTtcs
Ha Hero, Ko 3arpy3uuka cuymTbiBaeT apamBepbl DOS, gnanee BbINOMHAKTCA dalnbl
KOHUrypaumm, noarpyxaeTcsd KOMaHAHbIA MHTepnpeTaTop W BbINONHAETCS dann
aBToO3arnycka.

C yyeToM 3TOro MexaHmsma ans peanmsaumun UMC npeasaputenbHO GUKCUPY-
€TCA HEeM3MEeHHOCTb MporpaMMm B OCHOBHOM W pacwupeHHbix BIOS. [anee, ucnonb-
3ys yXXe (pannoBble onepauumn, YnTarTcss HeobxoamMble 4519 KOHTPOIA UCTMOJTHSIEMble
MoAaynn (KOMaHAHbIN MHTeprpeTaTop, ApanBepbl AONONHUTENbHbIX YCTpoUcTB, .EXE
n .COM - moaynm un 1.4.). MNpun 3anycke UMC Taknm xxe ob6pa3om n B TON xe nocne-
[0BaTEeNbHOCTU BbIMOSIHAETCA KOHTPOJIb LLe/TOCTHOCTMU.

DTOT anroput™ MOXHO 0606WMTb Ha MPOU3BOSIbHYIO OMEpaLUOHHYD cpeay.
Ona KOHTpONA AaHHbIX Ha i-M JIOFTMYECKOM YpOBHE UX NpeacTaB/lieHusa ANg 4YTeHus
TpebyeTcs Mcnonb3oBaHWe npeaBapuUTesibHO MPOBEPEHHbIX Ha LEeNoCTHOCTb npoue-
ayp i-1-ro ypoBHSi. B cnyyae onnMcaHHOro MexaHmama 3arpy3ku npouecc aytTeHTudu-
Kauunm HeobxoamMo NpoBOAUTb B OAHOM M3 pacwmperHmin BIOS (4T06bl MUHUMN3NPO-
BaTb YMC/O paHee 3anyuweHHbIX NporpamMM), a KOHTPOJib 3anycka nporpamMMm BKJIO-
yaTtb yXe nocne 3arpy3kun DOS (mHade DOS onpepenser 3Ty yHKUMIO Ha cebs).
Mpn peanunsaumm UMC Ha Hee AO0MKHA O6biTb BO3/10XEHA (PYHKLMS KOHTPOAS 3anycka
NMpPOrpaMM M KOHTPOJIA LeNOCTHOCTM.

Peannzaums UIC c ncnosnb3oBaHneM MexaHn3sMa pacwmpeHmsi BIOS

PaccmoTpuMm aBa 3Tana peanusauuun UIMNC - 3Ttan yctaHoBku UIMNC mn 3Tan akc-
nnyataumm UMC.

MpeanonoxunMm cyuwecrtsoBaHne N nonb3oBaTenen, Kaxabln i-M U3 KOTOPbIX Xa-
paKTepusyeTcsi HEKOTOPOM nepcoHanbHOW MHGopMaumen Ki, He U3BECTHOW ApYruM
NONb30BaTENSM N XPaHSLeNcs Ha HEKOTOPOM MaTepuasibHOM HocuTene (Hanpumep,
ycTtpounctee Tuna Touch Memory). CywecTtsyeT Takxe agmmHuctpatop bW AC, kKoTo-
pbin 3HaeT Bce Ki U eguMHONMYHO NPOBOAMT 3Tan YCTaHOBKW. [lonb3oBaTtenn xe
Yy4acTBYIOT TOJIbKO B 3Tane aKCnjayaTtauuu.
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Mpouecc yctaHoBkn UMNC cocToUT 13 cneayrowmx 4eNCTBUN:

1)B CBT ycraHaBnuBaeTca nnaTta, BkAw4awwas B cebs ycTtpoucrtsa M nNpo-
rpammbl MNM3Y gaHHOro yCTponCTBa, peanmaytowme:

e yTeHue Ki,
e naeHTUdUKaLUIO NOIb30BaTENSA C HOMEPOM i N0 BBeaeHHOMY Ki,

e YTeHMe MacCMBa AaHHbIX, coAepXXallero MHOXeCTBO AOCTYMHbIX AJ1A Bbl-
NnosIHEHUS nonb3oBaTenem i 3agad Pil, Pi2, ..., Pim, n nndopmaumm Mil,
Mi2, ... Mim, dukcmpyowen uenoctHocTb gannos Fil, ..., Fim kaxaon
3ajauu.

OnucaHHoe YCTpOMCTBO AO/MKHO aKTUBU3MPOBATLCS Cpasy MNocne BKAKYEHUS
nMTaHnsa, oTpaboTkM npouenyp CaMoOTeCTUPOBaHUA U MHUUMaNM3aunm CUCTeMbI npe-
pbIBaHUN.

Ana CBT tuna IBM PC anga aton uenn Heob6XxoAMMO MCMNOb30BaTb MEXAHU3M
pacwunpeHna BIOS.

2)AOMUHUCTpATOp onpeaensieT Ans nonb3oBaTens i Habop 3agay M COOTBET-
CTBYHOWMX 3a4a4aM mucnonHsaemolx damnos {Pit, Fit}, t=1,...,mi; i=1, ..., N, rae mi
- YMCNO pa3pelleHHbIX K 3anyCcKy 3a4ay Ans i-ro nonb3oBaTens.

3)AaMunHucTpaTop opmupyeT (M 3aHOCUT Ha HOCUTESb) UAN CYUTbIBAET C HO-
cutenst ans i-ro nonb3oBaTtens ero Ki M BbIYMCNAET 3HAYEHUS ANS MOCAeayoLwero
KOHTpona yenoctHoctn Mir= f(Ki, Fir, Pir), rae f - dyHKUMA pukcaumm LenoCTHOCTML.

4) AoMUHUCTpaTOp NpoAenbiBaeT aenctemsa 2 n 3 ansa scex N nonb3oBaTtesnen.

5)AAMUHNCTPATOP YCTaHaBIMBAET B NPOrpaMMHYI0 Cpeay MOAY/lb aKTMBM3aLUmn
NMNC n pukcmpyeT ero UesnocTHOCTb. PUKCUPYETCS TaKXe LesIoCTHOCTb (hannos one-
paumoHHOM cpeabl Foc, B koTopble BXoaaT dannel DOS, apaneepbl un ceteBoe MM0.

Mpouecc akcnayaTaumm COCTOUT U3 Creayowmnx 4eNCTBUN.
1) BkntoyeHne nuTaHusa U aktuBusaumsa pacwmnpeHHoro BIOS:
naeHTUudukKaums nonblosatens no ero Ki.
Mpu ycnexe - n. 6).
MpoBepkKa LeNnoCTHOCTU BCeX BKAKOYEHHbIX B [M9BM (PC) BIOS
Mpu NONOXUTENIbBHOM Ucxoae - n. B).

YTeHne dannos Func n Foc ¢ NnoMoLWbIO PYHKUMI onepaunoHHON cpeabl N NpoBepkKa
NX LeN0CTHOCTH.

Mpy NONOXUTENbHOM Ucxoae - n. r).
Aktnsunsaumsa OC n cetesoro [MO.
AKTUBM3aLUMA Npouecca KoHTponda Punc.
3anyck n3bpaHHOM 3a4a4u i-ro Nnonb3oBaTens.
2)PaboTa B UIC.
3anycK Kaxaoro npouecca Ps conpoBoxaaeTcs npoBepKamMu:

MpuHagnexunT nun Fs K MHOXeCTBY pa3peweHHbIx an4 i (Ti), ecnn aa, TO BbINOAHSAET-
cqa n. 6), nHaye 3anyCcK UTHOpUpYyeTCS.

Cosnapaet nn G=f(Ki,Fs,Ps) ¢ M=f(Ki,Fs,Ps), BbluncneHHon agMmMHuUcTpaTopom bI.
Mpn NonoXxuTenbHOM nUcxoae nNpoeepkn 6) 3agayva 3anyckaeTcs.
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Jlerko BnaeTb, 4YTO yCNoOBUS M30IMPOBAHHOCTU cpeabl (Y1-5) B gaHHOM cny4ae
BbIMOJIHEHDI.

MyHKT Y1 rapaHTUpyeTCcs npu yCTaHOBKE CUCTEMbI aAMUHUCTPATopoM BU.

MyHKTBI Y2, Y4 1 Y5 obecneunBaroTCa KOHTPOJIJIEPOM KoMrsiekca «Akkopa»™
(3arpy3ka cobctBeHHoM OC u ceTeBOM cpeabl C ANCKETbl (APYrMX MarHUTHbIX HOCU-
Tenen) HeBO3MOXHA, MOCKObKY pacwmnpeHHbln BIOS akTMBeH paHblle M Hanpasns-
€T 3arpy3Ky Ha XeCTKMM AUCK; Nosb3oBaTenb AONyCcKaeTcsa K paboTe TONbKO npu
nposepke Ki).

MNyHKT Y3 peann3oBaH NporpamMmMHbIM MOAYJIEM KOHTPO/S 3aryCcKOB U KOHTPOSA
LesIOCTHOCTM 3a4ad, Bxoadwmm B coctas UIMC. KpoMe TOro, B AaHHOM ciny4dae pea-
NM30BaH MexaHu3M CTyneH4yaToro KOHTpons, obecneumBarowmm 4yTeHUe peanbHbIX
OaHHbIX.
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Mpuno)xxeHue 2. Metoamka onpeaneneHun Tpeébyemon (uene-
coob6pasHoON) ANMHbI NApoJIA, UCMOJIb3YEMOro B KOMIJlIeKcax
C3M ot HCl cemencTBa «AKKOpA>»™ Npu ayTeHTUdUKayumm
nosib3oBaTtens

OueHka TpebyeMon ANMHBLI NApons BaXKHa Af8 TOro, 4tobbl NpaBWIbHO Bbl-
6paTb Nepuos CMeHbl Naponen u3 NpeanonoXeHus, YTO naeHTudmnKaTop nNosb3oBa-
Tenst MoXeT 6bITb yTpayeH, a nonb3oBaTenb MO TEM MM MHbIM MPUYMHAM He MocTa-
BUT 06 3TOM B M3BECTHOCTb agMUHUCTpaTopa 6e30nacHOCTU MHMOPMaLUN.

MNycTb Tpebyemas BepOATHOCTb Noabopa napons B pe3dysbTaTe TPEXMeCAYHOro
perynsapHoro TectMposaHusa AosKHa 6biTb He Bbiwe 0,001. Mo dopmyne AHaepcoHa
(cM. XoddmMaH J1. CoBpeMeHHble MeToAbl 3aWwnTbl MHPopMauun /Mep. ¢ anrn./. M.:
CoseTckoe paguno, 1980. - 264 c.)

4,32 * 10%*4 * k(M/P) <= A**S,

roe
e Kk - KONIMYECTBO MOMbITOK B MUH;
e M - nepmoa BpeEMEHU TECTMPOBAHMSA B Mecsuax;
e P - BeposaATHOCTb noabopa napons;
e A - 4yuCno CMMBOJIOB B andasuTe;
e S - anuvHa napons.

BpeMa Ha o4HY MONbITKY MNpU MUCMOSb30BaHUM KOMMNIeKca «AKKOpa» - He Me-
Hee 7 cek., T.e.

k =60/7 = 8,57

Ona anrnuinckoro andasnta A=26 n S=7:

1,11 * 10**9 <= 8,03 * 10**9,

T.e. Napons ANVMHOWM 7 CMMBOJIOB AOCTATOYHO A1S BbINOSIHEHUSA YCNOBUS, a
nMeHHo: Ecnu 6yaet BbibpaH naposb ASIMHHOW B 7 CUMBOJIOB, TO B TeyeHue 3-X Me-
csAueB BEpOATHOCTb nogbopa naponsa 6yaet He Bbiwe 0,001.

Ecnu BbibMpaeTcs AnvHa naponst B 6 cuMBosioB (S=6), TO BbINOMHAETCA Hepa-
BEHCTBO:

3,7 * 10**8 * M <= 3,089 * 10**8,
nnm
M <= 0,83,

T.e. Npn AnnHe naponss 6 CMMBOMIOB U pPerynsspHOM TECTUPOBAHUN B TEYEHUMU
25 aHen BeposaATHOCTb Nnoabopa naponsa coctaBut He 6onee 0,001.



