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AHHOTALUNWA

HacToawmnmn OKYMeHT SBMSIETCS PYKOBOACTBOM MO YMpPaBiEHUIO MeXaHM3MaMun
3aWmMTbl NpoOrpaMMHO-annapaTHOro KoMmmnaekca 3awuTbl WHopMmaumm ot HCA
«Akkopa-Win64» v.5.0 (TY 4012-037-11443195-2010) wn npegHasHavyeH AN
KOHKpeTM3aumm 3agad U QyHKUMN AO/DKHOCTHbIX NUL opraHusaumu (npeanpusaTus,
dupMbl), NAAHMPYIOLWLUMX U OPraHU3ylLWmMx 3aluty WHoOpMauunm B CUCTEMAX WU
cpeacTeax nHdopmaTmsaumm Ha 6ase CBT ¢ npuMeHeHMeM KoMMaekca.

B nokyMeHTe npuBeaeHbl OCHOBHblE (PYHKLUUM aAMUHUCTpaATOpa 6e30MacHOCTM
MHdopMaLMK,  NOPAAOK  YCTAaHOBKM  MNpaB  AoCTyna  nofb3oBaTenen K
MH(POPMALIMOHHBLIM pecypcaM, opraHusaunun KoHTpons pabotbl CBT ¢ BHeApPEHHbIMU
cpeAcTBaMM  3alMTbl W Apyrue CBeAeHusi, HeobxoauMble ANns  ynpaB/ieHUus
3alMUTHLIMU MEXaHM3MaMM KOMMIeKca.

na nydwero nNOHMMAHMA U UCMONb30BAaHUA  3aWUTHbIX MEXaHU3MOB
KOMIMJ1EKCa pekoMeHaAyeTCA npeaBapuTesibHO O3HAaKOMUTbCA C KOMMJIEKTOM
3KCI'IJ'IyaTaLI,VIOHHOl71 AOKYMEHTaLuMUnN Ha KOMIUIEKC, a TaKXe MpUHATb HeobxoanMble
3dWlUTHblE OPraHN3aunOHHbIE MEPDbI, pEKOMEHAYEMbIE B JOKYMEHTALUUN.

MpUMeHeHMe 3alUUTHbIX Mep KOMMJeKca [AO/MKHO AONONHSATbCS 06WwmMun
MepaMu NpeaoCcTOPOXHOCTU U pusnyeckon 6esonacHoctn CBT.
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NMPUHATbBIE TEPMUHbI N COKPALLEHUSA

ApMuHucTpaTtop BU
Umsa_nonb3oBartensn
UpeHTndukarTop

0O6beKkT gocryna

MapameTpbl
nonb3oBaTens

Monb3oBarenb
neAa
MpeabasuTb
naeHTucdpukarTop

YnaneHue
nosb3oBaTtens

CUHXpOHM3aLus
napameTpos
nonb3oBaTens
Co3patb
nonb3oBaTens
Coob6weHuns

TM-naeHTudpukartop
(vnn TM)

Yucno npoxonos
npv yganaeHum

SHN

- aaAMUHUCTpaTop cnyxbbl 6e3onacHoOCTN MHpopMauum

- UMS, NoA4 KOTOPbIM NOJSIb30BaTeb 3aperucTpmMpoBaH B cucteme

- cneumanbHoe YCTPOWCTBO, coAep)Kallee YHWKanbHbIA MpU3HaK
nonb3oBaTens, C KOTOPbIM 3aperncTpMpoBaHHbIi MoOfb30BaTeNb BXOAUT
B CMUCTEMY M KOTOPbIN MCMONb3yeTCs CUCTEMOW ANa onpeaesieHns ero
npae, a TakKxe pAng peructpaumm dakta [ocTyna W XapakTtepa
BbIMOJIHSEMbIX UM paboT nnm npenocTaBNsaeMbIiX €My YCayr

- noa ob6bekToM AocCTyna MnOHMMaeTcs OAMH W3 NepevYnCeHHbIX
pecypcoB CBT: auck, katanor, ann, pasgen uam K4y peecTpa,
npouecc (3agava), Apaneep yCcTpomncTea.

- uaeHTuduumpyrowme npusHakm nosnb3osaTtens (MM, HoMep
naeHTndunkaTopa, Nnaposb) U ero npaea no AocTtyny K pecypcam CBT B
COOTBETCTBUM C €ro NosIHOMO4YNAMU

- cybbeKkT goctyna Kk obbektam (pecypcam) CBT

- MpaBufia pasrpaHnYeHns gocrtyna

- MPUIOXUTb UAEHTUPUKATOP K KOHTAKTHOMY YCTPOMCTBY CbEMHMKA
MHdopMauun, nnbo BCTaBuTb naeHTudukatop B USB-nopT KoMnbloTepa
(B 3aBUCUMOCTKN OT TMNA UCMONb3yeMOro naeHtudmnkatopa)

- yhaneHne WMEeHW, Noh KOTOpPbIM MNOJSib30BaTeslb 3aperncrpupoBaH B
CUCTEME, W3 CNMCKa 3aperncTpuMpoBaHHbIX rMonb3oBatenen B DHI
KOHTposinepa «AKkopa»

- conoctasneHue b nonb3osaTtenen B DHI KOHTpoanepa «AKKopa» C
napameTtpamu bl nonb3oBaTesien NOACUCTEMbI pasrpaHMYeHns AoCTyna
M y4YeTHbIMM 3anmcsaMun nonb3osaTtenen Windows

- 3aperncTtpupoBaTb Mofnb3oBaTens B MNOACMCTEME pa3rpaHMyeHuns
aocrtyna

- uHdopMaumsl, BbiIBOAMMAS Ha Aucnnen, kKoTtopas coobulaetr o
OEeNCTBMAX Nosb30BaTeNsd, O COCTOSSHUM NporpaMmMmbl U  HOPMasibHO
3aBepLUeHHbIX gencrteusax, cbosx B cucteme u ap.

- nepcoHanbHbIn unaeHTUdukatTop DS-199x («Touch-memory» -
«MaMaTb KacaHmsa») nonb3oBaTens

- KONIMYEeCTBO NpOXOA0B  Cly4alHOWM
coaep>XnuMomy caiina npu ero yaaneHum

— DHeproHesaBuCMMas NaMATb KOHTposinepa «AKKopa»™

nocneanoBaTesibHOCTU no
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BBEAEHWUE

MporpaMMHoO-annapaTHblM  KOMMJEKC CpeacTtB 3awuTbl  WHGoOpMaumu  OT
HeCaHKLUMOHMPOBAHHOIro AocTtyna «Akkopa-Winé4» v.5.0 (TY 4012-037-11443195-
2010), panee no TekcTty - komnnekc «Akkopa», MAK C3U HCO «Akkopa» wniu
KOMMJIeKC - 3TO NPOCTON, HO 4Ype3Bbl4anHO 3HDEKTUBHbBIM KOMMAEKC TEXHUYECKUX U
NPOrpaMMHbIX CpeaCTB, MWCMNOJb3ys KOTOPbIA MOXHO HaAeXHOo 3awuTuTb OT
HEeCaHKUMOHUPOBAHHOIro Aoctyna wuHdopmaumio Ha CBT, yHKUMOHMPYOLWMX MoA4
ynpaeneHnem OC Windows XP, Windows Server 2003, Windows Vista, Windows
2008, Windows 7, Windows 8, Windows 8.1, Windows 10, Windows Server 2008
R2, Windows Server 2012, Windows Server 2012 R2, 6e3 moandunkauumm paHee
NpnobpeTeHHbIX MPOrpamMMHbIX CPeacCTB.

Komnnekc obecneumBaeT ANS NONb30BATENS «MNPO3payHbIn» pexumm paboThbl,
Npn KOTOPOM OH, Kak MpaBwW/o, HE 3aMeyaeT BHeAPEHHOW CUCTEMbI 3alUnTbl. TakuM
obpa3oM, AononHuTenbHas Harpyska, cBsidaHHas C akcnnyatauuen C3UM HCA, He
NOXWUTCS Ha nofb30BaTesid, a 3aMblKaeTcs Ha agMUHUCTpaTope 6e30macHoCTH
nHpopmaumm  (agmmHuctpatope BW). B 3tom  cBA3M  gna  obecnedeHus
adpdekTnBHocTn pabotel CBT agmMuHuctpatop BU 06513aH AOCKOHANbHO MU3Yy4YuUTb U
NPaBW/IbHO YMNpPaBAATb BO3MOXHOCTAMW CUCTEMbI 3awwuTbl MHPopMmaumm ot HCO Kk
MHpopMaLMoHHbIM pecypcaM AC, NOCTpoeHHOM Ha 6a3e KoMMiekca «AKKOpA>».

Komnnekc C3N HCA «Akkopa-Win64» v.5.0. no3BonseT HagexHo obecrneymnTb:
e 3aLUNTY OT HecaHKuMoHMpoBaHHoOro goctyna Kk AC (CBT) n ee pecypcam;

e pasrpaHmnyeHmne agoctyna K pecypcam CBT, B T.4. K BHEWHUM YyCTPOUCTBaM,
nyTeMm yrnpaBneHns noTokaMmm MHPOpMaLMnM B COOTBETCTBUU C YPOBHEM MOJIHOMOYUN
nonb3oBaTtesier, UCNonb3ys AUCKPEUMOHHbIN M MaHAaTHbIM cnocobbl yrnpaBneHus
AOCTYMOM nosb3oBaTesien K UHPopMaumMoHHbIM pecypcam CBT;

e 3aWMTY OT HECAaHKUMOHWPOBAHHbIX MOAMMUKAUMA NpOrpaMM M AAHHbIX W
pas/IM4YHOro poaa NpoHMKawLWmUxX paspywatwmx sosgenctemin (MPB);

e KOHTPO/Ib LENOCTHOCTU KOHdUrypaumm CBT, nporpaMM UM [AaHHbIX C
peanusaumeit NowaroBoro aaropuTMa KOHTpPOs LEeNoCTHOCTH;

e CO3aHME WU30/IMPOBAHHOW nporpamMmHon cpeabl (UMC) ¢ ucknwyeHnem
BO3MOXHOCTU HeCaHKUMOHMpOBaHHOro Bbixoga B OC, 3arpyskm ¢ FDD wu
HECaHKLUMOHMPOBAHHOIMO NpepbIBaHNA KOHTPO/IbHbIX Npoueayp C KiaBmaTypbl;

e BBOJ LUMPOKOro repedyHs AOMONHUTENIbHbIX 3allUTHbIX MEeXaHW3MOB B
COOTBETCTBUM C MOJINTUKONM MHPOPMAUMOHHONW 6e30nMacHOCTU, MNPUHATOM B
opraHusauuu (Ha npeanpuatmm, dvpMe u T.4.).

He yManss [OCTOMHCTB KOMMJeKca, npexzae BCero CUIbHOW annapaTHOMU
noaaep>XKkn 60NbLIMHCTBA 3aWMUTHbLIX MEXaHM3MOB, HAAO0 CKa3aTb, YTO KOMMJEKC He
MOXeT pewuTtb Bce npobnemMbl MO  CO34AHUKO  KOMMJIEKCHOM  3aluuThl
MHPOPMAUMOHHBLIX CUCTEM. Hado 4eTKO MOHMMAaTb, UYTO KOMMJeKC «AKKOpA» - 3TO
VWb XOPOLWNN WMHCTPYMEHT, NO3BOMAKOWMN cnyxbe 6e3onacHOCTM MHOpMauum
(agMuHucTpaTtopy BW) 3HauuMTenbHO MpoLwe U HadeXXHee pewaTb OAHY U3 CTOAWMX
nepea Hen 3agady - 3awmty ot HCO k CBT u uHdopmaumoHHbIM pecypcam AC,
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pa3rpaHnyeHne Aoctyna K obbekTam AocTtyna, obecneyeHue LENOCTHOCTU NporpamMm
N AAHHbIX B COOTBETCTBUM C NPUHATOW B opraHusauun (npeanpuatum, dpupme mn 1.4.)
NONNTUKON MHPOPMALMOHHOMN 6e30NacHOCTHU.

Ncnonb3oBaHne CBT C BHegpeHHbIMM CpeacTBaMM 3alluMTbl KOMMJEKca He
TpebyeT M3MEeHeHMs CyLlecTBylLwero nporpamMmHoro obecrneveHuns. Heobxoammo
VWb KBanuduUMpoBaHHOE TMpPUMEHEHME KOMMNeKca - rMpaBu/bHas YCTaHOBKA,
HacCTpoMKa W 3KCnayaTauusa B COOTBETCTBMM C NPUHATbIMKU Ha npeanpusatiu MPL, n
obecneyeHne opraHM3aLUMOHHOW NOAAEPIKKMU.

Kak nokasbiBaeT NpakTUKa AOBOJSIbHO AJIMTENbHOrO0 NpUMEHEHUS KOMMJIeKCoB
C3UN HCO cemenctBa «AKkopa»™, 4yacTo TPYAHOCTM 3aK/HOYAKOTCA B OTCYTCTBUM Y
6onbwKMHCTBA nNonb3oBaTenenm (opraHmsauuin, ¢uUpM U T.4.) YCTAHOBIEHHOMO
nopsiaka M 4YeTKMX NpaBwua pasrpaHUyYeHuMs AOoCTyna K 3aliuuwaemMbiM pecypcam.
M0O3TOMY MMEHHO BbISICHEHME TOro, 4to U KoMy B CBT AOCTYNHO, @ UTO HET, U Kakue
OENCTBUSA C AOCTYMHbIMU pecypcaMu pa3peLlleHo BbINOSIHATb, @ Kakue HeT, sBnseTcs
OCHOBHbIM coaepXaHneM HeobxoaMMOoN opraHnU3aLMOHHOW NOAAEPIKKMU.

[Nna BbINONHEHMSA 3TUX 3a4ad, a Takxe Aans obecrneyeHuns HernpepbiBHOW
OpraHmM3auMoHHOW noAAepXKW paboTbl MPUMEHSIEMbIX MPOrpaMMHO-TEXHUYECKUX
CpeacTB 3awWwnTbl MHPOPMaLUMK, B TOM 4uCie N KoMmniekca «Akkopa», Heobxoamma
cneumanbHaa cnyxba 6e3onacHoct  uHpopmaumm (CBU), B  HebonbLnx
opraHusaumax u noapasgeneHusax - aaMmHucTpatop 6e3onacHoCTM MHGopMauumu
(aamunHuctpatop bW). Ha CBW (agmuHuctpatopa BW) Bo3naratoTca 3agayn no
OCYLLEeCTB/IEHNIO €AMHOro pyKOBOACTBA, OpraHusaumy rnpMMeHeHuns cpeacTB 3almThbl
M ynpaBneHMs UMM, a TaKXe KOHTposa 3a cobnogeHneM BCEMU KaTeropusiMm
nonb3oBartesie TpeboBaHuMM no obecneyeHunto 6e30MacHOCTU MHGOPMALMOHHbBIX
pecypcoB aBTOMAaTM3MPOBaAHHbLIX cucTteM. [lpaBosBon crtatyc CBW, o06s3aHHOCTN WU
HeKoTopble pekoMeHAdauun no opraHmsaunn CbW npuseaeHsl B [NpunoxeHun 1.

BHUMAHME! MpnMeHeHue KoMMekca «AKKOpA>» COBMECTHO C
cepTudununpoBaHHbiMu nporpaMmMHbiMmn CK3W n cpeactsamm pasrpaHuvyeHusa AocTyna
NO3BONAET 3HAUUTESIbHO CHU3UTb HArpy3ky Ha OpraHuM3auMoOHHbIE  Mepbl,
onpeaensieMmble  yC/0BUSMWU  TMPUMEHeHusa 3Tux cpeacrts. [lpnm 3TOM  Kacc
3aWMNLLEHHOCTN HE CHUXXAETCSH.

Onsa addektnsHoro npumeHeHnsa TMAK C3U «Akkopa» w noaaepxaHus
TpebyeMoro ypoBHs 3awmweHHocT CBT HeobxoanMbl:

e bmsnyeckaa oxpaHa CBT, B T.4. obecneyeHne Mep MO HEU3BIEYEHMIO
KOHTpONnepa KOMMMEKCA;

e ucrionb3osaHne B CBT  TexHMYeCcKMX WM  MPOrpaMMHbIX  CpPeacTs,
cepTndunumpoBaHHbiX kKak B Cucteme NOCT P, Tak n B cucrteme locyaapCTBEHHOM
cuctembl 6e3onacHocTn nHdopmaumm (FC3N);

e NEpUOAMNYECKOE TECTUPOBAHUE CPEACTB 3allnNTbl KOMIJIEKCA,

e pa3zpaboTka W BeAeHMe yyeTHOM N O06BHEKTOBOW AOKYMeHTauunm (MHCTPYKLUMK
aAMUHUCTpATOpa, MHCTPYKLUMI NONb30BaTeNEeNn, XXypHana ydyeta naeHTMdunKaTopos u
OTUYXXAAEeMbIX HOCUTENEeW nonb3oBaTenem n aAp.). Bce paspaboTaHHble y4YeTHble U
06beKTOBble AOKYMEHTbl AO/IKHbI 6bITb COrfacoBaHbl, YTBEPXAEHbI Y PYKOBOACTBA U
AoBeAeHbl A0 COTpyAHUKOB (nonb3oBaTenen). OTo HeobxoAMMO ANns TOro, 4Tobbl
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MnaH 3awmTbl opraHusauuun (Npeanpuatusa, dupmbl U T.4.) U aencrteus CBU
(aaMuHucTpatopa bW) nonyumnmn topuamnyeckyto OCHOBY.

Mpuem B akcnnyaTtaumto NMAK C3UN «Akkopa» odopMASETCS aKTOM B YCTAaHOB/IEHHOM
nopsiake, B opmynsipe Ha komrnekc (11443195.4012-037 30) aAMWHUCTPATOPOM
BW penaetca cooTBEeTCTBYlOLWAA OTMETKA.
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1. CopeprxaHue pabotbl AgMMHUCTpaTOopa 6e30nacHOCTH
nHpopmMaumm No NPpMMEHEHUI0O KOMIJIeKca

OCHOBHbIM cogepxaHueMm paboTbl agMmHucTpatopa BW No npuMeHeHuto
MAK C31N «AkKopa» ABAAKOTCA Cleayowme MeponpuaTus:

e NJ1TaHNPOBaHNE NMPUMEHEHNUA KOMIJ1EKCA,

e OpraHm3aumns yCTaHOBKM KOMMJieKCa WM HacTpoMKa ero 3aluMTHbIX CpeacTB B
COOTBETCTBUU C yCTaHoBNeHHbIMK T1P;

e 3kCcnNlyaTaums CBT c BHeApeHHbIM KOMMJIEKCOM, B T.4. OpraHusauus
KOHTPO/S 3a NMPaBUbHOCTbIO MPUMEHEHUS 3aLLNTHBIX MEXAaHM3MOB KOMIMJIEKCA;

e CHATUME 3alUnThl.

1.1. NMnhaHnpoBaHne NnpMMeHeHUs KOMIMJieKkca

NMnaHnpoBaHne NpUMEHEHUs KOMMeKkca «AKKOpA» OCYLLUEeCTBASAETCA C y4eToM
obwen nonntnuknm obecrieyeHma 6e30MacHOCTM B opraHm3aumm (Ha NpeanpusaTuu,
dupMe n 1.4.). OCHOBHOE coAepXXaHue 3TON NOAUTUKK A0KHO OoTpaxaTtbcs B MnaHe
3aWKMTbl opraHusauum (NpeanpusaTtusa M T.4.) - OOKYMeHTe, oTpaXarwuweMm Takxe
noaxoAbl K 3awute uHdboOpMauMm wn  (PUKCUPYIOLWLEM COCTOSIHME 3alimLLAeMOM
aBTOMATM3MPOBAHHOM cuUCTeMbl. B yactu 3awmTtbl  MHMOpMauUMM B  HEro
uenecoobpasHo BKOYATb CBeAEeHUsI O XapakTepe UM coctaBe obpabaTbiBaemMon
MHpOpMaummn, coctaBe TEXHMYECKNX N nporpaMmHblx cpeacts AC (CBT), BO3MOXHbIX
yrposax cucrteme m Haumbonee BepoOATHbIX crnocobax uX peanusaunm, OonmcaHue
BbIOpaHHbIX MeTOAOB M CpeACTB 3aluMTbl OT 3TUX Yrpo3, npaBwuia pasrpaHuyeHus
AO0CTyrna K MHMOPMaUMOHHbIM pecypcaM 1 Apyrme BOMpochl.

[Nna HacTpoMKWM CpencCTB 3awWMTbl KOMMAeKca <«AKKOpA». B COOTBETCTBUU C
paspaboTaHHbIMM W YTBEPXAEHHbIMM B opraHusaumu (PO aamuHucTpatopy BN
Heob6xoaAnMO npeaBapuTesibHO BbISCHUTb M OTPa3nTb B MJlaHe 3alunTbl cneaylowime
XapaKTepucTnkmn 3awmwaemon cncremol (CBT):

e MepeveHb 3aJay, pelaeMbliX CTPYKTYPHbIMW noapasfeneHnssMn opraHusauum
(coTpyaHukamm) c ncrnonbsosaHmem AC (CBT);

e fEeTaNbHbIN nepedyeHb UCNOJIb3yeMbIX TMNpn peeHnmn KaXaon 3apauymn
nporpammMm;

e NE€Ta/IbHbIN nepedyeHb UCNOJZIb3yeMbIX TNMpn peeEHnn Ka)xaon 3apaun
(COBMeCTHO NCNOJ1Ib3yEMbIX HECKOJIbKUMU Baﬂ,a‘—laMM) AJAaHHbIX C YKa3aHMEM MECT UxX
pa3MeLEeEHNA, PEXNMOB O6pa6OTKVI M npasua AOCTyrna K HUM;

e KOHDUrypaumo CBT Cc ykasaHMeM nepeydHs WUCMOoSIb3yeEMbIX TEXHUYECKUX
cpeanctB (NPUHTEPOB, CKAHEPOB U T.A4.) N UX XapaKTEPUCTUK;

e MPN WCMNOMb30BaHUM KoMniekca Anga 3awmtbl JIBC - nogpobHbin nepevyeHb
MMEKLWMXCS B 3alUMLLAEMON CeTun cepBepoB, paboumx CTaHUMK U T.4. C yKa3aHUeM
MX cOoCTaBa, KOHMUrypaumm, XxapakTepnucTtuk UCrosib3yeMblX TEXHUYECKUX CPEeaCTB U
MeCT UX pa3MeLleHuns;



10
11443195.4012-037 90

e NepeyeHb pasMmelleHHblX Ha CBT (kaxpon pabouen ctaHumum JIBC 1 Kaxxaom
dannoBoM cepBepe) CUCTEMHbLIX U MPUKIAAHbLIX NporpamM, dannos n 6a3 AaHHbIX;

e NepeyeHb YCTaHOBNEHHbIX Ha CBT (pabouux CTaHuusAX W cepBepax)
nporpaMMHbIx cpeacts 3awnTbl (CK3W n C3U HCA);

e CNMCKKM nonb3oBaTtenen CBT c ykasaHueMm pewaemblX UMW 3agady U3 obuero
nepeyHst 3agady M NpeaocTtaBfieHHbIX MM (B COOTBETCTBMM C MX 0693aHHOCTSAMMN)
nonHomoumn no pgocrtyny B CBT (pabouum craHumam, cepsepam JIBC) wu
MHPOPMALMOHHbBIM pecypcaM.

Ha aTane opraHusaunm CUCTEMbI 3alNTbl U MPUMEHEHUS KOMMNEKCca «AKKopa»
HeobxoanMmo, mcxoasa m3 uenen 3awmntbl CBT u ee cneumdukn, paspabotaTb psa
OOKYMEHTOB, onpeaensitowmx:

e MOPAAOK W nNpaBuia nNpeaocTaBfieHUs, WU3MEHEeHUS WU YTBepXAeHUs
KOHKPETHbIM AO/IKHOCTHbIM JIMLOM HeobXoAMMbIX MNOSIHOMOYMK N0 AOCTyny K
pecypcam CBT;

e MOPAAOK OPraHn3aLmn yyeTa, Bblayn, UCNONb30BaHUA U XPAHEHUS CbEMHbIX
MarHUTHbIX HOCUTeNel WMHbopMauuu, CoaepX allmMx pe3epBHble KOMUW MpPorpaMmMm u
[aHHbIX, U T.MN.;

e NOPAAOK O6HOBMEHUSA WCNONIb3YEMbIX BEPCUN, MNpueMa B 3SKChnayaTaumio
HOBbIX CUCTEMHbIX W MPUKAAAHbIX MNporpaMMm Ha 3awuwaemblx CBT (paboumx
CTaHUMSAX, cepBepax) - KTO obniagaeT NpaBOM pas3pelleHus Takux AEeNCTBUK, KTO
OCYLLUECTB/IAE€T, KTO KOHTPONMPYEeT, U 4YTO MNpu 3STOM OHU [AOJ/DKHbI Aenatb -
rapaHTUpyowmnn nx 6esonacHocTb n otcytcTeme PlB;

e MOPSAOK MCNONb30BaHMS, XPaHEHUSA N KOHTPONS LEOCTHOCTM NPOrpaMMHbIX
NpOAYKTOB;

e MOPSAOK 3aMeHbl WM peMOHTA CpPeACTB  BbIYUCAUTENIbBHOM TEXHWKWU Ha
3awmwaemon CBT (B AC) - kTo obn1lagaeT NpaBoOM pa3pelleHns Takux 4eNCTBUN, KTO
NX OCYLLECTBNAET, KTO KOHTPOANPYET, U YTO NMPU 3TOM OHW AOJSIKHbI AenaTb;

e NOPSAAOK M MNEPUOAMNYHOCTb aHasn3a CUCTEMHbLIX XXYPHasnoB perucrpaumu u
NPUHATUSA Mep MO 3aperncTpmMpoBaHHbIM  HECAHKUMOHUPOBAHHLIM  AEUCTBUSM
nonb3oBaTtenen CBT.

Ana  peanusaumu  BMNocneaAcTBMM  BO3MOXHOCTM  co3paHus  nobomy
nosb30BaTesNito U30MpoBaHHOM nporpamMmHon cpeabl (UMNC) Heobxoammo, 4TOobbI
BbllleHa3BaHHble AOKYMEHTbl W MpaBwuaa pasrpaHUyeHnss AOCTyna K pecypcam
rapaHTUpoBanu:

e ICK/IIOYEHNE BO3MOXXHOCTM AOCTYMNa HENPMBUAErMPOBAHHbLIX MOSb30BaTeNnen K
Haxoasawmxca B CBT WHCTpyMeHTaNbHbIM W TEXHOJIOFMYECKUM nporpamMmmam, C
NOMOLLBbIO KOTOPbIX MOXHO NpoaHanusmpoaTb paboTy C3U v npeanpuHATb MOMbITKA
MX <«B3/I0Ma» WU o06xoaa, BHeApeHWUs paspywarowmx MporpaMMHbIX BO34ENCTBUMN
(PMB);

e ICK/IIOYEHNE BO3MOXHOCTU pa3paboTku nporpamm B 3alUULLEHHOM KOHType
CBT (cucrtemsbl);

e UICKJIIOYEHNE  BO3MOXHOCTM  HECaHKLUMOHWPOBaAHHOMW  MoauduKaumm u
BHEAPEHUS HECAHKLIMOHNUPOBAHHbIX NPOrpaMMm;
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e XKECTKOE OrpaHuyeHue Kpyra nauu, obnagaroWwMMn paclUPEHHbIMU UK
HeorpaHM4YeHHbIMM MOTHOMOYMSMWN MO AOCTYNY K 3alMLaeMbiM pecypcam.

C y4yeTOM BbIWEN3NOXKEHHOIO HeobxoamMMO Takxe paspaboTaTtb M BHeCTU
HeobxoAnMble U3MEeHEHUS BO BCe OpraHuM3auMoHHO-pacnopsianTesbHble AOKYMEHTbI
(nonoXxxeHns o nogpasneneHnax, @yHKUMOHaNbHble 0643aHHOCTM COTPYAHWKOB,
MHCTPYKUWM Nnosib3oBaTenen u T.4.) no BonpocaM MHpopMaumoHHoOW 6e30nacHOCTU n
npasunam pabotbl Ha CBT (B AC) ¢ BHeApeHHbIMN CpeACTBaMM 3alUUTbl KOMMAEKCa,
AEeNCTBUSAM B C/lydae BO3HUKHOBEHMS HELWTaTHbIX CUTyaunn.

Mpu HeobxoamMmocTn 3awmTbl 6onbworo konudecrtsa CBT wau npu Hannuum
TeppuTopuanbHO pacnpeesieHHbIX NoApa3fesieHnn OpraHu3auum pekoMeHAyeTCs
MCMosib30BaTb MacwTabupyeMmoe peleHne no LUeHTpasIM30BaHHOMY YyrpasB/ieHUto
obbekTaMu, Ha KOTOpPbIX YCTaHOBJ/IeH KoMnnekc «Akkopa» - CucteMy yzaneHHoro
LEeHTpann30BaHHOro  ynpaBfeHus  cpeaCTBaMM  3alinUTbl  MHGOpMauum  oT
HeCaHKLUMOHMPOBAHHOIro Aoctyna <«Akkopa» (CYUY C3M HCO <«Akkopg»). OHa
obecneymBaeT He TO/IbKO cOOp, XpaHeHNe N aHann3 AaHHbIX CO BCeX KOMMbIOTEpPOB C
YCT@HOBJ/IEHHbIM KOMMJEKCOM <«AKKOpA», HO W BO3MOXHOCTb YNpaBasaATb 3TUMU
OAHHbIMN — KOHTPOJZIMPOBATb aocTtyn K nepmdepuimnHbIM YCTPOMCTBaM,
MCNOJSIb30BAHUIO OTUYXAAEMbIX MALWIWMHHbBIX HOCUTENEN.

1.2. YcTaHOBKa M HacTpoMKa KOMIUJIeKca

AoMunHucTpatop bW opraHumsyeT yCTaHOBKY KOMMNeKkca «AKKOpA» ucxoasa U3
NPUHATOM B  OpraHm3aumm NOAUTUKM  MHPOPMAUMOHHOM  6e3onacHoCcTn un
OCYLLEeCTBNAET KOHTPO/1b 38 KAa4YeCTBOM €€ BbIMOJIHEHUA.

NMopsaok  YyCTaHOBKM M HACTPOMKM  KOMIMJIEKCa B COOTBETCTBMM  C
KoHdurypaumen CBT copepxutcsa B «PykoBoacTee no yctaHoBke» (11443195.4012-
037 98).

BHMUMAHME! YcTtaHoBKa nporpamMMHbIX CpeACcTB KOMM/iekca AOJ/IKHA NpoBOAUTLCA B
NPUCYTCTBUN agMUHUCTpaTopa BU.

BHUMAHME! Cneayet noMHuTb, 4to B OC cemenctea Windows, HauMHas C Bepcumn
Vista, gpaneep AcXAllow.sys (3anpet goctyna K obwmm pecypcaM) BblK/O4YaeT
BECb Bxoaawunn Tpaduk Ha PC.

B HacTosiwem pasgene paccMaTpuMBaeTCcs MOPSiAOK HACTPOMKKM  3aLUMTHbIX
MEXaHM3MOB KOMIMJIEKCa B COOTBETCTBMM C MpaBuiaMu pasrpaHnyeHus AoCTyna
(NPAO) K nHdOpMaLMmM, NPUHATBIMU B OpraHusaunmn (Ha npeanpusatTumn, pupme u T.4.).

CopepxaHneMm 3TonM paboTbl sgBNgeTCAa Ha3HavyeHue nonb3oBatenam CBT
MNOJIHOMOYMI NO A[O0CTYyNy K pecypcaM B COOTBETCTBMM C pa3paboTaHHbIMM (M
BO3MOXHO YTOYHEHHbIMM B XOoA4e HACTPOWMKW KOMMAeKca) OpraHmM3aunoHHO-
pacnopsanTesibHbIMWU AOKYMEHTaMM.
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MonHOMoOuUMs nonb3oBaTenen nNo goctyny K pecypcam AC (CBT) Ha3sHauatoTcs C
nomolubto nporpammbl ACED32.EXE! nyTeM COOTBETCTBYHOLEN HACTPONKN:

e CPeACTB MAEHTUIUKAUMM W ayTeHTuduKaumm nosb3oBaTenen, C y4yeToMm
Heob6XoAMMON ANWHbLI Maponss W BPEMEHW ero >XWU3HW, OrpaHUYeHWEeM BpeMEHMU
Aoctyna cybbekTta Kk CBT;

e MEXaHM3Ma ynpaBfieHns AOCTYNOM K pecypcam C UCcnosb3oBaHueMm aTtpnbytos
AOCTyrna, KOTopble yCTaHaBMBAKOTCSA aAMUHNCTPATOPOM BM B COOTBETCTBME KaXKAOM
nape «cybbekT aoctyna - 06beKT [oCTyna» npu perncrpaumu nosib3oBaTesnen
ncxoas M3 Ux GyHKUMOHaNbHbIX 06s3aHHOCTEN;

e CPEACTB  KOHTPONSE  LENIOCTHOCTM  KPUTUYHBIX C  TOYKM  3peHUsN
MH(OPMALIMOHHOM 6€30MacHOCTN NPOrpaMM U AaHHbIX;

e MEXAHN3MaA CDYHKLI,VIOHaﬂbHOFO 3dMblKaHUA I'IpOFpaMMHOI‘;I cpeabl
nosib3oBaTtenemn cpeacreaMum 3aliUTbl KOMIJ1EKCA,

e MEXAHU3MOB ynpaBneHus CTaHAapTHbIMMU npoueanypamm neyaTu,
npoueaypamMmm BBoAa/BbiBOAA Ha OTUY)XAAEMble HOCUTENU MHMOPMaLMK;

e JOMOJSIHUTENbHbIX 3aLMTHbIX MEXaHWU3MOB, TaKMX Kak 6/10KMpOBaHME 3KpaHa
N KNaBuaTypbl B CNy4vasiX, B KOTOPbIX MOFyT peasin3oBbiBaTbCs Yrpo3bl MHPOpMaLUuK,
a TaKXe noJayn COOTBETCTBYKLIMX 3BYKOBbIX W BU3yallbHbIX CUrHanN0B nMnpu
NMonbITKaxX HeCaHKLUMOHMpPOBaAHHOIo aoctyna K CBT u ero pecypcam.

1.3. Okcnnyatauus KOMIJiekca

Mpu 3KcnayaTauuuM KOMMJeKca aAMUMHUCTpaTop BW pewaet cneaytowme
3a4auu:

e MOAAEPXMBAET CpeaCTBa 3alUUTbl KOMMAeKca B paboToCcnocobHOM COCTOSIHUM
N KOHTPONMPYET NPaBUILHOCTb UX paboThbl;

e MPOM3BOANT W3MEHEHUA B HACTPOMKE CPEeACTB 3alUTbl KOMIMJIEKCA Ha
OCHOBAHMW W B TMOJIHOM COOTBETCTBUM C WU3MEHEHUSAMU MpaBU pasrpaHUUeHus
poctyna. OHM MoOryT O6biTb BbI3BaHbl PasfiMYHbIMKM  MPUUYUHAMU, HaNpuUMep,
M3MEHEHMEM CcOoCTaBa nMosb30BaTeNen, UX [AO/HKHOCTHbIX W GYHKLWUOHAbHbIX
06513aHHOCTEN, PpaCWUMPEHUEM HOMEHKMIATYPbl WCMONb3YEMbIX TEXHUUYECKUX W
NPOrpaMMHbIX CPeAcCTB, 3a4a4y U T.M.;

e OCYLLECTBASET TEeKYLWUM KOHTpONb 3a pabotonm nonb3oBatenem CBT c
BHeAPEHHbIMM CpeACTBaMM 3alUMTbl KOMMEKCa;

e aHANU3NPYET COAEPXKMMOE XypHana perucrtpaunm cobbituii, dopMUpyemMoro
CpeacTBaMM  KOMMEKCa, M Ha 3TONM OCHOBe BblpabaTbiBaeT MPeasoXeHns wu
NPUHUMAET HEO6XO0AMMbIE Mepbl MO COBEPLUEHCTBOBAHWUIO 3aLUUTHbIX MEXaHWM3MOB,
peannsyeMbix CpeAcTBaMn KOMIMJIEKCA, U CUCTEMbI 3aLUTbl NHGOPMaLIUK B LIESIOM.

1 OnucaHue nporpamMmbl M MNOPSAOK €€ MNPUMEHEHUS - CM. AOKYMEeHT "YcTaHoBKa npaBun
pasrpaHunuyenus pocrtyna. [porpamma ACED32." (11443195.4012-019 97 01), noctaBnsieMbiii B
KOMMJIEKTE 3KCM/yaTauMOHHON AOKYMEHTaUMN Ha KOMMNEKC
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BHMMAHME! HenpepblBHass opraHM3auMoHHas noaaepxka QYHKLUMOHNPOBAHUS
CpeAacTB 3alMTbl KOMMJeKca npeanonaraer obecneyeHme CTpororo cobntoaeHus
BCeMu nonb3oBaTtenamm tpebosaHun CbUN (aammHucTpaTtopa bU).

1.4. CHAaTMe 3almThl

CHaTue (OTKN4YEeHME) CpeacTB 3aWMTbl KOMMAEeKca MoXeT notpeboBaTtbcs Ans
YCTQHOBKM Ha XECTKUM AUCK KOMMbKTEpa Kakoro-nmbo HOBOroO MporpaMMHOro
obecneyeHuns - onepaumMoHHOM cncTeMbl, NnpuknagHoro MO u T.4.

BHMMAHME! CHatue 3awunTbl paspeleHo TOoNAbKO  aaAMUHUCTpaTopy BU
(cynepsusopy).

Ons cHATUA 3aWnTbl aaMUHUCTpaTopy BU HeobxoanMMo OTKAOUUTL NOACUCTEMY
pa3rpaHuUYeHmns A0CTyna U CHATb annapaTHYH YacTb KOMMNEKca, Ass Yero cienyer:

1)3arpy3ntb CBT 1 BOMTM B CMCTEMY C NapaMeTpamMm agMUHMUCTpaTopa bU.

2)3anyctnutb nporpammy ACSETUP.EXE wmn3 katanora C:\ACCORD.X64. [llpwu
3TOM 3anpawmBaeTcsa naeHTudukaTop agMMHmUcTpaTopa bu.

Echn  uvaeHTudwmkaums npowsa YyCnewHo, TO Ha 3KpaHe nosABASAETCS
ANANoroBoe OKHO, NMOKa3aHHOe Ha puUcyHke 1.

3)B nyHkTe MeHi «KoMaHabl» BblbpaTb NoANyHKT «CHATME» U BbINOAHUTb
OENCTBUS, peKoMeHAyeMble nporpaMMmon. llocne BbIMNOSIHEHUA KOoMaHAbl «CHATMe»
noAcucTeMa pasrpaHuyeHuns goctyna byaert oTKAOUYeHa U Npu cneayroulen 3arpyske
He 6yaeT akTmeBuamposaTbcs. Katanor ACCORD.X64 ocTaeTcsi Ha XXeCcTKOM AMuCKe.
Mpn HeobxoAMMOCTM MOXHO MOSIHOCTbO AeunHcTtannupoaTb MO komnnekca. B
naHenu ynpasneHuns BblbpaTb «[lporpaMMbl U KOMMOHEHTbI», HaWTU W BblAENUTb
ctpoky «Komnnekc C3N HCA Akkopa-Win64», nanee koMmaHaa «Yaanutb».
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; Hacrpoika Komnaskc CEH_I-ICﬂ =Akkopa-Wingd= — Elﬂlg

Daiin  Komanger [Mapametper  Momows
CocToAHKE: Mpu cTapre:
YR U Na [] CrpawmeaTe paspelneHmMe:
Bepcua AcRun. sys: 5 0.9 [] Nepesarpyska npu owWbkas:
Bepcua AcGina,di 4019 AgToraTHYECKME norkd & OC:
MNpoesepare BEOOT cexTopa:
M ExaHMZMEl PASTDAHMYEHIMA LOCTYNS CHHEpOHMSALMA;
T peumoHHE I C Bazoi AM03:
| MaraarHeii [ Baz0i nonesoeaTensi HT:
+ NPoUECCE HpanATE HESApEr. NONBSO0ESTENEN; |:|
Th-koHTpONMER: AupHan kordann;
llcnonesoBaTe CTpaHuwy TH: 0 = MpoctaTp ]

PucyHok 1 - OKHO yCTaHOBKM/yaaneHna nogCUMCTEMbI pa3rpaHMYeHUs 4OoCTyna KOMNaeKca
«AKKOpA»

4)OTKNOUMTbL NUTaHme CBT.
5)BcKkpbITb KOpnyc cucteMHoro 6soka CBT.
6)3Bneyb annapaTHyto YacTb KoMnnekca (KOHTponnep).
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2. OCHOBHble MeXaHM3Mbl peasiusalymm 3alnUTHbIX PYHKLUN

KoMnjaekca

3alNTHbIE MeXaHM3Mbl KOMMJieKca «AKKOpA» peasin3oBaHbl B COOTBETCTBUU C
TpeboBaHUAMMU «P. ABTOMaTU3NPOBAHHbIE CUCTEMBI. 3awumTa oT
HEeCaHKUMOHMPOBAHHOIO AocTtyna K MHpopMaLmn. Knaccndumnkauums

aBTOMaTU3MPOBaHHbLIX cUCTEM W TpeboBaHusa no 3awmTte MHPopMaumm» u «PL.
CpeactBa BblUMCINTENBHON TEXHUKW. 3alunTa OT HECAHKLUMOHUPOBAHHOINO A0CTyna K
nHpopmaumun. MokasaTenn 3aWMWeHHOCTU OT HeCaHKUMOHMPOBAHHOIMO A0CTyna K
nHpopmaummn». loctexkommcema Poccun, 1998. Komnnekc C3W HCO «Akkopn»
obecneumBaeT 3awmTty MHMopMaumm no 3-my knaccy ans CBT M BO3MOXHOCTb
NCMONb30BaHUA AN 3awwnTbl nHpopmaumm B AC A0 KaccoB 3aluleHHOCTn 16, 2A,
3A n B UCIMNAH #o 1 knacca BKAKOUUTENBbHO, 6e3 naMmeHeHusa paHee nNpnobpeTeHHbIX
NPOrpamMMHbIX CPenCTB.

Huxxe onucaHbl 3alinUTHble MeXaHU3Mbl KoMnnekca «Akkopa-Winé4» no cxeme:
«TpeboBaHue - peannsaumnsa».

2.1. TpeboBaHne naeHTudpunkaumm m ayteHTudpumkaumm

B cooTBeTCTBMW C HOPMAaTUBHLIMW AOKYMEHTaMM, KOMMAEKC CpeAcCTB 3aluTbl
(KC3) pnomxkeH TpeboBaTb OT nosnb3oBaTtesien naeHtTuduumposaTb cebsa npu 3anpocax
Ha A[0CTyn, noAaBepraTb MNpoBepKke MNOANMHHOCTL uaeHTUdmnkKatopa cybbvekta -
OCYLLeCTBNATb ayTeHTUdMKaUMIO - W NpensaTcTBOBaTb AOCTYyNy K 3alluLLiaeMbIM
pecypcaMm HeuaeHTUMUUMPOBAHHbIX MONb30BaTenen W Nonb3oBaTesien, ubs
NOAJIMHHOCTb MpW ayTeHTUdMKaumm He noaTBepaumnacb. B TpeboBaHmax k AC
yKa3blBaeTCqd MUHMMaNbHas AJIMHA Naposid, KoTopas AOJIKHa COCTaBNsATb He MeHee 6
6yKBEHHO-UNPPOBLIX CUMBOJIOB.

Peannzayums

Peanunsauyns atux TpeboBaHM CBsi3aHa C BbIMOJIHEHMEM YCNOBUM CO34aHUSA
M30/IMPOBAHHOM NporpaMMHon cpeabl (cM. OnuncaHue npuMmeHeHns. 11443195.4012-
037 31), B TOM yucne:

1) NpeHTUdnkKaums [OMKHA BbINOJHATBCA TPYAHO KOMUPYEMbIM YHWKasbHbIM
NAEHTU(PUKATOPOM A0 3arpy3Km onepaunoHHON CUCTEMBI.

2) AyTeHTudunkauma [O/MKHA BbINOAHATLCA C  obecnedyeHueM 3awuTbl OT
pPacKpbITUS Napons - Mo KpanHenm Mepe, Naposb A0/KeEH 6biTb AOCTAaTOYHOM ANUHBI U
NpoBepPATLCSA A0 3arpy3ku onepaunoHHon cucrtemol (OC).

3) JomxkHbl obecneynmBaTbCs KOHTPOJIb LLEeSIOCTHOCTU NpOrpaMM M AaHHbIX U Ha
3TOM OCHOBE - 3alinTa OT HECAHKUMOHMPOBAHHbIX MoAudUKauMM nNporpaMMm w
AaHHbIX (C oCcyLlecTB/IeHNEM OCHOBHbIX KOHTPOJIbHbIX PyHKUMI A0 3arpy3kn OC).

4) B coctaBe cpeacts 3awnTtbl oT HC AonkHbI 6bITb CpeacTBa, No3BosAOLWMeE
obecneunTb KOHTPOJIb 3anycka 3a4a4y WM Ha 3TOM OCHOBe - QYHKUMOHaNbHOEe
3aMblKaHue MHPOPMALMOHHbIX cuUcTeMm C NCKJTIOYEHUEM BO3MOXHOCTU
HeCaHKUMOHMpoBaHHOro Bbixoga B OC.
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OcobeHHOoCTbIo u, HECOMHEHHO, npenmMyLLecTBoMm KoMMiekca
«AKKOpA».SIBNAETCA NpoOBeAeHME Ha annapaTHOM ypOBHe npoueayp naeHtnoukaumm
N ayTeHTUdMKaunMm 40 3arpyskum onepaumoHHON cucTteMbl. ITO obecneymBaeTcs npwu
NOMOLUM MporpaMMHOro obecneyeHusi, 3anMCaHHOrO B 3HEpProHe3aBMCUMOMN G3LW-
namMaTu nnaTtbl KOHTposnepa «Akkopa-AM/3» U3 cocTaBa KOMMNIeKca «AKKOpA».

BctpoeHHoe O «Akkopa-AMA3» 13 cocTtaBa KoMmekca «AKkopa» nosyyaer
ynpasneHne Ha cebsa BO BpeMsa TakK HasblBaemon npouenypbl ROM-Scan, cyTb
KOTOPOM 3aK/K4YaeTCs B CNeayoLleM:

B npouecce HayanbHOro CctapTa nocse NpoBepKM OCHOBHOro obopynoBaHus
BIOS koMnbioTepa HauyMHaAEeTCcsd NOUCK BHewHux MN3Y B ananasoHe ot C800:0000 po
E000:0000 ¢ warom B 2K. lpn3HakoMm Hanunuua [3Y gBnserca Hanuuue cnosa
AA55H B nepBoM cnose npoBepseMoro wuHTepBana. Ecin agaHHbIM  Npu3Hak
obHapyXxeH, TO B cneaywoweM bante coaepxutca annHa MN3Y B cTpaHuyax no 512
6anT. 3aTeM BblUMCNAETCA KOHTpOsbHas cymma Bcero MN3Y, u ecnm oHa KOPpPEKTHa,
6yneT npousBedeH BbI30B MNpoueaypbl, pacnosioxeHHon B [3Y co cMmeweHuem 3.
Takas npoueanypa o06blMHO wucnonb3yeTcs Ans  wuHuunanusaumm BIOS nnat
pacwmpeHns. C3U «Akkopa» B 3TOM npoueaype npoBoAUT MAeHTUdUKauumi un
ayTeHTUdMKaumMo nonb3oBaTens, KOHTPOJSb LEeNOoCTHOCTM annapaTHon 4vactm CBT,
nporpamMM u AaHHbIX. Mpu nwobon owmnbke BO3BpaT M3 Npoueaypbl HE NMPOUCXOAMT,
T.e. 3arpy3kKa BbINOJHATLCA He byaerT.

CTOMKOCTb npoueayp waeHTUPUKaumMm wn ayTeHTuduUKaumm onpesensieTcs
annHon napons. [lpuMep pacyeta TpebyeMon ANMHbI Napons npueedeH B
«OnucaHun npuMmeHeHna» (11443195.4012-037 31). OTMeTUM, 4TO B KOMMJeKce
«AKKOpA» WCMNONb3YKTCA WU HEKOTOopble AOMOJSIHUTENIbHbIE MeXaHW3Mbl 3aluTbl OT
HCA k komnbloTepy. Tak, B HaCTHOCTU, AN Nonb30oBaTens agMmHuctpatop bW moxeT
YCTaHOBUTb:

e BpeMd XMU3HU MNaposid U €ero MMHUMaJabHYHO AJIMHY - HanpuMmep, Uncxoasa U3
pacyeToB, npmnBeaeHHbIX BbILUE;

e BpEMEHHbIE OrpaHU4YeHuUss - WHTepBan BpeMeHW Mo [HAM Hegenu (C
anckpetHoctbtdo 30 MKWH), B KOTOpbIM pa3peweHa 3arpy3ka CBT AaHHbIM
nonb3oBartesieM (CybbekToM AocTyna);

e MapaMeTpbl YMNpaB/ieHWs 3SKPaHOM - TralleHne >SKpaHa 4yepe3 3apaHee
onpeneneHHoln WHTEpBan BpeMeHW (B c/yyae, eCc/iM B TedeHue YyKasaHHoro
WHTEepBana AenCTBUSA OonepaTopoM He BbINOAHSAIUCDE);

e [10Ja4a COOTBETCTBYHOLWNX 3BYKOBbIX U BN3YyaJibHbIX CNUTHA/OB.

2.2. Tpe6oBaHUe rapaHTMM NPOEKTUPOBaHUSA

Ha HayanbHOM 3Tane npoekTupoBaHus KC3 ponkHa CTPOUTbCS MoAEeNb
3alKTbl, 3ajatolas MpUHUMN pasrpaHUYeHus AOCTyrna M MexaHU3M YrnpaBieHus
[IOCTYNOM. 3Ta MOJe/Nb A0JIXHA COAEPXKaThb:

e HENpPOTUBOpPEUYMBbIE NpaBuna nameHeHuna MNPA;
e Npasuia paboTbl C yCTpOMCTBaMM BBOAA M BbIBOAA;
e (hOpManbHy MoAesb MeXaHM3Ma yrnpaBieHns 4OCTYMOM.
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[omkHa npeanaraTtbCs BbICOKOYpPOBHEBas cneumdukaums dyactn KC3,
peannsylolWero MexaHW3M YyrnpaBneHuss AOCTYNOM W ero WuHTepdencoB. 3ITa
cneumdukaums [OMKHa 6biTb BepuduUMpOBaHa Ha COOTBETCTBME 3aldaHHbIX
NPUHUMNOB pasrpaHMYeHuns aocTyna.

Peannzauyums
Onucanune nonbiTok HCH B cpege Windows

B naHHOM cnyyae wuMeeTca B BuAy Bce cemenctso 64-bit OC Windows,
NOCTPOEHHbLIX Ha TexHonormm NT - XP/2003/Vista/2008/7/2008R2/2012/2012
R2/8/8.1/10. MNonbITKN HECAaHKUMOHWMPOBAHHOIO AoCTyna MoryT ObiTb NpoBeAeHbl
yepes:

1)Onepaunmn annoBon CUCTEMBI.

MopobHble onepaunn Hanbonee 4yacTo BCTpeydatoTcs npu pabote ¢ Windows. K
HMM OTHOCATCH MOMbITKN YTEHUS, 3anucu, Mogndukaumm n T.4. pannos 1 KaTanoros
nokanbHon wnn ceteson CBT. OTCyTCTBME KOHTPONSA Hah TakKMMKU MOMNbITKaMn
Nno3BONIsieT HeaBTOPM30BAHHOMY MNOJMb30BaTENO MONYUUTb AOCTYyn K robon
nHdopmaumm, Haxoaswencs B CBT.

2)Onepauunun paboTbl ¢ peectpoM Windows.

DT onepaunm nNpenocTaBnsAlOT BO3MOXHOCTb A/ HEeCAaHKUMOHUPOBAHHOIO
AOCTyna W HapyweHWs UenoCTHOCTU cuctembl (NoaMeHa CUCTEMHbIX ¢annos,
BHeApeHMe BpedoHOCHbIX nporpamMm). lNepexeBaTtuB onepaumn paboTbl C peecTpom
Windows, MOXXHO aHanmM3nmpoBaTb 3anpocbkl U NpecekaTb nonbiTkn HCA.

3)3arpy3ka Moaynen un 3anyck nporpamm.

MepexBaTnB 3arpy3ky MoAy/fien MOXHO OTCneauTb/3anpeTuTb 3arpysky
cTopoHHuUx moaynen (EXE, DLL, VXD, SYS) B cucteme, 4to nossonser usbexarb
NoAMEHbI CUCTEMHbIX Moaynen. lNepexBaTuUB 3anyCK UCMOSIHAEMbIX MOAY/1EN, MOXHO
oTcneanTb/3anpeTnuTb 3anyCK CTOPOHHMX MPOLEeCcCOB B CUCTEME, 4YTO MNO3BONISET
n3bexaTb 3anycka BpeAoOHOCHbIX NpOrpamMMm.

Pab6ora gpaviBepa ACRUN.SYS

OnepauunoHHble cuctembl Windows XP/2003/Vista/2008/7/2008R2/2012/2012
R2/8/8.1/10 uMeloT ABYXYPOBHEBYIO apXUTEKTYpY:

1)CuctemHbilt ypoBeHb (kernel mode) - nMeeT A4OCTyn K annapaTHOMY YPOBHIO
nnbo 4yepes nopTbl BOAA/BbIBOAA, MO0 Yepe3 3ape3epBMpoBaHHbie 06n1acTn NnamMaTu;

2)Monb3oBaTenbckmin  ypoBeHb (user mode) - 06blMHO (MCKNOYEHUE
coctaBnseT, noxanyn, Win9x) He nmeeT nNpsiMOro AOCTyrna K annapaTHOMY YPOBHIO,
a AOCTYN K CUCTEMHOMY YPOBHIO OCYLLECTBNSETCS Yepe3 CUCTEMHbIE BbI30BhbI.

NMonb3oBaTesib MMeeT AOCTYyN TOAbKO KO BTOPOMY YpOBHIO. O4yeBMAHO, 4TO
KOHTPONb AOCTyna K pecypcaM Jydwe OCYyLeCTBAATb Ha CUCTEMHOM YpOBHE.
EonMHCTBEHHBIN Ccrocob 3acTaBMTb Hall KoA McNonHATbCA B kernel mode - 310
NOMeCTUTb 3TOT KoA B ApanBep. [panBep - 3T0 dakTuyeckm 4actb aapa OC co
BCEMW BbITEKAKOLWMMN OTClOAA NOCNEACTBUSMMU.

TakuMm obpas3oM, 3arpy3mB CBOW ApalBep W nepexsBaTus, K NMpMMepy, onepaumm
dannoBon cUCTeMbl, NOSABASIETCA BO3MOXHOCTb:

1) nepexBaTbiBaTb onepaumm CO34aHUs, OTKPbITUSA, YTEHUs, 3annucu B nrobon
dann (y Hac npusunerun aapa CUCTeMbl);
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2) nepexsaTbiBaTb Onepaunm CKaHMPOBAHWUS KaTasnoros;

3) nepeHanpaBnaTb ¢dannosble onepaumn (Hanpumep, nepeHanpasBuTb BbIBOA
B log-chann).

B Hawem pgpanBepe nepexsaT AoCTyna K (pansoBOM CMCTEME BbINOSIHEH NyTeM
nepexsaTa CUCTEMHbIX BbI30OBOB sipa - cneayowmx GyHKUUR:

e ZWCreateFile — co3gaHne nnu oTKpbITME cylecTBylOWmMxX 0b6bekToB (dannos,
nanok, ApanBepos...);

e ZWOpenFile - oTKkpbITMe cyuwecTeByWwWnx obbekToB (dannios, nanok,
ApanBepos...);

e ZwCreateSection — cozgaHue HoBoro npouecca Win32;

e ZWwSetInformationFile - nepenmeHoBaHne 06bLEKTOB, yaaneHne o6bEKTOB;
e ZwDeleteFile - ynaneHue 06bekToB;

e ZWWriteFile — 3anuce MHdOpMaunm B 06bEKT;

e ZWQueryDirectoryFile — npocMOTp cogep>X1UMOro nanku;

e ZWSetSystemTime — yCTaHOBKa CUCTEMHOI0 BpeMeHu, AaThbl;
e ZwDeleteKey - yaaneHune knto4da peecTpa;

e ZWOpenKey - OTKpbITME KJIH0Ya peecTpa;

e ZWCreateKey - co3gaHue Ko4a peecTpa;

e ZwDeleteValueKey - ynaneHne nepeMeHHOW peecTpa;

e ZWSetValueKey - ycTaHOBKa 3Ha4YeHUs NepeMeHHON peecTpa;
e ZWQueryValueKey - yTeHne 3Ha4YeHns1 NepeMeHHON peecTpa;
e ZWClose - 3akpbiTe 06BbEKT];

e ExFreePool, ExFreePoolWithTag — ocBoboxaeHne namMaTu.

MouTtn BCe noaobHble BbI30BbI (ZW*) MMeloT B Tesie GyHKUMK criegytoLlee:
mov eax, NumberFunction

lea edx, [esp+04h]

int 2eh,

raoe NumberFunction ectb HOMep BbI3biIBaeMon pyHKUMM B Tabnnue CUCTEMHbIX
CepBMCOB, KOTOpas HaxoaAuTCa MO aapecy, coaepxawemycs B rnobanbHoOM
nepeMeHHon KeServiceDescriptorTable. [laHHas nepemMeHHass YyKa3blBaeT Ha
cneayoLyo CTPYKTYpY:

typedef struct SystemServiceDescriptorTable

{
SSD SystemServiceDescriptors[4];

Y SSDT, *LPSSDT;
Huxe npnBoaaTCS ONMCaHUS OCTaNbHbIX CTPYKTYPp:
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typedef VOID *SSTATI[];

typedef unsigned char SSTPT[];

typedef SSTAT *LPSSTAT,;

typedef SSTPT *LPSSTPT;

typedef struct SystemServiceDescriptor

{

LPSSTAT IpSystemServiceTableAddressTable;
ULONG dwFirstServicelndex;

ULONG dwSystemServiceTableNumEntries;
LPSSTPT IpSystemServiceTableParameterTable;
} SSD, *LPSSD;

DescriptorTable, Ha koTopyto ykasbiBaeT KeServiceDescriptorTable, aoctynHa
n3 KernelMode.

BazoBble  cepBuChbl aapa HaxoasaTcs B KeServiceDescriptorTable-
>SystemServiceDescriptors[0].

Kaxabln anemMeHT Tabnuubl NnpeacrtaBnsaeTr cobon CTpyktypy tmna SSD, koTtopas
COAEPXUT cneayowmne gaHHble:

e [pSystemServiceTableAddressTable - maccuB agpecoB QYyHKUMIA, KOTOpbIE
BbI3bIBAOTCS NPU COOTBETCTBYIOLLEM BbI30OBE CepBUCa S4pa;

e dwFirstServicelndex - ctapToBbI nHAEKC B Tabnuue aapecoB GyHKUWRA;
e dwSystemServiceTableNumEntries - konM4ecTso cepBumcoB;

e [pSystemServiceTableParameterTable - mMaccue  6anT, coaepxawwmx
KonmyectBo 6anT, KOTOpoe HeobxoaMMO BbIAENUTb Ha CTeke Ana nepenayun
napaMeTpoB B yHKUMUIO.

TakuMm obpasom, 4Tobbl NepexBaTUTb CEPBUC sApa, AOCTAaTOYHO 3aMEHUTb B
KeServiceDescriptorTable> SystemServiceDescriptors[0] B Maccuse
IpSystemServiceTableAddressTable HyXHbIN agpec Ha CBOM.

2.3. TpeboBaHMue peannsaumm ANCKPELMOHHOIro MexaHmMsma
pa3rpaHuyeHus aocrtyna

KC3 pomkeH  KOHTpoAupoBaTb  AOCTYN  HAaMMEHOBaHHbIX  Cyb6beKkToB
(nonb3oBaTenen) K HaMMeHOBaHHbIM obbekTaM (dannam, nporpammam, ToOMam u
T.4.).

KoHTposib AocTtyna no/keH 6biTb MPUMEHUM K KaXAoOMy OObekTy U KaXaoMmy
cybbekTy (MHAMBMAY UKW rpyrnne paBHOMpPABHbIX MHANBUAOB).

Ana kaxaon napbl (cybbekT - 06bekT) B CBT A0/MKHO 6bITb 3a4aHO ABHOE U
HeABYCMbICIEHHOE MnepeyvncrieHne AonyCTUMbIX TUMOB AOCTyna (4uTaTb, Nucatb WU
T.4.), T.e. Tex TWNOB A0CTyna, KOTOopble SBASKTCA CaHKUMOHMPOBAHHbLIMKU ANS
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AaHHOro cybvekTta (MHAMBMAA MNM TPynnbl MHAMBWAOB) K AaHHOMY pecypcy CBT
(06bekTy).

MexaHu3M, peanusywmmn AUCKPELMOHHbIA MPUHLUMMN KOHTPONS A0CTyna,
OO/KEeH npeaycMaTpuBaTb BO3MOXHOCTU CaHKUMOHUPOBAHHOMo usMeHeHusa [P, B
TOM 4ncCne BO3MOXHOCTb CAaHKUMOHMPOBAHHOIO M3MEHEHWs CrucKa MnoJsib3oBaTesnen
CBT wn cnucka 3awuwaemblx obbekToB. [lpaBa wu3MeHaTb [PA AOMXKHbI
NpefoCcTaBnATbCA BblAeNEeHHbIM CybbekTaM (aagMMHUCTpauun, cnyxbe 6e3onacHoCcTm
n T.4.). JOMKHbI 6bITb NpeayCMOTpPeHbl CpeAcCTBa YMnpaBfieHUs, OrpaHu4ymMBaroLime
pacnpoCcTpaHeHne npasB Ha AOCTyn.

Peannzayums

Ana peanus3aumm OUCKPELMOHHOrNO0 MexaHu3Ma pasrpaHnyeHnss AoCcTyna
HeobxoAMMO MO KpalHen Mepe KOHKPETU3NPOBATb TEPMUHbI, WUCMNOJSIb3yEMbIE B
dopmanbHoM onucaHun. [lpu 3TOM Uenecoobpa3HO wUCXO0AUTb U3 TOro, YTO
nony4yeHHass MoAenb AO/XHA, C OAHOW CTOPOHbI, ObiTb MOHATHA MONb30BaTENH), C
APYron - He OrpaHMuymMBaThb MONb30BATENS B peanunsauuu npoueayp pasrpaHuUyeHus
AOCTyNna W KaK MOXHO 6/5im)e COOTBETCTBOBATb OCOOEHHOCTAM apXUTEKTYpbI
TEXHUYECKUX CPeaCcTB KOMMbOTEPA M 0COBEHHOCTAM onepaunoHHOM cuctembl. C 3TOM
TOYKKM 3peHns HeobxoamMMO onpeaennTb, YTO uenecoobpa3Ho BbibpaTb B KayecTBe
06bekTOB pasrpaHuyeHuss aOocTyna W Kakue AOonyCTUMble Tunbl  AOCTyna
LnenecoobpasHoO MCNOMb30BaTh.

Cnepgyer OTMETUTb, 4TO B KadvectBe ob6bektoB B 6onbwmnHctBe OC
NCMONb3YTCA ANCKM — KaTanoru (nanku) - dannsl (3agaun).

Bolbop TuMnoB pgoctyna uenecoobpasHo cBsA3aTb C  dyHkumamu  OC,
NOCPeACTBOM KOTOPbIX OCYLLUECTBASAETCA AOCTyn K pecypcam. [lepexBaT Bbl30BOB
3TUX PYHKUMIN NO3BONUT peanunsoBaTb MNP ansa SBHbIX A€MCTBUMIW NOSb30BaTens.

Peanuzauma TPl nna CKpbITbIX AEUCTBMW Mosb3oBaTenst MoxeT 6biTb
OCYLEeCTB/IEHA 3a CYET OrpaHMYeHUs nepeyHs 3agad, KoTopble Nosib3oBaTeslb UMeeT
npaBo 3anyckaTtb. 3TO O0O3HayaeT, 4TO0 cpeactsa [P A[OMKHBI copepXaTb
BO3MOXHOCTb SIBHOFO W HEeABYCMbICIEHHONO OMMCAHUS nepeyvyHsa 3ajad, 3anyck
KOTOPbIX pa3pelleH Noab3oBaTesito, U CPeAcTB KOHTPOAS 3a MUCMOSIb30BaHUEM 3TUX
3aga4y. GopMUpoBaHMe NepeyHs AO/HKHO OCYLEeCTBAATbCA aAMUHUCTpaTopoM BU B
nopsiake, npeaycMoOTpeHHOM aAng dopMnpoBaHuns n nameHenus MPA.

B komnnekce «AKKOpA» AUCKPEUWOHHble NnpaBuia pasrpaHuyeHusa Aoctyna
yCTaHaBNMBaKTCA  npuceoeHmeM obbekTam  agoctyna aTtpubyTtoB  AocTyna.
YCTaHOBMEHHbIN aTpuUbyT O03HA4aeT, YTo onpeaensieMas aTpmMbyToM onepaumst MOXeT
BbIMONMHATLCA HaA AaHHbIM 00bEeKTOM. B KoOMMNekce npUMEHSIIOTCS crieaytowme
aTpubyThl:

e R - OTKpbITUE hannoB ANs 4YTeHus;

e W - OTKpbITME (palnoB ANS 3anucu;

e O - nogMeHa aTpubyta R atpnbytamMmn RW Ha 3Tane oTKkpbITMS danna;
e C - co3aaHue ¢dannos;

e D - ynaneHue ¢annos;

e N - nepenMeHoBaHue anaoB N NoAKATaNoroBs;

e\ - BUANMOCTb hanios;
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e M - co3aaHue KaTanoros;

e E - yaaneHune katanoros;

e N — NepeMMeHoBaHMe KaTanoros;

e G - 4OCTYNHOCTb A@HHOro KaTtanora (T.e. nepexoa K HEMY);

e X - UCNOJIHEHNE 3a4ay;

e S - HacnegoBaHMe nNoakaTtanoramMm atpnbyToB poaAMTENbCKOro KaTtanora.

YcTaHoBneHHble aTpubyTbl onpeaensatoT BaxHenwyto Yyactb MNP nonb3oBaTtens.
OT npaBunbHOCTM Bbi6Opa W yCTaHOBKWM aTpubyToB BO MHOMOM 3aBUCUT
3 dekTnBHOCTL paboTbl C3N. B 3TOM CBA3W aAMUHUCTpPATOP Cnyxb6bl 6e3onacHoCTu
MHpOpMaLMM AOKEH SICHO NpeAcTaBnATb, OT Yero MU Kak 3aBucuT Bblbop aTpubyToB,
Ha3HayaeMblX 0b6beKkTaM, K KOTOpbIM MMeeT AO0CTyn nofnb3oBaTenb. Kak MMHUMYM
HeobXxoAMMO U3YyUUTb MPUHUMN pasrpaHnUYeHns A[O0CTyna C MNOMOLWbI AAHHbIX
aTpmbyToB, a TakXe 0cobeHHOCTM paboTbl MPOrpaMMHbIX CpeAcTB, KOTopble 6yayT
NPUMEHATbCA Nnosib3oBaTenemM npu paborTe.

BHUMAHME! Echn ACED32 B okHe “ATpubyTbl AocTyna K obbekTtam” He BbIBOAWUT B
aepese 06bLEKTOB HeObXoAMMble K/IHOUM peecTpa, TO 3TU KJIHOYM MOXHO nponucaTb
«BpYy4HYyt0» B none “Mmsa obbvekTa” (noapobHee CM. AOKYMEHT «YCTaHOBKa MNpaBui
pasrpaHnyeHns goctyna. lNMporpamma ACED32» nyHKT 6.10).

CneuunanbHas nporpamMmMa - pefakTtop npaB AoCTyna - No3Bonsier
aaAMUHUCTpaTopy BN ansa kaxaon napbl CybbekT - 06beKT onpeaenunTb:

Anss anckos:

e IOCTYMHOCTb, T.€. MNOJIb30BaTesto AOCTYMHbl TO/IbKO Te JIOrM4Yeckue AUCKMU,
KOTOpble 9BHO onuncaHbl B MNP;

Ansa karanora:
e IOCTYMNHOCTb (Nepexos K AaHHOMY KaTanory);

e BUAMMOCTb (AaHHbIM KaTanor 6yaeTr BuAeH N0Ab30BaATeENt0 U3 (anioBbIX
obonouyek TMna Windows Commander wnn Explorer);

e Hac/eg0OBaHMe nogkKaTanoramMu aTtpnbyToB KaTanora;
Ansa cogep>xnMoro karasora:

e CO3JaHMeE NoaKaTanoros;

e yAasneHne noagKaTanoros;

e NepeMMeHoBaHue noaKaTasnoros;

e OTKpPbITME hannoB ANs 3anucu;

e OTKpbITME HannoB ANs YTEHUS;

e cCO3naHMe dannos;

e NepenMmeHoBaHue ¢hannos;

e yaaneHue ¢annos;

e BUANMOCTb Pannos;

e «(OUKTMBHOE» OTKPbITUE (hannoB AN 3anucu;
Ansa 3apgay:

e /icnonHeHune.
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JlononHuUTenbHO MOryT onpeaenaTbcs NpaBa fAocTyna K oTaenbHbIM dannam (c
yKasaHMeM TMOJIHOro nyTW AocCcTyna) - 3T npaBa 6yayt obecneumBaTbCs B
6e3ycnoBHOM nopsiake, Aaxe ecnu Qann pacrnonoxeH B KaTtanore, Aoctyna K
KOTOPOMY JaHHbIKM Mosib30BaTeslb He uMmeeT, unam atpmbyTbl aocTyna pnsa danna
OT/IMYHbLI OT aTpubyToB KaTanora, B KOTOPOM OH HaxoauTtcs. [MpeaycMOTpeHo
onpeneneHne cneayrowmx rnpas:

e OTKpbITME PannoB AN 3anucu;

e OTKpbITME HannoB ANS YTEHUS;

e cO3aaHMe dannos;

e yaaneHue ¢annos;

e NepenMmeHoBaHmne hannos;

e BUAMMOCTb (pannos;

e «DUKTMBHOE» OTKPbITUE (hannoB AN 3anucu;
e 3aMycCK 3ajau.

CyliecTByeT TakXe U «YepHbIA CNUCOK». ITO dannbl UM KaTanoru, KoTopble
NPUCYTCTBYIOT B CNMUCKe 06beKTOB, AN KOTOPbIX HE YCTaHOBMEH HU OAMH aTpubyT
poctyna. O6bekTbl, ONMCaHHble B <YEpPHOM CMNUCKe», CTAHOBATCA HeAOCTYMHbIMU
nosb30BaTesito, JaXe ec/iM OHW  pacrofioXeHbl B KaTanorax, K KOTOpbIM
nonb3oBaTtesib MMeeT [O0CTyn. B <«4yepHbIn CAMCOK» MOXHO BK/IOYATb TaKXe
Norn4yeckne MMeHa ycTpoucTB U ApanBepbl YCTPOWCTB. lMocne Takoro onmcaHus 3Tu
06BbEeKTbl CTAHOBATCA HEAOCTYMHbI MOSib30BaTeNt0. Takmm ob6pa3om, ocyLecTBiseTcs
cornocTaBfieHue Nosib3oBaTesisa U AOCTYMHbIX eMYy YCTPOMCTB.

Kpome 3Toro, B noacucreMe [AUCKPEUMOHHOro AOCTyna peann3oBaHbl ABa
AONONHUTENbHbLIX aTpubyTa, npeaHa3sHayeHHbIX A8 perucTpaumm obpalweHus
nonb3oBaTtenia K OTAeNbHbIM pecypcaM. ATpubyT «r» - onpeaenser perncrpauuio
onepauun 4YTeHus ANns oTaenbHOro obvekTa, aTpnbyT «w» - permcTpaumio onepaumm
3anncn. Wcnonb3oBaHue 3Tux aTtpumbyToB Uenecoobpa3sHo B c/lyyae, Koraa
aAMMHUCTpaTopy 6e3o0nacHOCTU HeobxoaAMMO MMeTb MHpopMauunio 060 Bcex cnyvasax
obpaweHnsa (Oaxe CaHKUMOHMPOBAHHbLIX) K KPUTUYHbLIM pecypcaMm, a He TOJIbKO
coobuweHuns o6 HC/.

2.4. TpeboBaHMe NO peasnsaumm MaHAATHOrro NpuHUuMna
KOHTpONA AocCTyna

ans peanusaumm 3TOro npuHUMNa AOJIKHbI COMOCTaBNATbCSA
KnaccudmKaunMoHHbIE METKN KaxAoro cybbekTa M Kaxaoro obbekTa, oTpa)katowme
MX MEeCTO B COOTBETCTBYlOLIEN Mepapxuu. MocpeacTBOM 3TUX METOK cybbekTam u
o6beKkTaM AO/KHbI Ha3Ha4yaTbCs KNacCUdUKaLMOHHbIE YPOBHU (YPOBHMU YS3BMMOCTMU,
KaTeropMm CeKpeTHOCTU WU T.M.), ABASIOWMECS KOMOMHAUMAMU MepapXUYecKux u
Hemepapxmuyeckmx KaTeropun. [laHHble MEeTKM AOJSKHbl  C/YXWTb  OCHOBOW
MaHAaTHOro MpUHUKUMNA pasrpaHnUyeHuns AocTyna.

KC3 npu BBOAE HOBbIX AA@HHbIX B CUCTEMY [OJIKEH 3anpalMBaTbh U NonyyaTb OT

CaHKUMNOHMPOBAHHOIO MOJib30BAaTenA KJ'IaCCVICI)VIKaLl,VIOHHbIe MEeTKMN 3TUX AaHHbIX. [1pwn
CaHKUMNOHMPOBAHHOM 3aHEeCeHNN B CIMUNCOK rnosb3oBaTesnien HOBOIro CY6'beKTa AOJIXXHO
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OCYLLEeCTBMATbLCA COMOCTaB/ieHne eMy KnaccuduKkaumoHHbIX MeToK. BHewHwue
KnaccudunKaumoHHble MEeTKU (cybbekToB, 06beKkTOB) AOJIKHbI TOYHO
COOTBETCTBOBATb BHYTPEHHUM MeTKaM (BHYTpu KC3).

KC3 p[Ao/mKeH peann3oBbiBaTb MaHAaTHbIA  MNPUHLMN  KOHTPOASA AO0CTyna
NPUMEHUTENBHO KO BCEM 06beKTaM MNpU SIBHOM M CKPbITOM AOCTYrMe CO CTOPOHbI
noboro M3 cybbeKToB:

e CyObeKT MOXET UMTaTb 0O6BHEKT, TOSIbKO €C/IN nepapxmyeckasa Kiaccmpukaumns
B KnaccuduKaumMoHHOM YpoBHe cCybbekTa He MeHblle, 4YeM uepapxmyeckas
Knaccudukaums B KnaccuUKaumMoHHOM YypoBHe o06bekTa, M Heumepapxuyeckue
KaTeropum B KJNacCUMPUKaUMOHHOM YpOBHe cybbekTa BKA4alwT B cebs Bce
nepapxmyeckme Kateropmm B KnaccudukaumoHHOM ypoBHe obbekTa;

e CybbeKT ocyllecTBNseT 3anmcb B 06BbEKT, TONIbKO eCnn KnaccudmKauMoHHbIN
ypoOBeHb CybbekTa B uepapxuyeckonm knaccmdukaumm He 6onblwe, 4eM
KNacCcuPUKaLMOHHBLIA YpOBeHb 0b6beKkTa B MepapxmMyeckon Kraccudukauum, mn Bce
nepapxmyeckme Kateropmm B KnacCMpuKaumMoHHOM ypoBHe cybbekTa BKIOYAKTCS B
Henepapxmyeckme Kateropmm B KinaccmpukaumoHHOM ypoBHe obbekTa.

Peanuzauma w™MaHpaTtHbix [P  go/mkHa npeaycMaTpuBaTb  BO3MOXHOCTMU
COMPOBOXAEHMUSA: U3MEHEHNSA KNAaCCUDUKALMOHHbIX YPOBHEN CYOBHEKTOB N 06bEKTOB
cneumanbHO BblAeSIeHHbIMU CybbeKkTaMu.

B KC3 pomxeH 6blTb peanu3oBaH AucneTtdyep pAocTyna, T.e. CpPeacTBo,
ocyllecTBasowee nepexsaTr BCex obpaweHun cybbekToB K obbekTaM, a Takxe
pasrpaHnyeHue A0CTyrna B COOTBETCTBMM C 3a[4aHHLIM MPUHUUIMOM pasrpaHnyeHus
aocrtyna. lNpn 3TOM peleHne 0 CaHKLMOHWMPOBAHHOCTWU 3anpoca Ha AO0CTYn AO0/HKHO
NMPUHUMATBLCA TOJSIbKO NPU OAHOBPEMEHHOM pa3pelleHnn ero n ANCKPEUNOHHbIMU, U
MaHgaTHbiMn  [PO. Takum o06pa3oM, [O/MKEH KOHTPONMPOBATbCS HE TOJIbKO
eAVMHWNYHbIA aKT A0CTyna, HO N MOTOKU MHMOPMaLNN.

Peannzayums

PasrpaHnmyeHme poctyna C  WUCMNONb30OBaHWEM  MaHAATHOrO  MexaHu3Mma
yrnpaBneHus AOCTYNOM KOMMeKkca «AKKOpA» OCYLeCTBASIeTCS MyTeM MPUCBOEHMUS
(3apgaHns) obbekTamM  Aoctyna  Kateropum  goctyna  (rpuda),  KOTopble
XapakTepusytTca ypoBHeM goctyna oT 0 (camblm HU3KMI) Ao 15 (MakcuManbHbIRN).
YcTaHoBNeHHbIM  ana obbekTa  Aoctyna rpud  ABASETCS ero MeTKOoMm
KOHMMAEHUNANBbHOCTMW.

MNMonb3oBaTtensam U npoueccam (onuMoHanbHO) MNPUCBAMBAOTCA KaTeropum
aoctyna (ypoBHM pgonycka), Takxe wu3MeHswowmecs ot 0 pgo 15. [Joctyn
Nonb30BaTeNs WM Npouecca BO3MOXEH TOrAa M TONIbKO TOrAaa, Korga ero ypoBeHb
Aonycka He Huxe rpuda obbekTa goctyna.

KaTteropun goctyna mMoryT 6biTb MOMMEHOBAHbI Kak YPOBHU CEKPETHOCTM nunbo
apyrum, 6onee yaobHbiMm ans AaMnHmuctpatopa bW obpasom.

Ona  akTMBM3auuMm  MaHAATHOMO  MexaHuM3Ma  pasrpaHuMyeHums  AocCTyna
Heobxoanmo B danne ACCORD.INI B cekuun [ACED] ycCTaHOBUTb KJIHOY
MandatoryAccess=Yes. Ecnnm B MaHAaTHbIM MexaHuU3M HeobxoaMMO BBeCTHU
KOHTpPOJIb AOCTyna npoueccoB, Torga B 3TOM Xe cekumm HeobxoaAuMO YCTaHOBMUTb
knto4y CheckProcess=Yes.
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HasBaHWs n KoNmM4ecTBo KaTteropnin (MeTok KoHpUAEHUMANnbHOCTN) 3a4atl0Tcs B
danne ACCORD.INI B cekumn [MANDATORY]. o yMon4yaHuio B KOMMeKce
onpeneneHbl 5 KaTeropmi KOHPUAEHUNANBHOCTM (CEKPETHOCTHN):

Level0=06wenocTtynHo
Level1=0BLMNN_PECYPC
Level2=KoHdunaeHumanbHo
Level3=CeKkpeTHO
Level4=CoBepleHHO CEKPETHO

AamuHuctpaTop BU nmeet npaBo M3MeHATb Ha3BaHUSA U KOJIMYECTBO KaTeropum
KOH(PUAEHUNaNbHOCTM - HO He 6oniee 15-Tn. C yBesiMyeHMEM HOMepa KaTeropum
NOBbILLIAETCA KOHMUAEHUMaNbHOCTb JAaHHbIX. [anee HeobxoaAMMO YCTaHOBUTb
YPOBEHb AOMNyCKa rnosib3oBaTtenen. JTO AenaeTcsa ¢ noMouwbio nporpammbl ACED32 -
MYHKT MeHi «KoMaHAbl», Aanee «YpoBeHb AoCTyna». [locne 3toro AAMMHUCTpaTop
BU MoxeT Ha3zHauaTb Kak Ansa KaTtasnoros, Tak U ANS OTAeNbHbIX dannos TpebyeMmble
YPOBHU AocCTyna.

MpoBepka NpaB AOCTyna cybbekTa (Nonb3oBaTensd UAW npouecca) K KakoMmy-
nmbo obvekty poctyna (pecypcy CBT, nmb6o AC) ocywecTtBnsieTcss B Cnenyrouwem
nopsiake:

1)MpoBepsieTcsa, nMeeT NM Monb3oBaTeNb NpaBa Ha AOCTYN, YCTAaHOBJ/IEHHbIE
ANCKPELUMOHHBIM MEXAaHMU3MOM KOMIJ1EKCA.

2)Ecnn nonb3oBaTento yCTaHOB/EHbl MpaBa Mo AOCTYyNny AMCKPELMOHHbIM
MEXaHW3MOM KOMIJIEKCA, TO MPOBEPSIETCS YPOBEHb AOMYyCKa Nosib3oBaTtens u rpud
(MeTka KoHMaeHumnanbHoCcTn) obbekTa aoctyna (pecypca CBT, nubo AC).

3)Adoctyn 6yaet pa3peweH TONbKO B TOM C/lydae, €C/liM ypOBEHb Aonycka
nono3oBartens 6onbwe nnbo paseH rpudy (MeTke KOHDUAEHLUMANBbHOCTN) 0b6beKkTa
poctyna (pecypca CBT nmn6o AC).

B komnnekce  «AKKOpA»  peanM3oBaHa  AononHuTenbHas  dyHKuus,
NO3BOMISAIOLANA YCTaHABAMBATb YPOBEHb AOCTYyNa MCNOJIHAEMOMY MNpoLueccy, Koraa oH
3arpyxaeTcd B onepaTuBHY namMatb. WcnonHaemomy danny (nporpamme)
npucBanmBaeTcss MeTKa KOHduaeHumanbHOCTU (ypoBeHb AOCTyna) Kak o06beKkTy Ha
ancke CBT. Mpu 3ToM dhann (nporpamma) 6yaeT 3anyckaTbCsa TOMIbKO NOJSib30BaTeNeM
C onpefesieHHbIM YPOBHEM AOoNycKa.

Mocne ycnewHOW 3arpy3ku B OMepaTUBHYK MaMATb WCNOAHSAEMbIM dann
(nporpammMa) nony4YaeTr MEeTKYy YpOBHS AOCTyna Kak cybbekT [0CTyna, KOTOpbIN
paboTaeT ¢ obbekTamm (pecypcamun). B aTOM cryyae npoBepka AOCTyna K pecypcy
OCYLLECTB/ISIETCH B CNleAyHLEM NOpsiAKe:

1)MNpoBepsieTcs, UMeeT N Nosib3oBaTeNlb NpPaBO Ha AOCTyN B COOTBETCTBUM C
OVCKPELMOHHBbIM MEXAHU3MOM.

2)Mpn HannunMm ANCKPEUMOHHbIX MNpaB AO0CTyna nosib30oBaTens cpeacrsaMm
MaHAATHOrO MexXaHu3Ma KOMIJIeKCa MpPOBEPSIETCS YPOBEHb €ro gonycka u rpud
(MeTka KoOHdMaeHUnanbHoCcTK) obbekTa aoctyna (pecypca).
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3)Ecnu pocTtyn pas3pelweH, TO NpOBEpPSeTcaA, MMEeT NN TEeKYLMN npouecc
ypoBeHb aonycka 6onbwe nnbo OH paBeH YpOBHIO AocTyna obbekta (pecypca), K
KOTOpOMY 06paTuicsa Nosib30BaTe/lb C MOMOLLbIO 3TOro npoLecca.

4)docTtyn 6yAeT pas3pelleH TOJIbKO B C/lly4yae YCMEeLWHOro BbIMOMHEHUS Tpex
BbILLEOMNMMUCAHHbIX MPOBEPOK.

Mpn TakoW peanusaunm MexaHusma YynpasB/ieHMs NOoToKaMuM MHPOpMaUun
obpaboTka nHpopMaumnm onpeneneHHoro YPOBHS KOHPUAEHUNANBbHOCTHU
BbIMOSIHAETCS TO/IbKO C MOMOLLbIO BblAeNIeHHbIX NporpaMm (NpoLeccoB).

2.5. TpeboBaHMe ynpaBsieHUss NOTOKaMu nHpopMmauumm

JJO/MKHO OCYyWeCcTBAATLCS YyrnpaBieHne rnoTokaMm MuHdopMaunum C MNOMOLLbIO
MeTOK  KOoHduaeHumanbHoctn. [lpu  3TOM  ypoOBeHb  KOHpUAEHUMANbHOCTU
HakonuTesnien AO/MKEH OblTb HE HMXE YPOBHS KOHMUAEHUMaNbHOCTU 3anmcbliBaeMomn
Ha Hero MHdopMauuu.

Peannszayuns

B komnnekce «AKKOpA» peanu3oBaH MexXaHu3M YyrpaBfieHUss MOoTOKaMu
MHPOPMaLMM, OCHOBAHHbLIA Ha MNpUHUMNAX MaHAATHOro pasrpaHMyeHus AOCTYMNOM
(cM. Bbiwe n. 2.3.). lNpn Takon peanmsaumm MexaHu3Ma YynpaBfeHUSs MNOTOKaMMU
nHdopMaLmmn obpaboTka nHdopmaumnmn onpeneneHHoro YPOBHS
KOH(PUAEHUNANBHOCTM BbIMNOMHAETCA TOJIbKO C MOMOLUbIO BblAENEHHbIX MPOrpaMm
(npoueccos).

Kak ans katanoros, Tak M Ans otaenbHbIX annoB MoxeT 6biTb YCTaHOBAEHA
MeTKa KOH(pUAEHUMANbHOCTU, a KaXAOMy Mosb30BaTeNnto MNpucBanMBaeTcss MeTKa
ypoBHs goctyna. AagmunHuctpatop BN B danne koHdurypaummn ACCORD.INI moxeTt
YCTQHOBUTb WAM OTKAUYUTL dnar KWCNONb30BaHMA MaHAATHOrO YynpaBneHus
AoctynoMm. Ecnm MexaHM3M MaHAATHOroO A0CTyrna BK/AKYEH, TO Mo/b30BaTeslb
NOSYYNUT AOCTYMN TONbKO K TeM 06bekTaM, MeTKa KOHMMAEeHUMANbHOCTU KOTOPbIX He
BbllLle YPOBHSA A0CTyna cybbekTa (nonb3osatens).

B koMnnekce peanu3oBaHa AOMNONHUTENbHasa (QYHKUMSA, KOTOpas MNO3BoMseT
YCT@HOBUTb YPOBEHb AOCTyna MNpoueccy B onepaTUMBHOW NaMATW. Takum obpasom,
ncnonHsembln danmn (nporpamMma) MMeeT MeTKy KOHMUAEHLUMANbHOCTU KakK 06bekT
Ha aucke CBT M MOXeT 3anyckaTbCs TOJSIbKO MNOJSib30BaTesieM C onpeaeneHHbIM
YpPOBHEM [0OCTyna, a rfnocse 3arpy3ku B OMepaTUBHYK NaMATb MNOAydYaeT MeTKy
YPOBHSI A0OCTyna Kak cybbekT, KOTopbih paboTaeT C o06bekTamMu, WUMELWUMU
COOTBETCTBYIOLLY METKY KOH(PUAEeHUNaNbHOCTU. [1pn Takon peanmsaunm mexaHusma
ynpasneHus noTtokamm wuHdopMaumm obpabotka uHOpMauMM onpeaeneHHoro
YPOBHSI KOH(MUAEHUMANBHOCTM BbINOSIHAETCS TO/IbKO C MOMOLbIO BblAEEHHbIX
nporpamMm (npoueccoB). [lpy 3TOM npoueccy aBToOMaTU4yeCcku nNpuUcCBanBatOTCA
aTpmbyTbl 4OCTYyMNa, KOTOpble 3anpeLatT 3annucb MHPOpMaUnMM Ha HOCUTENb, MeTKa
KOH(PUAEHUNANBbHOCTM KOTOPOro HMXE YPOBHS AOCTyNa npouecca.
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2.6. Tpe6oBaHue perucrpaunm cobbiTumn

KC3 pomxeH 6biTb B COCTOSIHUM OCYLLUECTBASATb Perncrpaunto cneaytowmx
cobbiTuni:

® NCIMOJ1Ib30BaHNMe VILI,eHTVIqJVIKaLI,VIOHHOFO 7 aYTeHTVIqDVIKaLI,VIOHHOFO MEeXaHn3Ma,

e 3aMpOC Ha AOCTyn K 3awuwaemMomy pecypcy (oTkpbiTMe danna, 3anyck
nporpamMmmbl u T.4.);

e CO34aHMNE N YHUYTOXEHUE 06bEKT];
e 1ENCTBUSA NO nameHenuto MPA.

Ona  Kaxagoro w3 3TuUX CcO6bITUM AO/MKHA perucTpupoBaTbCs  criefyoLas
nHdopmaums:

e 1aTa U BpeMS;
e CYyObEKT, OCYLLUECTBSOWMNNA PEFUCTPUPYEMOE AENCTBUE;

e TUM CObbITUSA (eCcnn perucTpupyeTcs 3anpoc Ha AOCTyn, TO cneayeT oTMe4vaTb
06beKkT 1 TN gocrtyna);

e YCMELWHO NN OCYLEeCTBUIOCbL cobbiTMe (06CnyXeH 3anpoc Ha AOCTymn Wnu
HeT).

KC3 pomkeH coaepXaTb cpeacrtsa BblOOpOYHOro  O3HAKOMNEHUSA  C
perncTpaumoHHON MHGoOpMaumen, a TakxXe permcTpupoBaTb BCe MNOMbITKM AOCTyMa n
OENCTBMUSA BblAeNEeHHbIX Nonb3oBaTtenen (aAMMHUCTPATOPOB 3alUUTbl U T.M.).

O6cy>xpeHne

MNpencrtasnsercs HeuenecoobpasHbIM NOCTOSIHHO OCYLEeCTBNATb
NoONHOMacWTabHyO perncTpaumio BCcex MOMnbITOK AOCTyna BCeEX MOosb3oBaTenen Ko
BCEM pecypcaM - B NepBYI0 o4yepenb, U3-3a BbICOKMX HAKIaAHbIX pacxoaoB. B To xe
BPEMS BMOJSIHE NpeacCTaBMMbl CUTyauum, TMpuM  KOTOPbIX HeobxoauMMa nosiHas
TpaccupoBKa COb6bITMIM. B 4acCTHOCTM, MMEHHO TakoMW cnocob cneayeT NpPUMEHSTb,
n3y4yas, Kakme pecypcobl TpebyeT HOBas nporpamMma - nepes Tem, Kak nepeaaTtb ee
ONs 3KCnayaTaumMu nonb3oBatensaMm. B aTton cBsA3uM uenecoobpasHo BblAENUTb
HECKOJIbKO YPOBHEN AETaNbHOCTM >XXypHasa. YCTAaHOBKY YPOBHS AE€TanbHOCTM AN
nonb3oBaTens cnepyet NnOpy4nTb aAMUHUCTpaTopy BU B nopsiake,
npeayCcMOTPEHHOM 419 YCTaHOBKU U nameHeHusa MNPA.

Peannsayms

Kak Ans KaTtanoros, Tak W AN OTAENbHbIX (hali/IoB MOXET 6bITb YCTAHOB/IEHA
onuus perncTpauMm AocCTyna K KaTasory M ero COAep>XMMOMY B PErmcTtpauMoHHOM
XypHane. Perncrpaums ocyLlecTBASIETCS B C/IeAYOWEM NopsiaKe:

e AN KaXAOro nosnb3oBaTtend aaMmHuctpatop bW ycTtaHaBnivBaeT YypOBEHb
AETAJIbHOCTU XypHajia - HU3KaA, CpeHAA, BbICOKaAA,

e ANna Ntob0Oro ypoBHSA AEeTaNlbHOCTM B XXYpHane OTpa)kalTcs MapaMeTpbl
perMcTpaunmm nonb3oBaTens, AOCTyNn K YCTPOMCTBaAM, 3arnyck 3agay, MonbITKY
HapyweHus MNP, nameHeHunsa MNP (B 4aCTHOCTU, M3MEHEHWE Naponen);

e /14 CpeaAHEro ypoBH4a A€TAa/IbHOCTU B XypHaje OTpa>XatkoTCAaA AOMO/HUTENbHO
BCE MnornbITKN AOCTYrMa K 3almwlaeMbiIM AUCKaM, KaTajioraM mn otaebHbIM cbanaM, da
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TaKXe MNOonbITKN N3MEHEHUA HEKOTOPbLIX CUCTEMHbIX NMapaMEeTpOB - AAdTbl, BPEMEHN U
Aap.;

e 1)1 BbICOKOIo ypoBHA AE€TAJIbHOCTU B XYPHase OTpa>XakTCA AOMNOJIHUTEJIbHO
BCeE NOnbITKN AOCTyMNa K COAEPXKXUNMOMY 3allULaEMbIX KaTaslioroB.

KpoMe 3TOro, npeaycMoOTpeH MexaHU3M MpUHYAUTENbHON perncrTpauum
AOCTyna K obbekTaM. [lna 3TOro BBeAeHbl ABa AOMNOSHUTENbHbIX aTtpubyTa, a
MMEHHO:

ol - (bMKCVIpOBaTb B XypHaJjie€ BCE MNOMNbITKN AO0CTYMNa K O6'beKTy Ha 4YTEHUE,
oW - CbMKCMpOBaTb B XypHaJji€ BCE MNMOMNbITKN AOCTYMNa K O6'beKTy Ha 3anucob.

Ncnonb3ysa 3T aTpubyTbl, agMUHUCTpaATOp MOXeT obecneymTb permcrpauuto
CcobbITUIM, BaXHbIX AN noaaep)XaHud HeobxoAMMOro YpoBHS WMHQOPMAaLUMOHHOW
6e3onacHocTu.

NMporpamma LogView.EXE no3BonseT oCyLwecTBUTb NPOCMOTP, BbIBOA Ha ne4vaTb
M apxuBauuilo XypHana peructpauum cobbiTun KoMnnekca 3awmtbl oT HCA
«Akkopa». XypHan oTobpaxaetcs B Buae Tabnuubl. Kaxkpas cTtpoka Tabnuupbl
COOTBETCTBYET OAHOMY COObITUIO, 3aperncTpupoBaHHOMY B XXypHarne.

XXypHan coaepXxut cneaytowyto nHdopMauuto:

e 1aTa N TOYHOE BpeMs permcrpaumm cobboitus;

e 1I€TANIbHOCTb XYypHasna, yCTaHOB/IEeHHas Ha MOMEHT perucrpaumm cobbituns;
e UMS paboyen ctaHuuu;

e TN onepauunn - B Tabnuue BbiBOAMTCSA KpaTkasa abbpeBuaTypa;

e 06BEKT AocCcTyna - B Tabnuue BbIBOAUTCS MOSIHOE HauMMeHOBaHMe ob6bekTa
aoctyna. O6bekToM goctyna MoxeT 6biTb dain, Katanor, AUCK, yCTponcTteo. Ecnun
cobblTneM ABNSETCA W3MEHeHWe npaB AOCTyna - B 3TOM none oTtobpaxatoTcs
obHoBNeHHble paBa goctyna;

e pe3ynbTaT Co6bITUSA. PN NOMOXUTENBHOM 3aBepLlueHnn cobbiTnsa pesynbtaT —
«OK», npu oTpuuaTenbHOM - perucTpmpyeTcs HeCcaHKUMOHMpoBaHHbIN goctyn (HCA)
mnn owmnbka poctyna (B cAyyae HapyweHuss LenoCcTHoCTM coobuwaetca 06
N3MEeHEHUN NapaMeTpoOB KOHTPONS);

e M4 lpouecca - nporpaMma, OCyLecTBasoWwasa A0CTYN K 06bekTy B MOMEHT
perncrpaunm cobboitnsa. Ong ynobctBa npocMoTpa UM aHanms3a uHdbopMaumm MOXHO
BbINOMHATL (uAbTpaunto Mo OAHOMY WM  HECKOSIbKMM nonsM  Tabnuubl. B
MpunoxeHun 2 npuBeneH CNpaBOYHMK, KOTOPbIA COAEPXUT KaK KpaTKoe, Tak WU
NoOJSIHOE HaMMEeHOoBaHWe onepaunin, perucTpmpyemMblX NOACUCTEMON perncTpauunn.

2.7. TpeboBaHMe LEeNOCTHOCTU KOMIJIEKCA CPEACTB 3alyUThbl
(KC3)

B CBT nommxHbl 6bITb NpeayCcMOTpEHbI CpeacTBa Nepnoanyeckoro KOHTposs 3a
LLeSIOCTHOCTbIO nNporpaMMHON M KMHMopMaymoHHon vactm KC3. [lMporpammbl KC3
OOJIKHbI BbIMOMIHATLCS B OTAENbHOM YacTu onepaTuUBHOM NaMsATW.
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O6cy>xpeHne

Ob6bI4YHO AN KOHTPOS LEeNOCTHOCTU MUCNONb3YEeTCS BblYUC/IEHME KOHTPOSIbHOMN
CYMMbl. BbluncneHHoe 3HayeHuMe CpaBHMBAETCS C 3TaNlOHHbIM, W pe3ynbTaT
CpaBHEHMS MO3BONISET CYyAUTb O COCTOSSHUM NPOrpaMM M AaHHbIX - OCTA/IUCb /I OHWU
HEU3MeHHbIMN, 6bINN NN HECAHKLUMNOHMPOBaHHbIE Moandukaumn. Kasanocb 6bl - BCe
HOpManbHO, HO BOT 6efa - Kak ybeamTbCsa B LENOCTHOCTM npoueayp KoOHTpona? Beab
MOXHO MoAudUUMpPOBaATb U Npoueaypy pacyeTa KOHTPOJIbHbIX CYyMM, U npoueaypy
KOHTPONS npoueaypbl pacyeta KOHTPO/bHbIX CYMM U T.4. KaxeTcs, 4To BbiXoAa W3
3TOr0 Kpyra HeT - HEBO3MOXHO obecneynTb LEeNOoCTHOCTb MPOrpaMMHbIX CpeacTB 3a
cyeT ApYyrux MNporpaMMHbIX CpeacTB, KaK HEeBO3MOXHO BblTallMTb CaMoro cebs 3a
BOS1OCblI U3 6os0Ta (HO NonbITkM 6bINN, @ B 06nacTn nMHpopMaunoHHOM 6e3onacHoOCTuH
OHM NpOoAOIKATCA M A0 cuX nop). C 3TOM HESACHOCTbIO MOXXHO MOKOHYUTb TOSIbKO
OAHMM cnocoboM - BbIHECTM Mpoueaypbl KOHTPONsS 3a npeaenbl KOMMNbkTepa, T.e.
BbINONIHATL UX @annapaTHoO (MM C UCMOMb30BaHMEM annapaTHbIX CPeacTB).

Ewe oaHa npobnema - 3TO KayecTBO caMux npoueayp KoHTpons. PaccMmoTpum
cneaywwmm  ciayyvyam - ONns KOHTPOAA  MPUMEHSIeTCAa  KOHTpPOJibHas CcymMma,
Bbluncngemasa no anroputmy CRC (MMeHHO Tak 06bl4HO U npoucxoauT). [Ans
Harnaa4HOCTU npeanonoxmMm, 4to ucnonbldyetrcs CRC-3 (peanbHO, eCcTeCTBEHHO,
ncnonosyetca ot CRC-8 po CRC-32, HO YC/OXHEHMe rMpu 3TOM HOCUT 4YUCTO
TexHuyeckmn xapaktep). Ana CRC-3 konuyectBo 3HadeHun - 8 (ot 0 po 7).
JonycTnuM, KOHTpONbHAasi CyMMa WCXoAHOro (npaBuiibHOro) Habopa [AOKYMEHTOB
C1=3. K aTOMy nakeTy 3N0yMbIlWNEHHUK A0b6aBAseT elwe HEeCKOosbKo, TaKUxX, 4To Ux
KOHTpOJIbHas cyMMa C2=2. Takum obpasom, KOHTpOJIbHas cyMMma
MoaAndunuUMpoBaHHOro naketa AokymeHtoB Cm=(Cl + C2)mod8 = 5. Tenepb ans
TOoro, 4tobbl 3Ta MoamMduKauusa He 6blna obHapyXeHa, 3/10YMbIWAEHHUK BMOJSIHE
MOXeT K yXxe MoanduunmpoBaHHOMY nakeTy no6aBUTb elle HEeCKOSIbKO AOKYMEHTOB,
TaKuX, YTO UX KOHTposibHas cymma C3=6. KoHTposibHasa cyMMa MmoanduumMpoBaHHOIo
naketa ctaHosutca Cm=(C1 + C2 + C3)mod8 = (3 + 2 + 6)mod8 = 3, T.e. Cm =
Cl, n Mmoamdukaumsa He bypeT 3aMeyeHa KOHTPOsbHbIMKM npoueaypamu. B oblem
cny4dae, AocratoyHo nogobpaTtb Takon naket, ans kotoporo (C2 + C3)mod8 = 0, u
MHpOpMaLUMOHHAA aTaka MoxeT b6biTb ycnewHon. O6WmMin MCTOYHUK BO3MOXHOCTU
TaKMX aTak COCTOUT B TOM, UYTO 3HAYEHUS MPUMEHSEMbIX anropuTMOB BblYUCIEHUS
KOHTPOJIbHbIX CYMM pacnpeeneHbl paBHOMepHO (MM NPOCTO M3BECTHbIM 06pasoM).
CoOTBETCTBEHHO, XOpOLWEN 3aWUTON MOXET CAYXWUTb NpPUMEHEHWEe anropuTMoB C
CyLLeCTBEHHO HEeNMMHENHbIM pacnpeneneHneM 3Ha4YeHnn.

Peannzayums

KOHTpONb LENOCTHOCTM B KOMMeKce <«AKKOpA» BbINMOMHAETCS CAeayrLlmm
obpasom.

LlenoCcTHOCTb CaMOM KOHTpPOSbHOWM npoueaypbl obecneuymBaeTcd TeM, 4TO
XPaHUTCS OHa He Ha aucke, a B DHI1 koHTponnepa komnnekca C3N HCO «Akkopa-
AMA3», 6yayunm TeM cambiM 3aliumueHa oT Moaudukaumin. [pn HOpManbHOM
ocywecteieHnn npouenyp 3awmntbl oT HCOA (naeHTUduKaunmm mn ayteHTudumkaummn)
KOMUSA KOHTPOJIbHbIX Mpoueayp MOMeLlaeTcss B crneunanbHO OTBeAeHHYH obnacTb
O3Y un 3aTteM 3anyckaeTcsl Ha WUCMoJsiHeHMe. MIHTepec npeacTaBnsieT U CAeayroLwmi
BOMpPOC. B peanbHbIX yCnoBMAX HEOBXOAMMO KOHTPONMPOBATb LLENOCTHOCTb MHOMMX
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anVIﬂOB. EcTecTBEHHO, YTO XpaHUTb 3Ta/IOHHblIE 3HAYEHUS KOHTPOJIbHbIX CYMM Ans
BCEX HMUX Ha BHELWIHEM HOCUTENE C OFrPaHNYEHHBIM 06bEMOM NaMATU HEBO3MOXHO.

B komMmnnekce «AKkopa» NMPUMEHSIETCS CNeayroLWmnin MeXaHnusMm:

1)KOHTpO/Ib LEeNI0OCTHOCTM CUCTEMHbIX obnacten pagucka, dannos OC u
npuknagHoro O, pasgenoB peectpa Windows oOCywecTBASIeTCS Ha anmnapaTHOM
ypOBHe KOHTposinepom «Akkopa AMA3» ano 3arpysku OC.

2)Ecnn npouenypa KOHTpons mM3 M. 1 BbINOSIHEHA YCMNELWHO, TO B MOMEHT
3anycka MoACUCTEMbl pa3rpaHMYeHns A0CTyna MOXeT BbIMOSIHATLCS KOHTPOJib
LenocTHOCTM dannoB No WMHAMBUAYANbHOMY CMUCKY KaXaoro nosib3oBaTtens. Ha
ANCKe XpaHuTca dann, coaepXxawmnm nepevyeHb KOHTPONMpPYEMbIX (annos u
3Ta/NlOHHblE 3HAYeHUSA KOHTPOJIbHbIX CyMM. [lo 3TUM JAaHHbIM onpejenseTcs
LLeSTOCTHOCTb KaXKAoro KOHKpeTHoro ganna.

3)LenocTtHocCcTb Xe camoro atoro damna Ha aucke obecneumBaeTcsl TeM, 4TO
3Ta/IOHHOE 3HA4YeHMEe €ero KOHTPOJIbHOM CYMMbl BbIYMCISETCS C WCMOJSIb30BaHUEM
K/Ito4a, KOTOPbIN XpaHUTCA B uMAeHTUdUKATOpe nonb3oBaTens. ITOT  KJIoY
reHepmpyeTcsa npu perncrpauuMm uaeHTMdukaTopa C WCNOAb30BaHMEM AaTyuKa
CNy4YalHbIX 4YMCen, YCTAHOBMIEHHOrO Ha MNnaTe KOHTposnepa, U Ana Kaxaoro
NoNb30BaTeNs ABNAETCSA YHUKAbHbIM,

B koMnnekce «Akkopa» npeaycMOTpeH AMHAMUYECKUn KOHTPOSb LLeNOCTHOCTHU
NCMOJSTHSEeMbIX Moaynen (3agad). DTOT KOHTPO/b BbIMOSHAETCA NpU KaXKAoM 3anycke
MOAY/1A, HE3aBUCMMO OT TOro, BbINOJSIHAETCHA NN 3Ta onepauus nosb3oBaTeNneM unm
OC. lpwn HecoBnageHun sblunucrieHHon KC c 3TasioOHHbIM 3HayeHneM 61oKMpyeTcs
3anyCcK Takoro Moaysn4.

[ONONHUTENIBHO B  KOMIMJIEKCE MPeAyCMOTPEH AWMHAMUUYECKUA  KOHTPOIb
LleNIOCTHOCTM COB6CTBEHHO MOHMTOpPA pas3rpaHUYeHUss A0CTyna. ITOT KOHTPOIb
BbIMOJIHAETCS Nepnoanyeckm n ob6ecneuynBaeT AOMNOJHUTENbHbBIN YPOBEHb 3aLUUTbI OT
CNy4YalHbIX UNU NpeaHaMepeHHbIX NOKYLEeHW Ha oTkatoveHne C3U.

B paspene 2.13. «TpeboBaHusA K Knaccy 3awumweHHocTn 1B» PykoBoasiiero
AOOKyMeHTa [ocTtexkomuccmm Poccun, 1998 - «ABTOMaTU3NPOBAHHbLIE CUCTEMBI.
3awmTta OT HeCaHKUMOHWMPOBAHHOrO pAoctyna K wuWHdopMmaumn. Knaccmdukaumsa
aBTOMaTMU3NPOBaHHbLIX CUCTEM M TpeboBaHMA Mo 3awmTe MHbOpMaunmM» NpuBenEeHO
TpeboBaHue o TectupoBaHun pyHkumm C3N HC, a UMeHHO: «A0/IKHO NPOBOAUTLCS
nepunoanyeckoe tectnposaHue ecex dyHkumn C3UM HCL c nomowbio crneumanbHbiX
NPOrpaMMHbIX CPeACTB HE pexe O4HOro pasa B rog».

MopsiAOK TaKoro TeECTUPOBAHUS onpeaensieTcs NaaHoM 3alnTbl U BbINOSHSAETCS
C MNOoMOWbI Ccrneurann3npoBaHHbIX MNPOrpaMMHbIX CpeacCTB HernocpeacTBEHHO Ha
TexHunyeckmnx cpeacrtsax AC. TeM He MeHee, eCTb OAMH MNPUHUMNMANBHO BaXHbIN
anemeHT C3M HC[, TecTupoBaHuMe KOTOpPOro crneayetr OCYyWecCcTBNATb Ha
cneumanusmpoBaHHbIX paboumx Mectax. TakuMM 31EMEHTOM SBASKOTCS MNPOrpaMmbl
cucrtemHon BIOS v pacwupennin BIOS.

denctButenbHO, Kak 6bl10 NOKasaHo Bbile, HaAdexHas 3awuta ot HCA
obecneumBaeTcs co3gaHMEM W30MPOBAHHOW nporpamMmHoun cpeabl (UMNC), npuyem
nogaepxaHue UMNC BO3MOXHO TObLKO MPU UCMOSIb30BAHUM MOLIAroBOro ajaroputMa
KOHTPO/IS LEeN0oCTHOCTU, KOTOPbIM, B CBOK o4vepedb, OTTa/IKMBAETCS OT HEKOTOpOro
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Haya/lbHOr0 COCTOSIHUSI CUCTEMbI, NMPU KOTOPOM LEJIOCTHOCTb MCMONIb3yEMbIX Ha
AAHHOM 3Tane KOMMNOHEHTOB 3adMKCMpoBaHa.

Ona CBT tunna IBM PC Ha nepBOM 3Tane 3arpy3ku UCMNOJSIHAETCA nporpaMma
cuctemHoro BIOS. WMMeHHO 3Ta nporpamMma onpegensier npoueaypbl 4YTeHus
peasibHbIX AaHHbIX AN cnepyrowero atana.

LlenocTHOCTb nporpaMMHbIX cpeacts BIOS Heobxoammo obecneunTtb. B AaHHbIX
ycnoBmax 310  TpeboBaHwe cneayer  BbINOAHATbL 3@ CYET  NpUMEHeHUs
OpraHM3auMOoHHbIX Mep.

2.8. TpeboBaHME OUYNUCTKUN NAMATHU

NMpn nepBoHayanbHOM Ha3HAYEHUW WM NPpU MepepacnpeneneHnn BHELUHEN
namatn KC3 gonkeH npeaoTBpawiaTb AOCTYN Cy6beKkTy K OCTaTOYHOM MHMOpMaumu.
KC3 posmkeH OCywecTBnsATb OYMUCTKY OMepaTMBHOM WM BHewHen namatv. OuucTka
OO/HKHA NPOU3BOANTLCS MyTEM 3anNucKM Mackmpyowen nHdopmMaunm B NamMsaTb Npu ee
ocsBoboxaeHnn (NnepepacnpeneneHnmn).

O6cy>xpeHne

Ecnn ¢ BHewHen namaTbio BCe SICHO, TO C onepaTMBHOWM ecCcTb npobnembl. B
yacTHoCTM - cpeactBamm DOS 650K NaMaATU BblAENSETCS 3ajdadvye, M caMa 3ajava
CBOMMUM CpeacTBaMM MOXET 3axBaTbiBaTb 610kM namatu. MNpu peanmsaumm GyHKUUNA
OUYMCTKM MAaMATM Ba>XXHO o4MLATb KakK TO, TaK U gpyroe.

Peannzayums

B koMnnekce «AKKOpA» OCYLLECTBNSETCS nepexBaT (pyHKUMM OCBOOOXAEHUSA
namMaTyM M 3aBepweHus 3agadn. MIMEeHHO npu 3TOM UM BbINOJIHAETCA O4YMCTKA
onepatnMBHOM namaTM (ocBoboxaaemoro 6noka). O4MCTKa BHEWHEW NaMsATU Ha
NOKanbHbIX U CETEBbIX ANCKAaX BbINOMHSETCS ONUMOHHO.

CooTBeTcTBYIOLWAN ONUMA «YHYuMCno NPOXoAOB NpPU yaaNIEHUN>» - KOJIMYECTBO
NpOX0OA0B CNy4YanMHOW MocnenoBaTesibHOCTU MO CcoAepXMMOMY (anna Ha AUCKe npu
ero yjaaneHuu, ycTaHaBnuBaeTcd aaMUHUCTpaTtopoM bW npwu cosganHun T1PA
nonb3oBaTens.

OMNUMOHHBLIAN MexaHW3M MNpuMeHeH B CBSA3M C TeM, 4YTO O4YUCTKA BHeLIHeN
namaTn TpebyeT onpeaeneHHbIX BpeMEHHbIX 3aTpaT, KOTopble He Bcerga (ucxoas us
3HAYMMOCTM 3alMLaeMbIX PeCypCcoB) OnpaBaaHbl.

ATpnbyTbl YyCTaHaBNMBaKlTCA C nomowbio peaaktopa [MPOA k CBT wu

MHPoOpMaumoHHbIM pecypcaM AC. Pepaktop onucaH B [AOKyMeHTe <«YCTaHOBKa
npasui pasrpaHnyenmnsa gocrtyna. lNporpamma ACED32.» (11443195.4012-037 97).
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3. HekoTopble 0CO6eHHOCTH AeNCcTBUA aTpubyToB M
noarotosku NP4

Yacto nepea HOpManbHOM MNOMbITKOW OTKPbITb cywecTeyowmn dann
NporpaMMbl BbIMOMHSAKT MNPOCMOTP COAEPXWMMOro kKaTtasnora. B aToM cnydae, ecnwm
aTpnbyT «V» He ycTaHoBfneH, ¢dyHKkumn FindFirst n FindNext Bo3BpaTaAT pe3ynbTaT
«owmnbka». B HekoTopbIX cny4dasax (Npy HEKOPPEKTHOM yCTaHOBKEe aTpmbyToB) 3TO
MOXET 6bITb NCTOYHUKOM KOJTIU3UN.

OTMeTUM, UTo BCe aTpubyTbl, KpoMe aTpubyTa «G», OTHOCATCS K COAEPXUMOMY
KaTanora. ATpnbyT «G» OTHOCUTCSA K COBCTBEHHO KaTanory.

Mpn HanucaHWM MporpaMM <«XOpPOLIMM TOHOM» CUMTaEeTCs, Korga nporpaMma
co34aeT «BpeMeHHble» dalfbl B KaTtanore, MMsi KOTOPOro XpaHWUTCSA B NepeMeHHOoM
okpyxeHusa TEMP. Hanpumep, OC Windows n Bce nporpammbl ansg Windows upmbl
Microsoft BHayane nNbITalOTCA HAUTU MNepeMeHHY OKpyxeHus TEMP, n npu ycnexe
MCMONb3YKT AaHHbIM  KaTanor Ans  pa3MeweHuns MPOMEXYTOYHbIX  AaHHbIX.
NMpuMeHUTENbHO K <«AKKOpA» MOXHO peKOoMeHAOBaTb creayloulee: ecnau y Bac
3a/laHa nepemMeHHasi okpyxeHus TEMP, To goctyn K 3TOMy KaTanory AoJiXeH O6biTb
MaKCMManbHO MOSHbIM (CneayeT UCKIYNTD NULWb aTpUbyT «X»- 3anyckK Nnporpamm).

OTAenbHO CTOUT paccMOTpeTb npuMeHeHue aTpubyTta «O». BBepeHue 3T0ro
aTpmnbyTa CBS3aHO C TeM, YTO psi4 NporpaMMm OTKpbIBAOT ann Ha YTEHME U 3anuch,
XOTS peasibHO UCMNOJIb3YHT TOSIbKO onepaunm YTeHnd. B aToM criydae nosib3oBaTesiio
NpUXOANTCHA paspewaTtb MpaBa AOCTyna W Ha 4TeHMe, M Ha 3anucb, 4TO
NOTEHUMANBHO MOXET C/IYXUTb WUCTOYHMKOM WMHGPOPMALMOHHbBIX Yrpo3. YTobsbl
n36aBUTbLCA OT 3TOM OMACHOCTU, MOXHO <«pa3HeCTU» JAaHHble N0 chneumanbHbIM
KaTanoram. 3TO BMOJSIHE BO3MOXHbIA MyTb, OAHAKO €ro nNpuMMeHeHne npuBoOAUT K
YCNOXHEHUIO «MaHa 3aWmnTbl» U YBEIMYEHUIO KONIMYeCcTBa KaTtanoros. BeeaeHHbIN B
C3U «Akkopg» aTpubyT «O» no3BosiseT pewmnTb 3agady ApYrMM METO4O0M, @ UMEHHO:
aTpmbytT «O» noameHsieT (ans 3agaym) atpubyt "R" Ha COBOKYMHOCTb aTpubyToB
«R» n «W». lNpn 3TOM onepauuns oTKpbITUS danna NnpoxoauT HOPMasibHO, @ NOMbITKa
3anmcm B 3ToT dann knaccubuumpyetcs kak HCA. PeweHne o0 npuMmeHeHuu Ans
onucanusa MNMPA nonb3osaTenen atpnbyrta «O» npnHMUMaeTcs aaMMHUCTpaTopoM B B
TOM cfiyyae, Korga ann no naaHy 3awmTbl A0/KeH 6biTb AOCTYrNeH Nofb30BaTesito
TONbKO ANS YTeHus, a npuMmeHsemas ans obpaboTkum AaHHbIX NMporpaMMa nblTaeTcs
OTKPbITb 3TOT (Pasl M Ha 4YTEeHMe, M Ha 3annucb. AHanM3 CUTyaumm MOXeT ObiTb
BbIMNO/IHEH MYyTEM  M3y4YeHUA XKYpHana npu  TeCcTUpOBAHUM  MPOrpaMMHOro
obecneyeHus, N1aHMpyeMoro ANns BKAKYEHUS B COCTaB NporpaMMHbIX cpeacts AC.

HekoTopble penakTopbl TeKCTOB (B YacTHoCTU, Microsoft Word un «J1eKCMKoH»)
COXPaHAT nMnpu peaakTtuposaHum uHdbopMaumio B dannax, wMs KOTOpOro
OTNINYaeTCcs OT UMEeHU pepakTupyemoro danna (yKasaHHble peaakTopbl 3aMeHSoT
nepBbli CUMMBOST MMEHM HA CUMBOJT «TWUAbAA» - BOJIHUCTAS NUHUA). Ecnn Het
BO3MOXXHOCTW HE UCNOJIb30BaTb TaKne peaakTopbl, TO HE06X0AMMO MO KpanHen mepe
npocneauTb, 4Tobbl 3T (pannbl OCTaBanMCb HEAOCTYMNHbLIMU AN MOMb30BaTeNEN, He
MMEKLWMX Ha 3TO NOSTHOMOUYMNMN.
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ObpatuTe BHMMaHMe Ha AOCTaBKYy MHGOpMauun B BUAE ncnonHsemoro danna -
He BaXHO, B KaKOM BWAEe OCyWeCcTBAseTcd AoCTaBka - MO CeTUu, C MNOMOLWbIO
oTyuyxagaemoro Hocutenss u Ap. O4yeHb 4acTO MMEHHO TakoM cnocob ucnonblyeTcs
ONA BHeApPeHUs NporpaMMHbIX 3akiagok, U odeHb Yyacto nonblTkn HC Takoro poaa
OKa3blBaKTCA yCrnewHbIMU. BapuaHT BO34eNCTBUS, BbiBEAWMN U3 CTPOoS He ogHYy BBS
- MOCblJIKa apxXmMBMpOBaHHOro danna, coaepxawero Heckonbko Gb Hynen. B
apXMBMPOBAHHOM BuAe TakKon ann 3aHMMaeT BeCbMa HEMHOro Mecrta, a npu
pPacKpbITUMN OYeHb BbICTPO 3aHMMAET BCe NPOCTPaHCTBO AMCKA.

YT1o6bl M36€XaTb HEMPUATHOCTEN TaKoro poda, Hy)XHO 3anpewaTb 3anyck
3a/la4 U3 BCeX KaTanoroB, KpOMe TeX, B KOTOPbIX XPAHATCS MpPOBEPEHHbIe MOAY/N.
CnenyeT Takxe 06paTuUTb BHMMaHWE Ha UCMNOJIb30BaHWE OTUYYXAAEMbIX HOCUTENEN -
KaK B MJlaHE pa3pelleHns Ha WUCMosb30BaHMe (AaneKko He KaXAoMy Mosib30BaTesto
3TO Heo6X0ANMO), TaK U B NJIaHe perncTpaunmn n yyera.
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4. NMpumepsbl NMPA ana TMNOBbLIX CUTYyaLUn pa3rpaHuyYeHusn
Aocrtyna

BHUMAHME! lNpaBuna pasrpaHnyennsa goctyna (MNPL), npuBeaeHHble B HACTOsILLEM
PYKOBOACTBE - 3TO /iMWb MNpUMepbl MUCNOJMIb30BaHMA aTpubyToB A0CTyna, a He
onMcaHme NonnTuknM 6e3onacHOCTU. B KaxXaoOM KOHKPETHOM cny4vae agMUHUCTpaTop
BU pnonxeH onuceiBaTb peanbHble pecypcbl AC (CBT)

Bynem cuutaTb, 4UTO (PU3MYECKMM [AUCK Ha KOMMbloTepe pa3buT Ha ABa
normyeckmnx agmcka. Kak Ha gucke C, Tak n Ha D pa3MelleHbl KaTanoru, AOCTYyn K
KOTOPbIM MOryT UMETb pa3Hble Nosib3oBaTesin. [lporpaMMHbie cpeacTBa B OCHOBHOM
pa3MelleHbl Ha C.

4.1. NMNpumep 1. CybbeKkTy pa3pewieHo pabortatb B KaTtanore
C:\DOC

B atom cnydae [P ans nonb3oBatens AO/KHbl coAepXaTb CneayroLwmmn
nepevyeHb aTpnbyTOB:

MpaBa pocrtyna:

C:\ [R Vv G X S]
C:\ACCORD.X64\ [R Vv G X 0]
C:\DOC\ [R W C D N V M E G X 0]
C:\TEMP\ [R W C D N V M E G 0]

MosicHeHus: npu 3ToM BeCb AMCK C:\ AOCTYMNeH TONbKO AN YTeHUs, B KaTanore
C:\ACCORD.X64\ pa3peweHo 4yTeHue annos n 3anyck nporpamm, katanor C:\DOC\
aoctyneH nonHoctbto. K katanory ...\TEMP\ cnepayer Bcerga 3agaBaTb MOJHbIN
AOCTYN, 3@ MUCK/IOYEeHNEM pa3Be YTO 3arnycka nporpaMm - 4acTto OH TpebyeTtcs ans
pa3sMelleHns BpeMeHHbIX dannoB npuknagHblx 3agad. ®annel AUTOEXEC.BAT u
CONFIG.SYS nonHOCTbIO HeAOCTYMNHbI («CKpbITbie» dannol).

4.2. NMpumep 2. NMNonb3oBaTesnio Ha AUCKe 6yayT BUAHbI U
AOCTYMHbI TOJIbKO ABHO ONMUCaHHbIE KaTaJsiorm

MpaBa pocrtyna:

C:\ [R W C D N V M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\DOC\ [R W C D N V M E G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
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Katanor C:\NORTON\ onucaH, Tak KakK W3 Hero 3anyckakwTcsa 3ajayv - no
kparHen Mmepe, NC.EXE, HO B HEeM 3anpelweHo yaaneHume n nepemMeHoBaHue
dannos. KopHeBow KkaTanor onucaH 6e3 HacnepoBaHus npas goctyna. MMeHHO
Takon BapuaHT [P npepoctaBnsieT nosb30BaTeNt0 AOCTYN TONbKO K SBHO
ONMMCaHHbIM KaTajnoram m ¢annaMm — ocTasibHble pecypCbl HEAOCTYMHblI U HEBUAUMBI
n3 nobbix pannoBbix 0bosoyek.

Obpatute BHMMaHWEe - MpuM Taknx aTpumbyTax BWUAHbI W [OCTYMHbI dannbl,
pa3sMelleHHble B KOpHEBOM KaTanore aumcka C:. Onsa Toro, 4tobbl 3Tn dannbl 6binn
HeAOCTYMHbl MOMb30BATENI0, M3 ONUCaHUSA KOPHEBOro KaTasora HYXHO yAanuTb
aTpnoyT «V>»,

OoHako TakoW BapuaHT HenpuemneM npu pabote ¢ Windows, T.K. AaHHas
onepauMoHHas CcucTteMa nMpomM3BOAUT UTEHME W 3anucb HECKONbKUxX dannios,
pa3MelleHHbIX B KOPHEBOM KaTasjiore. BoT npumep onucaHmsa npasB AoCTyna Ans
paboTbl ¢ Windows.

MpaBa pocrtyna:

C:\ [R W C V. M E G X 0]
C:\ACCORD.X64\ [R Y G X 0]
C:\DOC\ [R W C D N V M E G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\PROGRAM FILES\ [R W C V M E X 5]
C:\RECYCLED\ [R W C V M E X S]
C:\TEMP\ [R W C D N V M E G S]
C:\WINDOWS\ [R W C D N V M E G X S]

BoT Tenepb Mbl NONYYNIN TO, YTO XOTENMN.

4.3. NMpumep 3. PazpeweHo paboraTtb ToONbKO € hanisiaMm m
TOJZIbKO B Bbll€JIEHHOM KaTtasnore

B 3TOM Ccny4dae nonb3oBaTesito HeobxoanMo 3anpeTnTb 3anycCcK 3a4a4, Co3gaHune
M yaaneHmne noaKartasioros.

NpaBa gocrtyna:

C:\ [R W C V M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\DOC\ [R W C D N V G 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]

Tenepb MOXHO BepHyTbCs K [lMpuMepy 1 mn ybeauTbCsl, 4TO co3a4aTb KaTanor
MOXHO, HO YyBWAETb WX, Nepentn K HuMM U Boobuwe paboTtaTb C HuMM byaeTt
TPYAHOBATO - NO KpanHen Mepe A0 Tex Nop, Noka aaMuHUCTpaTop BU He ycTaHoBUT
BHOBb CO3aHHbIM KaTasioraM Heobxoammblie aTpnbyThbl.
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4.4. Npunmep 4. NpuMmeHeHne aTtpubyToB HacneaoBaHuNA

Ectb n 6onee npocto cnocob6 - yCTaHOBUTb A1 pa3pelleHHOro kartanora
aTpnbyT HacnegoBaHMSA NpaB AOCTynNa.

NpaBa gocrtyna:

C:\ [R W C vV M E G X 0]
C:\ACCORD.X64\ [R \Y G X 0]
C:\DOC\ [R W C D N V M E G S]
C:\NORTON\ [R W C V. M E X 0]
C:\TEMP\ [R w C D N V M E G S]
Tenepb ¢ nogkatanoramu npobnemM b6bITb HE AOKHO.
4.5. NMpumep 5. To ke, HO NOJSIb30BAaTE/NIIO HeNb3A yAaaNATb hannbl
NMpaBa gocryna:
C:\ [R W C V. M E G X 0]
C:\ACCORD.X64\ [R \Y G X 0]
C:\DOC\ [R W C N V. M E G S]
C:\NORTON\ [R W C V. M E X 0]
C:\TEMP\ [R W C D N V M E G S]

AHanornMyHblM 06pa3oM MOXHO MNpPoOBEpPUTbL AENCTBUE ApYyrnx aTpubyToB W
coyeTaHun aTtpmbyToB. DTOT 3KCNEPUMEHT HaBepHsAKa HaBedeT Ha Mbican 06
ONTUManbHOM NPUMEHEHUWN pa3rpaHUYeHns AO0CTyna B Bawen cutyauunn.

4.6. NMpumep 6. Y nonb3oBaTensd NOJIHbIA AOCTYN K AUPEKTOPUM
Ha aumcke D

OcCHOBHbIe NapaMeTpbl:

e NpneHTndukaTtop:G2.

e [lpaBa agMunHUcTpaTopa: Her.

e [leTanbHOCTb XypHana: Huska4g.
NMpaBa gocrtyna:

C:\ [R W C V. M E G X 0]
C:\ACCORD.X64\ [R Y G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [R W C D N V M E G X S]
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4.7. Npnmep 7. KondbaeHumanbHoe AenonpousBoaCTBO

O6blyHO 3apava  KOHMUAEHUMANbHOINO Aenonpou3BoACTBa  CTaBUTCH  Tak.
Monb3oBaTentd MOPyYEHO WCMOSHUTb [AOKYMEHT, B3sIB MUCXOAHble MaTepuanbl U3
YKa3aHHOW eMy AUPEKTOpUWU, U nepeaaTb FOTOBbIM AOKYMEHT B APYryH YKasaHHYH
eMy ANPEKTOpUID. DTO O3Ha4yaeT, UYTO Mbl AOJ/DKHbI ONpeaennTb AN NoSib3oBaTens
pasfniMyHble npaBa AoCTyna K AWpekTopusaM. Tak, W3 OAHOWN AMPEKTOpUMU
NoSsib30BaTes/ib MOXET TO/IbKO KONMMpoBaTb annbl (U, eCTeCTBeHHO, 03HAaKOMUTbLCHA C
HUMK), HO HE MOXET HW peaakTMpoBaTb WX, HU yaanaTb. B gpyron («csoen»)
ONPEKTOPMM OH MOXeT obpabaTbiBaTb AOKYMEHTbl 6e3 orpaHu4yeHun, a B TPETbIO
OVPEKTOPUIO MOXET TOJSIbKO 3anncbiBaTb rOTOBblE MaTepuanbl.

MycTb AN WUCNoOAHEeHUss AOKyMeHTa BblaeneH katanor ...\HHH\, a
nosb3oBaTeslb C pa3HbIMX NpaBaMM MOXET UCMOMb30BaTb Noakatanorn Al,A2 n A3.
OTa 3ajava peanmsyeTcs cneayrwmmm atpubytamm:

OcCHOBHble napaMeTpbl

e NneHTudukaTop:G2.

e [lpaBa agMUHUCTpaTOpa: Her.

e [leTanbHOCTb XypHana: Huskas.
NMpaBa gocryna:

C:\ [R W C V. M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

N3 aTOro npmuMepa AACHO, 4YTO Mepea BK/IKYEHWEM HEKOTOPOro nporpamMHOro
CpeAcTBa B NepeyeHb UCMOoMb3yeMbIX B CUCTEME pa3rpaHNYeHns A0CTyna HY>XHO ero
0CO6eHHOCTU M3yuuTb. WM3yyeHMe MOXET OCHOBbIBATbCS HA WCMNOAb30BaAHUMU
BbICOKOrO YpPOBHSA AETasibHOCTU XXypHasia U aHanu3e pe3ynbraTtoB. [locne Toro kak
CTaHEeT 4CHO, KaKue pecypcbl TpebyeT TO MAM MHOE NpPOrpamMMHOe CpeacTso,
HeobxoAMMO Ha OCHOBE aHanuM3a BbISIBUTb, MWMEKTCS JIM BO3MOXHOCTM Ans
HapyweHus MNP n MoXHO nun co3aaTtb Takue NP, koTopblie obecneyaT TpebyeMbin
ypoBeHb 6e3onacHoCTM mHdopMaumn. TonbkKo BCiaen 3a 3TUM aaMUHUCTpaTop BU
MOXET MNPUHATb peleHne O BO3MOXHOCTU MPUMEHEHUA TeX WNUN WHbIX CPeacTB.
HekoTopble pekomeHgauum no cdopmuposaHuto MPL npu ncnonb3oBaHun Hambonee
pacnpoCTpaHEHHbIX MPOrpaMMHbIX cpeacts 06paboTkm MHOpMauum NpuBeneHbl B
COOTBETCTBYIOLWEM pa3fene HUxXe.
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4.8. NMNpumep 8. To ke, UTO U 7, HO pa3peLleH AOCTYN TOJIbKO K
KOpPHIO AUCKa A

B aTOoM cnyyae aTtpubyTbl MOryT 6bITb TAKUMMU:
NMpaBa pgocrtyna:

A\ [R Vv G 0]
C:\ [R W C V. M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

4.9. NMNpumep 9. To xe, HO NOJsIb30BaTEJIb MOXKET YNTaTb BCe
c¢dannbl, pasMelleHHble Ha A

DTO O3HayaeT, YTO Mosib30oBaTeNto AO/KHbI ObITb AOCTYMHbI BCE noakaTanoru,
T.e. HY)KHO yCTaHOBMUTb aTpubyT HacnegosaHua “S”.

NpaBa goctyna:

A\ [R Y G S]
C:\ [R W C V. M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

4.10.Mpumep 10. YcTaHOBKaA aTtpubyTtoB dpannos

Kak yXe oTMedanocb, AOMOJHUTENIbHO MOryT OMpeaAensiTbCs npaBa AOCTyna K
oTaeNbHbIM dainam - ¢ NpPUOpPUTETOM, Aaxe ecnu dain pacnonoXxeH B KaTanore,
[OCTyNa K KOTOPOMY [JaHHbIi Mofib30BaTeNb He uMeeT. PaccMoTpuM 3aaady,
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aHanornyHyt npueegeHHon B [lpuMmepe 9, HO C TEM OT/IMYMEM, UYTO MCXOAHbIN
MaTepuan Ansa UCMOoSIHEHMS AOKYMeHTa pacnonoxeH B danne C:\BOOK\BOOK.DOC.

OTOT MaTepuan Ao/KeH ObiTb AOCTYMeH Nofib30BaTesnto, HO Apyrue dannbl U3
TOro Xe KaTtasiora A0/IKHbl 6bITb HEAOCTYNHbI. B 3TOM cnyyae atpubyTbl MOryT 6bITb
TakKUMWU:

NMpaBa gocrtyna:

A\ [R Vv G S]
C:\ [R W C V. M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\BOOK\BOOK.DOC [R W C Vv ]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W C D N M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

B pe3synbTaTte paboTbl MOHUTOpPA pa3rpaHUYeHnss AOCTyrna Npu YCTaHOBEHHbIX
TaknM obpasoM aTpmbyTax Nosb3oBaTeNlb HE CMOXET yBMAETb UcxoaHbln dann (T.K.
He onucaH katanor BOOK), HO BNOSHE MOXET CKOMMPOBaTb €ro KOMaHAou copy
c:\book\book.doc d:\hhh\a2\c1\book.doc

Obpatute BHWMMaHWe Ha Hanmume aTtpubytoB W,C un V. O@OyHKuUK,
COOTBETCTBYHOLWME 3TUM aTpmbyTaM, MCNONb3YKOTCA BCTPOEHHOW KoMmaHpzon DOS
«COPY», 1 B 3TOM CBSI3M yCTAaHOBKA MX siBNsieTcs obsasatenbHon. YTobbl n3baBmTbCs
OT TakKuX HeoAHO3HayHoCTen, BMecTo KoMaHAabl «COPY» fydwe ucnosib3oBaTb
cneuvanbHO NOAroTOBNEHHYO Nporpammy. Ecnn Bbl ncnonbsyete He command.com,
a Apyrouv uHTepnpeTaTop KOMaHAHOMW CTPOKMU, TO NepeyeHb aTpubyToB MOXeET O6biTb
apyrum. Tak, gna NDOS pgoctatoyHo aTpubyToB R M V - OH HanmncaH KOppeKTHEN.

EcTtecTtBEHHO, Ha aHaNOrM4yHOM MNpPUHUMNE MOXHO MNOCTPOUTbL M 3anucb B
3apaHee onpeaeneHHbln dann.

4.11.MpumMmep 11. YcTaHOBKa aTpubyTOoB ANA BbiAeNIE€HHbIX
nporpamMmm

NMpeoycMOTpeHa TakXXe BO3MOXHOCTb YCTAHOBKW pa3pelleHus Ha MUCMNOJIHEHue
3aj4a4y, pas3MelweHHblX B BblaesieHHOM danne - BblAeseHHbIX 3agadv. [lycTb
HeobxoanmMo 3anyctutb yTuamty TMTEST. [ng 3Toro ycTaHOBMM cneayrouwme
aTpubyThl:

NpaBa goctyna:

A\ [R Vv G S]
C:\ [R W C V M E X 0]

()
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C:\ACCORD.X64\ [R Vv G 0]
C:\ACCORD.X64\TMTES [ Vv X
T.EXE

C:\BOOK\BOOK.DOC [R W C Vv ]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W C D N M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Y G 0]
D:\HHH\A2\ [R W C D N V M E G X S]
D:\HHH\A3\ [ W C Vv G 0]

B naHHOM npuMmepe n3 katanora C:\ACCORD.X64\ pa3speleH 3anyCcKk TO/AbKO
nporpammbl TMTEST.EXE.

ObpaTtnTe BHMMaHWe - KpoMme aTpmbyTa «X» HeobxoAMMO YCTaHOBUTb U «V».
3TO CBA3aHO € ocobeHHOCTAMM 3anycka 3anad (pyHkuma FindFirst).

4.12.MpumMmep 12. 3anper agocrtyna kK pannam

MycTb nonb3oBaTtento A4 3anpeleH AoCTyn K dannaMm c pacwmpeHuem .BAT u
.SYS, pa3melleHHbIM B KOpHEBOM KaTasore aucka C:. B aToM cnydae NP/ Bbirnagar
Tak:

OcCHOBHbIe NapaMeTpbl:

e NaeHTudukaTop: A4.

e [lpaBa agMunHUCTpaTopa: Her.

e [leTanbHOCTb XYypHana: Huska4g.

MpaBa pocrtyna:

C:\ [R W C V. M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\*.BAT [ ]
C:\*.SYS [ ]
C:\DOC\ [R W C N V M E G S]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]

4.13.MpumMmep 13. AHanNu3 pecypcos

Mepen TeM Kak BkAOUMTbL B AC HOBOE NMporpaMMHOe CpeacTBO, aAMUHUCTPATOpP
B #omxeH n3yunTb ero ocCO6eHHOCTM B YacTu AOCTyMNa K pecypcaM. He UCKNOYEHO,
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4yTO TpebyeMble pecypcCbl HE NO3BOJIAT MPUMEHNATbL U3Y4YaeMble NPOrpaMMbl B COCTaBE
AC, nnn, BO3MOXHO, BO3HUKHET HEOBXOAMMOCTb NEPECMOTPETh «MN1aH 3alUNTbI».

Ans aHanusa pecypcoB uenecoobpasHo yCTaHOBUTb B nporpamme «ACED32»
O71 HEKOTOPOro nosib30BaTeNsi BbICOKUI YPOBEHb AETASIbHOCTU XXYpHana M MOJIHbIN
AOCTYyn K KaTanoraMm wu dannaMm, npoBectn ceaHCc paboTbl C UM3yyaembiM
NpPOrpamMMHbIM CpeACTBOM, a 3aTeM nocpeactBoM nporpammbl «LOGVIEW» nayuutsb
Tpebyemble ansg paboTbl nporpammbl pecypcbl. HeobxoanMMo MOMHUTBL, 4TO 06beMm
XXYPHanoB MNpu BbICOKOM YpOBHE AeTanbHOCTM 6yaeT oyeHb 60sblWKMM, U B 3TOMU
CBSA3M ceaHC paboTbl A0/MKEH O6blTb He CAMWKOM AJSIMHHBLIM. Jlydwe, B ciydae
Heo6Xxo0aNMMOCTHN, U3yveHUe NPOBECTU HECKOSIbKMMU HEBObLLUMMKY CeaHCaMMN.

4.14.MpumMmep 14. Ucnonb3oBaHue atpubyra «0»

MycTb B coctaB AC BK/lOYEHA HeKOoTopas crneuuannsvpoBaHHas npoueaypa
KOMMpoBaHUs MHGOpMaunm mycopy.exe (ecTeCTBEHHO, 3TO TOSIbKO npumep). MycCTb,
Takke no lnaHy 3awuTbl NOAb30BaTeNto AOCTYMHblI KaTanorun, kak B [lMpumepe 7.
MonblTaeMca BOCMO/Ib30BATbCA 3TOW MpoLeaypOon MpU CAeayrowmX YCTaHOBAEHHbIX
aTpubyTax:

MpaBa pocrtyna:

C:\ [R W C V. M E G X 0]
C:\ACCORD.X64\ [R Y, G 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W C D N M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R v G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Y, G 0]

Bocnonb3yemcs ans konupoBaHusa wuMmewwenca B AC nporpamMmon mycopy
d:\hhh\al\test.txt d:\hhh\a2\test.tst

Mpn aTOM 6yaeT BblaaHo coobuieHmne 06 owmnbke - 0 HEBO3MOXHOCTU OTKPbITb
dann. NameHum Tenepb aTpubyTbl AOCTyna, a WMMEHHO, B 4acCTuU OMUCaHus Mnpas
aocrtyna k katanory d:\hhh\a1l:

D:\HHH\A1\ [R Vv 0O G 0]
Mpw 3TOM npoueaypa 6yaeT yCrnewHo BbIMNoSIHEHA.

4.15.Mpumep 15. OnucaHme ceteBoro pecypca

MnniocTpaunto WUCMNonb30BaHUS CETEBbIX PECYpPCOB MNPOAEMOHCTPUPYEM Ha
3ajla4ye, aHanorMyHom npuBedeHHol B [pumepe 7. 3Aecb, OAHAKO, KaTasoru
pasMeLlaloTCs Ha cepBepe, a NoJib30BaTeNM UMEIT pasnnyHblie npasa. MpuBoanMas



a1
11443195.4012-037 90

Lenoyka MoKa3bIBaeT, Kak MOXHO opraHmsoBaTb KoHduMaeHunanbHoe
aAenonpousBoacTBO B cetu. Heobxoammo o06patuTb BHUMAHME Ha OMNUCaHME
KaTanoros, pacnosioXXeHHbIX Ha cepBepe.

Monb3oBarenb: Al

OcCHOBHble NapaMeTpbl:

e NneHTudukatop: Al.

e [lpaBa agMUHUCTpaTOpa: Her.

e [leTanbHOCTb XypHana: Huskas.

NMpaBa pgocrtyna:

C:\ [R W C vV M E G X 0 ¢S]
D:\ [R W C D N V M E G X 0 0]
\SERVER\VOL2\ [ G 0]
\SERVER\VOL2\A1\ [R Vv G X A 0]
\SERVER\VOL2\A2\ [R wW C D N V M E G X 0 0]
\SERVER\VOL2\A3\ [ W C Vv G O 0]

Monb3oBaresnb: A2

OcCHOBHble NapaMeTpbl:

e NaneHTudukaTop: A2.

e [lpaBa agMunHUCTpaTopa: Her.

e [leTanbHOCTb XypHana: Huskasg.

NMpaBa gocryna:
C:\ [R W C vV M E G X 0 §]
D:\ [R W C D N V M E G X 0 ¢9]
\SERVER\VOL2\ [ G 0]
\SERVER\VOL2\A1\ [R Vv G X A 0]
\SERVER\VOL2\A2\ [R wW C D N V M E G X 0 0]
\SERVER\VOL2\A3\ [ W C Vv G O 0]

Monb3oBaresnb: A3

OcCHOBHble NapaMeTpbl:

e lpeHTUdUMkaTop: A3

e [lpaBa agMuUHUCTpaTopa: Het

e [leTanbHOCTb XypHana: Huskas

NpaBa goctyna:
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C:\ [R W C V M E G X O S]
D:\ [R W C D N V M E G X 0O 9]
\SERVER\VOL2\ [ G 0]
\SERVER\VOL2\A3\ [R Vv G X A 0]
\SERVER\VOL2\A4\ [R W C D N V M E G X 0 0]
\SERVER\VOL2\A5\ [ W C Vv G O 0]

MpuMeuyaHue: YTobbl AaTb NOSb30BaATENO MOJIHbIM AOCTYN KO BCEM CETEBbIM
pecypcaM, HYXXHO B OMWCaHWM KaTasioroB BBECTU CUMBOA « \ » W AaTb MOJIHbIN
poctyn - [RWCDNVMEGXO S]. B 3TOoM cnyyae [ocCcTyn onpenensieTcsa TosbKO
HacCTpoOMKaMn CeTeBOro aAMMHUCTPUPOBAHMUS.

4.16.NMpnumep 16. CozgaHne N30/IMPOBAHHOW NPOrpaMMHOM
cpeab! (UMNC) B OC Windows

Windows obnagaet AoCTaTO4YHO O6WMPHLIM HAabopoM YHKUMA U YTUAUT ANK
M3MEHEHUS KOHMUrypaumm v noAKIOYEHUS HOBbIX YCTPOMUCTB U pecypcoB. C ogHOM
CTOPOHbI, 3TN GYHKUMK obneryarT paboTy KBanuduUUMPOBAHHOMY MOSIb30BATENIO,
HO C APYron - MOryT CNy>XuUTb UCTouyHMKOM HC. Hanbonee acpdhekTMBHbIM COCO60OM
co3gaHma WUMNC sasnaetca cosgaHuve <«b6enoro» Crnucka npoueccoB C MOMOLLbHO
MaHAaTHOro MexaHu3Ma pas3rpaHWyeHna [OoCTyrna C KOHTPOJIEM rMpoLeccoB u
AVNHAMMYECKOro  KOHTPONS  UenoCTHOCTM  dannoB U3 3TOro  cnucka  (CM.
MpunoxeHune 3  AOKYMeHTa «YCTaHOBKa MpaBwua  pasrpaHuMyeHus  AocTyna.
Mporpamma ACED32» 11443195.4012-037 97), KaK UCNonb3ys, Tak U HE UCMOMb3yS
yTnnuty Actskmng.exe.

Mpy MCNoONb30BaHWM MaHAATHOrO MexaHu3Ma B peaakTope npasB AocTyna
ACED32.EXE aBTOMatTuyecku Bk4arTcsa B cnumcok [P Bce 3agayn, KOTOpble B
OaHHbIK  MOMEHT HaxoasaTca B namMatu. B pganbHenweM 3TOT CNMCOK  MOXET
KOppeKTMpOoBaTbCA aAMUMHUCTPATOPOM HA OCHOBe MWHMOpMauuMm B XKypHane
pernctpaunn. [lonb3oBaTtens (MM onepaumoHHass CUCTeMa B CeaHce 3TOoro
nonb3oBaTesii) He CMoXeT B npouecce paboTbl 3anyCTUTb NpoLecc, KOTOpbIN
NbITA€TCSA MOJIY4YUTb AOCTYN K pecypcy, HO He BKJ/YeH B 3TOT CNUCOK, UM ero
YPOBEeHb [OCTyrna HuXe MeTKM [A0CTyna pecypca. [lpoueccy MOXHO Ha3HauuTb
YPOBEHb A0CTyna Takum obpa3oM, 4To6bl obpabaTbiBaTb AaHHble (06bEKTLI) C
onpeneneHHom MeTKOM A0CTyrna nosib3oBaTeNlb CMOI TOSIbKO npoueccaMu (3agadvammn)
C onpeAesieHHbIM YPOBHEM A0CTyna.

[JocTyn K nonb3oBaTesbCKMM KaTajnoraMm u Qannam crnegyer nponucaTtb B
COOTBETCTBUM C MOJSIHOMOYUSAMU, YCTAHOBJIEHHbIMWM AN AAHHOro nosib3oBaTtens (c
MCMOSIb30BaHNUEM AUCKPELMOHHOrO0 WMAM MaHaaTHoOro Metoga). Joctyn K dannam um
nankam oOnepauMoOHHOM  CUCTEeMbl OMUCbIBAeTCs TakK, 4Tobbl obecneuunTb
paboToCNOCOBHOCTb CUCTEMbBI, HO UCK/TIOYNTb BO3MOXXHOCTb HECAHKLUWOHMPOBAHHOIO
naMmeHeHusa. [locne  nepesarpys3kn  KOMMbKOTEpPA UM BXoda B CUCTEMY
3aperncTtpupoBaHHoro nonb3oBaTtens 3anyctutca OC Windows, B KoTOpou
nonb3oBaTtesib MoXeT paboTaTb TOMBbKO B pa3pelleHHbIX KaTanoraxXx WM TOMIbKO C
ycTtaHoBneHHbIM MO. MNP B 3TOM cfiyyae MOryT BbIrs4eTb Tak:
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MNMonb3oBaresnnb: MAIN_USER
e [lpaBa agMUHUCTpaATOpa: Het
e [leTanbHOCTb XypHana: Hu3lkasa

--------------- O6beKTbl--===========---
A\ R VO G S] OBwenmocTyIlHO
A\ R VO G X0] OBmemocTyIIHO
:\ACCORD.X64\ S] OBmemocTyIIHO
:\BOOT.INI
:\DOCUMENTS AND SETTINGS\ RWCDNV MEGn XS] OBmenocTyIlHO
:\PROGRAM FILES\ R VO G XS] OBmenmocTyIIHO
:\PROGRAM FILES\MICROSOFT OFFICE\ R \ G S] OBmenmocTyIHO
:\PROGRAM FILES\MICROSOFT OFFICE\*.DLL R \ X
:\PROGRAM FILES\MICROSOFT OFFICE\*.EXE R Y X
:\RECYCLED\ RWCDNV MEGn S] OBuedoCcTyIHO
:\WINNT\ R VO G XS] OBmemocTyIIHO
:\WINNT\SYSTEM32\ACCESS.CPL
:\WINNT\SYSTEM32\ACCORD. SCR R \Y% X
:\WINNT\SYSTEM32\ACGINA.DLL R \Y X
:\WINNT\SYSTEM32\ACRUNVDD.DLL R \ X
:\WINNT\SYSTEM32\ACRUNVDD.EXE R \ X
:\WINNT\SYSTEM32\ALSNDMGR.CPL
:\WINNT\SYSTEM32\APPWIZ.CPL
:\WINNT\SYSTEM32\AUTOEXEC.NT R
:\WINNT\SYSTEM32\AZIAHLP.DLL R \ X

:\WINNT\SYSTEM32\BDEADMIN.CPL

:\WINNT\SYSTEM32\DESK.CPL

:\WINNT\SYSTEM32\DRIVERS\ACRUN. SYS

:\WINNT\SYSTEM32\FAX.CPL

:\WINNT\SYSTEM32\HDWWIZ.CPL

:\WINNT\SYSTEM32\IAMCPL.CPL

:\WINNT\SYSTEM32\INETCPL.CPL

:\WINNT\SYSTEM32\INTL.CPL

:\WINNT\SYSTEM32\IRPROPS.CPL

:\WINNT\SYSTEM32\JOY.CPL

:\WINNT\SYSTEM32\MAIN.CPL

:\WINNT\SYSTEM32\MMSYS.CPL

:\WINNT\SYSTEM32\NCPA.CPL

QO Q) Q| Ql Q] aQl al alal al al Ql Ql Q| al aQl Q] aQl al al al al Ql Ql Q| Q] Q| Q| Q] Q] Q] af »

:\WINNT\SYSTEM32\NWC.CPL

— | = = = =] = =] = =] = =] =] = =] = =] = =] == = =] = =] =] = =] = =] === = =] —
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C:\WINNT\SYSTEM32\ODBCCP32.CPL [ ]
C:\WINNT\SYSTEM32\POWERCFG.CPL [ ]
C:\WINNT\SYSTEM32\STICPL.CPL [ ]
C:\WINNT\SYSTEM32\SYSDM.CPL [ ]
C:\WINNT\SYSTEM32\TELEPHON.CPL [ ]
C:\WINNT\SYSTEM32\TIMEDATE.CPL [ ]
C:\WINNT\SYSTEM32\TMATTACH.DLL [R \ X ]
C:\WINNT\SYSTEM32\TMDRV32.DLL [R \ X ]
C:\WINNT\TEMP\ [RWCDNV MEGn S] OBmemocTyIIHO
D:\ [R VO G 0] OBwemocTyIIHO
D:\OPEN DOC\ [RWCDNV MEGn S] CexpeTHO

E:\ [R \Y G 0]

E:\RECYCLED\ [RWCDNV MEGn S]

E:\SYSTEM VOLUME INFORMATION\ [RW \Y G S]

ACCORD.SCR
ACRUNNT.EXE
AUTOCHK.EXE
CSRSS.EXE
EXPLORER.EXE
INTERNAT.EXE
LSASS.EXE
MPNOTIFY.EXE
NDDEAGNT . EXE
OSA.EXE
PSTORES .EXE
REALPLAY .EXE
RPCSS.EXE
SERVICES.EXE
SETUP.EXE
SMSS .EXE
SPOOLSS.EXE
SYSTEM
SYSTRAY.EXE
TASKMGR.EXE
USERINIT.EXE
WINLOGON.EXE
WINWORD.EXE
_AVPCC.EXE

ObmenoCcTyIIHO
OBbmengoCTYIIHO
OBbwengoCTyYyIIHO
OBmengoCTYyIIHO
ObmenoCcTyIIHO
OBbmengoCTYIIHO
OBbwengoCTyYyIHO
OBmegoOCTYIIHO
ObmenoCcTymIHO
OBbmengoCTYIIHO
OBbwengoCTyYyIHO
OBmengOCTYIIHO
ObmenoCcTyIIHO
OBbmengoCTYIIHO
OBbwengoCTyYyIHO
OBmegOCTYIIHO
ObmenoCcTyIHO
OBbmenJoCTYIIHO
OBbwengoCTyYyIHO
OBmegOCTYIIHO
ObmenoCcTyIHO
OBbmengoCTYIIHO
CexpeTHO]

OBbuwegoCTyIIHO ]

S S S ST ST T T N S S S SN ST ST ST T VT T N S (S|
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Monb3oBaTtenb cMoxeT paboTtaTb C AoKyMeHTamMum B kaTtanore D:\OPEN_DOC
Tonbko cpeacteamMn WinWord n He CMOXeET M3MEHUTb KOHMUIypaLunto CUCTEMBI.

4.17.MpumMmep 17. Perncrpaumvsa BbiBoAa AOKYMEHTa Ha
nevyartamoujee yCTpoMcTBO

MNMonb3oBaresnnb: MAIN_USER




45
11443195.4012-037 90

e [lpaBa agMunHUCTpaTopa: Her.
e CtapTtoBbit KaTtanor: C:\.
e [leTanbHOCTb XypHana: Huskag.

A\ [R W C D N V O M E G X S]
C:\ [R W V O G X 0]
C:\ACCORD.X64\ [R W V O G S]
C:\DRWEB\ [R W V O G S]
C:\MSOFFICE\ [R W C D N V O M E G X S]
C:\PROGRAM FILES\ [R W C D N V O M E G X S]
C:\TEMP\ [R W C D N V O M E G S]
C:\WINNT\ [R W C D N V O M E G X S]

ana perncrtpaunn BblBOAa AOKYMEHTA Ha MNedartauiee YCTpOl‘;ICTBO 7
MapKUPOBKH KOHd)VILI,EHLI,VIaJ'IbHOFO AOKYyMEeHTa HY>XHO YCTaHOBUTb TMNOACUCTEMY
KOHTPONS ne4yaTtu W BKJIKYUYUTb MONb30BATENO ONUUID <«AKTUBUPOBATb KOHTPOJIb
ne4vyaTtum>.

Ona pernctpaumm TONbkOo akKTa BbiBOAA AOKYMEHTA Ha Mevyartawulee
YCTPOMCTBO AOCTAaTOYHO YCTAHOBWUTb aTtpmbyT W (pernmcrpauns 3anumcum) B Crnucke
aTpnbytos ob6bekTa C:\WINNT\SPOOL\PRINTERS\.
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5. NMNpaBoBble acneKkTbl NpUMeHeHUsA KoOMMJieKkca

MporpaMMHo-annapaTtHbii komnnekc C3U HCO «Akkopa-Win64»™ v.5.0 un
CONyTCTBYOLWAsa AOKYMeHTaumsa 3awmuieHbl 3aKoHOM Poccun 06 aBTOpCKMX npasax,
a Takxe nonoxeHuamm MexayHapogHoro [orosopa. Jlioboe wucnonb3oBaHue
AAHHOro KOMrJiekca B HapylleHue 3aKoHa 06 aBTOPCKUX MpaBax WaM B HapylleHune
nonoxeHun 2[ Ha komnnekc 6yaer npecneposatbcs OKB CAlNP B cuny Hawmx
BO3MOXHOCTEN.

ABTOpCKME MpaBa Ha AaHHOEe m3genue, B TOM 4ucie annapaTHble cpeacTtBa U
cneuymanbHoe MO, npuHagnexat OKB CAIP, Poccusa, 115114, r. MockBa, 2-#
KoxxeBHuueckmnn nep. .12, ten. (495) 994-72-62, dakc: (495) 234-03-10, E-mail:
okbsapr@okbsapr.ru.

OKB CAIlP pa3pewaer Bam pgenatb apxuBHble KOMUM MNPOrpaMMHOro
obecneyeHnsa KoMmniekca <«AKKopa»™ AN MCNOAb30BaHMA  noTpebutenem,
npuobpeTwnM KoMnaekc «AKkopa»™ B yCTaHOBNEHHOM nopsake. HM npu Kakumx
obcTosaTenbCTBax nporpammHoe obecneyeHne Komnnaekca  <«Akkopa»™  He
pacrnpoCcTpaHAaeTca Mexay ApYrMMun npeanpuatmammn (pupmamm) m nmuamu.

Yaansate B NpoAyKUMM KOMMiekca <«Akkopa»™ yBeaoMmMneHue 06 aBTOPCKUX
npaBax HU NPU Kaknx 06CToATENBCTBAxX He A0MyCKaeTcs.

NMpuMeHeHMe CpeacTB KoMMiekca <«AKkKopa»™ ans apyrmx uenem BO3MOXHO
TOIbKO MpW Hann4mu nnucbMeHHoro cornacma OKB CATP.

OTMEeTMM, UYTO Npeablaylime orpaHMYeHus He 3anpewatoT BaM pacnpocTpaHsaTb
Bawmn cobcTBeHHble WCXOAHblE KOAbl WU MOAYNU, CBSI3AHHbIE C TMPUMEHEHUEM
nporpaMMHOro obecneyeHns Komnaekca «Akkopa»™. OQHako, TOT, KTO Mosy4aeTt oT
Bac Takme mncxogHble KOAbl MAWM MOAYNU, OO/HKEH NPUOBpPEecTM CO6CTBEHHYIO KOMUIO
Hallero nporpaMMHoro obecneyeHusi, 4Tobbl Ha 3aKOHHOM OCHOBAaHWUW UCMOJSIb30BaTb
ero u UMeTb cepTudmnKaT COOTBETCTBUS.

OKB CAIP rapaHTUpyeT MCnpaBHOCTb DM3NYECKUX IK3EMMNASAPOB annapaTypbl
M OOKYMEeHTauuu, nOoCTaBAsEMbIX B COCTaBe KoMmMaekca <«AKkKopa»™, corsacHo
dopmMynspy Ha 3TOT KOMMJIeKC.

Mbl npocuM nonb3oBaTens npu obHapyXeHun owunbok unm aedekToB
HanpaBuTb HaM NOAPOOHbIM OTYET O BO3HMKLWMX Npobnemax, KOTOpblM MNO3BOAUT
HanTN n 3admKcnposaTb Npobnemy.

Komnnekc «Akkopa»™ rnocTtasnsercd no npuHumny «as is», 1.e. OKb CAIP Hu
Npu Kakmx obCToATeNbCTBAX He NMpeaycMaTpuBaeT HMKAKOM KOMMeHcaumu 3a Bawwu
AONOSIHUTENbHbIE YObITKM, BKAKOYasa Nobble notepu Npmbblanv, NoTepU COXPaHHOCTU
wnu ppyrme yb6biTKM BCNeacTBMe aBapuUMHbIX CUTyauun Wanm wux MNocneacTtBun,
ybbITKN, KOTOpble MOryT BO3HUKHYTb W3-3a WCMNO/Ab30BaHUSA WM HEBO3MOXHOCTU
MCMONb30BaHUA KoMnnekca «Akkopa»™. TeM He MeHee, nobblie Bawu notepm MoryT
6bITb BO3MeLleHbl B TOM ciy4yae, ecnm Bbl opopMuTe CTpaxoBOW MOAMC MO paspeny
«CTpaxoBaHue wWHpopMaumoHHon 6e3onacHoctu». CTpaxoBka odopMnaseTcs no
Bawemy TpeboBaHUIO HENOCPEACTBEHHO Y MOCTaBLUMKA.
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[Mpn NOKynkKe n npuMeHeHuUn Komnnaekca «Akkopa»™ npeanonaraeTcs, 4YTto Bbl
3HaKOMbl C JaHHbIMM TpeboBaHMSAMM aBTOpPOB pa3paboTKM M  U3roToBAEHUS
KoMnnekca «AKkopa»™ M cornacHbl C MNOMOXEHUAMU HACTOSALWEro pasaena.
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6. TEXHUYECKASA NOAAEPXKA

B cnyuyae Heobxoaumoctn koHcynbTauunm 3A0 «OKB CAMP» npegnaraet 6e3
OOMNOSHUTENIbHOW onnaTbl C noHegenbHuMka no naTHuuyy ¢ 10-00 go 18-00 (no
MOCKOBCKOMY BpeMeHn) obpaliaTtbcs rno tenedoHaM:

+7 (495) 994-49-96
+7 (495) 994-49-97
+7 (926) 235-89-17
+7 (926) 762-17-72

WIN MO aApecaM 3N1EKTPOHHOWN MOYThbl:
help@okbsapr.ru
support@okbsapr.ru

Bonpocbkl No 3kcnayaTauMym KOMMJEKca MOXHO TakKXXe 3a4aTb Ha OpyMe Ha Hallem
canmte www.accord.ru.

Haw agpec B UHTepHeTe http://www.okbsapr.ru/.
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MpunoxxeHue 1. PekoMeHaaumm no opraHMsaymm cnyxxb6bl
nHpopMaUMOHHON 6e30nacHOCTH

OTBeTCTBEHHbIMW 3a 3awuty wuHdbopmaumm B AC (CBT) gaBnsawTCca Bce
PYKOBOAUTENN N OTAENbHbIE NONb3oBaTenn (onepaTtopbl) B npeaenax nx cnyxebHowm
KOMMNeTeHUNN.

Ana HenocpeacTBeHHOM opraHm3aunmm u obecrneyeHns @YHKUMOHUPOBAHUS
CUCTEMbl 3awWuTbl KMHPOpMaumm Kak KoMnoHeHTa AC B opraHmsaumm (Ha
npeanpuaTtmn, dupmMe - panee no TEeKCTy oOpraHusaunm) A0MXKHbl  6bITb
npeayCMOTpeHbl ChneuuanbHble OpraHbl WM OTBETCTBEHHble nuua - cnyxba
6e3onacHocTn nHgpopmaummn (CBN) nnn agmmHmnctpatop 6e3o0nacHOCTU MHMOPMaLUNUN.

CotpyaHukn CBW (agMmuHuctpatop BW) nommmo 6e3ynpedHon penytauum u
MONHOrO [A0Bepusi CO CTOPOHblI pPYKOBOACTBA OpraHmsaumMu A0/KHbl obnapaTtbh
onpeaeneHHbIM YPOBHEM 3HAHMN M HaBbIKOB B 061aCTU BbIYUCAUTENBHONW TEXHWUKMW,
OOCTATOYHbIM ANS  SCHOrO MOHWMMaHMS BCEX BMAOB Yrpo3 annapaTHbIM WU
NnporpaMMHO-UHGoOpMaUmMoHHbIM  pecypcam AC (CBT) w©n HeobxoaummbiM  Ans
FPaMOTHOIrO ynpasneHus n 3d@PeKTUBHOrO NpMMEHEHN CPeaCTB 3alUnThbl.

OpraHu3aynoHHo-rpaBoBot cratyc CbU (aamuHnctpaTtopa bU)

e CbM (agMuHuctpatop BW) [OMXKHbI MOAUYMHATLCS TOMY MLy, KOTOpoe B
OAHHOMW oOpraHm3aunmm HeceT TrMepcoHasibHYK OTBETCTBEHHOCTb 3a cobnwaeHune
npasun obpalieHus c 3awmuwaeMon nHdpopmaymen;

e COTPYAHUKKN Ccnyx6bl (agMuUHUCTpaTop BU) A0MXKHBbI MMETb NpaBo AOCTyNa BO
BCe nMoMelleHns, rae ycraHosseHa annapatypa AC, v npaBo npekpawaTb
aBTOMaTU3MPOBaHHYD 06paboTKy MHpOpMauMM NpU HAAUUYUMK UNN YIPO3e YTEeYKMU
3awmuaeMon nHdopmauum;

e pykosoautento CBW (agmuHuctpatopy BW) pnomkHO 6bITb npeaoctaBneHo
npaBo 3anpewaTb BK/WYEHWEe B UYUCNO OEUCTBYIOLUMX HOBblE 3/IEMEHTHI
KoMnoHeHToB AC, ecnm oHKU He oTBe4valoT TpeboBaHMAM 3alUnTbl MHDOpMaLUK;

e cnyxxb6e bW (aamumHuctpaTopy BW) ponxHbl obecneumBaTbCs BCe YCNOBUS,
HeobxoanMble ANs BbINOSHEHUS CBOUX DYHKLMOHANbHbIX 06593aHHOCTEN;

e UNCNEHHOCTb CNyX6bl Ao/MKHA 6blTb  AOCTaTOYHOM AN BbIMOSIHEHUS
nepeyvyncrieHHbIX Bblle (PYHKUWN, NMPU 3TOM LUTATHLIA COCTaB He AO/HKEH uMeTb (Mo
BO3MOXHOCTWN) APYrMX 0693aHHOCTEN, CBA3aHHbIX C PYHKUMOHMpoBaHneM AC;

e CO3aBaeMasi CTPYKTypa 3awutbl MHbopmauumm B CBT npu npuMeHeHuu
komnnekcos C3MNM HCO <«Akkopa»™ [o/mKHA nNoaaepXuBaTbCd  MeXaHM3MOM
YCTAHOBJ/IEHMUS MOMHOMOYMNA nonb3oBaTensam CBT m ynpaBneHMeM mxX [OCTYMNOM K
MHpopMaumoHHbIM pecypcaM. Ons atoro CBU (agmnHuctpatop BU) paspabatbiBaer
N BBOAUT B AENCTBME YCTAHOBMIEHHbIM B OpraHusaumu rnopsakoM OpraHmM3aunmOHHO-
npaBoBble AOKYMEHTbl NO npuMeHeHuto CBT Cc BHeApPeHHbIMKU CpeaCTBaMU 3alUuTbl C
y4yeTOM AENCTBYHOLWMX HOPMATUBHbIX N 3aKOHOAATENbHbIX JOKYMEHTOB.

O6s3aHHOCTM agMuHuUcTpaTtopa bW no npumeHeHuntio komnnekcos C3UM HCA
«AkKopo»™:

1)Ha ocHoBe «[lnaHa 3awwuTbl», BBEAEHHOrO B OpraHm3auun, paspabaTbiBaTb
Tabnuubl pasrpaHuYeHns A[oCTyna K 3aluuwaeMbiM pecypcaMm, BBoAUTb (Mpwu
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YCTaHOBKE KOMIM/eKca) MNOSIHOMOYMS MOoNb30BaTeNenm M KOPpPEKTUPOBATb UX B XoAe
akcnnyatauun CBT.

2)YcTtaHaBnmBaTb KoMmnnekc 3awmtel B CBT w© opraHusoBbiBaTb ee
3KCnayaTaumio C BHeApPEHHbIMU CpeACTBaMM 3aLUMUThI.

BHUMAHME! lMocne yctaHoBkM koMmnnekca B CBT Ao/mKHbI 6bITb NPUHATBI Mepbl MO
obecneyeHnto HeusBsieYeHUss MaTtbl KOHTpossiepa (oneyaTblBAHME MACTUYHOM
neyaTbto, MOKPbITON CUAMKATHLIM KNneeM (XKUAKUM CTEKIOM)) unu ap.

3)TwaTtenbHO aHanu3MpoBaTb Mpoueccbl @YHKUMOHUPOBAHMUSA MporpammM,
KOoTopble 6yayT 3aKkpernsieHbl 3a N0Sb30BaTeN MU, B COOTBETCTBMM C 3TUM CO34aBaThb
AN KaXXaoro M3 HUX M30JIMPOBAHHYKD MPOrpaMMHYI0 cCpeay MCNOSIHEHUS 3ajaudu,
ncxoas U3 x PyHKUMOHANbHbIX 06513aHHOCTEN.

BHUMAHME! HexenaTtenbHo, YyTOObI nporpamMmeil, 3aKpenJJieHHble 3a
nonb30BaTens MM, UMENn BO3MOXHOCTb AOCTyna K AUCKaM No abContoTHbIM
CeKTopaM, BO3MOXXHOCTb NMPAMOro peaAakTupoBaHUa NaMaTu.

4)06yyaTtb nonb3oBaTenewn npasumnaMm o06paboTkM 3aliMLlaeMon MHpopMauuu,
KOHTPO/IMpOBaTb MNPaBUbHOCTb MNPUMEHEHUSS UMW CPEeACTB 3aWmTbl KOMMNAEKca W
OKasblBaTb MNOMOWb B 4acTu opraHmsaumm pabotel Ha CBT ¢ BHeapeHHbIM
KOMMJIEKCOM 3alUmnThl.

5)KoHTponupoBaTtb Ha LEeNOCTHOCTb (Ha YpOBHEe KOHTposfepa), cnepyrouwme
dannbl:

e \Windows\System32\Drivers\ACRUN.SYS;

e \Windows\System32\Drivers\TMACxx.SYS (CMMBOJSbI XX MOryT pas/nyaTtbCs
B 3@aBMCUMOCTW OT BEPCUN KOHTpPOIEPA);

e \Windows\System32\TMDRV64.DLL;

e \Windows\System32\TMATT64.DLL;

e \Windows\SysWOW64\TMDRV32.DLL;
e \Windows\SysWOWG64\TMATTACH.DLL;
e \Windows\System32\MSGINA.DLL;

¢ \Windows\System32\ACGINA.DLL;

e \Windows\System32\ACRUNNT.EXE.

6)BbiaBNATL BO3MOXHble KaHanbl HCA K uHOpMauum npu MNpUMEHEHUu
KOMMJIeKca, roTOBUTb NMPeaNOXEHUNS NO UX YCTPaHEHUIO.

7)CncrteMaTMyeckn aHanm3nmpoBaTb COCTOSSHME KOMMJIEKCA U €ero OTAEeSIbHbIX
CpeacTB, MNepuoauMyecku nMnpoBOAUTb WX TEeCTUpPOBaHME W MNPOBEPKY 3aLMTHbIX
dyHKUMN KOMMNEKCa, 0 YeM aenaTb OTMETKY B popMynspe.

8)PerynsipHo  aHanu3MpoBaTb COAEPXaHWE CUCTEMHOrO XypHana WU
pa3pabaTbiBaTb Mepbl MO WCKIHOUYEHUIO HEMNPaBUIbHOMO MNPUMEHEHUS KOMMJeKca
Nnosib30BaTeNsIMu.
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BHUMAHME! AgMnHUCTpaTop AO0JIXKEeH AOBECTU A0 Monb3oBaTesien pacnopsikeHue o
3anpeTe CHATUSA 3agad C BbIMNOJIHEHUS MNpPU MOMOLWM BbIK/IIOYEHUS MNUTAHUA WU
HaXaTus Ha knasmwy <RESET>.

9)Pa3zpabaTbiBaTb W BBOAMTb YCTAHOBJIEHHbIM MOPSAKOM He0obXoAUMYIO
YUYETHYIO U O06BbEKTOBYH AOKyMeHTauuto (KypHan ydyeTa uAEHTUPUKATOPOB,
WHCTPYKUWM nMonb3oBaTensM un ap.).

10) PaspabaTbiBaTb 1 yTBEPXAATb B YCTAHOB/IEHHOM MOPSAKE CUCTEMY MEP U
OENCTBUI Ha Ciyyan HenpeasBuAeHHbIX o06cTtoaTenbCcTB (3apaxeHune obbekta BT
HOBbIM TMNOM Bupyca, ddaktoB HCO K wWHdoOpMaumu, HapyLlweHns MnpaBu
(dYHKUMOHNPOBAHUS CUCTEMbI 3aLLUTbI N T.4.).

11) B nepuwoa npodunaktnyecknx pabor Ha CBT cHuMmatb npu
HeobX04NMMOCTN KOMMAEKC C 3KCnayaTaumm, o Yem genatb OTMETKY B popMynspe.

12) [puHuMaTtb Mepbl nNpu nonbiTkax HCA Kk 3awmwaemon uHdbopmaumm um
HapyweHun npasun  GYHKUMOHUMPOBAHUSA  CUCTEMbl  3awuTtbl. 0O693aHHOCTH
aaMmHucTpatopa BW pgomxHbl 6bITb OTpa)eHbl B «WHCTpyKUMM aaAMMHWUCTpATOpa
6e3onacHOCTM WHMOpMaumMn», YTBEPXAEHHON COOTBETCTBYIOWMM AOKHOCTHbIM
NLOM.
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MpunoxxeHue 2. Onepauunmn, pmkcmpyembie NOACUCTEMOMN
perucrpauvmm KoMnsekca

B Tabnnue 1 npmBeaeHa pacwmdpoBKka KOA0OB COBbLITUN XypHana perncrpaunm

CrNoO «Akkopa».

Ta6avuya 1 - PacuundpoBka koaoB cobbiTnit CMO «Akkopa>»

Kop cobbiTnsa

| PacwmndpoBka koga co6bITus

Koabl cobbiTuit paitnos n katanoros

ChangeDir CMeHa kaTanora

ChMod YcTtaHoBKa/cMeHa aTpubyToB

CloseFile 3akpbiTne danna

CreateDir Co3gaHue KaTtasora

CreateFile Co3gaHue danna

DeleteDir YpaneHue katasora

DeleteFile YpaneHnue danna

DriveAccess JocTyn K ANUCKy

Exec 3anycK Nporpammel

Exit 3aBepLlieHne nporpamMmmel

OpenFile OTkpbiTME anna

RenameDir [MepeMMeHOBaHMe KaTanora

RenameFile MNepenMeHoBaHWe daina

Search Mowuck danna/karanora

SetDate YcTaHOBKa CUCTEMHOMN AaThl

SetTime YCTaHOBKa CUCTEMHOIO BpEMEHU

Traverse MpoBepKa CyLlecTBOBaHMS NyTu
Koabl cobbiTuit kNtoOUYein peecrtpa

RegCloseKey 3aKpbITMe KK4va peectpa

RegCreateKey Co3naHue Kkn4a peectpa

RegCreateValue

Co3aaHne NepeMeHHoMn B K4e peectpa

RegDeleteKey

YpaaneHue K4va peecrtpa

RegDeleteValue

YaaneHve nepeMeHHol 13 KaKya peectpa

RegEnumKey MNMounck Kaw4yer peectpa
RegEnumValue9 [MoncK nepeMeHHbIX B K/o4e peecTtpa
RegOpenKey0 OTKpbITHE K/IOYa peecTpa

RegQueryValue

YTeHne nepeMeHHON U3 K/oYa peecTpa

RegSetValue

M3MeHeHMe 3HaYeHUs NnepeMeHHON B KoYe peecTtpa

Kopabl cO6bITUIA XpaHUTeNs 3KpaHa

SSOffAtAdmin ScreenSaver

Pasbnokuposka ¢ nomouibio TM agMnHmuctpatopa APM ABU

SSOffAtRemoute ScreenSaver

Pazbnoknposka ¢ APM ABU

SSOffAtTM ScreenSaver

Pazbnokmposka ¢ nomouwbtio TM

SSOffBadTM

MonbiTka pa3bnokuposatb He TeM TM, KOTOpPbIM OCYyLWECTBASIAaCb
610KMpoBKa

SSOnAtHotKey ScreenSaver

BNoKMpoBKa C NMOMOLLbK K/1aBMaTypbl

SSOnAtRemoute ScreenSaver

Bnoknposka ¢ APM ABA

SSOnAtTimeout 0 ScreenSaver

BNoKMpPOBKa MO BPEMEHW HEAKTUBHOCTU

SSTimeDisable

BbIK/t04EH BPEMEHHOW KOHTPOJIb ScreenSaver-a

SSTimeEnable

Bkto4eH BpeMeHHOW KOHTPO/b ScreenSaver-a
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Koabl cobbiTnini nposBepku dainnos

EndCheck KoHel, npoBepku cnucka daiinos
EndUpdate KoHel obHoBNeHUs cnncka ganaos
FileCheck MNposepka danna

GetPrivateKey [Mony4yeHne ceKpeTHOoro KJw4a
StartCheck Hayano npoBepku cnmncka daiiaos
StartUpdate Hayano o6bHOBNEHMS cnucka dhanios
TotalEDS MNoanuck cnucka gannos

TotalHash X3w cnucka dannos
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MpunoxxeHue 3. Cnucok cobbiTni NAK «Akkopa-Win64»>»,
perncTtpmpyembix B CUCTEMHOM >ypHane OC

CobbiTna TAK

«AKKopa»,

pernctpmpyeMmbole B CUCTEMHOM XypHane OC,

BO3MOXHbl€ NMPUYNHbI UX BO3SHMKHOBEHMS N NOPAAOK AENCTBUIA B Cllydae NosiBNEeHus
coobuleHunsa oTpaxeHbl B Tabnuue 2.

Ta6nuuya 2 - CobbiTna NAK «Akkopa>», permcrpmpyembie B CUCTEMHOM XypHane OC

Coob6eHune

BO3MO>XKHble
MPUYUHDI
BO3HUKHOBEHMUA
coobuieHmn

Mopapaok AevcTBUiA B cllyyae NosiBJIeHUus
coobweHuns

He HaaeH knto4yeBon
JIMLEH3NOHHbIN hann!

OTcyTCTBYET K/IOH4EBOW
dann nuueHsnm

1) Heobxoaumo
NpoBEpPKM
(TmExplor.exe);
2) npucnatb 3Ha4veHume nosnen «S/N» u
«UID» no agpecy 3/eKTPOHHOW MOYThbl
key@okbsapr.ru;

3) npou3BOACTBEHHbIN oTAen cdhopMupyert
dann nMUeH3nmM n oTNPaBuUT ero 3aKas4ymnky;
4) nonyyeHHblh dann  ckonupoBaTb B

KaTasior C ycCTaHoBseHHbIMM dalinamm C3U
«AKKOpA» nog nmeHem «accord.key»

3anycTuTb
paboTbl

TectT ansa
KOHTposepa

HeBepHbIN KKO4YEBON
dann nnueH3snm!

dann nuueHsnm
noespexaeH (T.e.
UMEITCH MOBpeXAEHUS
noanucu, aatbl
cosganus cdanna
NNLEH3MN, CEPUIAHOIO
HOMepa u T.4.)

1) Heobxoammo coobwmnTb 0 NoBpexaeHumn
danna nMuUeH3nn U NpucnaTb NMOBPEXAEHHbIN
danmn  no agpecy INEKTPOHHOM  MOuYThI
key@okbsapr.ru;

2) nNpou3BOACTBEHHbIN oTAen cdhopMupyet
KOPPEKTHbIN daia AMULEH3UN N OTNPaBUT ero
3aKa34vnky;

3) nony4YeHHbIr ann HYy>XHO CKONMUpoBaTb

B KaTasior ¢ ycraHoB/fieHHbIMN dannamm C3U
«AKKOpa» noa nMmeHem «accord.key»

Kntouesoi daiin
NNLEH3MN HE NoAXOAUT
ANS AaHHoM nnaTbl!

Nmetowmincsa dann
ANLEeH3un
npegHasHadeH ans
Apyroro tuna
KOHTposepa
«Akkopa-AMA3»

1) HeobxoauMmo coobwutb 0 TOM, 4YTO (ann
NVNLUEH3UN NpeAHa3HayYeH Ans Apyroro Tvna
KOHTpoONepa, 1 npucnatb MMewwminca dann
no aapecy 3NEKTPOHHOM noyTbl
key@okbsapr.ru;

2) nNpou3BOACTBEHHbIN oTAen cdhopMupyet
KOPPEKTHbIN (ain AMULEH3UN N OTNPaBUT ero
3aKa34vuky;

3) nony4YeHHbIt ann HY>XHO CKONMMpoBaTb

B KaTasior ¢ ycraHoB/fieHHbIMKN dannamm C3U
«AKKOpa» noa nMmeHem «accord.key»

McTek cpoK AencTBus
nnuyeHsnn!

Cpok gericteusa danna
NNLLEH3UN NCTEK

1) HeobxoaMmo coobwmnTb 0 TOM, UYTO CPOK
OENCTBMS  NULUEH3UMM  UCTEK, a TaKxe
npucnatb uMewwuinca danwn no agpecy
3/1eKTPOHHOM nouTkl key@okbsapr.ru;

2) TnMpoOn3BOACTBEHHbLIN oTAen chopMmupyeTt
KOpPpPeKTHbINn danin NNLEH3UN N OTNPaBUT ero
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3aKasuuKky;

3) nony4deHHbIn dann HY)XHO CKONMpPOBaTb
B KaTasior C yCTaHOBNEHHbIMKN darnamu C3U
«AKKOpA» nog nMmeHem «accord.key»

KntoueBon cdann
NIMLEH3UN HE NoAXOoAUT
ANnst 3Toro npoaykral!

Nmetowmiica dann
NNLEH3UN

npeaHasHayeH ans
ApYyroro npoaykra

1) HeobxoamMmo coobwutb 0 TOM, 4TO ann
JIMUEeH3Un  He npegHasHadyeH anga  [TAK
«Akkopa-Winé4», a Takxe npucnaTtb
nmewwmncsa dann no agpecy 3eKTPOHHOM
noutsbl key@okbsapr.ru;

2) TnMpOM3BOACTBEHHbLIN oOTAEN chopMUpyeT
KOpPpPEeKTHbIN dain NUUEH3UN N OTNPaBUT ero
3aKa34ynky;

3) nony4deHHbIn dann HYXXHO CKONMpPOBaTb
B KaTasior C yCTaHOBNEHHbIMKN darnamu C3U
«AKKOpA» nog nMmeHem «accord.key»

HeBepHasa curHaTtypa
Kntoyesoro ganna
nmueHsum!

MoBpexaeH dann
nvueH3un (Hanpumep,
npn HaMepeHHOM
N3MEHEHUN CpOKa
AeNCTBMS NMLUEH3MN CO
CTOPOHbI NOJib30BaTenNs
nnu dann nospexaeH
npu KONMpoBaHUU B
KaTasor c
ycTaHoBneHHbIM C3U
«AKKOpA»)

1) Heobxoaumo coobwmnTb O NoBpeXAeHUn
darina nMueHsum, a TakKxe npucnaTb
MOBPEXAEHHbIN dann rno agpecy
3NEKTPOHHOM nouThbl key@okbsapr.ru;

2) nNpouM3BOACTBEHHbIN OTAen cdopMupyer
KOpPPEKTHbIN dain NMUEH3UN N OTNPaBUT ero
3aKa3uyuKy;

3) nony4YeHHbI (ann HY>XHO CKOMUpOBaTb

B KaTasior ¢ yCraHoB/ieHHbIMN dannamm C3U
«AKKOpA» noa nmeHem «accord.key»

Kntouesor dann
NINLEH3MN HE NoaXoAUT
AN 3TOM onepauMoHHOM
cucrtemsbl!

dain nuueH3nu
npegHasHaudeH ang Mo
«Akkopa-NT>» nnm
«Akkopa-2000».
JaHHbi dann
NINUEH3UN
npegHasHadeH ans
ncnonb3osaHusa Ha OC
Windows NT/2000/XP

1) Heobxognmo coobLWKnTb T™N
ncnonosyemoro MO MAK «Akkopa», a Takxe
npucnatb uMewwmiica ¢ann no aapecy

3N1eKTPOHHOM nouTkl key@okbsapr.ru;

2) TnMpOM3BOACTBEHHbLIN oOTAEN CchopMUpyeT
KOpPpPEeKTHbIN dain NUUEH3UN N OTNPaBUT ero
3aKas34ynky;

3) nony4deHHbIn dann HY)XHO CKONMpPOBaTb
B KaTasor C yCTaHOBNEHHbIMN darnamu C3U
«AKKOpA» nog nMmeHem «accord.key»

JlnueH3sunsa ncrekaert
yepes XXX? gHeli!

Cpok genicteus danna
NNLEH3UN UCTEKaeT
yepes XXX gHen

1) Heobxoaumo coobwutb 06 wucTeuyeHun
CpoKa [AeNCcTBUS JIULEH3UM W MpucnaTb
nMewwmnncs danni no aapecy 31eKTPOHHOM
noutbl key@okbsapr.ru;

2) nNpou3BOACTBEHHbIN oOTAen cdopMupyer
KOpPPEKTHbIN dann NMUEH3UN N OTNPaBUT ero
3aKa3uyuKy;

3) nony4YeHHbI (ann HY>XHO CKOMWUpOBaTbhb

B KaTasior ¢ yCtaHoB/ieHHbIMN dannamm C3U
«AKKOpA» noa nmeHem «accord.key»

2) «XXX» - KOMYECTBO AHeM
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MpunoxxeHune 4. CoobweHmnna o6 ownbkax NAK «Akkopa-

Win64»

CoobuieHnss 06 owmnbkax, MPUUYMHBI UX MOSABNEHUS U MeTOAbl YCTpaHeHus

npueeneHbl B Tabnuue 1.

Ta6nnuya 3 - CoobuweHna 06 owmnbkax NAK «Akkopa-Win64»

Coob6LieHne Ha aKpaHe

MpnunHbI NoOABNEeHUNA
coobuieHunn

Mopspok pencreui

«Owmnbka yteHus koya'»

Owmnbka YTeHUs AaHHbIX
nU3 naeHtudunkartopa

HaxaTb KHonky <OK>, noBTOpuTb
onepaumio. Ecnn owwnbka noBTOpUTCSH,
CreHepupoBaTb HOBbIN K04

«Owwnbka 3anycka | 3anyck nporpammsbl | MpuceonTtb nNapametpy WaitEndTask

nporpammbl [ErrCode=193]» | AcTskMng.EXE C | 3HaveHne <«No». 3aTeM BbINOAHUTb
YCTaHOBNEHHbIM 3anyck nporpaMmbl AcTskMng.EXE
napamMeTpom
WaitEndTask=Yes

«Owwunbka cozgaHusa knoval!» | Owmnbka 3anucm | Haxatb kHonky <OK>. T[loBToputb
MHpopMauum B | onepauuto

naeHTndunkaTop
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Mpuno>xxeHue 5. NepeyeHb HOPMAaTUBHbIX JOKYMEHTOB,
MCNoJib3yeMbIX NMpU OpraHv3aumm 3awmTtbl MHPoOpMaLUm

1) ®epepanbHblt 3aKoH oT 21 mionga 1993 roga N2 5485-1 (Cc nameHeHUsaAMU un
A0oNoNHEHUAMM OT 6 okTAbps 1997 roga N2131-03) «O rocynapCTBEHHOW TanHe».

2)®enepanbHbln 3akOH OoT 4 Maa 2011 r. N999-®3 «O nuMuUeH3MpOBaHUMK
OTAENbHbIX BUAOB AEATENbHOCTU>.

3)®enepancHbin 3akoH oT 6 anpens 2011 r. N263-®3 «0O6 31eKTpOHHOM
noANnUCKn>.

4)depepanbHbli 3aK0oH OoT 7 niong 2003 r. N2126-93 «O cBa3u».

5)®enepanbHbin 3akoH oT 27 wuona 2006 r. N2149-®3 «0O6 wuHdbopmauum,
MHPOPMALMOHHbBIX TEXHONOMNAX U 3awwmTe nHdopMaunmn».

6) ®enepanbHblh 3aKoH OT 27 wutona 2006 r. N2153-03 «O nepcoHanbHbIX
OAHHbIX>».

7) Yka3s lpe3npgeHta Poccuimckon denepaumm ot 16 asrycta 2004 r. N21085
«Bonpocbkl ®egepanbHON CyX6bl MO TEXHNYECKOMY U SKCMOPTHOMY KOHTPOJIO».

8)«[lokTpnHa wHdOpMaumoHHon 6e3onacHoctu Poccuinckon Odepepaunn»,
yTBepxaeHa lNpe3naeHTtom Poccuimnckon depgepaumm 9 centabpsa 2000 r. N°Mp.-1895.

9)Yka3 [lpe3uaeHta Poccunckon Odepepaumm ot 12 mMaa 2009 N9537 «O
cTpaTtermn HaumoHanbHon 6e3onacHocTn Poccuimnckon depgepaumm ao 2020 roga».

10) VYkas lpe3ngeHta Poccuinckon depepaumm ot 6 Mapta 1997 r. N2188
«[lepeyeHb cBeAEHUI KOH(MUAEHUMANBLHOIO XapaKTepa».

11) Ykas lNpe3ngeHTta Poccunckon depepaumm ot 17 mapta 2008 r. N°351
«O Mepax no obecnedyeHuto wnHdpopMaunoHHoM 6e3onacHocTn Poccuickom
depepaunm B chepe MexayHapoaHOro MHpopMaumMoHHOro obmeHa».

12) TlocTtaHoBneHune [llpaButenbctBa Poccuickon depepaumm oT 3 Hosbps
1994 r. N21233 «[llonoxeHne o0 nopsake obpaleHusa co cnyxebHon nHdopmaumen
OrpaHUYEHHOro pacnpocTpaHeHnss B deaepanbHbiX OpraHax WCNOHUTENbHON
BNacTu».

13) ®epepanbHbin 3akoH OT 04.05.2011 N299-03 «O nuueH3npoBaHuUu
OTAENbHbIX BUAOB AEATENbHOCTU>».

14) TocTtaHosneHue lpaButenbctBa Poccuickon depepaumm ot 3 deBpansd
2012 r. N979 «O nMUEH3NpPOBaHUU [OeATEeNIbHOCTU MO0 TEeXHUYECKOW 3awumTe
KOHuAeHUManbHOM MHdOopMaLnm>».

15) «C6opHMK pyKOBOASALWMX [AOKYMEHTOB MO 3awute uWHdopmauum oT
HeCaHKLUMOHMPOBAHHOIo AocTtyna», Nocrexkommccus Poccumn, Mockea, 1998 r.

16) TOCT P 51275-99 «3awwuta uHbopMaummn. O6beKT MHOpMaTM3auUn.
dakTopbl, BO3aenNCTBYOWME Ha MHPopMaumto. Obme nonoxeHns».

17) TOCT P 50922-96 «3awuta wuHpopmaumn. OCHOBHble TEpPMUHbI U
onpeaeneHns».

18) TOCT P 51583-2000 «lopsiaok co3aaHMs aBTOMaTU3UPOBAHHbLIX CUCTEM
B 3aLUMLLEHHOM UCMOJTHEHNN> .
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19) TOCT P 51241-98 «CpeacrtBa M CUCTEMbl KOHTPONS M YynpaBrieHUs
DOCTYIOM. Knaccudbukaumsa. Obwme  TexHuyeckme  TpeboBaHuUs. MeToAbl
NCMbITAHNI>,

20) TOCT P NCO 7498-2-99 «MHdOpMaUMOHHasa TexHosorus. B3anMocBs3b
OTKpbITbIX cuUcTeM. ba3oBas 3TanoOHHas Mogenb. YacTtb 2. ApxuTekTypa 3aluuTbl
MHpopMaLmmn>».

21) TOCT 34.201-89 «MHdopMauMOHHasa TexHonormns. Komnnekc ctaHaAapToB
Ha aBTOMaTU3MpPOBaHHbIE CUCTEMbl. Buabl, KOMMNEKTHOCTb U 0603HavyeHune
AOKYMEHTOB Npu CO34aHUMN aBTOMATU3UPOBAHHbLIX CUCTEM>,

22) TOCT 34.602-89 «MHdopMauUMOHHasa TexHonormns. Komnnekc ctaHAapToB
Ha AaBTOMATU3MPOBAHHblE CUCTEMbl. TexHu4yeckoe 3aZlaHMe Ha co34aHue
aBTOMaTU3NPOBAHHbIX CUCTEM>.

23) TOCT 35.003-90 «MHdopmMaymoHHasa TexHonornga. Komnnekc ctaHaapToB
Ha aBTOMATU3MPOBAHHbIE CUCTEMbl. ABTOMATU3MPOBAHHbIE CUCTEMbI. TEPMUHBbI W
onpeaeneHns».

24) TOCT 34.601-90 «MHdopMaUMOHHasa TexHonormns. Komnnekc ctaHaAapToB
Ha aBTOMaTU3MpPOBaHHble CUCTEMbl. ABTOMATU3MpPOBaHHble cucTteMbl. CTaauns
CO34aHunA>».

25) TOCT P NCO\M2K 9126-93 «UHbopMaunmoHHas TexHonornsa. OueHka
NpOrpaMMHON MPOAYKUMM. XapaKTepucTMka KadeCcTBa W PYKOBOACTBA MO WUX
NPUMEHEHUNIO> .

26) TOCT P 50739-95 «CpeactBa BblUUCAUTENbHOW TEXHWUKW. 3awmTta oOT
HEeCaHKLMOHMPOBAHHOIO AOCTYMa K MHpopMaummn».

27) PO Toctexkomuccum Poccum «3awmta  OT  HECaHKUMOHMPOBAHHOIO
Aoctyna K wuHdopmauun. Yactb 1. lNporpammHoe obecnedyeHue CpeacTB 3alUuThl
nHpopMmaumn. Knaccndukaumsas Mo  YpPOBHIO  KOHTPONS  HeAeKNapupOBaHHbIX
BO3MOXHOCTen», MockBa, 1999 r.
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MpunoxxeHune 6. Cnucok dannos NAK «Akkopa-Win64»,
peKkoMeHAYyeMbIX AN KOHTPO/IA LeJIOCTHOCTU Ha annapaTHOM
ypoBHe

Cnucok dannos nporpammHon dvactu C3UW ot HCO <«Akkopa-Win64»,
peKOMeHAYEMbIN AN KOHTPOAS LeNoCTHOCTM Ha annapaTHOM ypOBHeE:
\ACCORD.X64\ACCORD.INI
\ACCORD.X64\ACTSKMNG.EXE
\ACCORD.X64\ACTSKMNG.INI
\ACCORD.X64\ACUSRM64.DLL
\ACCORD.X64\ACUSRMOD.DLL
\ACCORD.X64\PSAPI.DLL
\WINDOWS\SYSTEM32\ACCORD.SCR
\WINDOWS\SYSTEM32\ACGINA.DLL
\WINDOWS\SYSTEM32\ACRUNNT.EXE
\WINDOWS\SYSTEM32\ACUSRM64.DLL
\WINDOWS\SYSTEM32\AZIAH64.DLL
\WINDOWS\SYSTEM32\DRIVERS\ACBOOT.SYS
\WINDOWS\SYSTEM32\DRIVERS\ACLOCK2K.SYS
\WINDOWS\SYSTEM32\DRIVERS\ACRUN.SYS
\WINDOWS\SYSTEM32\DRIVERS\ACXLMSRV.SYS
\WINDOWS\SYSTEM32\TMATT64.DLL
\WINDOWS\SYSTEM32\TMDRV64.DLL
\WINDOWS\SYSWOW64\ACUSRMOD.DLL
\WINDOWS\SYSWOW64\AZIAHLP.DLL
\WINDOWS\SYSWOW64\TMATTACH.DLL
\WINDOWS\SYSWOW64\TMDRV32.DLL
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Mpunoxxenue 7. Cnucok ¢gamnos OC Windows XP x64,
PeKoOMeHAYEeMbIX AN KOHTPOJISl LIeJIOCTHOCTU NpU YCTaHOBKe
koMmnnekca C3N HCA «AKKOP4 - Win64»

Ha annaparHomM ypoBHe (c noMmoLybro BCTpoeHHoro N0 Akkopa-AMA3)
\NTLDR

\NTDETECT.COM

\BOOT.INI
\WINDOWS\SYSTEM32\CSRSS.EXE
\WINDOWS\SYSTEM32\HAL.DLL
\WINDOWS\SYSTEM32\KERNEL32.DLL
\WINDOWS\SYSTEM32\LSASRV.DLL
\WINDOWS\SYSTEM32\LSASS.EXE
\WINDOWS\SYSTEM32\NTDLL.DLL
\WINDOWS\SYSTEM32\NTOSKRNL.EXE
\WINDOWS\SYSTEM32\PSAPI.DLL
\WINDOWS\SYSTEM32\REGAPI.DLL
\WINDOWS\SYSTEM32\RUNDLL32.EXE
\WINDOWS\SYSTEM32\SECUR32.DLL
\WINDOWS\SYSTEM32\SERVICES.EXE
\WINDOWS\SYSTEM32\SMSS.EXE
\WINDOWS\SYSTEM32\CTFMON.EXE
\WINDOWS\SYSTEM32\SVCHOST.EXE
\WINDOWS\SYSTEM32\USERINIT.EXE
\WINDOWS\SYSTEM32\USER32.DLL
\WINDOWS\SYSTEM32\WINLOGON.EXE

NMpuMmeuyaHue: BO BHyTpeHHee [10 «Akkopa-AM[3», HayMHaa C Bepcuu
02.01.011, B noacucCTeMy KOHTPOJIA LENOCTHOCTUM BKJ/KOYEeHa KoMaHza «MacTtep»,
KOoTOpas aBTOMaTu3upyeT BblbOp 06bekTOB sfapa CUCTEMblI M CUCTEMHOMO peecTpa
ONS BKIIOYEHUSA B CMUCOK KOHTPONS.

Ha nporpammHomM ypoBHe (c noMouwbio pegakropa NP4 ACED32.EXE)
\WINDOWS\SYSTEM32\ADVAPI32.DLL

\WINDOWS\SYSTEM32\ADVPACK.DLL

\WINDOWS\SYSTEM32\ATL.DLL

\WINDOWS\SYSTEM32\AUTHZ.DLL

\WINDOWS\SYSTEM32\BASESRV.DLL

\WINDOWS\SYSTEM32\BROWSER.DLL

\WINDOWS\SYSTEM32\BROWSEUI.DLL

\WINDOWS\SYSTEM32\CERTCLI.DLL

\WINDOWS\SYSTEM32\CLUSAPI.DLL
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\WINDOWS\SYSTEM32\COMSVCS.DLL

\WINDOWS\SYSTEM32\CRYPT32.DLL

\WINDOWS\SYSTEM32\CRYPTDLL.DLL

\WINDOWS\SYSTEM32\CRYPTNET.DLL

\WINDOWS\SYSTEM32\CRYPTSVC.DLL

\WINDOWS\SYSTEM32\CRYPTUI.DLL

\WINDOWS\SYSTEM32\CSRSRV.DLL

\WINDOWS\SYSTEM32\DNSAPI.DLL

\WINDOWS\SYSTEM32\DNSRSLVR.DLL

\WINDOWS\SYSTEM32\EVENTLOG.DLL

\WINDOWS\SYSTEM32\GDI32.DLL

\WINDOWS\SYSTEM32\ICAAPI.DLL

\WINDOWS\SYSTEM32\ICMP.DLL

\WINDOWS\SYSTEM32\INETPP.DLL

\WINDOWS\SYSTEM32\IPHLPAPI.DLL

\WINDOWS\SYSTEM32\IPSECSVC.DLL

\WINDOWS\SYSTEM32\LMHSVC.DLL

\WINDOWS\SYSTEM32\LOCALSPL.DLL

\WINDOWS\SYSTEM32\MPR.DLL

\WINDOWS\SYSTEM32\MPRAPI.DLL

\WINDOWS\SYSTEM32\MSACM32.DLL

\WINDOWS\SYSTEM32\MSPRIVS.DLL

\WINDOWS\SYSTEM32\MSVCRT.DLL

\WINDOWS\SYSTEM32\MSWSOCK.DLL

\WINDOWS\SYSTEM32\NETAPI32.DLL

\WINDOWS\SYSTEM32\NETLOGON.DLL

\WINDOWS\SYSTEM32\NETMAN.DLL

\WINDOWS\SYSTEM32\NETMSG.DLL

\WINDOWS\SYSTEM32\NETRAP.DLL

\WINDOWS\SYSTEM32\NETSHELL.DLL

\WINDOWS\SYSTEM32\NETUIO.DLL

\WINDOWS\SYSTEM32\NETUI1.DLL

\WINDOWS\SYSTEM32\NTDSAPI.DLL

\WINDOWS\SYSTEM32\REGSVC.DLL

\WINDOWS\SYSTEM32\SAMLIB.DLL

\WINDOWS\SYSTEM32\SAMSRV.DLL

\WINDOWS\SYSTEM32\SCESRV.DLL

\WINDOWS\SYSTEM32\SECLOGON.DLL

\WINDOWS\SYSTEM32\SENS.DLL

\WINDOWS\SYSTEM32\SETUPAPI.DLL

\WINDOWS\SYSTEM32\SFC.DLL

\WINDOWS\SYSTEM32\SFCFILES.DLL

\WINDOWS\SYSTEM32\SFC_OS.DLL
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\WINDOWS\SYSTEM32\SHELL32.DLL

\WINDOWS\SYSTEM32\SRSVC.DLL

\WINDOWS\SYSTEM32\SRVSVC.DLL

\WINDOWS\SYSTEM32\TAPI32.DLL

\WINDOWS\SYSTEM32\USERENV.DLL

\WINDOWS\SYSTEM32\VERSION.DLL

\WINDOWS\SYSTEM32\VSSAPI.DLL

\WINDOWS\SYSTEM32\WEBCHECK.DLL

\WINDOWS\SYSTEM32\WEBCLNT.DLL

\WINDOWS\SYSTEM32\WIN64SPL.DLL

\WINDOWS\SYSTEM32\WININET.DLL

\WINDOWS\SYSTEM32\WINIPSEC.DLL

\WINDOWS\SYSTEM32\WINMM.DLL

\WINDOWS\SYSTEM32\WINRNR.DLL

\WINDOWS\SYSTEM32\WINSCARD.DLL

\WINDOWS\SYSTEM32\WINSRV.DLL

\WINDOWS\SYSTEM32\WINSTA.DLL

\WINDOWS\SYSTEM32\WSOCK32.DLL

\WINDOWS\SYSTEM32\WTSAPI32.DLL
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Mpuno>xeHue 8. Cnucok ¢annos OC Windows 7 x64,
peKoMeHAYEeMbIX AN KOHTPOJISl LIeJIOCTHOCTU NpU YCTaHOBKe
koMmnnekca C3N HCA «AKKOP4 - Win64»

Ha annaparHomM ypoBHe (c noMmoLybro BCTpoeHHoro N0 Akkopa-AMA3)
\Windows\explorer.exe
\Windows\System32\audiodg.exe
\Windows\System32\autochk.exe
\Windows\System32\CLFS.SYS
\Windows\System32\consent.exe
\Windows\System32\csrsrv.dll
\Windows\System32\csrss.exe
\Windows\System32\dllhost.exe
\Windows\System32\wdmaud.drv
\Windows\System32\drivers\ACPI.sys
\Windows\System32\drivers\afd.sys
\Windows\System32\drivers\atapi.sys
\Windows\System32\drivers\ataport.SYS
\Windows\System32\drivers\blbdrive.sys
\Windows\System32\drivers\bowser.sys
\Windows\System32\drivers\CLASSPNP.SYS
\Windows\System32\drivers\cng.sys
\Windows\System32\drivers\csc.sys
\Windows\System32\drivers\dxgkrnl.sys
\Windows\System32\drivers\dxgmms1.sys
\Windows\System32\drivers\fileinfo.sys
\Windows\System32\drivers\fltmgr.sys
\Windows\System32\drivers\fvevol.sys
\Windows\System32\drivers\hdaudbus.sys
\Windows\System32\drivers\http.sys
\Windows\System32\drivers\i8042prt.sys
\Windows\System32\drivers\intelppm.sys
\Windows\System32\drivers\luafv.sys
\Windows\System32\drivers\mpsdrv.sys
\Windows\System32\drivers\msrpc.sys
\Windows\System32\drivers\ndis.sys
\Windows\System32\drivers\netbt.sys
\Windows\System32\drivers\NETIO.SYS
\Windows\System32\drivers\nsiproxy.sys
\Windows\System32\drivers\Ntfs.sys
\Windows\System32\drivers\nwifi.sys
\Windows\System32\drivers\partmgr.sys
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\Windows\System32\drivers\pciide.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\serial.sys

\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\tdi.sys

\Windows\System32\drivers\usbehci.sys

\Windows\System32\drivers\usbport.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\vwififlt.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\System32\dwm.exe

\Windows\System32\gdi32.dll

\Windows\System32\hal.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dlIl

\Windows\System32\LogonUI.exe

\Windows\System32\Isasrv.dll

\Windows\System32\lsass.exe

\Windows\System32\lsm.exe

\Windows\System32\ntdIl.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\SearchIndexer.exe

\Windows\System32\services.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\System32\svchost.exe

\Windows\System32\taskhost.exe

\Windows\System32\user32.dll

\Windows\System32\userinit.exe

\Windows\System32\win32k.sys

\Windows\System32\wininit.exe

\Windows\System32\winlogon.exe

<Auck c katanorom Boot>\Boot\memtest.exe

Ha nporpammHomM ypoBHe (c nomowybio pegakropa NP4 ACED32.EXE)
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\Windows\System32\advapi32.dll

\Windows\System32\aelupsvc.dll

\Windows\System32\AudioEng.dll

\Windows\System32\AUDIOKSE.dII

\Windows\System32\audiosrv.dlIl

\Windows\System32\authui.dll

\Windows\System32\authz.dll

\Windows\System32\basesrv.dll

\Windows\System32\bcrypt.dll

\Windows\System32\bcryptprimitives.dll

\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dll

\Windows\System32\CI.dll

\Windows\System32\comcti32.dll

\Windows\System32\crypt32.dll

\Windows\System32\cryptbase.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\cscsvc.dll

\Windows\System32\devobj.dll

\Windows\System32\devrtl.dll

\Windows\System32\dhcpcore.dll

\Windows\System32\dhcpcore6.dll

\Windows\System32\dnsrslvr.dll

\Windows\System32\dps.dll

\Windows\System32\dui70.dll

\Windows\System32\duser.dll

\Windows\System32\dwmcore.dlIl

\Windows\System32\es.dlIl

\Windows\System32\esent.dll

\Windows\System32\fdPnp.dll

\Windows\System32\FirewallAPI.dIl

\Windows\System32\FntCache.dlIl

\Windows\System32\fundisc.dll

\Windows\System32\FXSST.dII

\Windows\System32\gpapi.dll

\Windows\System32\gpsvc.dll

\Windows\System32\HotStartUserAgent.dll

\Windows\System32\iertutil.dll

\Windows\System32\inetpp.dll

\Windows\System32\IPHLPAPI.DLL

\Windows\System32\Imhsvc.dlIl
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\Windows\System32\localspl.dll

\Windows\System32\Ipk.dll

\Windows\System32\mmcss.dll

\Windows\System32\MMDevVvAPI.dll

\Windows\System32\MPSSVC.dII

\Windows\System32\msctf.dll

\Windows\System32\MsCtfMonitor.dll

\Windows\System32\mssrch.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\msxml6.dll

\Windows\System32\ncobjapi.dll

\Windows\System32\ncsi.dll

\Windows\System32\netcfgx.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsi.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\PeerDist.dll

\Windows\System32\PlaySndSrv.dlIl

\Windows\System32\PrintIsolationProxy.dlIl

\Windows\System32\radardt.dll

\Windows\System32\rpcrt4.dll

\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\samsrv.dll

\Windows\System32\sechost.dlIl

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\SPInf.dll

\Windows\System32\srvsvc.dll

\Windows\System32\ssdpapi.dll

\Windows\System32\ssdpsrv.dll

\Windows\System32\sxs.dll

\Windows\System32\sysmain.dll

\Windows\System32\taskcomp.dll

\Windows\System32\tquery.dll

\Windows\System32\trkwks.dll

\Windows\System32\ubpm.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\umpo.dll




67
11443195.4012-037 90

\Windows\System32\upnp.dll

\Windows\System32\urlmon.dll

\Windows\System32\usbmon.dll

\Windows\System32\usp10.dll

\Windows\System32\UXInit.dll

\Windows\System32\uxsms.dlIl

\Windows\System32\uxtheme.dll

\Windows\System32\wbemcomn.dll

\Windows\system32\wbem\fastprox.dll

\Windows\system32\wbem\repdrvfs.dll

\Windows\system32\wbem\wbemcore.dll

\Windows\system32\wbem\WmiPrvSE.exe

\Windows\system32\wbem\wmiutils.dll

\Windows\System32\wdiasgmmodule.dll

\Windows\System32\wevtapi.dll

\Windows\System32\wevtsvc.dll

\Windows\System32\winmm.dll

\Windows\System32\winsrv.dll

\Windows\System32\winsta.dlIl

\Windows\System32\wlanapi.dll

\Windows\System32\wlgpcint.dll

\Windows\System32\wow64.dll

\Windows\System32\wow64cpu.dll

\Windows\System32\ws2_32.dll

\Windows\System32\WSDMon.dll

\Windows\System32\xmllite.dll
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Mpunoxxenue 9. Cnucok ¢annos OC Windows 8.1 u3 x64,
peKoMeHAYEeMbIX AN KOHTPOJISl LIeJIOCTHOCTU NpU YCTaHOBKe
koMmnnekca C3N HCA «AKKOP4 - Win64»

Ha annaparHomM ypoBHe (c noMmoLybro BCTpoeHHoro N0 Akkopa-AMA3)
\Windows\explorer.exe
\Windows\System32\audiodg.exe
\Windows\System32\autochk.exe
\Windows\System32\consent.exe
\Windows\System32\csrsrv.dll
\Windows\System32\csrss.exe
\Windows\System32\dllhost.exe
\Windows\System32\wdmaud.drv
\Windows\System32\drivers\ACPI.sys
\Windows\System32\drivers\afd.sys
\Windows\System32\drivers\atapi.sys
\Windows\System32\drivers\ataport.SYS
\Windows\System32\drivers\bowser.sys
\Windows\System32\drivers\CLASSPNP.SYS
\Windows\System32\drivers\CLFS.SYS
\Windows\System32\drivers\cng.sys
\Windows\System32\drivers\csc.sys
\Windows\System32\drivers\dxgkrnl.sys
\Windows\System32\drivers\dxgmms1.sys
\Windows\System32\drivers\fileinfo.sys
\Windows\System32\drivers\fltmgr.sys
\Windows\System32\drivers\fvevol.sys
\Windows\System32\drivers\hdaudbus.sys
\Windows\System32\drivers\http.sys
\Windows\System32\drivers\i8042prt.sys
\Windows\System32\drivers\intelppm.sys
\Windows\System32\drivers\luafv.sys
\Windows\System32\drivers\mpsdrv.sys
\Windows\System32\drivers\msrpc.sys
\Windows\System32\drivers\ndis.sys
\Windows\System32\drivers\netbt.sys
\Windows\System32\drivers\NETIO.SYS
\Windows\System32\drivers\nsiproxy.sys
\Windows\System32\drivers\Ntfs.sys
\Windows\System32\drivers\nwifi.sys
\Windows\System32\drivers\partmgr.sys
\Windows\System32\drivers\pciide.sys




69
11443195.4012-037 90

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\serial.sys

\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\tdi.sys

\Windows\System32\drivers\usbehci.sys

\Windows\System32\drivers\usbport.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\vwififlt.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\System32\dwm.exe

\Windows\System32\gdi32.dll

\Windows\System32\hal.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dll

\Windows\System32\LogonUI.exe

\Windows\System32\Isasrv.dll

\Windows\System32\lsass.exe

\Windows\System32\ntdIl.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\SearchIndexer.exe

\Windows\System32\services.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\System32\svchost.exe

\Windows\System32\taskhost.exe

\Windows\System32\user32.dll

\Windows\System32\userinit.exe

\Windows\System32\win32k.sys

\Windows\System32\wininit.exe

\Windows\System32\winlogon.exe

<Auck c kaTtanorom Boot>\Boot\memtest.exe

Ha nporpammHomM ypoBHe (c nomowybio pegakropa NP4 ACED32.EXE)

\Windows\System32\advapi32.dll

\Windows\System32\aelupsvc.dll
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\Windows\System32\AudioEng.dll

\Windows\System32\AUDIOKSE.dII

\Windows\System32\audiosrv.dll

\Windows\System32\authui.dll

\Windows\System32\authz.dll

\Windows\System32\basesrv.dll

\Windows\System32\bcrypt.dll

\Windows\System32\bcryptprimitives.dll

\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dll

\Windows\System32\CI.dll

\Windows\System32\comcti32.dll

\Windows\System32\crypt32.dll

\Windows\System32\cryptbase.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\cscsvc.dll

\Windows\System32\devobj.dll

\Windows\System32\devrtl.dll

\Windows\System32\dhcpcore.dll

\Windows\System32\dhcpcore6.dll

\Windows\System32\dnsrslvr.dll

\Windows\System32\dps.dll

\Windows\System32\dui70.dll

\Windows\System32\duser.dll

\Windows\System32\dwmcore.dlIl

\Windows\System32\es.dlIl

\Windows\System32\esent.dll

\Windows\System32\fdPnp.dll

\Windows\System32\FirewallAPI.dIl

\Windows\System32\FntCache.dlIl

\Windows\System32\fundisc.dll

\Windows\System32\FXSST.dII

\Windows\System32\gpapi.dll

\Windows\System32\gpsvc.dll

\Windows\System32\iertutil.dll

\Windows\System32\inetpp.dll

\Windows\System32\IPHLPAPI.DLL

\Windows\System32\Imhsvc.dlIl

\Windows\System32\localspl.dll

\Windows\System32\Ipk.dll

\Windows\System32\mmcss.dll
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\Windows\System32\MMDevAPI.dll

\Windows\System32\MPSSVC.dII

\Windows\System32\msctf.dll

\Windows\System32\MsCtfMonitor.dll

\Windows\System32\mssrch.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\msxml6.dll

\Windows\System32\ncobjapi.dll

\Windows\System32\ncsi.dll

\Windows\System32\netcfgx.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsi.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\PeerDist.dll

\Windows\System32\PlaySndSrv.dlIl

\Windows\System32\PrintIsolationProxy.dlIl

\Windows\System32\radardt.dll

\Windows\System32\rpcrt4.dll

\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\samsrv.dll

\Windows\System32\sechost.dlIl

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\SPInf.dll

\Windows\System32\srvsvc.dll

\Windows\System32\ssdpapi.dll

\Windows\System32\ssdpsrv.dll

\Windows\System32\sxs.dll

\Windows\System32\sysmain.dll

\Windows\System32\taskcomp.dll

\Windows\System32\tquery.dll

\Windows\System32\trkwks.dll

\Windows\System32\ubpm.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\umpo.dll

\Windows\System32\upnp.dll

\Windows\System32\urlmon.dll

\Windows\System32\usbmon.dll
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\Windows\System32\usp10.dll
\Windows\System32\UXInit.dll
\Windows\System32\uxtheme.dll
\Windows\System32\wbemcomn.dll
\Windows\system32\wbem\fastprox.dll
\Windows\system32\wbem\repdrvfs.dll
\Windows\system32\wbem\wbemcore.dll
\Windows\system32\wbem\WmiPrvSE.exe
\Windows\system32\wbem\wmiutils.dll
\Windows\System32\wdiasgmmodule.dll
\Windows\System32\wevtapi.dll
\Windows\System32\wevtsvc.dll
\Windows\System32\winmm.dll
\Windows\System32\winsrv.dll
\Windows\System32\winsta.dlIl
\Windows\System32\wlanapi.dll
\Windows\System32\wlgpcint.dll
\Windows\System32\wow64.dll
\Windows\System32\wow64cpu.dll
\Windows\System32\ws2_32.dll
\Windows\System32\WSDMon.dll
\Windows\System32\xmllite.dll

Mpuno>xenue 10. Cnucok cpannos OC Windows 10 x64,
PeKOMeHAYEeMbIX AN KOHTPOJIA LeJIOCTHOCTU NpU YCTaHOBKe
koMmnnekca C3N HCOA «AKKOP4 - Win64»

Ha annaparHomM ypoBHe (c noMoLybto BCcTpoeHHoro MO Akkopa-AMA43)
\Windows\explorer.exe
\Windows\System32\audiodg.exe
\Windows\System32\autochk.exe
\Windows\System32\consent.exe
\Windows\System32\csrsrv.dll
\Windows\System32\csrss.exe
\Windows\System32\dllhost.exe
\Windows\System32\wdmaud.drv
\Windows\System32\drivers\ACPI.sys
\Windows\System32\drivers\afd.sys
\Windows\System32\drivers\atapi.sys
\Windows\System32\drivers\ataport.SYS
\Windows\System32\drivers\bowser.sys
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\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\CLFS.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys

\Windows\System32\drivers\http.sys

\Windows\System32\drivers\i8042prt.sys

\Windows\System32\drivers\intelppm.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\mpsdrv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\netbt.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\Ntfs.sys

\Windows\System32\drivers\nwifi.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\pciide.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\serial.sys

\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\tdi.sys

\Windows\System32\drivers\usbehci.sys

\Windows\System32\drivers\usbport.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\vwififlt.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\System32\dwm.exe

\Windows\System32\gdi32.dll
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\Windows\System32\hal.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dlIl

\Windows\System32\LogonUI.exe

\Windows\System32\Isasrv.dll

\Windows\System32\lsass.exe

\Windows\System32\ntdIl.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\SearchIndexer.exe

\Windows\System32\services.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\System32\svchost.exe

\Windows\System32\taskhostw.exe

\Windows\System32\user32.dll

\Windows\System32\userinit.exe

\Windows\System32\win32k.sys

\Windows\System32\wininit.exe

\Windows\System32\winlogon.exe

<Auck c kaTtanorom Boot>\Boot\memtest.exe

Ha nporpammMmHomM ypoBHe (c nomowybro pegakropa NP4 ACED32.EXE)

\Windows\System32\advapi32.dll

\Windows\System32\AudioEng.dll

\Windows\System32\AUDIOKSE.dlII

\Windows\System32\audiosrv.dll

\Windows\System32\authui.dll

\Windows\System32\authz.dll

\Windows\System32\basesrv.dll

\Windows\System32\bcrypt.dll

\Windows\System32\bcryptprimitives.dll

\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dli

\Windows\System32\CI.dll

\Windows\System32\comctl32.dll

\Windows\System32\crypt32.dll

\Windows\System32\cryptbase.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\cscsvc.dll

\Windows\System32\devobj.dll

\Windows\System32\devrtl.dll
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\Windows\System32\dhcpcore.dll

\Windows\System32\dhcpcore6.dll

\Windows\System32\dnsrslvr.dll

\Windows\System32\dps.dll

\Windows\System32\dui70.dll

\Windows\System32\duser.dll

\Windows\System32\dwmcore.dlIl

\Windows\System32\es.dlIl

\Windows\System32\esent.dll

\Windows\System32\fdPnp.dll

\Windows\System32\FirewallAPI.dIl

\Windows\System32\FntCache.dlIl

\Windows\System32\fundisc.dll

\Windows\System32\FXSST.dII

\Windows\System32\gpapi.dll

\Windows\System32\gpsvc.dll

\Windows\System32\iertutil.dll

\Windows\System32\inetpp.dll

\Windows\System32\IPHLPAPI.DLL

\Windows\System32\Imhsvc.dlIl

\Windows\System32\localspl.dll

\Windows\System32\Ipk.dll

\Windows\System32\MMDevVvAPI.dll

\Windows\System32\MPSSVC.dII

\Windows\System32\msctf.dll

\Windows\System32\MsCtfMonitor.dll

\Windows\System32\mssrch.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\msxml6.dll

\Windows\System32\ncobjapi.dll

\Windows\System32\ncsi.dll

\Windows\System32\netcfgx.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsi.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\PeerDist.dll

\Windows\System32\PlaySndSrv.dlIl

\Windows\System32\PrintIsolationProxy.dlIl

\Windows\System32\radardt.dll

\Windows\System32\rpcrt4.dll
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\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\samsrv.dll

\Windows\System32\sechost.dlIl

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\SPInf.dll

\Windows\System32\srvsvc.dll

\Windows\System32\ssdpapi.dll

\Windows\System32\ssdpsrv.dll

\Windows\System32\sxs.dll

\Windows\System32\sysmain.dll

\Windows\System32\taskcomp.dll

\Windows\System32\tquery.dll

\Windows\System32\trkwks.dll

\Windows\System32\ubpm.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\umpo.dll

\Windows\System32\upnp.dll

\Windows\System32\urlmon.dll

\Windows\System32\usbmon.dll

\Windows\System32\usp10.dll

\Windows\System32\UXInit.dll

\Windows\System32\uxtheme.dll

\Windows\System32\wbemcomn.dll

\Windows\system32\wbem\fastprox.dll

\Windows\system32\wbem\repdrvfs.dll

\Windows\system32\wbem\wbemcore.dll

\Windows\system32\wbem\WmiPrvSE.exe

\Windows\system32\wbem\wmiutils.dll

\Windows\System32\wevtapi.dll

\Windows\System32\wevtsvc.dll

\Windows\System32\winmm.dll

\Windows\System32\winsrv.dll

\Windows\System32\winsta.dlIl

\Windows\System32\wlanapi.dll

\Windows\System32\wlgpcint.dll

\Windows\System32\wow64.dll

\Windows\System32\wow64cpu.dll

\Windows\System32\ws2_32.dll

\Windows\System32\WSDMon.dll

\Windows\System32\xmllite.dll
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\Windows\System32\drivers\mmcss.sys
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Mpuno)xenue 11. Cnucok panmnos OC Windows Server 2008
R2, pekoMeHAYEeMbIX AN KOHTPOJIS LIeJIOCTHOCTU NpU
yctaHoBke koMmmnnekca C3N HCAA «AKKOP1 - Win64»

Ha annaparHomM ypoBHe (c noMmoLybro BCTpoeHHoro N0 Akkopa-AMA3)

\Windows\explorer.exe

\Windows\System32\CLFS.SYS

\Windows\System32\csrsrv.dll

\Windows\System32\gdi32.dll

\Windows\System32\hal.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dIl

\Windows\System32\Isasrv.dll

\Windows\System32\ntdll.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\services.exe

\Windows\System32\user32.dll

\Windows\System32\wdmaud.drv

\Windows\System32\win32k.sys

\Windows\System32\Drivers\ACPI.sys

\Windows\System32\Drivers\ataport.SYS

\Windows\System32\Drivers\cdrom.sys

\Windows\System32\Drivers\CLASSPNP.SYS

\Windows\System32\Drivers\cng.sys

\Windows\System32\Drivers\disk.sys

\Windows\System32\Drivers\dxgkrnl.sys

\Windows\System32\Drivers\dxgmms1.sys

\Windows\System32\Drivers\fileinfo.sys

\Windows\System32\Drivers\fltmgr.sys

\Windows\System32\Drivers\HDAudBus.sys

\Windows\System32\Drivers\HIDCLASS.SYS

\Windows\System32\Drivers\HIDPARSE.SYS

\Windows\System32\Drivers\HTTP.sys

\Windows\System32\Drivers\i8042prt.sys

\Windows\System32\Drivers\intelppm.sys

\Windows\System32\Drivers\luafv.sys

\Windows\System32\Drivers\mouclass.sys

\Windows\System32\Drivers\mouhid.sys

\Windows\System32\Drivers\mountmgr.sys

\Windows\System32\Drivers\msahci.sys

\Windows\System32\Drivers\msrpc.sys

\Windows\System32\Drivers\NDIS.SYS
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\Windows\System32\Drivers\NETIO.SYS

\Windows\System32\Drivers\Npfs.SYS

\Windows\System32\Drivers\nsiproxy.sys

\Windows\System32\Drivers\Ntfs.sys

\Windows\System32\Drivers\partmgr.sys

\Windows\System32\Drivers\PCIIDEX.SYS

\Windows\System32\Drivers\rdbss.sys

\Windows\System32\Drivers\spsys.sys

\Windows\System32\Drivers\storport.sys

\Windows\System32\Drivers\tcpip.sys

\Windows\System32\Drivers\usbehci.sys

\Windows\System32\Drivers\usbhub.sys

\Windows\System32\Drivers\USBPORT.SYS

\Windows\System32\Drivers\volmgr.sys

\Windows\System32\Drivers\volsnap.sys

\Windows\System32\Drivers\watchdog.sys

\Windows\System32\Drivers\Wdf01000.sys

\Windows\System32\Drivers\wfplwf.sys

Ha nporpammMmHomM ypoBHe (c nomowybro pegaxkropa NP4 ACED32.EXE).

\Windows\System32\advapi32.dll

\Windows\System32\apphelp.dll

\Windows\System32\AudioEng.dll

\Windows\System32\AUDIOKSE.dlII

\Windows\System32\audiosrv.dll

\Windows\System32\authui.dll

\Windows\System32\authz.dll

\Windows\System32\bcrypt.dll

\Windows\System32\bcryptprimitives.dll

\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dli

\Windows\System32\CI.dll

\Windows\System32\clbcatq.dll

\Windows\System32\comctl32.dll

\Windows\System32\crypt32.dll

\Windows\System32\cryptbase.dll

\Windows\System32\cryptnet.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\devobj.dll

\Windows\System32\devrtl.dll

\Windows\System32\dui70.dll
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\Windows\System32\duser.dll

\Windows\System32\esent.dll

\Windows\System32\FirewallAPI.dIl

\Windows\System32\FntCache.dlIl

\Windows\System32\ifsutil.dll

\Windows\System32\imagehlp.dll

\Windows\System32\imm32.dll

\Windows\System32\IPHLPAPI.DLL

\Windows\System32\iphlpsvc.dll

\Windows\System32\kerberos.dll

\Windows\System32\Ipk.dll

\Windows\System32\MMDevVvAPI.dll

\Windows\System32\MPSSVC.dII

\Windows\System32\msasn1.dll

\Windows\System32\msctf.dll

\Windows\System32\msdtclog.dll

\Windows\System32\msdtcprx.dll

\Windows\System32\msi.dll

\Windows\System32\msutb.dlIl

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsisvc.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\propsys.dll

\Windows\System32\rpcrt4.dll

\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\schedsvc.dll

\Windows\System32\sechost.dlIl

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\SPInf.dll

\Windows\System32\sspicli.dll

\Windows\System32\sspisrv.dll

\Windows\System32\sxs.dll

\Windows\System32\sxssrv.dll

\Windows\System32\taskcomp.dll

\Windows\System32\taskschd.dll

\Windows\System32\ubpm.dll
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\Windows\System32\ulib.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\usp10.dll

\Windows\System32\uxtheme.dll

\Windows\System32\vdsutil.dll

\Windows\System32\wbemcomn.dll

\Windows\System32\wevtsvc.dll

\Windows\System32\WindowsCodecs.dlIl

\Windows\System32\winhttp.dll

\Windows\System32\WIdap32.dIl

\Windows\System32\wow64.dll

\Windows\System32\wow64cpu.dll

\Windows\System32\wow64win.dlIl

\Windows\System32\wtsapi32.dll

\Windows\System32\xmllite.dll

\Windows\System32\wbem\esscli.dll

\Windows\System32\wbem\fastprox.dll

\Windows\System32\wbem\repdrvfs.dll

\Windows\System32\wbem\wbemcore.dlIl

\Windows\System32\wbem\wbemsvc.dlIl

\Windows\System32\wbem\WmiPrvSD.dlIl

\Windows\System32\wbem\wmiutils.dll
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Mpuno)xenue 12. Cnucok pannos OC Windows Server
2012 R2, pekoMeHAYEMbIX AJIA KOHTPOJIA LeJIOCTHOCTU NpU
ycTtaHoBke koMmmnnekca C3N HCAA «AKKOP1 - Win64»

Ha annaparHomM ypoBHe (c noMmoLybro BCTpoeHHoro N0 Akkopa-AMA3)

\Windows\explorer.exe

\Windows\system.ini

\Windows\win.ini

\Windows\system32\alg.exe

\Windows\system32\autochk.exe

\Windows\system32\CLFS.SYS

\Windows\system32\cmd.exe

\Windows\system32\csrss.exe

\Windows\system32\dllhost.exe

\Windows\system32\drivers\1394ohci.sys

\Windows\system32\drivers\3ware.sys

\Windows\system32\drivers\ACPI.sys

\Windows\system32\drivers\acpiex.sys

\Windows\system32\drivers\acpipagr.sys

\Windows\system32\drivers\acpipmi.sys

\Windows\system32\drivers\acpitime.sys

\Windows\system32\drivers\adp80xx.sys

\Windows\system32\drivers\afd.sys

\Windows\system32\drivers\agilevpn.sys

\Windows\system32\drivers\AGP440.sys

\Windows\system32\drivers\ahcache.sys

\Windows\system32\drivers\amdk8.sys

\Windows\system32\drivers\amdppm.sys

\Windows\system32\drivers\amdsata.sys

\Windows\system32\drivers\amdsbs.sys

\Windows\system32\drivers\amdxata.sys

\Windows\system32\drivers\appid.sys

\Windows\system32\drivers\arcsas.sys

\Windows\system32\drivers\asyncmac.sys

\Windows\system32\drivers\atapi.sys

\Windows\system32\drivers\BasicDisplay.sys

\Windows\system32\drivers\BasicRender.sys

\Windows\system32\drivers\beep.sys

\Windows\system32\drivers\bfadfcoei.sys

\Windows\system32\drivers\bfadi.sys

\Windows\system32\drivers\bowser.sys

\Windows\system32\drivers\bowser.sys
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\Windows\system32\drivers\bridge.sys

\Windows\system32\drivers\bxfcoe.sys

\Windows\system32\drivers\bxois.sys

\Windows\system32\drivers\bxvbda.sys

\Windows\system32\drivers\cdfs.sys

\Windows\system32\drivers\cdrom.sys

\Windows\system32\drivers\cht4vx64.sys

\Windows\system32\drivers\CmBatt.sys

\Windows\system32\drivers\cng.sys

\Windows\system32\drivers\CompositeBus.sys

\Windows\system32\drivers\condrv.sys

\Windows\system32\drivers\dfsc.sys

\Windows\system32\drivers\disk.sys

\Windows\system32\drivers\dmvsc.sys

\Windows\system32\drivers\dxgkrnl.sys

\Windows\system32\drivers\E1G6032E.sys

\Windows\system32\drivers\elxfcoe.sys

\Windows\system32\drivers\elxstor.sys

\Windows\system32\drivers\errdev.sys

\Windows\system32\drivers\evbda.sys

\Windows\system32\drivers\exfat.sys

\Windows\system32\drivers\fastfat.sys

\Windows\system32\drivers\fcvsc.sys

\Windows\system32\drivers\fdc.sys

\Windows\system32\drivers\fileinfo.sys

\Windows\system32\drivers\filetrace.sys

\Windows\system32\drivers\flpydisk.sys

\Windows\system32\drivers\fltmgr.sys

\Windows\system32\drivers\Fs_Rec.sys

\Windows\system32\drivers\fsdepends.sys

\Windows\system32\drivers\fxppm.sys

\Windows\system32\drivers\GAGP30KX.SYS

\Windows\system32\drivers\hdaudbus.sys

\Windows\system32\drivers\hidbatt.sys

\Windows\system32\drivers\hidusb.sys

\Windows\system32\drivers\HpSAMD.sys

\Windows\system32\drivers\http.sys

\Windows\system32\drivers\hwpolicy.sys

\Windows\system32\drivers\hyperkbd.sys

\Windows\system32\drivers\HyperVideo.sys

\Windows\system32\drivers\i8042prt.sys

\Windows\system32\drivers\iaStorAV.sys

\Windows\system32\drivers\iaStorV.sys
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\Windows\system32\drivers\ibbus.sys

\Windows\system32\drivers\intelide.sys

\Windows\system32\drivers\intelppm.sys

\Windows\system32\drivers\ipfltdrv.sys

\Windows\system32\drivers\IPMIDrv.sys

\Windows\system32\drivers\ipnat.sys

\Windows\system32\drivers\isapnp.sys

\Windows\system32\drivers\kbdclass.sys

\Windows\system32\drivers\kbdhid.sys

\Windows\system32\drivers\kdnic.sys

\Windows\system32\drivers\ksecdd.sys

\Windows\system32\drivers\ksecpkg.sys

\Windows\system32\drivers\ksthunk.sys

\Windows\system32\drivers\lltdio.sys

\Windows\system32\drivers\Isi_sas.sys

\Windows\system32\drivers\lIsi_sas2.sys

\Windows\system32\drivers\lIsi_sas3.sys

\Windows\system32\drivers\Isi_sss.sys

\Windows\system32\drivers\luafv.sys

\Windows\system32\drivers\megasas.sys

\Windows\system32\drivers\megasr.sys

\Windows\system32\drivers\mIx4_bus.sys

\Windows\system32\drivers\modem.sys

\Windows\system32\drivers\monitor.sys

\Windows\system32\drivers\mouclass.sys

\Windows\system32\drivers\mouhid.sys

\Windows\system32\drivers\mountmgr.sys

\Windows\system32\drivers\mpsdrv.sys

\Windows\system32\drivers\mrxsmb.sys

\Windows\system32\drivers\mrxsmb10.sys

\Windows\system32\drivers\mrxsmb20.sys

\Windows\system32\drivers\msfs.sys

\Windows\system32\drivers\msgpioclx.sys

\Windows\system32\drivers\mshidkmdf.sys

\Windows\system32\drivers\mshidumdf.sys

\Windows\system32\drivers\msisadrv.sys

\Windows\system32\drivers\msiscsi.sys

\Windows\system32\drivers\mskssrv.sys

\Windows\system32\drivers\MsLbfoProvider.sys

\Windows\system32\drivers\mspclock.sys

\Windows\system32\drivers\mspgm.sys

\Windows\system32\drivers\msrpc.sys

\Windows\system32\drivers\mssmbios.sys
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\Windows\system32\drivers\mstee.sys

\Windows\system32\drivers\MTConfig.sys

\Windows\system32\drivers\mup.sys

\Windows\system32\drivers\mvumis.sys

\Windows\system32\drivers\ndfltr.sys

\Windows\system32\drivers\NDIS.SYS

\Windows\system32\drivers\ndiscap.sys

\Windows\system32\drivers\NdisImPlatform.sys

\Windows\system32\drivers\ndistapi.sys

\Windows\system32\drivers\ndisuio.sys

\Windows\system32\drivers\NdisVirtualBus.sys

\Windows\system32\drivers\ndiswan.sys

\Windows\system32\drivers\ndproxy.sys

\Windows\system32\drivers\netbios.sys

\Windows\system32\drivers\netbt.sys

\Windows\system32\drivers\netvsc63.sys

\Windows\system32\drivers\npfs.sys

\Windows\system32\drivers\npsvctrig.sys

\Windows\system32\drivers\nsiproxy.sys

\Windows\system32\drivers\Ntfs.sys

\Windows\system32\drivers\null.sys

\Windows\system32\drivers\NV_AGP.SYS

\Windows\system32\drivers\nvraid.sys

\Windows\system32\drivers\nvstor.sys

\Windows\system32\drivers\pacer.sys

\Windows\system32\drivers\parport.sys

\Windows\system32\drivers\partmgr.sys

\Windows\system32\drivers\pci.sys

\Windows\system32\drivers\pciide.sys

\Windows\system32\drivers\pcmcia.sys

\Windows\system32\drivers\pcw.sys

\Windows\system32\drivers\pdc.sys

\Windows\system32\drivers\PEAuth.sys

\Windows\system32\drivers\processr.sys

\Windows\system32\drivers\ql2300i.sys

\Windows\system32\drivers\ql40xx2i.sys

\Windows\system32\drivers\qlfcoei.sys

\Windows\system32\drivers\rasacd.sys

\Windows\system32\drivers\rasl2tp.sys

\Windows\system32\drivers\raspppoe.sys

\Windows\system32\drivers\raspptp.sys

\Windows\system32\drivers\rassstp.sys

\Windows\system32\drivers\rdbss.sys




86
11443195.4012-037 90

\Windows\system32\drivers\rdpbus.sys

\Windows\system32\drivers\rdpdr.sys

\Windows\system32\drivers\rdpvideominiport.sys

\Windows\system32\drivers\refs.sys

\Windows\system32\drivers\rspndr.sys

\Windows\system32\drivers\sacdrv.sys

\Windows\system32\drivers\sbp2port.sys

\Windows\system32\drivers\scfilter.sys

\Windows\system32\drivers\sdbus.sys

\Windows\system32\drivers\sdstor.sys

\Windows\system32\drivers\secdrv.sys

\Windows\system32\drivers\SerCx.sys

\Windows\system32\drivers\SerCx2.sys

\Windows\system32\drivers\serenum.sys

\Windows\system32\drivers\serial.sys

\Windows\system32\drivers\sermouse.sys

\Windows\system32\drivers\sfloppy.sys

\Windows\system32\drivers\sisraid2.sys

\Windows\system32\drivers\sisraid4.sys

\Windows\system32\drivers\smbdirect.sys

\Windows\system32\drivers\spaceport.sys

\Windows\system32\drivers\SpbCx.sys

\Windows\system32\drivers\srv.sys

\Windows\system32\drivers\srv2.sys

\Windows\system32\drivers\srvnet.sys

\Windows\system32\drivers\stexstor.sys

\Windows\system32\drivers\storahci.sys

\Windows\system32\drivers\stornvme.sys

\Windows\system32\drivers\storvsc.sys

\Windows\system32\drivers\storvsp.sys

\Windows\system32\drivers\swenum.sys

\Windows\system32\drivers\tcpip.sys

\Windows\system32\drivers\tcpipreg.sys

\Windows\system32\drivers\tdx.sys

\Windows\system32\drivers\terminpt.sys

\Windows\system32\drivers\tpm.sys

\Windows\system32\drivers\TsUsbFlt.sys

\Windows\system32\drivers\TsUsbGD.sys

\Windows\system32\drivers\tsusbhub.sys

\Windows\system32\drivers\tunnel.sys

\Windows\system32\drivers\UAGP35.5YS

\Windows\system32\drivers\uaspstor.sys

\Windows\system32\drivers\UCX01000.5YS
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\Windows\system32\drivers\udfs.sys

\Windows\system32\drivers\uefi.sys

\Windows\system32\drivers\ULIAGPKX.SYS

\Windows\system32\drivers\umbus.sys

\Windows\system32\drivers\umpass.sys

\Windows\system32\drivers\usbccgp.sys

\Windows\system32\drivers\usbehci.sys

\Windows\system32\drivers\usbhub.sys

\Windows\system32\drivers\USBHUB3.5YS

\Windows\system32\drivers\usbohci.sys

\Windows\system32\drivers\usbprint.sys

\Windows\system32\drivers\USBSTOR.SYS

\Windows\system32\drivers\usbuhci.sys

\Windows\system32\drivers\USBXHCI.SYS

\Windows\system32\drivers\vdrvroot.sys

\Windows\system32\drivers\VerifierExt.sys

\Windows\system32\drivers\vhdmp.sys

\Windows\system32\drivers\viaide.sys

\Windows\system32\drivers\Vid.sys

\Windows\system32\drivers\volmgr.sys

\Windows\system32\drivers\volmgrx.sys

\Windows\system32\drivers\volsnap.sys

\Windows\system32\drivers\vpci.sys

\Windows\system32\drivers\vpcivsp.sys

\Windows\system32\drivers\vsmraid.sys

\Windows\system32\drivers\VSTXRAID.SYS

\Windows\system32\drivers\wacompen.sys

\Windows\system32\drivers\Wdf01000.sys

\Windows\system32\drivers\wfplwfs.sys

\Windows\system32\drivers\wimmount.sys

\Windows\system32\drivers\winmad.sys

\Windows\system32\drivers\winnat.sys

\Windows\system32\drivers\winverbs.sys

\Windows\system32\drivers\wmiacpi.sys

\Windows\system32\drivers\ws2ifsl.sys

\Windows\system32\drivers\wtimdrv.sys

\Windows\system32\drivers\WUDFPf.sys

\Windows\system32\ieetwcollector.exe

\Windows\system32\Locator.exe

\Windows\system32\LogonUI.exe

\Windows\system32\Isass.exe

\Windows\system32\mmc.exe

\Windows\system32\msdtc.exe




88
11443195.4012-037 90

\Windows\system32\msiexec.exe

\Windows\system32\ntoskrnl.exe

\Windows\system32\rsopprov.exe

\Windows\system32\rundll32.exe

\Windows\system32\smss.exe

\Windows\system32\snmptrap.exe

\Windows\system32\spoolsv.exe

\Windows\system32\sppsvc.exe

\Windows\system32\svchost.exe

\Windows\system32\Taskmgr.exe

\Windows\system32\TieringEngineService.exe

\Windows\system32\UIODetect.exe

\Windows\system32\userinit.exe

\Windows\system32\vds.exe

\Windows\system32\VSSVC.exe

\Windows\system32\wbem\WmiApSrv.exe

\Windows\system32\win32k.sys

\Windows\system32\winload.exe

\Windows\system32\winlogon.exe

\Windows\system32\winresume.exe

\Windows\system32\winspool.drv

Ha nporpammHomM yposBHe (c nomMouwbro pegakropa NP4 ACED32.EXE)

\Windows\system32\aclui.dll

\Windows\system32\activeds.dll

\Windows\system32\adsldpc.dll

\Windows\system32\advapi32.dll

\Windows\system32\advapi32.dll

\Windows\system32\advpack.dll

\Windows\system32\api-ms-win-appmodel-identity-11-1-0.dll

\Windows\system32\api-ms-win-appmodel-runtime-internal-11-1-0.dll

\Windows\system32\api-ms-win-appmodel-runtime-I1-1-0.dll

\Windows\system32\api-ms-win-appmodel-runtime-I1-1-1.dll

\Windows\system32\api-ms-win-appmodel-state-I1-1-1.dll

\Windows\system32\api-ms-win-base-bootconfig-11-1-0.dll

\Windows\system32\api-ms-win-base-util-11-1-0.dll

\Windows\system32\api-ms-win-core-apiquery-l1-1-0.dll

\Windows\system32\api-ms-win-core-appcompat-I1-1-1.dll

\Windows\system32\api-ms-win-core-appinit-11-1-0.dll

\Windows\system32\api-ms-win-core-atoms-l1-1-0.dll

\Windows\system32\api-ms-win-core-bem-11-1-0.dll

\Windows\system32\api-ms-win-core-biplmapi-11-1-1.dll

\Windows\system32\api-ms-win-core-com-l1-1-0.dll
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\Windows\system32\api-ms-win-core-com-11-1-1.dll

\Windows\system32\api-ms-win-core-comm-11-1-0.dlIl

\Windows\system32\api-ms-win-core-com-private-11-1-0.dll

\Windows\system32\api-ms-win-core-console-11-1-0.dlIl

\Windows\system32\api-ms-win-core-console-12-1-0.dll

\Windows\system32\api-ms-win-core-crt-11-1-0.dll

\Windows\system32\api-ms-win-core-crt-12-1-0.dll

\Windows\system32\api-ms-win-core-datetime-l1-1-1.dll

\Windows\system32\api-ms-win-core-debug-11-1-0.dll

\Windows\system32\api-ms-win-core-debug-l1-1-1.dll
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\Windows\system32\api-ms-win-security-activedirectoryclient-11-1-0.dll

\Windows\system32\api-ms-win-security-appcontainer-11-1-0.dll

\Windows\system32\api-ms-win-security-audit-11-1-1.dll

\Windows\system32\api-ms-win-security-base-11-1-0.dll

\Windows\system32\api-ms-win-security-base-11-2-0.dll

\Windows\system32\api-ms-win-security-base-private-I1-1-1.dll

\Windows\system32\api-ms-win-security-credentials-11-1-0.dll

\Windows\system32\api-ms-win-security-credentials-12-1-0.dll

\Windows\system32\api-ms-win-security-grouppolicy-11-1-0.dll

\Windows\system32\api-ms-win-security-lsalookup-11-1-1.dll

\Windows\system32\api-ms-win-security-lsalookup-12-1-0.dll

\Windows\system32\api-ms-win-security-lsalookup-12-1-1.dll

\Windows\system32\api-ms-win-security-lsapolicy-11-1-0.dll

\Windows\system32\api-ms-win-security-provider-11-1-0.dll

\Windows\system32\api-ms-win-security-sddI-11-1-0.dlIl

\Windows\system32\api-ms-win-security-sddlparsecond-11-1-0.dlIl

\Windows\system32\api-ms-win-service-core-11-1-1.dll

\Windows\system32\api-ms-win-service-management-11-1-0.dll

\Windows\system32\api-ms-win-service-management-12-1-0.dll

\Windows\system32\api-ms-win-service-winsvc-11-1-0.dll

\Windows\system32\api-ms-win-service-winsvc-11-2-0.dll

\Windows\system32\api-ms-win-shcore-comhelpers-11-1-0.dlIl

\Windows\system32\api-ms-win-shcore-obsolete-11-1-0.dlIl

\Windows\system32\api-ms-win-shcore-registry-11-1-1.dll

\Windows\system32\api-ms-win-shcore-scaling-11-1-1.dll

\Windows\system32\api-ms-win-shcore-stream-I11-1-0.dll

\Windows\system32\api-ms-win-shcore-stream-winrt-11-1-0.dll

\Windows\system32\api-ms-win-shcore-sysinfo-11-1-0.dll

\Windows\system32\api-ms-win-shcore-thread-11-1-0.dll

\Windows\system32\api-ms-win-shcore-unicodeansi-11-1-0.dll

\Windows\system32\api-ms-win-shell-shellcom-11-1-0.dll

\Windows\system32\api-ms-win-shell-shellfolders-11-1-0.dll

\Windows\system32\apphelp.dll

\Windows\system32\apprepapi.dll

\Windows\system32\AppxAllUserStore.dll

\Windows\system32\authz.dll

\Windows\system32\BCP47Langs.dll

\Windows\system32\bcrypt.dll

\Windows\system32\bcryptprimitives.dll

\Windows\system32\BOOTVID.dII

\Windows\system32\browcli.dll

\Windows\system32\cabinet.dll




93
11443195.4012-037 90

\Windows\system32\certca.dll

\Windows\system32\cfgmgr32.dll

\Windows\system32\chartv.dll

\Windows\system32\CI.dlIl

\Windows\system32\clbcatq.dll

\Windows\system32\combase.dlIl

\Windows\system32\combase.dlIl

\Windows\system32\comctl32.dll

\Windows\system32\comdlg32.dll

\Windows\system32\credui.dll

\Windows\system32\crypt32.dll

\Windows\system32\crypt32.dll

\Windows\system32\cryptbase.dll

\Windows\system32\cryptsp.dll

\Windows\system32\cryptui.dll

\Windows\system32\cscapi.dll

\Windows\system32\csrsrv.dll

\Windows\system32\d2d1.dll

\Windows\system32\d3d11.dll

\Windows\system32\davhlpr.dll

\Windows\system32\dbgeng.dll

\Windows\system32\dbghelp.dll

\Windows\system32\dcomp.dll

\Windows\system32\devmgr.dll

\Windows\system32\devobj.dll

\Windows\system32\devrtl.dll

\Windows\system32\dfscli.dll

\Windows\system32\dhcpcsvc.dll

\Windows\system32\dhcpcsvc6.dll

\Windows\system32\difxapi.dll

\Windows\system32\dnsapi.dll

\Windows\system32\dpapi.dll

\Windows\system32\drvstore.dlIl

\Windows\system32\dsparse.dll

\Windows\system32\dsrole.dll

\Windows\system32\dui70.dll

\Windows\system32\duser.dll

\Windows\system32\dwmapi.dll

\Windows\system32\DWrite.dll

\Windows\system32\dxgi.dll

\Windows\system32\eappcfg.dll

\Windows\system32\efsadu.dlIl

\Windows\system32\efsutil.dll




94
11443195.4012-037 90

\Windows\system32\ELSCore.dll
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\Windows\system32\ntshrui.dll

\Windows\system32\odbc32.dll

\Windows\system32\ole32.dIl

\Windows\system32\oleacc.dll

\Windows\system32\oleaut32.dIl

\Windows\system32\oledIg.dll

\Windows\system32\pcacli.dll

\Windows\system32\pcwum.dll

\Windows\system32\powrprof.dll

\Windows\system32\printui.dll

\Windows\system32\profapi.dll

\Windows\system32\propsys.dll

\Windows\system32\psapi.dll

\Windows\system32\PSHED.dIl

\Windows\system32\puiapi.dll

\Windows\system32\rasapi32.dll

\Windows\system32\rasman.dll

\Windows\system32\regapi.dll

\Windows\system32\rpcrt4.dll

\Windows\system32\RstrtMgr.dll

\Windows\system32\rtutils.dlIl

\Windows\system32\samcli.dll

\Windows\system32\samlib.dll

\Windows\system32\scecli.dll

\Windows\system32\sechost.dlIl

\Windows\system32\secur32.dll

\Windows\system32\SensApi.dll

\Windows\system32\setupapi.dll

\Windows\system32\SHCore.dlIl

\Windows\system32\shdocvw.dll

\Windows\system32\shell32.dll

\Windows\system32\shell32.dll

\Windows\system32\shlwapi.dll

\Windows\system32\slc.dll

\Windows\system32\spfileq.dll

\Windows\system32\SPInf.dll

\Windows\system32\sppc.dll

\Windows\system32\srvcli.dll

\Windows\system32\sspicli.dll
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\Windows\system32\sspisrv.dll

\Windows\system32\tapi32.dll

\Windows\system32\tbs.dll

\Windows\system32\twinapi.appcore.dll

\Windows\system32\twinapi.dll

\Windows\system32\urimon.dll

\Windows\system32\user32.dll

\Windows\system32\userenv.dll

\Windows\system32\UXInit.dll

\Windows\system32\uxtheme.dll

\Windows\system32\vaultcli.dll

\Windows\system32\version.dll

\Windows\system32\virtdisk.dlIl

\Windows\system32\vpnikeapi.dll

\Windows\system32\w32topl.dll

\Windows\system32\wcmapi.dll

\Windows\system32\webio.dll

\Windows\system32\webservices.dlIl

\Windows\system32\Websocket.dll

\Windows\system32\wer.dll

\Windows\system32\werui.dll

\Windows\system32\wevtapi.dll

\Windows\system32\winbrand.dll

\Windows\system32\WindowsCodecs.dll

\Windows\system32\winhttp.dll

\Windows\system32\wininet.dll

\Windows\system32\Winlangdb.dll

\Windows\system32\winmm.dlIl

\Windows\system32\winmmbase.dlI|

\Windows\system32\winnsi.dll

\Windows\system32\WinSCard.dll

\Windows\system32\winsta.dll

\Windows\system32\wintrust.dll

\Windows\system32\wkscli.dll

\Windows\system32\WIdap32.dll

\Windows\system32\wmicInt.dll

\Windows\system32\wow64.dll

\Windows\system32\wow64cpu.dlIl

\Windows\system32\wow64win.dll

\Windows\system32\ws2_32.dll

\Windows\system32\wtsapi32.dll

\Windows\system32\xmllite.dll
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MpunoxeHnue 13. Cnucok pannos CMNO «MNAN LUNNKA>» ansa
64x 6uTHbIX OC Windows, pekoMeHAYyEeMbIX ANI KOHTPONSA
LLeJIOCTHOCTU Ha annapaTtHOM ypOBHeE MNpu yCTaHOBKe
koMmnnekca C3N HCOA «AKKOP4 - Win64»

\WINDOWS\SYSTEM32\OSCIAPI.dII

\WINDOWS\SYSTEM32\syswow64\OSCIAPI.dII
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NIUCT PETUCTPALUN UBMEHEHUN

CoaeprkaHue nameHeHusa (o6HoBNeHUN)

Oata

NMpuMeyaHue

MpoBeaeHa agopaboTka AOKYMEHTaUMKM B CBS3U C BbIXOAOM
Bepcmmn x.0.10.53.




