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AHHOTALUMUA

Hactoawmnn p[oOKyMeHT gBngeTca obwmm onuMcaHneM MnporpaMmMHOro
moaynsa (MM) «Macnopt MNO», npegHa3sHayYeHHOro Ass8 asBToMaTu3auuum
NpoOLLeCcCOB KOHTPOJIA 3@ U3MEHEHMEM CoCTaBa NporpaMMHOro U arnnapaTHoro
obecneyeHms M KOHTpons uenoctHoctn dawnnoe MO, yCTaHOBNEHHOro Ha
cpeacTBax BblYUCNNTENbHON TEXHUKW, COCTaB/IeHUS U 3aBepeHMs MnacnopToBs
MO, n coaep>xuT onmcaHuve:

— HasHayeHusa NM «lNacnopt MO»;

—  CTPYKTYpbl U pyHKUMOHMpoBaHus MM «Macnopt MO».
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1. HasHa4yeHue MM «IMacnopT NMNO»

MporpaMMHbIM MOAYNb MNpeAHa3HadyeH As19 aBToMaTM3auum NpoLeccoB
KOHTpPO/SIA 3@ W3MEeHeHMeM CcocTaBa MporpamMMHOro U annapaTHOro
obecneyeHuns n KoOHTpona uenoctHoctn dannos MO n annapatHon yactu CBT,
COCTaB/IEHMS W 3aBEepeHMs MacnopToB MPOrpaMMHOrO M annapaTtHoro
obecneyeHus.

OcHoBHOM 3apadven, pewaemon moaynem «[lacnopt MMO», gaBnseTcs
KOHTPOJIb N (PUKCaLms COCTOSIHUS NPOrpamMMHON U annapaTHon cpeabl CBT.

O6bekTamMy aBTOMaTU3ALMKM ABASKOTCSA NMPOLECCHl KOHTPONsS n dukcauumm
cocTaBa MpoOrpaMMHOro M annapaTtHoro obecnedyeHus Ha MNOAKOHTPOSbHbIX
obbekTax (MKO) c uenbio BbIABNEHUA HECAHKLUMOHUPOBAHHbLIX U3MEHEHUWN B
HEM.

MoakoHTponbHbIMKM ob6bekTamMu MM «[MMacnopt MO» gasnawTca APM un
cepBepbl noa ynpasneHnem OC Microsoft Windows XP SP3/7/8/10,
Server 2003 R2 SP2/2008 wn Bblwe, (YHKUMOHMPYKOLWME KaK B COCTaBe
NOKaNbHbIX BbIYNUCINUTENbHbLIX CeTEeN, TaK U B aBTOHOMHOM peXxuMe, a Takxe
APM u cepsepbl nog ynpasneHnem OC Linux, paboTtatowmx ¢ deb-naketamm un
rpm-naketamu, GyHKUMOHUPYOWME B COCTaBe SIOKANbHbIX BblYUCINTENbHbIX
ceTen.

MM «Macnopt NMNO» npeaycmaTtpuBaeT oOAMH U3  ABYX BapWaHTOB
(dYHKUMOHNPOBAHUSA:

— «CoBMecTHada paboTta c Akkopa-Win32/64»;

— «CaMocTosaTeNbHbIN NPOAYKT».

Bblbop BapuaHTa QYHKUMOHWMPOBAHWUS  BbIMOJIHAETCA BO BpeMms
BbINOJIHEHNSA Npouenypbl ycTaHoBkU MM «lNacnopT MO>».

Mpun Bblbope  BapuaHTa paboTbl «CoBMecTHas paboTa C
Akkopa-Win32/64» MM «MacnopTt MNO» dpyHKUMOHUPYET coBMecTHO ¢ NMAK C3U
ot HCAO <«Akkopa-Win64» wnu TMAK C3W ot HCO <«Akkopa-Win32» (B
3aBMCMMOCTU OT pas3psaHOCTM ONepaunMOHHON CUCTEMBI).

Mpu BbIbOpe BapwuaHTa paboTbl «CaMocToATeNbHbIN MpoaykT»> [1IM
«Macnopt MNMNO» PYHKUMOHUPYET KaK MOSHOCTbIO CaAMOCTOATENIbHbIN MPOAYKT.

MporpamMmmHubin Moaynb (MM) «MacnopTt MNO» obecneunsaeT:

— aBToOMaTu4eckoe un py4yHoe dopmMmuposaHune cnmncka MNKO c pasbuskon
no noapasaeneHusm;

— CO34aHMe CcoCTaBa CKaHMpoBaHUs (NepedyHs  KOHTPOSIMpyeMblX
pacwmpeHni garnnos, obnactu ckaHmpoBaHusa) ansa kaxaporo MNMKO;

— BeaeHune yyvyeta kateropun MO (cnpaBoydHuka M0O);

— CKaHupoBaHue fiokanbHbiX aAnckoB MNKO no 3agaHHOMY pacnnCaHuio m
No KoMaHAe nepcoHasia B COOTBETCTBUM C 3a4aHHbIM COCTaBOM;

— CKaHMpoOBaHMe cocTaBa NporpaMMHoro obecneveHus Ha MKO;
— CKaHupoBaHWe cocTaBa annapaTtHoro obecneyeHus Ha MNMKO;
— @dopMumnpoBaHue npoekTta nacnopta O;



— 3aBepeHune nNpoekTa nacnopTta NPOCTON 3/IEKTPOHHOM MOAMUCHIO;

— MpoBepKa 3N1eKTPOHHOW NoAMNUCHK 3aBEpPSIOLWEro nacnopT;

— ¢dopMunpoBaHmMe OTYETHLIX PopM chopMmpoBaHHbIX nacrnopTtos MMO;
— CpaBHeHMWe NpoeKTa nacnopTta C 3aBepeHHbIM MacnopToMm;

— MPOCMOTP WHGopMaumm 06 M3MEeHeHMsAX coCTaBa MPOrpaMMHOrO WU
annapaTHoro obecneyeHms U COCTOSIHUS MPOrpaMMHOM N annapaTHOM
cpeabl;

— CpaBHeHUe ABYX 3aBepeHHbIX NacnopToB Mexay cobou;

— perucTtpaumsi AencTemin nonb3osaTtenen (M3 ymcna nepcoHana M
«MacnopTt MNO») Ha ynpaBnsaoWeM KOMNOHEHTE;

— peruncTtpaums cobbiTMii Ha NOAKOHTPO/IbHbIX 06beKTax.

2. CtpykTtypa n ¢pyHkumoHupoBaHue MM «lMacnopTt MNO»
2.1. OcHoBHble anemeHTbl MM «IMacnopT NMO» 1 X B3anmogencrTeune

OcHoBHble aneMeHTbl MM «[MacnopT MNO»:
1)cepBuc obMeHa coobieHnsamm RabbitMQ (nanee RMQ);

2)6a3a aaHHbIx MM «Macnopt MNO»;
3)cepBepHbIt kKoMnoHeHT MM «[MacnopT MNO» (nanee - cepsep);

4)KOMNoOHeHT ynpaeneHusa [IM  «[acnopt NO» (panee - APM
ynpasneHus);

5)KAneHTCKnn KoMnoHeHT M «[acnopTt MNO», ycTaHaBAMBaeMbl Ha
NOAKOHTPOSIbHbIE 06beKTbl cncteMbl (aanee - MKO).

Bcsa cTpyktypa M «[acnopt MNO» cTpouTCca BOKpYr cepsBuca obmeHa
coobeHmnamm RabbitMQ. Yepes 3ToT cepBmMcC NponcxogmTt o6MeH AaHHbIMU U
OoTNpaBkKa KoMaHA AN1s BbiNoNHeHUS onepaunn MM «Macnopt MO».

Cepsep B/1 Cepsep MM
«[Macnopt MNO»

APM Cepsep RMQ
ynpaBneHus

PucyHok 1 - OcHoBHble 351eMeHTbl MM «Macnopt MNO>» un nx B3ammogencreme
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Bce cepBepHble KOMNOHEHTbI (cepBep 6a3bl AaHHbIX, cepBep Rabbit MQ un
cepBepHbIn KOMMOHeHT MM «MacnopT MO») MoryT 6bITb Kak pa3HeceHbl (Kak
NnoKasaHo Ha cxeme), Tak U obbeauMHeHbl Ha OAHOM cepBepe, B OAHOM
cepsepHon OC. HacTporka B3anMOAENCTBUA MeXAy KOMMNOHEHTaMM OnncaHa B
NOKYyMeHTe «PyKOBOACTBO MO 3KCMayaTaumm».

LleHTpanbHbIM KOMMNoHeHTOM [IM  «[lacnopt MNO» gaBnsercs cepsep,
KOTOPbIA OCYLLECTBNSAET B3amMmoaencTtene c 6a30M AaHHbIX KOMMJEKCca u
BbICTYNaeT B KayecTBe aHaJMTUYECKOro LueHTpa npoAayKTa: Ha HeM
dbopMMpylOTCS NpoeKTbl nacnopTta, MNpPoOM3BOAUTCA CpaBHEeHWe nacrnopTos,
oTcnexumsaeTcsa pacnmcaHme onpocos KO n BkatoveHue/BbikntoyeHume MKO.

Ons B3anmoaencteusa cepsepa ¢ MNKO B pexunme peanbHOro BpEMEHWU Ha
cepBepe n Ha KO noctossHHO paboTatoT cepBucbl SPPOServerService.exe
(Cepsuc coobwenunin Nacnopt MO (cepeep)) n SPPOCIlientService.exe (Cepsuc
coobuweHunn Macnopt MO (KNMEHT)), KOTopble B3aUMOAENCTBYIOT C CEPBUCOM
RMQ. Takum obpasom, ana ctabunbHon pabotbl MM «MacnopT MO» AOMXKHbI
6bITb 3anyLweHobl n NOCTOSIHHO dyHKUMOHNPOBATL cepBUChI
SPPOServerService.exe, cepBuc RabbitMQ wn  knmeHTCKMM  cepBUC
SPPOClientService.exe.

OcTtaHoBKa ogHoro u3 cepsucos, cepsepa MM «[lMacnopTt NMO» nnn RMQ,
NPUBOAUT K BbIBOAY M3 CTPOS BCEN CUCTEMBI.

Ecnn Ha MNKO He 3anyckaeTcs waM npekpawaeTr cBok paboTy cepsuc
knneHTta, SPPOClientService.exe, 3To He BnuseT Ha paboty NKO B uenom, Ho
NMKO cTtaHoBUTCSA He AOCTYMHbLIM ANS yAaneHHOro ynpasneHus B pamkax M
«[Macnopt NMNO»: npoBeaeHna onpoca, NoJy4vYeHUs pesynbTaTa onpoca,
»xypHanos [KO.

APM ynpasneHns B3anMOAENCTBYeT C CEpBEPOM TOIbKO BO BpeMs paboThbl
ymunutel  SPPOARMControl.exe (ytunuta <«Moaynb ynpasnenHus [IM
«MacnopT MNMO») n Takxe B3aMMOAENCTBYET C cepBepoM yepe3 RMQ.

2.2. NMporpammHbie moaynu MM «IMacnopTt NMO» u nx
B3aumMoaencTeue

KntoueBbiMM nporpaMMHbiMmn Moaynamm B M «[lMacnopt NO» gaBnsaoTCcs
cepBucbl SPPOServerService.exe (cepsepHbin cepsuc M «[lacnopt MO»),
SPPOClientService.exe (knueHTcknin cepsuc NM «Macnopt MNO»), RabbitMQ.

B3anMonencrene cepBmcoB Apyr C APYroM OCyLeCTBASEeTCA nocpeacTBoOM
KnneHTckon 6mbnmotekn RabbitMQ.Client.dll, koTopas BKAO4YeHa B COCTaB
BCcex KoMnoHeHToB MM «[MacnopTt MNO>»:



KomnoneHT ynpasnexua NM «Nacnopr NO» KomnoneHT ynpasnexuna NM «lMacnopr ﬂ0»§

SPPOARMControl.exe

SPPOARMControl.exe

CommandLibrary.dll

RabbitMQ.Client.dll

RabbitMQ.Client.dl|
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Knuentckmi komnoxeHT MM «Macnopt MNO» Cepsep Rabbit MQ

SPPOARMControl.exe Cepsuc RabbitMQ

RabbitMQ.Client.dll

PucyHok 2 - NMporpamMmmHbie moaynu NM «MNacnopt MNO>» n nx B3BamMmoaencreme

B cepBepHOM M  K/IMEHTCKOM  KOMMOHEHTax C 6ubnmortekon
RabbitMQ.Client.dll paboTatoT HenocpeacTBeHHO cepBuchl MM «MMacnopTt MO».
Ha APM ynpaBneHnsa B3aMMmoaencTeme npomcxoamT nocpeactsom bmubnunortekum
CommandLibrary.dll, kKoTopas  TpaHCAUMpyeT JAaHHble W  KOMaHAbl,
nepeaaBsaeMble cepsepoM K obpaTHoO.

Kak BnaHo n3 cxembl, obpaweHue Kk NMKO npomsBoamMTCs TONbKO yepe3
cepBep: CHa4vana KOMaHAa  OTnpaBnseTcs Ha  cepBep, OTKyaa
nepeHanpasnsieTcsa Ha coorBeTcTBYytowmnn MNMKO, ecnn oH BkAtoYveH. Ecnun MKO
BbIK/IIOYEH, TO KOMaHAa OTMeHsIeTCcs C (popMMPOBAHMEM COOTBETCTBYHOLLErO
coobuweHmnsa 1 3anmcblo ero B XypHan cobbitnn. OxuagaHusa skntodveHms MKO ¢
COXpaHeHneM o4yepeam KoMaHa He NpoM3BOAUTCS.

UTeHne M 3anucb AaHHbIX M3 6a3bl AaHHbIX TakXe BbINOJHAETCA 4yepes
cepsep MM «[MacnopTt MO».

[anee npueseaeH NnpuMep NOoToka KoMaHA M AaHHbIX A8 KOMaHAbl onpoca
MKO.



KomnoHeHT ynpasneHus CepsepHblii KOMNoHeHT MM
MM «lacnopt NO» «llacnopt NO»

Cepsuc
RabbitMQ

SPPOARMControl.exe

ba3a aaHHbIX [TM

KAWMEeHTCKMIA KOMMNOHEHT «Macn opT Nno»
MM «lMacnopt NO» : i

SPPORequestDIl.dll

PucyHok 3 - lIpyMep NoToKa KOMaHA U AAHHbIX AJ1I9 KOMaHAbl onpoca NMKO

KomaHaa onpoca npoxoauT cneayroLme 3Tanbl BbINOJIHEHUSA:

1. Jllobas komaHaa ot APM ynpaBneHusi, B TOM 4yucne Ha BbINOJHEHUE
ckaHupoBaHus NKO, Bcerga B nepBylo oyepedb NoctynaeTt Ha cepeep RMQ.

2. Ceppnc  RMQ aHanum3mpyeT nMOJIyY4EeHHbINW NaKeT AaHHbIX W
nepeHanpasnsgeT ero Ha cepsep.

3-4. CepBuc MM «lMacnopt NO» SPPOServerService.exe BblUNTbIBAET U3
6a3bl AaHHbIX NapaMeTpbl onpoca, ykasaHHoro MKO.

5. KomaHpga Ha BbinonHeHue ¢ napametpamu MNKO nepenaetcs cepBucy
RQM.

6. Cepanc RMQ aHanmampyeT MNOJIy4eHHbIX NakeT U nepeHanpasBnseT
KoMaHAy ykasaHHoMmy MKO. Ecnu MNMKO BbikAto4eH nnmn pabotaeT B aBTOHOMHOM
pexmme, TO KOMaHaa He byaet nepepnaHa u cepsuc SPPOServerService.exe
NONy4YnUT OTBET B BUAE OWNOKM CBSA3MN.

7. Cepsuc knmeHnta SPPOClientService.exe, NMKO, B oTBET Ha nosiyyeHue
KOMaHAbl CKaHMPOBAHWS Bbi3blBaeT ANS NpoBeAeHus onepauun bubnuorteky
SPPORequestDIl.dll n oTcbinaeT Ha cepBep OTBET «OMNPOC 3anyLUeH».

8. Mo 3aBeplieHNnN CKaHMpoOBaHUSA bubnunoTeka nepenaeT KIANEHTCKOMY
CepBuCy pe3ysibTaT onpoca.

9. CepBuc SPPOClientService.exe nepecbliaeT nakeT AaHHbIX CepBUCY
RMQ.
10. Cepenc  RMQ aHanum3umpyeT nMOJIy4eHHbIXW NakKeT AaHHbIX U
nepeHanpasnseT ero Ha cepsep MM «[MacnopT MO».

11-12. CepBuc SPPOServerService.exe npoussoauT pa3bop nakeTa,
dopMmpyeT NpoeKkT nacnopTa un 3anucbiBaeT ero B 6a3y AaHHbIX.

13. CepBuc SPPOServerService.exe co3faeT 3annucb B XXypHane cobbiTni
0 3aBepleHnmn onpoca NMKO u oTcbinaeTt AaHHble cobbiTusa B APM ynpasneHus
yepes cepsuc RMQ.

14. APM ynpaBneHus noay4yaeT 3anncb XypHana cobbiTuii 0 3aBepLleHnmn
npouecca onpoca 1 3anucb rnpoekTta nacnopta lMKO.



2.3. CocrtaB 6a3bl gaHHbIx MM «IMacnopT NMO»

B Tabnuue npeacrtaBneHo onucaHue Tabnuuy 6asbl  gaHHbiX M
«[MMacnopt MNO»
Ne HanmeHoBaHue HasHaueHue 3amMmeuyaHuna
Tabnunubl
1 Divisions Tabnnua nogpasgeneHun
2 ExcludedPaths Tabnuua, cogepxalias Crnnmcok

WUrHOPUPYEMBIX NyTEN,
BKJTIOYEHHbIX B COCTaB OMnpoca
MKO

3 FileExtensions Tabnuua, cogepxxawas Cnmcok
dhannoBbIX paclMpeHunia,
BKJ/THOUEHHbIX B COCTaB Onpoca
NnKO
4 IncludedPaths Tabnnua c nytamm onpoca lMKO,
BKJ/THOYEHHbIX B COCTaB Oonpoca
5 Logs Tabnuua xypHana MNM
«Macnopt NO»
6 MissedRequests Tabnuua, copgepxalias CNMcok
nponyLweHHbIX 3agaHun ana NKO
7 Passports Tabnnua nacnopTtoB CoaepXxuT onmcaTenbHyo
yacTb NacnopTa: onucaHue
NMKO, paty co3saaHus
npoekTa nacnopTa, AaTy
noanmcm, noanucb
nacrnopTa v mpou.
8 RequestTimes Tabnunua, cogepxxawas 3anucu
pacnmcaHumn onpoca MKO
9 Roles Tabnuua ponen nonb3oBaTenedn
MM «Macnopt MNO»
10 | SppoFileBlobs Tabnuua, cogepxallas cxaTtble CoaepXXuT pesynbTtaTbl
JaHHble CKaHMpoBaHusa dalisioBomn
cuctembl MKO B
COOTBETCTBUMU C
HaCTpoOMKaMmn orpoca
11 | SppoHardwareDevices | Tabnuua, cogepxallas CNMCKK
obopynoBaHus, yCTaHOBNEHHbIX
Ha MKO
12 | SppoProductsBlobs Tabnuua, cogepxawas cxaTtble CopepXxut pesynbTtaThl
OaHHble CKaHMPOBaHMS
yCTaHoBNeHHbIX Ha MNMKO
NporpaMMHbIX NPOAYKTOB
13 | SppoProducts Tabnuua, cogepxallas CrncKu
MpOrpaMMHbIX NMPOAYKTOB C
3a4aHHbIMW KaTeropmsamm
(rpynnamm)
14 | Templates Tabnnua wabnoHoB onpoca
15 | UserDivisions Tabnuua cBA3WM nNonb3oBaTenen 1
noapasaeneHuni
16 | Users Tabnuua nonb3osBatenen MM
«Macnopt NO»
17 | Workstatios Tabnunua NKO MM «MNacnopt MNO»
18 | _MigrationHistory Tabnunua Murpauui




CxeMa cBsizeil Mexay Tabnvuammn npeacTaB/ieHa HUXe.
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PucyHok 4 - CxeMa cBsizeit Mexxay Tabnmuamm 6asbl gaHHbix MM «MNacnopt MNO»




CBEAEHWUA O BHECEHHbBIX USMEHEHUAX U OOMNMOJIHEHUAX

OcHoBaHue
(HanMmeHOBaHue
, HOMep
AOKYMEHTa n
aara)

Aata
BHeCeHus
M3MEeHeHus

CoaeprkaHue N3MeHeHuN,
AOMNOJIHEHUM

A OJHKHOCTD,
dbamunnsa n
noanuchb anua
OTBETCTBEHHOI0 3a
BHeceHue
M3MEHEeHUM

10




