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1 Purpose of the Complex
The hardware and software complex “Business Secret” is a complex consisting of hardware and software designed for use on personal computers of IBM PC type, running under OS Microsoft Windows XP/Vista/7 (x32 or x64). The purpose of the complex is to ensure secure storage of user data with the help of the following means:

· Password user authentication;

· Mutual authentication of the special media device and the computer system with the use of a secure cryptographic protocol.
2 Structure of the Hardware and Software Complex “Business Secret”

The hardware and software complex consists of hardware and software.

2.1 Hardware

The following are the core hardware components of the hardware and software complex “Business Secret”:

· Special media device “Business Secret” (hereinafter referred to  as the “SM”);

· 2 special media devices of the authentication server (hereinafter referred to as the “SMAS”) – an etalon and an operating ones;

· 2 special media devices of the emitter (hereinafter referred to as the “SME”) – an etalon and an operating ones. 

The special media device “Business Secret” is a hardware module designed in the form of a flash drive with USB interface, which is aimed at secure storage of user data.
The special media device “Business Secret” has internal non-volatile memory with the capacity of 64-256 Kbyte, which is needed to store the internal SM software and the authentication data directly in the control unit. It has also an extra memory unit, with the capacity of not less than 2 Gbyte
, which is used to store the user data being protected. 
The SM can be produced in two variants: in the first one the flash drive encrypts the data stored on it, and in the second one it does not. If we speak about an encrypting flash drive, the user data is encrypted on the hardware basis when it is recorded in the internal memory of the SM. Then, in case the data is to be read, it is decrypted. These operations are performed transparently for the user. 
The special media device of the authentication server is a media device of the key data of the authentication server. 

The special media device of the emitter  is a media device of the emitter’s key data, which allows differentiating between various SMs emitted by different emitter organizations. 

The SMAS and the SME are similar to the SM in terms of their construction.

2.2 Software

The following are the core software components of the hardware and software complex “Business Secret”:
1) Software of the workstation (WS) consisting of the following elements:
· a driver of the SM for work within the operating system (OS);
· special operating system service;

· USB-device filter driver (to prevent access to any USB Mass Storage device except for USB Mass Storage drive “Business Secret”);

2) Software of the Authentication Server (AS) consisting of the following elements:

· a driver of the USB device;

· special operating system service;

· administrator tools;

3) Emission software consisting of the following elements:

· a driver of the USB device;

· emission tools.

Software of the Workstation is aimed at detecting the SM, authenticating (identifying) the SM using the AS, gaining access to the internal memory of the flash drive by the WS and blocking the use of other USB media devices. 

Software of the Authentication Server is run on a computer dedicated within the local network segment. It is aimed at performing remote operations for authenticating the SM in the WS and administering the SM. The software of the AS uses a SMAS as a media device of its own key data, which is similar to the SM in terms of its construction.

The emission procedure is used to protect the organization’s network from use of special media devices “Business Secret” of other organizations. The emission software uses a SME as a media device of its own key data, which is similar to the SM in terms of its construction.

3 Protection functions

Before its use, the SM should be registered in the AS of the local network, on the workstations of which the SM is to be used. Upon registration of the SM, a PIN code and a registration code are generated. In future the PIN code will have to be entered before the use of the SM on the WS or in case of changing the PIN code. The registration code is needed in case of re-registration, unblocking or deregistration of the SM.
The process of registration also requires exchange of authentication data between the SM and the AS. The authentication data of the AS is stored within the SMAS, which allows is recording and controlling its use.

The administrator may create an access control list for each SM by indicating the netnames of those WS, on which the SM may be used. 
Access to the USB drive within the memory of the SM on the workstation is provided only upon provision of the PIN code and upon performance of mutual authentication of the SM and the AS, which exchange messages in the local network using the software of the WS and the AS.

In case a wrong PIN code is entered three times in a raw, the SM is blocked. It can be unblocked in the AS with the help of the registration code. 
The administrator may activate a filter of USB media devices, which is a part of the WS software. It blocks the use of other USB media devices on the WS.

If there is a need to use the SM in another network segment, the SM should be re-registered in two stages. At first, the process of re-registration is prepared in the AS, in which the SM is registered. Then the SM is registered in a new AS. After that it may be used in the network segment served by this AS. In this case the SM is not deregistered in the previous network, and it may be used there further. 

The hardware and software complex “Business Secret” may be used with the following purposes:

1) Protection of corporate confidential data (including personal data, etc.) stored on USB media devices from third-party access in case of a theft or loss of the SM. In case of a theft or loss of the SM the intruder would not be able to register this SM on another computer, since he/she does not have the SMAS and does not know the registration code obtained at the moment of initial registration of the SM. Therefore, the content of the USB drive of this SM cannot be accessed;
2) Protection of corporate confidential data stored on USB media devices from access in case it is taken away from the organization:

- The administrator activates the filter of USB media devices, which allows using only the special media device “Business Secret” and blocks all other UBS media devices. Therefore, the user cannot copy corporate data to any other media device, except for the special media device “Business Secret”;
- Since the user has no SMAS and no registration code obtained at the moment of initial registration of the SM, he/she has no possibility to register the SM outside the company. Therefore, the data cannot be taken away from the organization.

A corporate customer intending to protect its computer system from the use of other organizations’ SMs, should perform emission of the SM with the help of emission tools. In case of emission, unique emitter’s data is used, which allows to subsequently differentiate between different SMs emitted by different emitters. This data is stored on a SME, allowing its recording and controlling its use.  
Secure use of the SMAS and the SME is ensured by use of two types of media devices: etalon and operating ones. Upon initialization of the AS or the emission tools, an etalon media device is created, which can be used only to perform the duplication operation. As a result of duplication, the necessary data is transferred from the etalon media device to the operating one, which, it its turn, cannot be used for duplication. Therefore, if the operating media device of the SMAS or the SME breaks down, a new one can be produced. Moreover, it is possible to produce several copies of the operating media device in accordance with the corporate security policy, for example, one SMAS for each administrator, or one SME for each regional affiliate. 
The security of this technology is based on the fact that gaining access to the user data requires three components created at the moment of registration of the SM: 
· User PIN code;

· Authentication information of the SM;

· Authentication information of the AS.

In case of a lack or mismatch of at least one of these components in the SM or the AS, the protocol of their mutual authentication (identification) fails, after which the SM and (or) the AS makes the decision to refuse to install the flash drive on the workstation. The core point here is that the decision is taken by the internal software of the SM, which provides access to the user data; that is why in case of a theft of loss of the SM, the data stored in it will not be output on the USB interface.

4 List of accepted terms and abbreviations
	OS
	Operating system 

	HSC
	Hardware and software complex 

	PC
	Personal computer

	WS
	Workstation 

	AS
	Authentication server

	SM
	Special media device

	SMAS
	Special media device of the authentication server 

	SME
	Special media device of the emitter  


� Memory capacity is to be determined in accordance with the Customer’s requirement while ordering the complex and is to be indicated in the order form.





