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AHHOTALUNWA

Hactoawmnmn [OKYMEeHT $BMSieTCS OMNUCaAaHUEM MNpPUMEHEHUsS NpPOrpamMMHO-
annapaTHOro Komnaekca 3awnTbl MHDOpMaLMM OT HECAHKLMOHMPOBAHHOIO AOCTyNa
— annapaTHOro MoAynsa AOBEPEHHOW 3arpy3kmn — «Akkopa-AMA3», nanee no TeKCTy
«Akkopa-AMA3» wmnn «KoMmnnekc», v npegHasHadeH Ans8 vy, NJaHUPYLWUX U
OpraHM3ylLWmnX 3awmTy nHPoOpMaLmMm C X NCMoAb30BaHUEM B CUCTEMAX U CpeacTBax
nHpopMaTnusaumm Ha b6ase N3BM.

B AokyMeHTe npuBeAeHbl oblwme NMpuHUMNbI U NpaBuna opraHnsaummn paboTbl
no obecneyeHnto KOHMUAEHUMANbHOCTU MHGOpPMaLUMN, OCHOBHble 3alUTHble
(pyHKUMM KOMNeKca, ero BO3MOXHOCTU, 0COBEHHOCTU YCTAaHOBKM U MPUMEHEHMUS.

Mepen  ycTaHOBKOWM UM 3Kcnayataumem  kKomnnekcos  «Akkopa-AMA3»
Heob6XoAMMO BHMUMATENbHO O03HAKOMUTBCA C KOMMJEKTOM 3KCrjayaTaunmoHHOM
OOKYMEeHTauMm Ha KOMMAEKC, a TaKXe TMpuHATb Heobxoaumble 3alluuTHble
OpraHM3auMOHHbIE Mepbl, peKOMeHAYyeMble B JOKYMEHTaLMNN.

NMpMeHeHue 3alMTHbLIX CPeACTB KOMMEKCOB AO/MKHO AOMOMAHSATbCA 06WwWuMu
MepaMun TexHn4yeckom 6e3onacHoOCTH.
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NMPUHATBIE TEPMUHbI N OBO3HAYEHUA

AgmuHncrtparop bUN (nan ABHW) - agmunHuctpatop 6e3o0nacHoCTU
nHdpopMaumn, NpUBUNErMPOBAHHbLIA MOSIb30BaTENb - AOJ/IHKHOCTHOE JINLO, MMElLee
ocobbit cTaTyc M abcontoTHble nonHomoumsa (cynepsusopa). AaMmHuctpaTop BU
opraHm3yeT YCTaHOBKY KoMmmsiekca B CBT, HacCTpOWKy 3alUMTHbIX MEeXaHM3MOB
KOMMaekca B COOTBETCTBMM C npaBamMu [AOCTyna nofib3oBaTenen, ocywecTBnsieT
KOHTPO/SIb MpPaBWIbHOCTM Mcnonb3oBaHna CBT C yCTaHOB/IEHHbIM KOMMJIEKCOM W
nepnoanyeckoe TeCTMpoBaHMe CpeacTB 3alnTbl KOMMJIEeKCa.

HAdoBepeHHass 3arpy3ka - 3arpy3ka OC TonbkO nocne npoBeneHus
KOHTPOJIbHbIX  npoueayp naeHTndUKaummn/aytTeHTMdunKaumm nonb3oBaTenen,
NPOBEPKN  LESIOCTHOCTU TEeXHWYeCKMX W nporpamMmHbix pecypcoB CBT ¢
MCMOJSIb30BAHUEM afiroOpMTMa nowaroBoro KOHTPOA LenoCTHOCTMW.

NpgeHTnbnkarop - cneuymanbHoOe YCTPOUCTBO, coaepXauwee YHUKaNbHbIN
NpU3HaK Mosb30BaTens, C KOTOPbIM 3aperncTpupoBaHHbIM NONb30BaTeNb BXOAUT B
CUCTEMY M KOTOPbIA UCMONb3YETCS CUCTEMOW AN OnpeaeneHus ero npas, a Takxe
ana  perncrtpaumm dakta A0CTyna WM XapakTepa BbIMOMHAEMbIX UMM paboT wunm
npeaocTaBasieMblX €My YCyr.

Monb3oBaresib — cybbeKT AocTyna K obbekTaM (pecypcam) CBT.
Ownbkn - wHPoOpMaums, BbIBOAMMAA Ha AUCMJIEN, YyKasblBalowas Ha
HenpaBWU/IbHOCTb AeNCTBUIM, cbon, aBapmm KoMMeKca.

MosicHeHns1 - 3aMe4yaHusl B OMWCAHMW HEKOTOPbIX KOMaHz, coAepxalime
pekoMeHAaunn agMuHUCTpaTopy BW no nopsaky WCnonb30BaHUS 3TUX KOMaHA.
MNosiICHEHMSA BblAENEHbI MENKUM LLIPUGDTOM.

CoobuweHns - vHdopMauuns, BbiIBOAMMASA Ha AUCNNEN, KOoTopas coobliaeTt o
aencrtemnax, Tpebyembix OT Mosib30BaTeNs, O COCTOSHUM NPOrpaMMbl U O HOPMaJibHO
3aBepLUEHHbIX AENCTBUSAX.
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1. HazHayeHue KoMMnJiekca

MAK C3WW HCO <«Akkopa-AM3» gaBnseTca NporpamMMHO-TEXHUYECKUM
CpeacTBOM, KoTopoe peanusyet dyHKUMNM no npefoTBpaLLeHunto
HECaHKLUMOHMPOBAHHOIO A0CTyna K MporpaMMHbiM U (KMNMN) TEXHUYECKUM pecypcam
CpeAcTBa BbIYMCAUTENIBHOM TEXHWUKWM Ha 3dTane ero 3arpyskm B COOTBETCTBUMU
TpeboBaHMAMM [OKYMeHTOB «TpeboBaHMs K cCpeacTBaM [AOBEPEHHOW 3arpysku»
(®CT2K  Poccumn, 2013), «TpeboBanHma no 6He3onacHoCTM  UHDOpMauun,
yCTaHaBAMBawLlme YpOBHM [A0Bepuss K CpeacTtBaM  TeXHWYEeCKoM  3awuThbl
nHpopMmaumm K1 cpeacrteam  obecrieyeHmsa  6e30MacHOCTU  MHPOPMALMOHHbIX
TexHonormnmn» (OCTOK Poccumn, 2018) n «lMpocdunb 3awmnTbl CpeacTsa AOBEPEHHOMN
3arpy3kum ypoOBHS MJaTbl pacClMpeHunst BTOPOro knacca 3sawmtbl. UT.CA3.MP2.M3»
(PCOK Poccun, 2013) npu  BbIMNOHEHUU OrpaHUYEHU, YKasaHHbIX B TY
26.20.40.140-079-37222406-2019.

MAK C3MN HCO «Akkopa-AM[3» obecneuymBaeT HeuTpanusauuto creaytowmx
OCHOBHbIX yrpo3 6e30nacHOCTU MHdopMaLmnn:

— HECAHKUMOHMPOBAHHbIM  A0CTYNn K WHPOpMaumMm 3a CUYET 3arpysku
HewTaTHOW onepaunoHHon cucteMbl (OC) n obxoaa nNpaBun pasrpaHUYeHMs A0CTyna
wTtaTtHOn OC u (unun) Apyrnx CpencTB 3aluTbl MHPOpMauun, paboTalowmnx B cpeae
wTtaTtHom OC;

— HapylweHne LenoCTHOCTU MNpOorpaMMHOM cpeabl CpenCTB BblUYMCINTENIbHOMN
TEXHUKN W (MNM) CcoCTaBa KOMMOHEHTOB annapaTHoro obecneyeHus CpeacTtB
BbIYNCNINTENBHON TEXHUKM B MHPOPMALMOHHOM CUCTEME;

— HapylleHune LLeNIOCTHOCTH NpOrpaMMHOro obecneyeHus cpeacTBa
AOBEPEHHOWN 3arpysKu;

— HeCaHKUMOHMPOBAHHOE M3MeHeHue KOoHdurypaumm (napameTpoB) CpeacTs
AOBEPEHHOWN 3arpysKu;

— npeogoneHne wnm obxoa dyHkum 6e3onacHOCTM cpeacTs AOBEPEHHOM
3arpysKu.



2. XapaKTepucTukm KoMmnsekca

Komnnekc  «Akkopa-AM[3»  BbiNnyCKaeTcd B MporpamMMHoO-annapaTHOM
MCNOJIHEHUMN.

Bcs nporpamMMHas 4yacTb KoMrekca (BkNtOYas cpencrtea
aAMUHUCTPUPOBAHUSA), CNMCOK MNosb30BaTesien U XypHan perucrpaumm pasMelleHbl
B DHEeproHe3aBUCMMOW MaMATU KOHTposnepa. DTUM obecneuynmBaeTCcsi BO3MOXHOCTb
npoBeaeHuns naeHTUuduKaummn/ayTeHTudunKaumm nonb3oBaTenen, KOHTpOJIA
LLe/TIOCTHOCTH TeXHUYECKNX n MpPOrpamMMHbIX CpeAacTs N2BM (PC),
aAMUHUCTPUPOBAHNA M ayauTa Ha annapaTHOM YpOBHe CpeACTBaMuM KOHTpoJiepa
KoMmnnekca ao 3arpyskm OC.

Komnnekc «Akkopa-AM/[3» peann3yeTcsa Ha OCHOBE Creumanm3npoBaHHbIX
KOHTPON/1EPOB «AKKOPA».

Komnnekc «Akkopa-AM[3» MoxeT npuMeHaTbcd Ha [19BM tuna IBM PC,
cepBepoB U pabouymx CTaHUMM, OCHOBAHHbLIX Ha MNpoueccopax C apxXUTeKTypon Xx86
(IA-32) nnn x86-64 (AMD64), o6bemom RAM He MeHee 128 M6awnT, npu Hanuumm
ceobogHoro cnota PCI-Express, miniPCI-Express wnu M2 (cornacHo Tuny
MCMOSIb3yeMOro cneumann3mpoBaHHOrO KOHTpoOJIsiepa) Ha MaTepuMHCKOM nnaTte
M2BM.

KoMnnekc HauynHaeT paboTy cpasy nocsie BbIMOSIHEHMS Koda cucteMHoro BIOS
KOMMNblOTEpa — A0 3arpy3ku ornepaumoHHON CUCTEeMbl, U obecneuynBaeT AOBEPEHHYIO
3arpyskyl.

OCHOBHbIMK dYHKUMAMKU KoMnnekca «Akkopa-AMA3» no 3awmte ot HCO K
MN2BM 1 MHMOPMaUMOHHBIM pecypcaM SABAAKTCA cneayrowme:

— 6nokupoBKa 3arpy3ku co cbeMHbix Hocutenen (FDD, CD/DVD-ROM, ZIP, USB-
HakonuTenem w Ap.) Ana  nonb3oBatenen, He obnagatowmx npasamum
aAMUHUCTPATOPOB;

— 6nokMpoBKa npepbiBaHUSA KOHTPOJIbHbIX Npoueayp C KiasuaTypbl;

—  unaeHTudukauyms rnosib3oBaTeNien C MCNO/b30BaHNEM dun3nyeckoro
3/IEKTPOHHOr0 U3a4enns — nepcoHanbHOro naeHTndmnKaTopa;

— ayTeHTudukaumsa  (noaTBepXAeHUs  AOCTOBEPHOCTM)  Nosb3oBaTesien C
MCMONb30BaHMEM Mapons AnuHoir ot 0 Ao 12 cumBOsIOB?), BBOAMMOIO C
KNnaBuaTypbl B 3aWMLWEHHOM OT packpbiTus suae (B BuAe CMMBONOB <*>);

— annapaTHbI KOHTPOJIb LESIOCTHOCTU CcocTaBa 060pyaoBaHUSA KOMMNbKOTEPA,

CUCTeMHbIX obnacTten, ¢annoB U KaTanoros, BbIMNOAHSEMbIA A0 3arpys3Ku
onepaunuoHHOW CUCTEMbI;

— annapaTHbIM  KOHTPO/Sb UenocTHOoCTU peectpa OC cemenctBa Microsoft
Windows;

— [OBEepeHHas 3arpy3ka OnepaumoHHOM CUCTEMbl, a TaKXe AOoBepeHHas
3arpy3ska CUCTEMHOro u npuknagHoro MO, B TOM 4yucne npu oAHOBPEMEHHOMN

) TMompo6uee cM. pasnen «IIpuHATHIE TEPMHUHBI, 0603HAYEHHUS H COKPANIEHHsD» HACTOSIIETO JOKYMEHTA.

2 Jlna mogmeneil «Axkopa-AMI3» (TY 4012-038-11443195-2011 u TY 26.20.40.140-079-37222406-2019) Bepcun
0.3.11.47 maxkcuManbHOE JOIYCTUMOE 3HaU€HHE JUIMHBI Tapoist — 63 cUMBOJIA.



yCTaHOBKE Ha AMCKax WinM B pasgenax aucka [19BM  HecKonbKux
Npon3BosibHbIX OC, @QYHKUMOHMPYOLWNUX C MOAAEPXKOM MNpencTaBleHHbIX
dannoBbIX CUCTEM;

aBTOMATM4eCKoe BeAeHMe >XYpHana perucTtpupyembiX CcobbITUA Ha 3ITane
AOBEPEHHON 3arpy3ku onepaumoHHOM CUCTeMbl (B SHEeproHesaBnucumMon GasLw-
NaMsaTy annapaTHOM 4YacTu KOMMJeKca);

aaMmnHucTpuposaHme AMA3 (pernctpauuns nonb3oBatenen n nx nepcoHasnbHbIX
NAEHTNPUKATOPOB, CO34aHUE U yAaneHue rpynn nosb30oBaTesien, reHepauns
naposis nonb3oBaTenss W onpepeneHne ero napaMeTpoB, Ha3Ha4vyeHune
06bEKTOB AN KOHTPONS LENOCTHOCTM W PEeXWMMOB KOHTponsa, pabota c
XXYPHaNoOM permcrpaumm CUCTEMHbIX CO6bITUIA U AENCTBUA MoONb3oBaTenemn) um
pasgesieHne npas aAMUHUCTPATOPOB KOMMEKCA;

3aZlaHne BPEeMEHHbIX OrpaHn4YeHnn Ha AoCTyn nonb3oBaTtenen Kk MN3BM (PC) B
COOTBETCTBUM C YCTAHOBJIEHHbIM A1 HUX PEXUMOM paboTbl;

WHTEerpaumsa C ApyrMMM  nNporpaMMHo-annapaTtHbiIMM M NPOrpamMMHbIMU
komnnekcamn C3M HCO cemennctea <«Akkopa», C3UM HCO apyrux
npounssoanTenen.



3. YcnoBusa NnpMMeHeHUsa KoOMMJeKkca

Ona  yctaHOBKM  KoMMiekca «Akkopa-AMA3»  Tpebyetca  crnepyrowmn

MUHUMasbHbIN COCTaB TEXHUYECKUX U nporpaMMHbIX CpeacCTB:

N>BM Ttuna IBM PC, cepBep win paboyas CTaHUMSA, OCHOBaHHas Ha
npoueccope c apxutektypon x86 (IA-32) wnmn x86-64 (AMD64),
dyHKUMOHMpPYIOLWas noa ynpasneHuem onepaumoHHOM CUCTEMBI,
nogaepxusatwouwen noby n3 cneayrowmx dannosbix cucteMm: FAT12, FAT16,
FAT32, NTFS, Ext2, Ext3 Ext4, FreeBSD UFS/UFS2, QNX4, QNX6, XFS;

Hanunune ceobonHoro cnota PCI-Express/miniPCI-Express/M2 (B COOTBETCTBUM
C TUMOM crneunannu3npoBaHHOro KOHTpOJIJiIepa) Ha MaTtepmHckon nnate MNM23BM.

Ons addekTMBHOro NpUMEHeHNs CPeACTB 3allunTbl KOMMJIEKCA U MoAAEpPXaHUS

HeobxoanMoro ypoBHA 3awmuweHHocTn M3BM (AC) U MHPOPMaUMOHHLIX pecypcoB
TpebyeTtcs:

dusmnyeckasa oxpaHa N3BM (AC) n ee obopyaoBaHUSA C NOMOLLBIO TEXHUYECKUX
CpeacTB, CneuuanbHOro nNepcoHana, WAnM  ApYyrnx  OpraHU3aumOHHO-
TEXHUYECKNX Mep, B TOM 4ucCie npoBeAeHue MeponpusaTU No HeaoMnyLWeHMIo
N3bATUSA KOHTpPOJIIEpa KOMMEKCa;

Hannymne aAMUHMCTpaTopa 6e3onacHoCTH nHbopmaumm -
NPUBUNErMPOBAHHOIO  Mosib30oBaTens, wuMewwero ocobbln  CcTaTyc W
abcontoTHble nosiHOMoumns. O6sa3aHHOCTM agMuHUcTpaTtopa BU no npumeHeHuto
KOMNAeKca M3/0XeHbl B [AOKyMeHTe <«PykoBOoACTBO aAMMHUCTpAToOpa
11443195.4012.038 90 11443195.4012.054 90 37222406.26.20.40.140.079
90 37222406.26.20.40.140.097 90»;

y4yeT HocuTenenm nHpopMaumm n naeHTMPunKaTopoB Nosb3oBaTenen;
nepunoamnmyeckoe TeCTMpoBaHMe CpeacTB 3alnTbl KoMniekca «Akkopa-AM/A3».
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4. CocTaB KOMMJieKkca

Komnnekc C31N HCO «Akkopa-AM/3» BbiNyCcKaeTCsl B NporpaMMHo-annapaTHOM
MCNOJIHEHNN N BKJIIOYAET:

— CcrneuvanuM3npoBaHHbIM KOHTponnep (Aanee no TeKCTy — KOHTponnep) ¢
npefycTaHOBNEHHOW Ha 3Tane M3roToBfIeHUS pe3uAeHTHOW onepaunoHHOWN
cpenomn;

— (dYyHKUMOHaAnNbHOE nporpaMMHoe obecnedyeHne (panee no Tekcty - OrMO),
paboTatollee B pe3anaeHTHOW onepaumoHHON cpeae.

Pe3snpeHTHas onepaunoHHasa cpega u OO Ha sTane U3roToBEHNUA KOMIMJIeKca
obbveanHsalTCcs B eaunHoe pe3naeHTHoe [0 (firmware) wu  pasMmewarTcs B
3HeproHesaBucMMon GsaWw-NaMaT cneunann3npoBaHHOro KOHTposiepa.

Moaudukauma  KOHTpo/ssiepa  onpeaensieTcs  pa3sMepoM UM LWMHHbIM
NHTepdelicoM. Pe3naeHTHas onepaunoHHas cpeaa KOHTpoJssiepa BKKYAET:

—  pe3naeHTHble ApaliBepbl Creunann3npoBaHHbIX KOHTPOJIEPOB;
—  pe3naeHTHble ApaliBepbl NEPCOHasbHbIX MAEHTUDUKATOPOB.

®MNO gaBnaetca S4pOM  3aluMTbl U peanusyeT KOMMAeKC Mep no 3awuTe
nHdpopmaumm ot HCA.

CocTaB pe3nmaeHTHOro nporpamMHoOro obecnedyeHus KOMMAekca npuBedeH B
Tabnuue 1.

Ta6nuuya 1 - CoctaB pesuaeHTHoro nNo

KoOMnoHeHTbI CocraB Ha3Ha4yeHue NMpuMmevyaHue
PesnpgeHTHas PesnageHTHbIe gpaliBepbl Cpepa N3MeHeHue He BINSET Ha
onepauuoHHas | cneymanmn3dnpoBaHHbIX dYHKUMOHMPOBaHUS | dyHKUMOHAN s4pa 3awwuTbl
cpena KOHTPO/1€POB U oro nHgopmauum ot HCA
rnepcoHasibHbIX
MAEHTNPUNKATOPOB
oro AMDZ-NG-GUI Aapo 3awuTsl Mpn nameHeHUnN HeobxoamMMo
MHdopMauum ot rnpoBegeHmne NHCNEKLMOHHOIo
HCAO KOHTpONg nsaenusa
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5. 0co6eHHOCTM 3alMTHbIX (PpYHKLMN KOMIJIEeKCca

«Akkopa-AM/13» - 3TO NpoCTOM WU u4pe3BbldanHO 3MHEKTUBHbIM KOMMAEKC
annapaTHO-NMPOrpamMmMHbIX CpeacTs, NO3BONSOLWNMN OopraHu3oBaTb 6e3
aononHutenbHoro MO B coctaBe OC, «3N1eKTPOHHbIN 3aMOK» C MYHKUNAMN KOHTPONS
LEeNOCTHOCTU CUCTEMHbIX oOb6nlacTen >XeCcTKoro Aucka W npuknagHblX Mporpamm
(dbannos) ana nbbix pacnpocTpaHeHHbIX TUMNOB (anNOBbIX CUCTEM.

3almnTHblE CDYHKLI,MM KOMIMJIEKCaA peaIN3yroTCAa NCMNOoJIb30BaHNEM:

1) OncumnnnHel 3awmntel oT HCA k M2BM (PC), Bkao4yas naeHtTUdukaumio
nonb3oBaTesien no YHWKaNbHOMY uAeHTUdUKATOPY WM UX ayTeHTUdUKaumio
(noaTBepXxaeHne NOASIMHHOCTM) C y4eTOM HeobXxoAMMOM ANIMHbI Naposis, BPEMEHMU
€ro XW3HW, orpaHnyeHneM BpeMeHun gocrtyna cybvekta k N2BM (PC).

2) KOHTpONS LEeNOCTHOCTU KPUTUYHBIX C TOYKU 3peHUss MHGPOPMALMOHHOM
6e30nacHOCTM CUCTEMHbIX obnacten m dannos, NpPorpaMMm U AaHHbLIX A0 3arpy3Ku
OC- AuCUMNAMHBI 3alWKUTbl OT HECAHKLMOHMPOBAHHbLIX MoAUMDUKaLNUN U LOBEPEHHOWN
3arpy3ku OC.

3) Opyrnx MexaHM3MOB 3alluuTbl B COOTBETCTBUM C HOPMaATUBHbIMU
AOKYMeHTaMu no 3awmnTte n TpeboBaHnsaMM 3aka3uymnka.

HapgexHocTb (QYHKUMOHMpPOBaHUS cuctembl 3awmntel M3BM (PC) ot HCA
obecneumBaeTcsa BbliNonHeHneMm cpeacrtsamm C3U HCO «Akkopa-AM3» cnepyrowmx
YyCNOBUIA:

1) [JlocToBEpHO YyCTaHOBMlIeHA HEM3MEHHOCTb anmnapaTtHou 4actu [129BM,
cuctemHoro BIOS, kpuTtuuHbix dannos OC M NpuknagHbiX rnporpaMm Ans AaHHOro
ceaHca paboTbl.

2) KpoMe npoBepeHHbIX MporpamMm B [AaHHOW MporpaMMHo-anmnapaTHoMm
cpeae MN3BM (PC) He 3anycKanocb U He 3anycKaeTcss HUKAKMX UHbIX MPOrpamMm.
3) NcknioyeH 3anyck nMpoOBEpeHHbIX nporpamMM B  KakKoW-nbo WHOM

CMTyauun, T.e. BHE MpPOBEPEHHOW Cpelbl — NpU YCTAaHOBNEHHOM crneunanbHoM MO
C31 HCAO.

4) Ycnosusa 1-3 BbINOAHAKTCA B 060N MOMEHT BpeEMEHW ANnsa BceX
nonb3oBaTesien, ayTeEHTUDUUNPOBAHHbBIX 3aWMUTHbIM MEXAHM3MOM KOMIJIEKCaA.

OcobeHHocTbto C3M HCO «Akkopa-AM[3» aBnseTcs npoBeaeHne npoueayp
naeHTudukKaumm, ayTeHTMduKaumMm W  KOHTPOAS LEeNOCTHOCTM A0 3arpysku
onepauuvoHHOM cucteMbl. ITO0 obecrneumBaeTcd nepexBaToM  yrpaBieHus
KOHTPO/IIEPOM KOMMJEeKca BO BpeMs TakK HasbliBaemon npouenypbl ROM Scan, cyTb
KOTOPOM 3aK/itoyaeTcs B CleAyoLem:

B npouecce HayanbHOro crtapTa nocne npoBepKM OCHOBHOro obopynoBaHus
BIOS MN2BM (PC) HauYMHaeT  NOUCK BHELWHUNX M3y B AnmanasoHe
800:0000+E000:0000 c warom B 8 K. lNMpusHakoM Hanuuunga MN3Y aBngaeTcs Hanmuymne
cnosa AA55H B nepBOM cnoBe npoBepsieMoro WMHTepsana. Ecnn gaHHbIM npusHak
obHapyXxeH, To B cneaywouweM bante coaepxutcsa annHa M3Y B cTpaHmuax no 512
6anT.

3aTeM BbIYUCISIETCA KOHTPONbHas cyMMa Bcero lM3Y, U ecin oHa KOppeKTHa -
6yneT npousBeAeH BbI30B Mpoueaypbl, pacrnofioxeHHolh B M3Y co cMeuweHueMm 3.
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Takaa npoueaypa o06bI4MHO WUCMoONb3yeTca AN  uHuuuanmsauunm BIOS nnat
pacwmnpeHnd, yctaHoBeHHbIX B NN2BM.

B C3N HCO «Akkopa-AM[3» B 3TOM npoueaype npoBoaMTCA MHULMANU3aums
BHyTpeHHero BIOS’a kKoHTponnepa, nepexBaT TOYKM 3arpy3ku w BO3BpaT B
npoueaypy ROM Scan. Takon anropuTtM obecneumBaeTr  KOpPPEKTHYIO
MHMUMann3auuno Bcex yctponcTts MN2IBM. lMocne 3aBepleHnsa npoueaypbl ROM Scan
ynpasneHue rnepegaeTcs Ha TOYKY 3arpy3ku, M 34eCb YyXe HaYMHaeT BbIMOSIHATbLCS
nporpamMa, 3anumcaHHas B 3HeproHe3aBMcMMOM NaMATUM KOHTponnepa. CrapTyeTt
cobctBeHHas OC C3UM  «Akkopa-AM[3», BbINOAHAKTCA  mnaeHTUduUKaums,
ayTeHTUdUKauMsa nonb3oBaTensl, KOHTPOJb annapaTtypbl U (annoB Ha >XXECTKOM
ancke. MNpu nonbitke HCO nnn HapyweHUn LesioCTHOCTU BO3BpaT U3 npoueaypbl He
NpoONCXoANT, T.e. AanbHenwas 3arpy3ka BbINOHATbLCA He byaeT. BHyTpeHHee [0
KOHTpoO/iIepa TakKXe WCK/YaeT BO3MOXHOCTb 3arpy3kum [19BM €O CbeMHbIX
HocuTenen (FDD, CD/DVD-ROM, ZIP, USB-HakonuTenen vn ap.) Ans nonb3oBaTtenen,
He BXOASWMX B rpynny aagMMHUCTPATOPOB.

NMocne npeabsBNeHUs NEPCOHANbHOrO0 MAeHTUdUKaTopa MNPOU3BOAUTCS
ayTeHTUdUKaumsa nonb3oBaTtens. [lony4dyeHHble JAaHHble CayXaT OCHOBOM Ans
BblYNCNEHNSA Xew-PYyHKUMN, N MO 3TOMY 3HAUYEHUIO OCYLLECTBAAETCH NMOUCK B CNMCKe
3aperucTpupoBaHHbIX NOJSib30BaTesien, KOTopbiM XpaHutca B DHIT KOHTponnepa.
Ecnn nonb3oBatenb 3aperncrpuposBaH B KOHTposuiepe AM/[3, TO BbINOAHSAETCH
KOHTPOJIb LLe/IOCTHOCTU YCTaHOB/IeHHbIX B [M19BM (PC) TeXHM4YeCKnX n NporpaMmMHbIX
CpeAcTB NO CMUCKY, CO34aHHOMY agMUHUCTpaTopoM bU.

Ona npoBeaeHuMs npoueaypbl  ayTeHTUdMKaAuMM NpenycMOTPEH  PEXUM
oTobpaxeHuss Npu BBOAE NapoNas B CKPbITOM BuAe - B BUAe CUMBONOB <*>., DTUM
3aTpyAHSeTCqS BO3MOXHOCTb pPACKpbITUS AMYHOrO Mapofass M MUCNOSb30BaHuUS
yTpauyeHHoro (MoxXuweHHoro) naeHtndumkaTtopa.

OcHoBOW ANs AOCTMXEHUA HaAeXHOro (PyHKUMOHMPOBAHUSA CUCTEMbI 3allUThbl
ABNAETCA KOHTPOJSIb LLENIOCTHOCTU TEXHMYECKMX U nporpaMMHbix cpeacts MN2BM (PC)
nepen KaxablM ceaHcoM paboTbl nosib3oBaTens. DTuM obecneumBaeTcsa 3awmTa oOT
HECaHKLMOHMPOBAHHbIX MoAUMMUKAUMIA U BHEAPEHUS pa3pyLluatowmx NporpaMMHbIX
BO34ENCTBUIN (3aKNa4oK, BUPYCOB U T.A4.).

KoHTponb wuenoctHocth B C3UN HCO <«Akkopa-AM[3» BbINOMHSAETCS Ha
annapaTtHOM YypoBHe (cpeacTBaMM KOHTposiiepa KOMMAEeKca) C WUCNOoAb30BaHUEM
anroputMa nowarosoro (CTyneH4YaToro) KOHTPONs LEeNOCTHOCTU, CYTb KOTOpPOro
CBOAUTCSA K cnepymoweMmy - A8 KOHTPONsS AaHHbIX Ha i-M JIOFMYECKOM YpOBHe uX
npeactaBneHnss aAnsa  4JTteHnsa  TpebyeTca  MCNONb30BaHME  NpeaBapuTeNibHO
NPOBEPEHHbIX Ha LLeJIOCTHOCTb npoueayp i -1 - ro ypoBHS.

MporpaMmbl, peanusylolmMe MexaHU3M KOHTPOAS LENOCTHOCTM KOMMNeKca,
aZiIMUHUCTPUPOBAHUA N ayauT paboTbl Nonb3oBaTesien, 3allULEeHbl OT MNOAAENKN U
HECaHKUMOHMPOBAHHOW MoaAudUKaAUMKM 3@ CYET WX XpaHeHuMs B  obnactm
SHEpProHe3aBUCUMOM NaMsATM, KOTOpas 3allulieHa OT 3anucu.
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6. NMNocTaBKka KOMMJIeKca

Komnnekc C3M HCA <«Akkopa-AMA3» ana TM2BM (PC) nocraBnsietcsa B
KOMMJIEKTHOCTK, cooTBeTCcTBYoWwen TY 26.20.40.140-079-37222406-2019.

Moandukaumsas TexHUYeCcKuxX Ccpeacts UM cneymanbHOro nporpaMMHOro
obecneyeHuns, NOCTaBASEMOro COBMECTHO C KOMMJIEKCOM, OroBapMBaeTcsa Npu 3akase
B COOTBETCTBMM C NOTPeOHOCTAMKM 3aKa3umka 1 ykasbliBaeTcs B hopMmynspe.
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7. YCTaHOBKAa U HAaCTpOMKa KOMIJIeKca

YcTaHOBKa KOMMJEeKCa OCyWwecCcTBAseTCcs, KakK npasBuiao, crneunanncramu
3AKA34YNKA (MOTPEBUTENA) B cooTBeTCTBUMM C TpeboBaHUAMM 3KCMAyaTaLMOHHOM
AOKYMeHTauumn.

YcTaHoBKa M HacTporka komnnekca C3M HCO «Akkopa-AM/13» BkAoyaeT:

1)YcTtaHoBKY nnatbl KOHTponnepa B cBob6ogHbIM  cnoT  [19BM -  cwm.
«PykoBoacTtBo no ycTtaHoBke» (11443195.4012.006 98 11443195.4012.006 98 05
11443195.4012.038 98 11443195.4012.054 98 37222406.26.20.40.140.079 98
37222406.26.20.40.140.097 98).

2)Perncrtpaumto agMuHucTpatopa bW (cynepsusopa), B TOM 4ncne HaCTPOMKY
KOMMjieKkca B COOTBETCTBMM C KOHpUrypaumem TexHudeckmnx cpeacts [19BM
(noapobHee cM. «PykoBOACTBO MO yCTaHOBKe» U «PykoBoACTBO aAMUMHUCTpaTopa»,
BXOASLWME B KOMMNJIEKT NOCTaBKMU KOMMNeKca).

1)Perncrtpaumio nonb3oBaTtesieM U HACTPOWKY 3aLUNTHbIX CPeACTB KOMMNaeKkca -
cM. «PykoBoactBo aammHucTpatopa» (11443195.4012.038 90 11443195.4012.054
90 37222406.26.20.40.140.079 90 37222406.26.20.40.140.097 90).
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8. YnpaBneHue 3awmutom nHopmMmaumm

Co3pnaBaeMas CTpyKTypa 3awnTtbl MHpopmauun B NMIBM (AC) npu npuMeHeHunu
komnnekca C3W HCO <«Akkopa-AMA3» p[os/mkHa noaaepXmBaTbCsd MEXaHU3MOM
yCTaHOBMIEHNS nonHoMoumn nonb3osatenam [M2BM (AC) wu  ynpaBneHneMm wux
AOCTYMOM K MHdopMaumu.

Ona storo Ha npeanpusatun (ydpexaeHuun, dpupme v T.4.) co3gaeTtcs cnyxba
6esonacHoctn uHPopmauun (CBU) wnm Ha3HadaeTca OTBETCTBEHHOe Jnuo
(aaMunHucTpaTtop 6e3onacHoCTU MHMOPMaLUKMN), Ha KOTOPbIX Bo3naraertca pa3paboTka
M BBOA B AENCTBME OpraHnU3auMOHHO-NMPaBOBbIX AOKYMEHTOB MO NpuMeHeHuto NM3BM
(PC) c BHegpeHHbIMW cpencTBaMM 3aWUTbl KOMMnekca <«Akkopa-AMA3». 2TuMmun
AOOKYMeHTaMun npeaycMaTpuMBaeTcad BeAdeHue psafda Y4yeTHbIX UM 06beKTOBbIX
AOOKyMeHTOB  (Hanpumep, <«XXypHan y4yeTa BblAAHHbIX WAEHTUPUKATOPOB>,
«UHCTpYKUMM 1o npuMmeHeHunto [129BM ¢ ycTaHoBMeHHbIMM KoMnnekcamn C3U
«AKKOpA» AONS pasfINYHbIX KaTeropum AO/MKHOCTHbIX nuy v ap.). B paspaboTke
Heobxoanmon aokymeHTaumm OKB CAlP MoxeT okasaTb HEO6XO0ANMMYIO MOMOLLb.
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9. OrpaHuquvm no npuMeHeHNI0 KoMminJjiekCa

1. MAK C3N HC[ «Akkopa-AMA3» MOXeT Mcnosb3oBaTbCs B cocTtaBe M2BM
C UeHTpanbHbIM npoueccopoM apxutekTypbl x86 (IA-32) wnu x86-64 (AMD64), c
obbeMOM AMHaMuyeckon ornepaTtmBHon namatTM (RAM) He MeHee 128 M6, npwu
Hannunm ceBoboaHOro pasbeMa Ha MaTepuHckon nnate M2OBM, cooTBeTCcTBYHOWErO
™My KOHTpoepa AM/[3. Tunbl KOHTpPO/1ePOB «Akkopa-AMA3» C
COOTBETCTBYOLMMM UM WMHHBIMU MHTepdencamm Ha MaTepuHcKkon nnate [12BM
npeactaBseHbl B Tabnuue 2. PacnonoxeHune 3/1eMeHTOB M pa3beMOB Ha naaTtax
KOHTpOMINepoB <«AKKOpA» pas3fIMyHbiX Moaudukaumm CcM. B «PykoBoacTtee 1o
yCTaHOBKe» (11443195.4012.006 98 11443195.4012.006 98 05
11443195.4012.038 98 11443195.4012.054 98 37222406.26.20.40.140.079 98
37222406.26.20.40.140.097 98).

Ta6aunua 2 - Tunbl KOHTpoOJIepoB «Akkopa-AM[3»

LUvHHBIN MHTepdeiic cnota CBT Tvn KOHTpoOJZIepa
PCI-express Akkopa-GX
mini PCI-express Akkopa-GXM
Akkopa-GXMH
M.2 Akkopa-GXM2

2. MAK C31N HCA «Akkopa-AMA3» npepnonaraet Hannume Ha N2BM nobon
n3 OC, nogaepxxusatowen gannosble cuctemol FAT12, FAT16, FAT32, NTFS, Ext2,
Ext3 Ext4, FreeBSD UFS/UFS2, QNX4, QNX6, XFS.

3. 3anpewaeTtca yaaneHHoe aamumHuctpuposaHue MAK «Akkopa-AMA3» wu
B3ammogencteme ¢ agpyrumm C3M no AOBepeHHbIM MapLlipyTaM npu B3aMMOAeNCTBUU
C YNOJIHOMOYEHHbLIMU CybbeKTaMu.
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10. NMpaBoBble acneKkTbl NPUMMEHEHUA KOMIJIeKca

MporpaMMHoO-annapaTHbiM  KoMmnnekc «Akkopa-AMIA3» wn conyTcTBylowas
OOKYMeHTaumMs 3aliMmiuleHbl 3aKOHOM Poccmum 06 aBTOpCKMX nMpaBax, a Takxe
nosioXxkeHnammn MexayHapogHoro [lorosopa.

Jlloboe wucnonb3oBaHMe [AHHOrMO KOMMJeKca B HapylweHue 3akoHa 06
aBTOPCKUX MpaBax WM B HapyweHue nonoxeHun 3 Ha komnnekc «Akkopa-AMI3»
byneTt npecnenoBaTbCA B YCTAHOB/IEHHOM MOpsAKe.

ABTOpCKkMe npaBa Ha nporpaMMHoO-annapartHbii komriekc C3U HC/A
«Akkopa-AM/A3» u nocraBsiseMoe C HUM cneuymasnbHoe 10O npuHagnexar
OKb CAIlP

Paspewaetca Agenatb apXumBHble KOMWW  CreuuasbHOro  MNpPOrpamMMHOro
obecneyeHns komnnekca <«Akkopa-AM3» ans wucnonb3oBaHusa [loTpebutenem,
KOTOpbIN Npnobpen KOMMAEeKC B YCTAHOBMIEHHOM MNopsiaKe.

Hun npu kakmx ob6cCTosATenbCTBax MOCTaBasieMoe CcreumasibHoe nporpamMMHoe
obecneyeHne He pacnpocCTpaHseTcs Mexay ApyrMMu npeanpuatuamm (dpupmamm) m
nvuamu.

Yoanate B npoaykumm OKB CATMP yBeaomneHune 06 aBTOPCKMX MNpaBax He
AOoNyCcKaeTCsa HU NMpu Kaknx obcTtosTenbCTBax.

Mpn HeobXoAMMOCTU MPUMEHEHUS CpeacTB KoMmnnekca «Akkopa-AMA3» ans
APYruX Uenen peleHne 3TOoro BOMpoca BO3MOXHO TOJMIbKO MNpU  Hannymm
NMMCbMEHHOro cornacus paspaboTumkos.

OTMeTuM, 4TO npeabliaylwime OorpaHudeHmss He 3anpewarT JierajsbHbiM
Nnofb30BaTesiAM  pacrnpocTpaHaTb COBCTBEHHble WCXOAHble KOAbl WAWM  MOAYSN,
CBA3aHHble C npuMeHeHmeMm cneumanbHoro MO ana komnnekca «Akkopa-AMA3».
OnHako, TOT, KTO nMoONy4dYaeT TakKue WUCXOoAHble KOoAbl WM  MOAYNU, [AOJIKEH
npuobpectn cobCTBEHHYK KOMUIO Hawero cneumanbHoro MO, 4yTobbl Ha 3aKOHHOM
OCHOBaHMM UCMOSIb30BaTb €ro n MMeTb cepTudmKaT COOTBETCTBUA.

OTHOCMTENbHO (MU3MYECKMX 3K3EeMMNAAPOB annapaTtypbl M AOKYMEHTauuu,
nocTtaBNsieMbIX B cocTaBe Komriekca «Akkopa-AMA3», OKB CAIP rapaHTupyeT ux
MCMPaBHOCTb B COOTBETCTBMM C rapaHTUMHbIMKM 06s3aTenbCTBaMU, YKa3aHHbIMWU B
dopmMynspe.

Mpn o6bHapyxeHun owunbok wnnu pedekToB Monb3oBaTesb HanpasngeT
noapobHyto peknamaumio B OKB CAIP B ycTtaHoBneHHOM nopsiake. lpu 3ToM
obs3aTenbHbIM SBASIETCS HaMuMe CEPUMHOro HOMepa Ha nnaTte KOoHTpossaepa W
dopMynsipa Ha KOMMJEKC.

Komnnekc «Akkopa-AMA3» nocTaBnseTca nno npuHUMNY «as is», T.e.
BNnajenblbl aBTOPCKMX MpaB HU MpU Kakux obcTtosaTenbCTBax He npenycMaTpuBatloT
HMKaKOM KOMMNEeHCaumMun 3a AONONHUTENbHbIE YObITKM Mosib30BaTeNns, Bka4as ntobole
notepu npubbian, NOTEPU COXPAHHOCTU UAKN Apyrue ybbITKM BCNeACTBME aBapUNHbIX
cuTyaumm wam ux nocneactemi, yO6bITKW, KOTOpble MOryT BO3HWKHYTb WU3-3a
NCMOSIb30BaHUSA NN HEBO3MOXHOCTU MCMOb30BaHMS HAWeEN NMPoAYKLUMN.

Mpn nokynke u npuMeHeHUU KoMmmniekca <«Akkopa-AMA3» npeanonaraercs,
4YTO MNOKynaTeNb 3HAaKOM C AaHHbIMKM TpeboBaHUSMM WU COrfaceH C MOJSIOXKEHUAMMU
HacToslwero pasaena.
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11. TexHunyeckana noaaepIKkKa

B cnydyae HeobxoammocTm koHcynbTaumm AO «OKB CAIlP» npeanaraeTr 6e3
AOMONIHUTENBbHOM oOnNnaTbl C MoHeaenbHuMka no naTHuuy ¢ 10-00 go 18-00 (nmo
MOCKOBCKOMY BpeMeHW) obpaliaTtbcs no tenedoHaM:

+7 (495) 994-49-96

+7 (495) 994-49-97

+7 (926) 762-17-72

WM Mo aapecy aneKTpoHHOW nouTbl help@okbsapr.ru.
Haw agpec B HTepHeTe http://www.okbsapr.ru/.



