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AHHOTALMUA

Hactoawmnmn OOKYMEHT ABMAeTCH PYKOBOACTBOM nosib3oBaTens
cneumanbHOro nporpaMmHoro obecneveHus «Akkopa-KVM» (aanee no TekCTy -
CNO «Akkopa-KVM»), npeaHasHayeHHOro Ans 3awuTtbl  WMHPPACTPYKTYp
BUPTyannsauun, nocTpoeHHbliX Ha 6aze KVM.

B AOKyMeHTe npuBeaeHo onmcaHme ocobeHHocTen paboTbl Nonb3oBaTeNen
WHPPACTPYKTYpbl BUpTyanumsauumm, 3awmuwaemon ¢ nomouwbio CMNO «AkKopA-
KVM>»,

Mepean Hadanom 3kcnnyataumm CINO «Akkopa-KVM» pekomeHayeTcs
BHUMATE/IbHO 03HAKOMUTbLCH C KOMMNEKTOM 3KCrjlyaTauMOHHON LOKYMeHTauuu,
a TaKXe HOpPMaTMBHbLIMWU W METOAMYECKUMU [OKYMEHTaMW, peryavpyrowmmm
obecneyeHne 6esonacHoct wuHPopMaumm (BWN), Bknwyas nonutuky bBU
npeanpusaTMsa Unm opraHmsauunn, akcnnyatupytowen Cro «Akkopa-KVM».
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NMPUHATbLIE TEPMUHbI, OBO3HAYEHUA U COKPALLEHUA

AamuHncTparop BU — [OMXKHOCTHOE NUuo, MMmerowee ocobbl cTaTyc u
abcontoTHbie nonHoMmoums (cynepsusop). AaMuHuctpatop bW opraHmsyert
yctaHoBky CMNO «Akkopa-KVM» B [2BM, HacTponKy 3alMTHbIX MeXaHWU3MOB
CNO «Akkopa-KVM» B coOTBETCTBMM C NpaBaMuM A[OCTyna noJsib3oBaTenen,
OCYLLEeCTB/ISe€T KOHTPOJQIb 3a nMpaBW/bHbIM  KUcnosib3oBaHmem [19BM ¢
yctaHoBneHHbIM CIO «Akkopa-KVM» n nepuoanyeckoe TectTMpoBaHue CpeacTs
3aWMnThbl.

AgMUHUCTpaToOp HUHpacTpyKTypbI BUpTyannsaumm (NB) -
AO/HKHOCTHOE N0, OTBevatolee 3a HaCTponKy n obcnyxmnsaHue BU.

BupryanbHas MawwmHa (BM) - NOMHOCTbIO  M30JIMPOBAHHbLIN
NpoOrpaMMHbI KOHTEMHep, KOTopblin paboTaeT ¢ cob6CTBEHHOM onepaunoHHOWN
cuctemon (OC) wm  npunoxXeHmaMm noaobHO PU3MYECKOMY KOMMbHOTEPY.
BupTyanbHas MawuHa paboTaeT MNOAHOCTbKD aHaNornM4yHo GU3nNYecKomy
KoMnbloTepy 1 obnagaer co6CTBEHHbLIMU LEeHTpasibHbIM NPOLLECCOPOM, MaMSATLIO,
XXECTKUM OUCKOM U CeTeBbIM adanTepom.



1 O6LwWwue cBeaeHus

1.1 HasHauyeHne CIMO «Akkopa-KVM »

CNO «Akkopa-KVM»  npegHasHayeHO ANng  3aWuUTbl  BUPTYasbHbIX
WHPPACTPYKTYpP, MOCTPOEHHbIX Ha 6a3e KVM un ucnonbsyowmx 6mbnumorteky
libvirt B KauecTBe MHCTpyMEeHTa ynpaBaeHUs rmnepem3opom.

cno «Akkopa-KVM» nossosisieT KOHTpPONMpOBaTh LLe/TIOCTHOCTb
KomMnoHeHtoB BM (damnoB obuwero, npuknagHoro TNO w©“  AaHHbIX),
BbIMOJIHAEMbIX A0 UX 3anycka.

1.2 CoctaB CINO «Akkopa-KVM »

CneunanbHoe nporpamMMHoe obecneyeHune «AKkopa-KVM»,
ycTtaHaBnmeaemoe B OC Kkaxaoro cepeepa BupTyanusauumm (panee — cepsep),
BKNOYaeT B cebsa:

— nporpamMmHbin  Moaynb accordkvm, oTBe4yawwmnm 3a KOHTPOJb
LLeNOCTHOCTMN BMPTYasibHbIX MAalINH U UX KOMMNOHEHTOB;

— NporpaMMHbIn MOAY/Sb gemu, OTBeyawluin 3a nepexsaT cTapTa
BUPTYasibHbI MalUUH.

MakeT «Akkopa-KVM» koHTponupyeT Bka4veHne BM u obecneumsaet
BbINOJIHEHNE KOHTPOJIbHbIX npoueanyp A0 ee 3anycka. CIMNO «Akkopa-KVM»
nocrasendeTcs B Buae rpm-ganna.

1.3 YcnoBus npumeHeHus CMO «Akkopa-KVM»

1.4 TexHu4Yeckne ycrnoBus NpUMeHeHUsA

Ana YyCTaHOBKM Cno «Akkopa-KVM»  TpebyeTtcs cneaywowmm
MUHUMaNbHbIA COCTaB anmnapaTHbIX U NPOrpaMMHbIX CPeaCTB:

— Hanumume  UHOpPACTPYKTYypbl  BUpTyanusaumu noa  yrnpaBlieHMEM
onepaunoHHbix cuctem CentOS 7.4, CentOS 7.5, CentOS 7.6, CentOS 7.7,
CentOS 7.9, CentOS 8.0, CentOS 8.3, Debian 10, Debian 11, Ubuntu 22.04,
Ubuntu 20.04.3 LTS, AOS 5.15, «ROSA Virtualization» (PCIOK.10102-01), «P-
BupTtyanmsaumsa Linux 7.5», H3C CAS Virtualization Platform, nporpamMmmHoro
KoMrekca «Cpeacrtsa BUpPTYanumsaumu «bpecT» (PALIM.10001-02),
NporpaMMHOro npoAaykTa cpeabl BupTyanusaumm <«PEO BupTyanusauuns»
(RU.29926343.62.01.29-PBT-01) wnn nnatdopmbl BupTyanusaumm HOSTVM
(XOCT) Bepcun 4, noctpoeHHoOM Ha 6aze TexHonornm KVM C nMcnonb3oBaHMEM
libvirt Bepcuun He Huxe 1.2.8;

— Tun nogknoyvaemblx anckos BM - RAW n qcow?2;

— TWN CeTeBOro CoeAWHEeHWUsi, YCTaHOBNeHHoro ansa BM - npsmoe
noakntouyeHme (direct), BHyTpeHHsI9 ceTb (network), wan ceTeBOM MOCT
(bridge);

— HaJnume AONONHUTENbHbIX 6MBNOTEK, YcTaHOBEHHbIX B OC cepBepa;
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— cooTBeTcTBMe Kaxaon BM Tonbko oaHomn rocteson OC;

— 06beM cBO6OAHOIO AMCKOBOIrO NpPOCTpaHCTBa Ansa pasmelweHus MO Ha
XXeCTKOM Aucke — He MeHee 100 M6anT (Ha cepBepe).

Takxe ansa apdPeKTUBHOro npmMeHeHmns cpeacts 3awmtbl CMNO «AkKopA-
KVM» 1 nopaepxaHma HeobxoaMMoro ypoBHSA 3awmuweHHoctTn [129BM  wu
MHPOPMALMOHHBIX pecypcoB Heobxoammo wucnonb3oBaHue CMNO C3M HCA
«Akkopa-X K» TY 509000-047-11443195-2011 naun (B TOM cny4ae, ecnu ans
WHPPACTPYKTYpbl BUpTyanmsauum tpebyetca npuMeHeHne Mmepbl «[loBepeHHas
3arpy3ka CepBepoB BMpTyanusauumu, BUPTyasibHOWM MalMHbl (KOHTenHepa),
cepBepoB ynpasseHusa BUpTyannsaumen» cornacHoO pyKoBOAAWMM AOKYMeHTaM
OCT2K Poccun) NAK C3UN HCL «Akkopa-X» TY 4012-026-11443195-2008 Ha
KaXX[l0M cepBepe BMpTyanamnsauyummn.

1.4.1 YcnoBusa opraHM3auMOHHOIro U TEXHONMOrM4YeCKoro xapakrepa

Ona addeKTMBHOroO MNpUMEHEeHns CpeacTtB 3aluuTbl W noaaeprKaHus
HeobxoanMoro ypoBHSA 3awmuweHHocTn M3BM mn MHMOPMaUMOHHBLIX pecypcoB
HeobxoaAnMO:

—  Hanuume agmuHuctpatopa BU. O6s3aHHOCTM agMuHucTpaTopa BU no
npumeHeHuto CMNO «Akkopa-KVM» n3noxeHbl B «PykoBoACTBE aAMUHUCTpaTopa
6e3onacHocT nHpopMaunm» (37222406.501410.073 90);

—  (dusnyeckas oxpaHa [M2BM n ee cpeacCTB C MOMOLWbIO TEXHUYECKUX
CpeAacTB, cneunasnbHOro nepcoHasna, Win Apyrnx opraHm3aumMoHHO-TEXHNYECKNX
MEpP;

—  yyeT HocuTenem nHpopMmaumm n aeHTUUKaATOPOB Nosib3oBaTenen;
—  rnepuoanyeckoe TeCTUpoBaHMe CpeacTB 3almThl;

— uncnosib3oBaHme B [19BM TexHMYeCKMX W MNporpaMMHbIX CpeacTs,
cepTmdunumpoBaHHbiX Kak B Cucrteme NOCT P, Tak n B TC3N.



2 PaboTta nonb3oBaTens

CNO «Akkopa-KVM» He HaknagblBaeT Kakux-nmbo orpaHnyeHum Ha
paboTy nonb3oBatenen ¢ BM, BxoadawmMm B COCTaB  3alULLEHHOWN
NHPACTPYKTYPbl BUPTyannsauuu. Monb3oBaTenu BbIMNOHAKOT cBOM
dYHKLUMNOHANbHblE 0693aHHOCTM B 06bIYHOM pexunme.



3 TexHn4yeckas nogpepxka

B cnyuyae Heobxoammoctn koHcynbTaumm AO «OKB CAlP» npeanaraet
6e3 AoNoSHUTENbHOW onnaTtbl C NoOHeAenbHMKa No natHuuy ¢ 10-00 go 17-00
(N0 MOCKOBCKOMY BpeMeHM) obpaluatbcs no TenedoHam:

+7 (495) 994-49-96

+7 (495) 994-49-97

+7 (926) 762-17-72

AN NO agpecy 3/1eKTPOHHOM MoYTbl support@accord.ru.
Haw agpec B UHTepHeTe http://www.okbsapr.ru.



