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AHHOTALUUSA

HacToawmnmn AOOKYMEHT 4BNSETCA ONMCAaHMEM NPUMEHEHUSA NPOrpamMMHO-
annapaTtHoOro KoMnjaekca 3awnuTbl MHPOpMaUUKN OT HECAHKLMOHMPOBAHHOIO AOCTYynNa
— annapaTHOro MoAyns AOBEPEHHOMN 3arpy3ku — «Akkopa-AM[3», nanee no TeKCTy
«Akkopa-AMA3» unn «KoMmnnekc», M npefgHasHadeH Ansa nauvd, NJaHUPYHLWUX u
OpPraHM3yoLWKnX 3aWwmTy MHDOpMaLnmM C X NCNOIb30BAHMEM B CUCTEMAX N CpeaCcTBax
nHdopmaTnulaumnm Ha 6ase MNMNIBM.

B nokyMmeHTe npuBeaeHbl obwme NpuHUUNbI U NpaBuia opraHmnsaumm paboTbl
no obecneyeHnto KOHPUAEHUNANBHOCTU WHMOPMALUMKN, OCHOBHbIE 3alUTHbIE
(pyHKUMM KOMNEKCa, er0 BO3MOXHOCTU, 0COBEHHOCTN YCTAaHOBKM U MPUMEHEHUS.

Mepea yCTAaHOBKOM W  3KCNAyaTauuenm  KomnnekcoB  «Akkopa-AM3»
Heo6Xxo0AMMO BHMMATENbHO O3HAKOMUTBCA C KOMMJEKTOM 3KChayaTauMOHHOM
AOKYMEHTAUMM Ha KOMMJEKC, a TaKXe TnpuHATb HeobxoauMbie 3allUTHbIE
OpraHM3auUMoOHHbIE Mepbl, pEKOMEHAYEMbIE B AOKYMEHTALMMN.

MpMMeHeHne 3alMnTHbIX CPeACTB KOMMIEKCOB AO/MKHO AOMOAHATbCA 06WuMm
MepamMm TeXHUYECKon 6e30nacHOCTM!.
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NMPUHATbBIE TEPMUHbI N OBO3HAYEHUSA

AgamuHncrparop bUN (mnam ABHW) - agmunHuctpatop 6e3onacHoCTu
nHdopMaLmmn, NpmMBUIErMpoOBaHHbINA MOMb30BaTeNb - AO/MHKHOCTHOE SINLO0, UMeloLlee
ocobbii cTaTyc M abcontoTHble nonHomouus (cynepsusopa). AaMuHucTpatop bU
OopraHusyeT YCTaHOBKY KoMmmjekca B [19BM, HaAcCTpoWKy 3aWMTHbIX MeXaHW3MOB
KOMM/JieKkca B COOTBETCTBMM C MNpaBaMu AOCTyrna Mosib3oBaTenen, ocylecrtenseTr
KOHTPOJIb 3@ NpaBU/IbHbIM UCNOJSIb30BaHMeM [12BM C yCTaHOBMIEHHbIM KOMIMJ/IEKCOM U
nepuoanyeckoe TeCcTMpoBaHue CpeacTB 3alnTbl KOMMNIEKCa.

AC - aBTOMaTM3MpoBaHHas cUCTeMa.
BH - 6e30nacHOCTb MHMOPMaLUU.

Naentnpukarop - nepCcoHanbHbIN annapaTHbIN naeHTndukaTop
nonb3oBatens (ycrponcteo "Touch-memory" DS-199x).
UcnosnbzoBarp naeHTngukarop - NPUNOXUTb NepcoHasibHbIN

naeHTMdMKaTOp NoNb30oBaTeNs K KOHTAKTHOMY YCTPOMCTBY CbEMHMKA MHGOpMaLnn.

MeHr - OKHO C n306bpaxeHnem KHOMOK C Ha3BaHMSAMM KOMaHA. [epemelleHuns
MO MEHIO OCYLLECTBASETCS C MOMOWbIO Knasnwmn <Tab>. Bbibop KOMaHAbI - KNaBuLLa
<Enter>, BbIX0A4 N3 MEHIO - KNaBuwa <Esc> mnm KoMaHaoOM B MEHIO.

HC/[ - HeCaHKUMOHUPOBAHHbIN AOCTYn.

OkHO BBopga/BbiBoga - CIyXuT Ana BBoda W oTobpaxeHums OyKBEHHO-
undpoBon MHGOPMaLMK, @ TaK Xe MOXET BbINONHATbL PYyHKUMM MeHto. CoaepXut
OKHO Ans BBoAa 6yKBEHHO-UMGDPOBON MHGOPMALMK, OKHA CMUCKOB, KHOMKWM KOMaHA,
OKHa dnaros. BeBoa 6ykBeHHO-UMMPOBOM WMHGPOPMALMM AO/KEH 3aKaHUYMBATbLCSH
HaxaTueMm knasuwun <Enter> wnm nepemeweHvem B Apyroe OKHO, ABMXEHWE Mo
MyHKTaM CMCKa B OKHE - C MOMOLWbIO Knasuw <Ctpenkn>. lNepemelleHne No oKHaM
M KHOMKaM KOMaHzA, BbI6Op KOMaHA M BbIX04 M3 OKHa - aHanorm4Ho paborte C MeHHo.

Ownbkn - wuvHboOpMauns, BbIBOAMMAS Ha AUCMIJEeN, YyKasblBawwas Ha
HenpaBWAbLHOCTb AENCTBUIN, cbon, aBapum KOMMieKkca.

Monb3oBaresnb — cy6bekT AocTyna K obbvektam (pecypcam) [2BM.

lMosicHeHMnsa - B ONWCaAHWUM HEKOTOPbIX KOMaHA [AalTCsA MOSICHEHUS U
pekoMeHaauun aamuHucTpatopy BU ana ncnonb3oBaHums 3TUX KomaHA. MNosicHEHUS
BblAeNEHbl MENKUM LIPUDTOM.

NP4 - npaBuia pasrpaHnUyeHnsa gocrtyna.
Pr1B - pa3pylwatoLlme nporpaMMHble BO3AENCTBUS.
CBT - cpeacTtBa BblYMCNNTENBHOWM TEXHUKN.

CoobwyeHns - nHdopmaums, BbIBOAMMAS Ha AUCMMEN, KOTopas coobuiaeTt o
AENCTBUAX, TpebyeMbiX OT Mosib30BaTeNs, 0 COCTOSHUWU NPOrpaMMbl U O HOPMaJbHO
3aBEpPLUEHHbIX AENCTBUSIX.



NEPEYEHb COKPALLEHUNA

AMA3 AnnapaTHbIn MOAYNb ALOBEPEHHOM 3arpy3Ku

ABU AoMUHUCTpaTop 6e3o0nacHOCTU MHpOopMaUnm

AC ABTOMATU3NpPOBaHHasa CUCTeMa

BCI1O BcnomoratenbHoe cneymanbHoe nporpaMMHoe obecrnevyeHmne
N1BC JlokanbHasa BblYUCIUTENbHASA CETb

HCO HecaHKUNOHWUPOBAHHbLIN AOCTYMN

OC OnepauynoHHaa cucrema

MAK MporpaMMHO-annapaTHbIN KOMMNAEKC

MK MepCcoHanbHbIN KOMMNbIOTEP

no NMporpaMMHoe obecrneyeHune

nea Mpasuna (NOANTUKN) pasrpaHnyeHns 4ocTyna

MNaBM [MepcoHanbHasa 3/1EKTPOHHO-BbIYUCNUTENbHAA MalUMHA
PC Pabouasa ctaHuums

CBT CpeacTBO BbIYNCINTENBHON TEXHUKU

C3un CpeacTtBo 3awmTbl MHpOpMaL MK

TY TexHn4yeckue ycnosus

Clalll DHeproHesaBncmMMasl NnaMsaTb




1. HazHayeHMe KoMnJsiekKkca

MporpaMMHo-annapaTHbIN KOMNAeKc 3aWMnThbl nHdopmaumm oT
HECaHKUMOHMPOBAHHOIO A0CTyna — annapaTHblii MOAYJ/lb LOBEPEHHOM 3arpy3ku -
«Akkopa-AM3» npeaHasHadyeH Ans npuMmeHeHus Ha M3BM (MK) tnna IBM PC gns
3awmTbl M2BM (AC) 1 nHdpopmaumoHHbIX pecypcos oT HCl n KOHTpPONs LenoCTHOCTU
dannos n obnacten HDD (B TOM 4YMCAe U CUCTEMHbLIX) MPW MHOIOMOJSIb30BATEIbCKOM
pexume nx aKcnayataumn.

Komnnekc npeactaBnser cobon COBOKYMHOCTb TEXHUYECKUX M MPOrpaMMHbIX
CpeacTB, NpeaHa3HayeHHbIX ans obecneyeHus 3awWmTbl TEXHUYECKMX cpeacTts MNIBM
n nHpopmaumn ot HCA.

2. XapaKTepuCTUKMN KOMIJIeKCca

Komnnekc  «Akkopa-AM[3»  BbiNnyckaeTcas B MporpaMmMmHo-annapaTHOM
UCMOSTHEHUMN.

Bcs nporpaMmMHas 4yacTb KoMmiekca (BkNoOYas cpencrtea
AAMUHUCTPUPOBAHUSA), CIMCOK MNOJSib30BaTesier U XypHan perncrpauum pasMeLleHbl
B JHEproHe3aBMCUMOM MaAMATM KOHTposuiepa. DTUM obecrneumBaeTcs BO3MOXHOCTb
npoeeneHns naeHTudukaummn/ayteHTndmnkaumm nonb3oBaTenen, KOHTpOSS
LEeNoCTHOCTH TEXHUYECKUX n MPOrpaMMHbIX cpencTts MNa2BM (PC),
aAMUHUCTPUPOBAHUA M ayauTa Ha annapaTHOM YpOBHe, CpeACTBaMM KOHTposepa
Komnaekca Ao 3arpysku OC.

Komnnekc «Akkopa-AM[3» peanusyeTcsa Ha OCHOBe crneumanmanpoBaHHbIX
KOHTpO1epPOB «AKKOPA».

Komnnekc «Akkopa-AM[3» MoxeT npuMeHaTbcd Ha [19BM Ttuna IBM PC,
cepBepoB U pabouymx CTaHUMM, OCHOBAHHbLIX Ha Mpoueccopax C apxXUTeKTypon x86
(IA-32) nnn x86-64 (AMD64), o6bemMoMm RAM He MeHee 128 Mb6aunt, npu HanMuunm
ceobogHoro cnota PCI-Express, miniPCI-Express wnn M2 (cornacHo Tuny
NCNoMb3yeMOro CrneuuannsnpoBaHHOrO KOHTpOsZIepa) Ha MaTEepUHCKOMW naTe
MN>BM.

OCHOBHbIMK (PYHKUMAMKM KoMMnekca «Akkopa-AMA3» no 3awmte ot HCA Kk
M2BM 1 MHPOPMaLMOHHBIM pecypcaM ABAAKTCA cneaytowme:

— 610KMpoOBKa 3arpy3kun co cMeHHbIX HocuTtenen (FDD, CD/DVD-ROM, ZIP,
USB-HakonuTenem w Ap.) Ans nonb3oBaTenen, He obnagarowmx npaBaMu
aAMWHNCTPATOPOB;

— 610KMpoOBKa NpepbiBaHUSA KOHTPOJIbHbIX Npoueayp C KiaBuaTypbl;

- naeHTMduUKaumsa nonb3oBaTtesieM C  UCNoNb3oBaHueM  GU3NYecKoro
3N1eKTPOHHOIro U3aenns — nepcoHanbHOro naeHTndmKaTopa;

— ayTeHTudukauma (NoATBEPXAEHUS OOCTOBEPHOCTWU) MoSb3oBaTenenm cC
ncnonb3oBaHMeM napons gnanHon ot 0 4o 12 cMMBOMIOB, BBOAMMOIO C KflaBuaTypbl B

BMAe, 3allMLLEHHOM OT pacKpbITUS MHAMBMAYAILHOIO Napons nonb3osaTtens (B Buae
CUMBONOB <*>);

- annapaTHbIN KOHTPOJb LLeSTOCTHOCTM cocTaBsa obopynoBaHus
KOMMbIOTEPA, CUCTEMHbIX obnacten, danmnoB M KaTanoroB B (anioBbiX CUCTEMAX



FAT12, FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, Ext4, FreeBSD UFS/UFS2, Solaris
UFS, QNX4, MINIX, ReiserFS, BbiNnoNHAEMbIN A0 3arpy3Ku onepaumoHHOW CUCTEMbI;

- annapaTtHbIn KOHTPONb UenocTHocTu peectpa OC cemencrBa Microsoft
Windows;

— AOBEPEHHas 3arpy3ka OnepauuoHHOM CUCTEMbI, a TaKXe [AOBEepeHHas
3arpy3ska CuctemMHoro wu npuknagHoro O, B TOM 4ucne npu OAHOBPEMEHHOM
yCTaHOBKE Ha AMCKaX uau B pasgenax gmcka N2BM Heckonbkux npounsBosibHbIX OC,
GYHKUMOHUPYIOLWMX C NOAAEPXKKOWN npeacTaBieHHbIX hanoBbiX CUCTEM;

- aBTOMaTU4YeCKOe BeAeHMue XXypHana perncrtpmpyembix cobbiTuin Ha aTtane
NOBEPEHHOW 3arpy3ku onepaurvoHHOM cucteMbl (B 3SHeproHesaBuUCMMOM naw-
namMaTn annapaTtHOM 4YacTu KOMMNeKca);

- aAMMHUCTpUpoBaHne AMA3 (perncrpaums nonb3oBaTtenem wn  UX
nepcoHanbHbIX WMAEHTU(PUKATOPOB, CO34aHMEe M yaaneHue rpynn nosib3oBaTenen,
reHepauus napons nonb3oBaTens M onpeneneHne ero rnapamMeTpoB; Ha3HaudeHue
06beKTOB ANS KOHTPOAS LEeSIOCTHOCTU M PEXMMOB KOHTpons, paboTa C XXypHasoMm
perncrpauum CUCTEMHbIX COBbITUN U AENCTBUN MONb3oBaTenen) n pasneneHme npas
aAMUHUCTPATOPOB KOMMJEKCa;

— 3aflaHMEe BPEMEHHbIX OrpaHMYeHU Ha AO0CTyn nonb3oBaTtenen K MN3BM
(PC) B COOTBETCTBMM C YCTAHOBNIEHHbIM ANS HUX PeXUMoM paboThbl;

— MHTerpaums C ApYrMMum nporpaMMHoO-annapaTHbIMM W NPOrpamMMHbIMU
komnnekcamu C3U HCL cemenctBa «Akkopa», C3WN HC apyrnx npoussoaunTenen.

3. YcnoBusa npuMeHeHunda KoOMNnJjiekKca

Ona  ycTtaHOBKM KoMnnekca «Akkopa-AMA3» Tpebyetca cnepyrowmn
MUHUMAbHbIN COCTAB TEXHUYECKUX U MPOrpaMMHbIX CpeacTB:

- NM3BM Ttuna IBM PC, cepBep unu paboyass CcTaHuusi, OCHOBaHHas Ha
npoueccope c apxutektypon x86 (IA-32) nnm x86-64 (AMD64), dyHKUMOHMPYIOLWas
noa ynpas/JE€HMEM ONEpPaALUOHHOM CUCTEMbI, noaaepXxusatowen nwbyw uns3
dannoBbix cuctem FAT12, FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, FreeBSD
UFS/UFS2, Solaris UFS, QNX4, MINIX, Ext4, ReiserFS;

- Hannume cBobogHoro cnota PCI-Express/miniPCI-Express/M2 (B
COOTBETCTBUM C TUMOM Creunanm3npoBaHHOrO KOHTpOJIJiepa) Ha MaTEPUHCKOW niaTe
M2BM.

Onsa ahdeKTMBHOro NpMMEHeHMs CpeacTB 3aluuTbl KOMMJEeKca U noaaepxaHus
HeobxoanMoro yposHs 3awuweHHocTn MNIBM (AC) n MHPOPMAUMOHHbBIX pecypcoB
TpebyeTca:

- dusnyeckas oxpaHa [12BM (AC) mn ee obopyaoBaHuMss C MOMOLLbIO
TEXHUYECKNX CPEeACcTB, CreunanbHOro rnepcoHana, WimM Apyrux OpraHmM3aunmOHHO-
TEXHUYECKNUX Mep, B TOM 4MUC/IE TMPOBEAEHME MEPONpUATUI NO HEeAOMNYLIEHUIO
NU3bATUSA KOHTPOJIJIEpa KOMMNIEKCA;

— Hann4yue aAMUHUCTpaTopa 6e3onacHoCTH nHdopmaLmm -
NnpUBUNErMpoBaHHOrO MnoSib30BaTens, uMmewlwero ocobbln cTtatyc M abContoTHbIE
nonHomoums. 0O6a3aHHOCTM aaAMUMHUCTpPaTopa bW no npuMeHeHMKO KoMMnaeKkca



N3/10XKEHbI B NOKYMeHTe «PyKoBOACTBO aAMUHUCTpaTopa»
(11443195.4012.038 90/11443195.4012.054 90);

— yyeT HocuTenem nHpopmaumm n naeHTUPNKaAToOpoB NONb30BATENEN;

- nepuoamMyeckoe TEeCTMpOBaHWEe CPeAcTB 3allMTbl KOMMieKca <«AKKopa-
AM/3>.

4. CocTaB KOMIJieKca

Komnnekc C3WN HCO <«Akkopa-AM[3» Bkawo4vaeT B cebsd nporpaMMHbie W
annapaTHble CpeacTBa.

4.1. AnnapaTtHble cpeacTBa

AnnapaTHble cpeactBa komnnekca C3M HCO «Akkopa-AMA3» (TY 4012-054-
11443195-2013) BkAtoyaloT B cebs:

— OA4HOMIaTHbIN KOHTPOJIJZIEP - NpeacTaBnseT cobon KapTy pacllMpeHus
(expansion card), yctaHaBninBaemyto B cBO6OAHLINM CNOT MaTepuHCKOW nnatbl MN2BM
(PC). KoHTpOnnep wu3rotoBneH MO COBPEMEHHOM TEXHOMOMMM MHOFOC/IOMHbIX
neyaTHbIX MJaT C MOKPbITUEM XMMUYECKMM 30/10TOM C MUCNOJSb30BaHMeM Haubonee
COBPEMEHHOWN 3/1eMeHTHOMN 6a3bl, SBNASETCS YHUBEpCanbHbIM, He TpebyeT 3aMeHbl
npu nepexoae K apyrum tmnam OC.

— CbEMHHNK nHepopmaynm (o KOHTaKTHbIM yCTPOKCTBOM,
obecneumBalonMn MHTEpdENC MexXay KOHTPOSSIEPOM KOMMJEKCa M MepCOHasbHbIM
MAEHTNPUKATOPOM Mosib3oBaTens.

— nepcoHasibHbIMi unpgeHTngmnkarop nosab3oBartensa. KoHTponnep
kKoMmnnekca «Akkopa-AMA3» (TY 4012-054-11443195-2013) noaaepxunsaet paboty
CO cneayrowmmm TunamMmm NepCcoHasbHbIX NAEHTUPUKATOPOB:

e LLUNMKA-nauT;

e LLUNMKA-nant Slim;
e LLNMKA-2.0;

e DS-1993;

e DS-1996;

e PyTOKeH Lite;

e PyTOKeH S;

e PyTokeH 2L 2.0;

e PyTOKeH 2151;

e JaCarta Bepcun 1.5;
e eToken PRO (Java);
e ESMART® Token IOCT.

KoHKpeTHbIn Habop MAEHTUPUKATOPOB 3aBUCUT OT Bepcumn pesungeHTHoro M0
«Akkopa-AMIA3».

Kaxabin  naeHtudpukatop obnagaer YyHMKaNbHbIM  HOMEPOM, KOTOpPbIN
dopMupyeTCa TEXHONOMMYECKM M nopaenatb KOTOPbIA MPaKTUYECKUM HEBO3MOXHO.
O6bbeM namaATW, AOCTYNHOM ANs  3anuMcu M YTeHusd, 3aBUCUT OT Twuna



naeHtTndpukatopa. [lMogpobHee 0 nopsigke  WUCMOMb30BAaHUSA  MNEepPCOHaNbHbIX
naeHTndpukatopos cM. n. «MgeHTndukaTopbl» «PykoBoacTBa MO yCTaHOBKe»
(11443195.4012.006 98 / 11443195.4012.03898 / 11443195.4012.054 98 /
37222406.26.20.40.140.079 98), Bxoasawero B KOMMNJAEKT NOCTaBKM KOMMeKca.

KonnyectBO ©n Tnn wunaeHTudukaTopos, MoamduKaumss KOHTposasiepa W
KOHTaKTHOIro yCTPOMCTBa OroBapuBaloTCsa Mpu NMocTaBKe KOMMJIEKCaA M yKa3bliBalOTCS
B ®opmynsape (11443195.4012.054 ®0O).

4.2. NNporpaMMHbIe cpeacTBa

MNporpaMMHOe ob6ecrneyeHne KOMIMIEKCA BK/OYAET B CebA pPe3nAEHTHYI WU
Hepe3nAEHTHYO COCTaBNsOWME.

Pe3anaeHTHass 4yacTb MporpaMMHOro obecneyeHuss KOMMAEKCa pa3MellaeTcs B
SHeproHesaBucMMOM  GN3W-NaMaTU  CNeuunasn3mMpoBaHHOIO  KOHTponepa 7
BKJIOYaeT B cebq:

— CUCTeMHoe nporpaMMmHoe obecneyenune (CIO), Bkatovatoulee B cebs:
— qaapo OC Linux;

— WwTaTHbIK Habop yTuAuMT Anga QyHKumoHmpoBaHms OC Linux, paboTbl
KOMMNeKCa Ha pa3HbiX annapaTHbiX nnatdpopmax, GYHKUMOHMPOBAHNA annapaTHOMN
COCTaBAAOLWEN KOMMIEKCA N NepCOHanbHbIX NAEHTUDUNKATOPOB;

— pe3uAeHTHble ApalBepbl CNELNANN3NPOBAHHbIX KOHTPOJIIEPOB;
— pe3uAeHTHble ApanBepbl NePCOHAsNbHbIX NAEHTUHOUKATOPOB.

—  dyHKUMOHanbHoe nporpamMmHoe obecnedyeHne (Or0), peanusyollee
KOMMNeKc Mmep no 3awmte nHpopmaumnmn ot HCA.

CNnO wn ®NO komnnekca Ha 3Tane WU3roToBNeHUsS mnsanennsa obbeaUHSITCS B
eanHoe pe3unaeHTtHoe [0 (firmware), KOTOpoe XpaHWUTCS B SHEpProHe3aBUCUMOM
d3Ww-naMaTn cneunann3mpoBaHHOro KOHTposiepa.

Hepe3ngeHTHas 4yacTb NMporpaMMHoOro obecneyeHuns KOMMJiekca
ycTaHaBnmneaeTcs Ha N2BM nonb3oBaTtens n BKAOYaET B ceba:
— ApaunBsepsbl cneunanmsnpoBaHHbIX KOHTpPO/1/1epOB ans BHELUHUX

onepaumoHHbIX CUCTEM;

— ApanBepbl NepPCOHalbHbIX UAEHTUPUKATOPOB ANt BHELWHUX OMepauUnMOHHbIX
CUCTEM.

5. 0c06eHHOCTM 3aWMnTHbIX PYHKLMN KOMIMJIEKCa

«Akkopa-AM3» - 3TO MNpOCTOM U 4Ype3BblYaHO 3(PPEKTUBHbLIN KOMMIEKC
annapaTtHO - MpOrpaMMHbIX  CpeAacTB, MNO3BONASKWWMA  opraHusoBaTb 6e3
aononHutenbHoro MO B coctaBe OC, «31E€KTPOHHbIN 3aMOK>» C QYHKLMSAMN KOHTPONS
LLeNIOCTHOCTU CUCTEMHbIX obnacten >XecTKoro AuCKa U MNpUKAaAAHbIX MNporpamm
(dbannos) ansg nobbiX pacnpoCTpaHEHHbIX TUMNOB (hanioBbiX CUCTEM.

3almnTHbIE CbYHKLI,VIVI KOMMJ/IEKCa peain3yrTcd UCNoJ1b30BaHNEM:

1)Ancumnnunubl 3awmTtbl oT HCO k M2BM (PC), Bkno4yas wumaeHTudukauuto
nonb3oBaTenem Mo YHWUKAAbHOMY wnaeHTUdUKATOPY M UX ayTeHTudukKauuto
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(noaTBepxaeHne MNoAIMHHOCTM) C Yy4eTOM HeobXoAMMOM ANNHbI Naponsi, BPEMEHWU
€ro XXW3Hu, orpaHUYeHnem BpeMeHun gocrtyna cybvekrta Kk NM3BM (PC).

2)KOHTpONS UENOCTHOCTM KPUTUYHBLIX C TOYKW 3peHUs WHGPOPMaLMOHHOM
6e3onacHOCTM cucTteMHbiXx obnacten n dannos, NporpaMM W AaHHbIX 4O 3arpys3Ku
OC- aucumnamnHbl 3aWmTbl OT HECAHKUMOHMPOBAHHbLIX MOAMMUKALMA N LOBEPEHHOWN
3arpy3kun OC.

3)ApyrMx MexaHuM3MOB 3allMTbl B COOTBETCTBMM C  HOPMaATMBHbIMU
JOKYMeHTaMM No 3almnTte n TpeboBaHMAMM 3aKasumka.

HagexHoCcTb YHKUMOHUPOBAHUA cucTteMmbl 3awutel M2BM (PC) ot HCA
obecneumBaeTcsa BbiNnonHeHnem cpeacreamm C3U HCAO «Akkopa-AMA3» cneaytowmx
yCNOBWUM:

4)Ha TMNM2BM (PC) c¢ npoBepeHHbIM BIOS vycraHoBneHa npoBepeHHas
(cepTudunumpoBaHHaga) onepaumoHHas cucrtema.

5)[oCTOBEPHO YyCTaHOB/NIEHA HEMU3MEHHOCTb annapaTtHon 4actm [129BM,
cuctemHoro BIOS, kputuuHbix dannos OC M NpuknagHbiX nNporpamMm Ans AaHHOro
ceaHca paboThl.

6)KpoMe npoBepeHHbIX NporpamMMm B AaHHOM MporpaMMHo-annapaTHOW cpeae
M2BM (PC) He 3anycKanocCb U He 3anyCcKaeTCs HUKAKUX UHbIX MPOrpamMm.

7)cknto4yeH 3anyck MpOBEPEHHbLIX MPOrpamMM B KakKoM-nnbo MHOM cuTyauuu,
T.€. BHE NPOBEPEHHON Cpeabl — NpU YCTaHOBNEHHOM cneuymansHoMm MO C31 HCA.

8)Ycnosua 1-4 BbINONHAKTCA B Nt060OM MOMEHT BpeEMeHUM ANna Bcex
nosb3oBaTenem, ayTeHTUPUUNPOBAHHbIX 3aLMTHbIM MEXaHWU3MOM KOMMJEKCaA.

OcobeHHocTbio C3UN HCA «Akkopa-AMA3» gaBnsieTcs npoBefeHue npoueayp
naeHTMdUKaumMM, ayTeHTuduKaumm wn KOHTPOASA LENOCTHOCTM A0 3arpy3ku
onepauuvoHHOM cucteMbl. ITO0 obecrneumBaeTcs  nepexBaTOM  yrnpaB/ieHUs
KOHTPO/I/IEPOM KOMMJIEKCA BO BpeMs Tak Ha3biBaeMown npoueaypbl ROM Scan, cyTb
KOTOPOM 3aK0YaEeTCH B CNeayloLwWemMm:

B npouecce HayanbHOro crapta nocne MNpoBepKM OCHOBHOro obopyaoBaHus
BIOS MNaBM (PC) Ha4YMHAeT  MOUCK BHELUHMNX M3y B  AnanasoHe
800:0000+E000:0000 c warom B 8 K. lNpu3HakoM Hanunuunsa MN3Y asngetca Hanmuue
cnosa AA55H B nepBOM CfioBe NpoBepsieMOro WMHTepBasna. Ecnan gaHHbIA Npu3Hak
obHapyxeH, TO B cneaytouweMm bante coaepxutca anuHa MN3Y B ctpaHuuax no 512
6anT.

3aTeM BblUMCIAETCA KOHTposbHasa cyMMma Bcero 13Y, n ecnm oHa KOppeKkTHa -
byaetr npou3BeaeH BbI3OB Mpoueaypbl, pacnonoxeHHon B l3Y co cMmeweHuem 3.
Takaa npoueaypa o06bIMHO WMcCnoNb3yeTcs Ana WHuumanmsauumm BIOS nnat
paclwmpeHus, ycTaHoB/EeHHbIX B [M2BM.

B C3N HCAO «Akkopa-AM3» B 3TOM npoueaype npoBoAMTCS MHULUMANU3aums
BHyTpeHHero BIOS’a koHTponnepa, nepexsBaT TOUYKW 3arpy3km W BO3BpaT B
npoueaypy ROM Scan. Takown anropuTtM obecneuymBaeTr  KOPPEKTHYIO
MHMUManm3auuto Bcex yctpouncte MNMN3BM. lMocne 3aBepweHunsa npoueaypbl ROM Scan
ynpaB/ieHue nepepaeTcs Ha TOYKY 3arpy3kum, W BOT 34eCb YyXe HauduHaeT
BbINOIHATbLCSA NporpaMmMma, 3annucaHHasi B dHEproHe3aBMCUMOM MaMsaATU KOHTponepa.
CraptyeTr cobctBeHHas OC C3UN «Akkopa-AM3», BbINOAHSAKTCA MAEHTUDUKaUKS,
ayTeHTUdUKaUMSA Monb3oBaTeNs, KOHTPOJb annapatypbl M (anioB Ha >XXECTKOM
ancke. lMNMpn nonbitke HCA, nan HapyweHnn LenoCTHOCTM BO3BpaT U3 nNpouenypbl He
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NpoMCxXoauT, T.e. AasibHenwasn 3arpy3ka BbINMONHATLCSA He 6yaeT. BHyTpeHHee [10
KOHTpOJI/Iepa TakKXe WCK/YaeT BO3MOXHOCTb 3arpy3km [19BM cO CMeHHbIX
Hocutenen (FDD, CD/DVD-ROM, ZIP, USB-HakonuTenem v ap.) Ans nonb30oBaTenewn,
He BXOASALWMX B rpynny aaAMMHUCTPATOPOB.

Mocne npenobsiBNEeHUS MNEepCcoOHaNbHOro MAeHTUdUKaATopa NPOM3BOAUTCS
ayTeHTuduKaumsa nonb3oBaTtens. [loNyyeHHble AaHHble CAyXaT OCHOBOM ANs
BblUMCieHnsa xew-OyHKUMM, 1 N0 3TOMY 3HAUYEHUIO OCYLLECTBASIETCS MOUCK B CMMUCKe
3aperncTpmpoBaHHbIX MoNb30BaTeNen, KOTOpblIM XpaHutca B DHI1 KOHTponnepa.
Ecnn nonb3oBaTeno 3apernctpmpoBaH B KoHTposnepe AM/[3, TO BbINOJIHSAETCSA
KOHTPOJIb LLeNOCTHOCTM YCTaHOBNAEHHbIX B NM2BM (PC) TeXHUYECKMX U NMPOrpaMMHbIX
CpeAcTB NO CMNUCKY, CO34aHHOMY agMUHUCTpaTopoM BU.

Ons npoBeaeHMs npoueaypbl  ayTeHTUdUKaAUMM  NPeayCMOTPEH  PEXUM
oTobpaxkeHus naposs B CKPbITOM BuAe Npu BBOAE - B BUAE CUMMBOJIOB <*>., DTuM
3aTPyAHSETCS BO3MOXHOCTb pPacCKpbITUS JIMYHOrO MNaposs U WUCNOAb30BaHUS
yTpayeHHOro (NOXMWEHHOro) naeHTMdukaTopa.

OcHoBOW ANs AOCTMXXEHUS HAAEXHOro (MYHKUMOHMPOBAHUSA CUCTEMbI 3aLUTbl
ABNSIETCS KOHTPO/Ib LEeNOCTHOCTM TeXHUYECKUX N NporpaMMHbIX cpeacts M3BM (PC)
nepes KaxablM ceaHcoMm paboTbl nosib3oBaTens. DTUM obecneymBaeTcs 3awuTa oT
HECaHKUMOHMPOBAHHbLIX MOAMMDUKALUMA M BHEApPEeHUS paspyLllatrolmnx fMporpaMMHbIX
BO34eNCTBUN (3aKknagok, BUPYCOB U T.4.).

KoHTponb wuenoctHoctm B C3WM HCO <«Akkopa-AM[3» BbINOAHAETCA Ha
annapaTtHOM ypoBHe (cpeacTBaMu KOHTPOA/Iepa KOMMAEKca) C WUCMNOAb30BaHUEM
anroputMa nowaroBoro (CTyneH4YaToro) KOHTPONSA UENOCTHOCTU, CYTb KOTOpPOro
CBOAUTCS K crefyruweMy - Anst KOHTPONAsi AaHHbIX Ha i-M JIOFMYECKOM YpOBHE WX
npeacraBneHns Ans  JyteHus  TpebyeTcs  MCnonb3oBaHWMe  npeaBapuTeNbHO
MPOBEPEHHbIX Ha LEeNOoCTHOCTb npoueayp i -1 - ro ypoBHs4.

MporpaMMmbl, peanusyllme MexaHU3M KOHTPOSS LEeNOCTHOCTM KOMMEeKca,
AAMUHNCTPUPOBAHNA M ayauT paboTbl nonb3oBaTener 3awullieHbl OT NOAAENKN U
HEeCaHKUMOHUPOBAHHON MoaMdUKALUMM 3@ CYET UX XpaHeHums B obnactu
SHEeproHe3aBMCUMOM NaMATU, KOTOpas 3aluMLLEHA OT 3anuncu.

6. NocTaBKka KOMMJiIeKca

Komnnekc C3UWM HCO <«Akkopa-AMA3» pana M2BM (PC) nocrtasnsetca B
KOMMNEKTHOCTU, COOTBETCTBYHOLWEN TexHuyeckmm  ycnosumam  (TY 4012-054-
11443195-2013).

Moandukaumsa TeXHUYECKUX CPeACTB M CheuuasbHOro nporpaMMHOro
obecneyeHunsi, NOCTaBASIEMOr0 COBMECTHO C KOMIMJIEKCOM, OrOBapMBaeTCs NMpu 3aKase
B COOTBETCTBUW C NOTpebHOCTAMM 3aka3umKa U yKasbiBaeTcs B hopMynsipe.

7. YCTaHOBKA M HAaCTPpoOMKa KOMIJieKca

YCTaHOBKA KOMM/JIEKCa OCYLWeCTBASAEeTCs, KakK npaBuio, cneunanncramm
3aka3umka (loTpebutens) B cooTBETCTBUM C TpeboBaHMAMKU 3BKcnayaTaLMOHHOWM
AOKYMEHTaLUUM.
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YcTaHoBKa M HacTporka komnnekca C3N HC «Akkopa-AM3» BKOYAET:

1)YcTaHoBKY niaTbl KOHTpoasepa B cBoboaHbIM cnoT MN3BM u nogcoegnHeHue
KOHTaKTHOro ycTtpouctea (CbeMHuMKa WHpopMaumm) — cM. <«PykoBoACTBO MO
yCTaHOBKe» (11443195.4012.006 98/11443195.4012.038 98/
11443195.4012.054 98).

2)Perncrtpauymto agmmHuctpatopa bW (cynepsusopa), B TOM 4ynucne, HaCTpoOmnKy
KOMMNjieKca B COOTBETCTBUM C KOHUrypaumem TexHuyecknx cpeacts [19BM
(nogpobHee cM. «PykoBOACTBO MO YCTaHOBKe» U «PyKOBOACTBO agMWHMUCTpaTOpa»,
BXOAsLLME B KOMMNJIEKT NOCTaBKM KOMMJeKca).

3)Perncrpaumio nonb3oBaTenien U HAaCTPONKY 3aLMUTHLIX CpeACcTB KOMMNaeKca —
CM. «PyKOBOACTBO aAMMUHUCTpATOpa».

8. YnpaBneHue 3awymton nHpopmaumm

Co3pgaBaemas CTpyKTypa 3awwnTtbl nHpopmauum B NMIBM (AC) npm npuMeHeHunm
komnnekca C3UM HCO <«Akkopa-AM[3» p[o/mkHa noanepXumBaTbCsd MeXaHU3MOM
yCTaHOBMIEHUS nNoNHOMOoYMM nonb3oBatenam [19BM (AC) wn ynpaBneHMeM UuX
AOCTYNOM K MHdOopMaumu.

Ons 3Toro Ha npeanpuatTum (yuypexaeHun, pupme u T.4.) co3agaeTcs cnyxba
6e3onacHoct wuHpopmaumn (CBWN) wnm Ha3HayaeTcs OTBETCTBEHHOE /ULO
(aammHucTpaTop 6e3onacHocTu MHMOPMaLKMKM), Ha KOTOPbIX BO3/araeTcs paspaboTka
M BBOA B AENCTBME OpPraHmM3aLlMOHHO-NPaBOBbIX AOKYMEHTOB MO nMpuMeHeHuto N2BM
(PC) c BHegpeHHbIMM cCpeacTBaMM 3aluMTbl Kommsiekca <«Akkopa-AMA3». DTumu
AOKYMEHTaMK npeaycMaTpuBaeTCss BeadeHuMe psaa YYeTHbIX UM 06bekTOBbIX
OOKYMeHTOB (HanpuMmep, <«XypHan y4yeTa BblAaHHbIX UAEHTUUKATOPOB»,
«UHCTpYKUMM 1o npuMmeHeHuto [19BM ¢ ycTaHOBNEHHbIMM KoMmnnekcamu C3U
«AKKOpA» AONS pa3NNYHbIX KaTeropum AO/MKHOCTHbIX nuy v ap.). B paspabortke
Heobxoanmon gokymeHTaumm OKB CAIP MoxeT oka3aTb He06XoAMMYyO MOMOLb.

9. OrpaHuM4yeHMsa NO NPMMEHEHMIO KOMIMJIeKca

1. MAK C31N HCO «Akkopa-AM/3» MOXeT UCnosb3oBaTbCs B coctase N2BM
C UeHTpanbHbIM npoueccopoM apxutekTypbl x86 (IA-32) unm x86-64 (AMD64), c
obbeMOM AMHaMuyeckon onepatmBHon namatTn (RAM) He MeHee 128 M6, npwu
Hannudmm cBoboAHOro pa3beMa Ha MaTepuHcKow nnaTte [2BM, cooTBeTCTBYHOWErO
™My KOHTponepa AM/[3. Tunbl KOHTpO/1epOB «Akkopa-AM/3» C
COOTBETCTBYHOLWMMMN UM LWNHHBIMU WUHTepdencamm Ha MaTepuHckon nnate [2BM
npeacrtasneHol B Tabnuue 1. PacnonoXeHwe 3/eMEHTOB M pa3beMoOB Ha nnartax
KOHTpONNepoB <«AKKOpA» pasfinyHbiXx Moaudukaumn cMm. B «PykoBoactee no
yCTaHOBKe» (11443195.4012.006 98/11443195.4012.038 98/
11443195.4012.054 98).

Ta6nuua 1 - Tunbl KOHTpPOJIEpoB «Akkopa-AMA3 »

LLIMHHBbIN nHTepdeinc cnota CBT Tun KOHTpoOANEepa

PCI-express Akkopa-GX

mini PCI-express Akkopa-GXMH
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| M2 | Akkopa-GXM2

2. MAK C3UW HCO <«Akkopa-AMA3» npeanonaraetr Hanmuue Ha [12BM
nbéon n3 OC, nogaepxusatowen dannosble cnctembl FAT12, FAT16, FAT32, NTFS,
HPFS, Ext2, Ext3, Ext4, FreeBSD UFS/UFS2, Solaris UFS, QNX4, MINIX, ReiserFS.

10. NMNpaBoBble acneKTbl NPUMEHEHNA KOMIJIeKCca

MporpaMMHo-anmnapaTHbIM  KoMMiekCc <«Akkopa-AMA3» ©n  conyTCTBYyHOLLas
AOOKYMeHTauusa 3awumueHbl 3akoHOM Poccmn 06 aBTOpPCKMX MpaBax, a TakKxe
nonoxeHunamm MexayHapoaHoro Jjorosopa.

Jlloboe wucnonb3oBaHME [AaHHOrO0 KOMMJIeKCa B HapylleHme 3akoHa 06
aBTOPCKUX NpaBax WAM B HapyleHne nonoxenumn 3 Ha koMmnnekc «Akkopa-AMI3»
byaeT npecnenoBaTbCs B YCTAHOB/IEHHOM NoOpsigKe.

ABTOpCKkMe npaBa Ha nporpaMMHo-annapatHbii komniaekc C3U HCA
«Akkopa-AM/A3>» u nocraBsiseMoe C HUM cneuymasbHoe 1O npuHagnexar
OKb CArIP

Paspewaetca genatb apxmBHble KOMUM  CneymasibHOro MNporpaMMHOro
obecneveHns komnnekca <«Akkopa-AMA3» ana wucnonb3oBaHusa [loTpebuTtenewm,
KOTOpbIN npnobpen KoMMNaekc B YyCTaHOBIEHHOM nopsiake.

Hn npu kakux obcTtoaTenbCTBax MNOCTaBnsieMoe crneunasbHoe nporpaMMHoe
obecrneyeHne He pacnpoCcTpaHsaeTCs Mexay ApyruMu npeanpuatmamm (dbupmamm) u
Anuamu.

Yoanate B npoaykumm OKB CAIP yBeaomneHuve 06 aBTOPCKUX MpaBax He
A0NyCKaeTcs HU Npn Kaknx obcTosaTenbCcTBax.

Mpn HeobxoaAMMOCTM NPUMEHEHUS CPeAcCTB KoMnnekca «Akkopa-AMA3» ans
APYrnx uenem peleHme 3TOro BOMpPOCa BO3MOXHO TONMbKO MNpU  HanMyum
NMUCbMEHHOIr0 cornacmsa pa3paboTymkos.

OTMeTMM, 4TO npegblaylwime orpaHuyYeHust He 3anpewaroT ferasbHbIM
nonb3oBaTeNnssM pacrnpoCcTpaHAaTb COOCTBEHHble WCXOAHblE KOAbI WAM  MOAYNM,
CBSi3aHHble C npuMeHeHumeMm cneuuanbHoro MO ana komnnekca <«Akkopa-AMA3».
OgHako, TOT, KTO nMoOJiydaeT TakKuMe WUCXOAHble KoAbl WM MOAYyNW, [OSIKEH
npmnobpectn cobCTBEHHYIO KOMU Hawero cneumnanbHoro MO, 4yTobbl HA 3aKOHHOM
OCHOBAHMM UCNONb30BaTb €ro0 U UMETb CEPTUPUKAT COOTBETCTBUS.

OTHOCMTENbHO (U3MYECKMX 3SK3EeMMASpoB annapaTtypbl M  AOKYMEHTauuu,
MnocTaB/iIseMbIX B cOCTaBe KoMmnnekca «Akkopa-AMA3», OKB CAIP rapaHTupyeT mx
MCNpPaBHOCTb B COOTBETCTBUM C rapaHTUMHbIMM 0653aTeNbCTBAaMKU, YKa3aHHbIMM B
dopmynspe.

Mpn o6HapyxeHun owmnbok unm pedekToB MNoMb30OBaTeNb HanpasnsieT
nogpobHyto peknamaumto B OKB CAIP B ycTaHOBfeHHOM nopsake. lMpu 3ToM
obsi3aTeNnbHbIM SABASETCA HanuuMe CEepUMHOro HoMepa Ha njaTe KOHTposiepa u
dopMynspa Ha KOMMNIEKC.

Komnnekc «Akkopa-AM[3» nocTaBnideTcd nno MpuHUMNY «as is», T.e.
BflagenbLbl aBTOPCKMX MpaB HU MNpU Kakumx 06CTOSATENbCTBaAX He npeaycMaTtpuBeatoT
HWKaKOW KOMMeHCcaumm 3a AoNosIHUTEeNbHbIe YObITKM NOb30BaTesis, BKato4vas atobbie
notepn npubblan, NOTEPU COXPAHHOCTM UNM  Apyruve yObbITKW, BCieacTeue
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aBaApPUMNHbIX CUTYaLUMM AN UX NOCNEeACTBUN, YObITKN, KOTOPbl€ MOIyT BO3HUKHYTb U3-
3@ UCNO/b30BaHMS UM HEBO3MOXXHOCTU MCMNOJSIb30BaHUS HalLen NpoayKLUUn.

Mpn nokynke n npuMeHeHWM KoMmnnekca <«Akkopa-AMA3» npegnonaraercs,
YTO MoKynaTeslb 3HAaKOM C AaHHbIMM TpeboBaHUSAMM U COrfaceH C MNOA0XKEHUSIMU
HacTosdwero pasaena.

11. TexHnyeckasa noaaepKkKa

B cnyuyae Heobxoammoctun KoHcynbTaumm 3A0 «OKB CAIlP» npeanaraet 6e3
AOMONTHNTENBbHOM oONnaTbl C NoHeaenbHuMKa no naATHuuy ¢ 10-00 go 18-00 (mo
MOCKOBCKOMY BpeMeHu) obpawaTteca no TenedoHaMm: +7 (499) 235-78-17,
+7 (926) 235-89-17, +7 (926) 762-17-72 wnAn NO agpecy 3NeKTPOHHOW MoYThbl
help@okbsapr.ru. Haw aapec B NHTepHeTe http://www.okbsapr.ru/.



