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AHHOTALUNWA

Hactoawmnmn NOKYMEHT aBnseTcs pPYKOBOACTBOM aAMUHUCTpaTopa
cneumanbHOro nporpamMMHoro obecneyeHuss CcpeacTB 3awmMTbl WMHPoOpMauum oOT
HecaHKumoHupoBaHHoro goctyna (CrNO C3UN HCA) «Akkopa-X K» (TY 509000-047-
11443195-2011) (manee no Tekcty - CIMNO C3MNM HCO <«Akkopa-X K», CINO
«AkkopAa-X K», «Akkopa-X K») u npegHa3HadeH ANs KOHKpeTM3auum 3a4ad W
PYHKUMN JO/MKHOCTHBIX NNL, opraHusaumu (Npeanpusatus, GupMbl), NAaHUPYOLWUX U
OpraHmM3ylLwmx 3awmTy nHpopmMmaumm B cUCTeEMax un cpeacrtesax nmHdopmatTmsaumm Ha
6aze CBT c npuMeHeHnem CIMO «Akkopa-X K».

B AOKyMeHTe npuBeaeHbl OCHOBHble (YHKUMU agMUHUCTpaTopa 6e3onacHOCTH
MHpopMaumMm, NOpPSAAOK YCTaHOBKM U HacTponkm CINO «Akkopa-X K», nopsgok
YyCT@HOBKM MpaB AOCTyrna nosib3oBaTtesied K MHHOPMaUMOHHbLIM pecypcaMm, onucaHue
opraHusaumm KoHTpons pabotbl CBT ¢ BHeApeHHbIMU CpeACTBaMM 3alUunTbl N Apyrue
cBeaeHus, Heobxoammble ANS  yrnpasieHUs  3alMUTHbIMM - MexaHusmamm  CI1O
«AKKOpAa-X K».

YctaHoBka CINO «Akkopa-X K» M ero HacTtporka C yyeToM 0cobeHHOCTeWn
NOJSINTUKM MHPOPMALMOHHOM 6e3onacHocTH, NPUHATOMN Ha obbekTe
MHpopMaTU3aLmMKM, OCYLWECTBASETCA, KakK npasuao, cneyumanuctamm no 3awuTe
MHpopMaumn opraHmsaumm (Npeonpuatus, GuUpMbl UM T.4.) B COOTBETCTBUU C
TpeboBaHUAMM 3KCyaTaumMoHHOM AoKyMeHTauun Ha CIMO «Akkopa-X K».

Mepen yctaHoBkoWM wn 3kcnnyataumen CIO <«Akkopa-X K» Heobxoammo
BHMMATENbHO O3HAKOMUTbCS C KOMIJIEKTOM 3KCMJlyaTauMOHHOM AOKYMeHTauuu, a
TaKXXe NpUHATb HeobxoanMbie 3aWMTHbIE OpraHM3aLMOHHbIE MEpPbl, PEKOMEHAYEMbIE
B AOKYMEHTaUUM.

NMpuMeHeHue 3awmnTHbiXx Mep CIO <«Akkopa-X K» [O/MKHO  AO0MOAHATHCS
obWwmnMM MepaMun TexXHNn4Yeckom 6e3o0nacHoOCTH.
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NMPUHATbBIE TEPMUHbI, OBO3HAYEHUA N COKPALLEHUA

AaMuHucTpatop BU

Umsa_nonb3oBarens

0O6beKkT aocryna

- aAMUHNCTPATOpP CJ'IY)K6bI 6e3omnacHocTun MHCbOpMaLI,MM

- M4, No4 KOTOPbIM MOJZib30BaTE/lb 3apernctpnpoBaH B CUCTEME

- nop, 06bEKTOM AOCTyNa NOHUMAETCS OAUH U3 NepevYncneHHbIX
pecypcoB CBT: aguck, katanor, dpann, npouecc (3agava).

MapameTpbl - naeHTudbuumpyrowme npnsHakm nonb3osatens (MMs, AaHHbIE A4

nonbn3oBaTtens naeHTuduKaummn, Nnaponb) 1 ero npasa no AoCTyny K pecypcam CBT B
COOTBETCTBMW C €ro NosIHOMO4YUAMU

Monb3oBaTenb - cybbekT gocTtyna Kk obbekTam (pecypcam) CBT

nega - npasuna (NONAUTUKKN) pasrpaHUYeHns aocTyna

YananeHuve - yAaneHne uMeHu, noj KoTopbiM Nonb30BaTelb 3aperncTpuposaH B

nonb3oBarTens CUCTEME, U3 CNUCKA 3aperncTpmpoBaHHbIX nonb3osaTenen B CMNO
«AKkopa-X K»

CuHXpOHM3auumn - conocrasneHne b1 nonb3oBaTenen NOACUCTEMbI pasrpaHnyYeHuns

napaMeTpos AOCTyrna M yYeTHbIMM 3anncsiMmn nosb3oBaTtenen Linux

nonb3oBarens

Cospatb - 3aperucTpmpoBaTtb Noab30oBaTeNs B NOACMCTEME pas3rpaHNUYeHns

nonb3oBarens AOCTyrnom

CoobweHun - MHpopMaums, BbiIBOAMMANA Ha AUCNEN, KOoTopas coobliaeT o
Aencremax, Tpebyembix OT NMosib3oBaTens, 0 COCTOSHMKU MporpaMMmbl U
HOpMasibHO 3aBepLUEeHHbIX AencTBusX, cb6osaxX B cucteme m ap.

UpeHTndmkarTop - NepCcoHanbHbI NaeHTUMdUKaTop nosb3oBaTtens

Ucnonb3oBaTtb - NPUNOXNTb NEePCOHaNbHbIN naeHTUdMKaTOp Nonb3oBaTens K

naeHTucdpukarop KOHTaKTHOMY YCTPOMCTBY CbeMHWKA MH(OpMauumn

Yucno npoxonos
npyv yaaneHum

- KOJINYECTBO MPOXOA0B CNy4YamHoOW nocseaoBaTe/IbHOCTU MO
coaepXxuMomy daiina npu ero yaaneHum

MNepen HayasioOM YCTAaHOBKW KOMMeKca «AKKOpA-X» pekoMeHAyeTcs noapobHo
03HAKOMUTbLCH C IKCMJyaTauMOHHOW AOKYMEHTaUMEN Ha KOMMJEKC, npexae Bcero C
«OnuncaHuem npuMeHeHus» (37222406.26.20.40.140.085 31) wu HacToAWMM
PyKoBOACTBOM.
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1 BBEAEHUE

CneuunanbHoe nporpammHoe obecnedeHne «Akkopa-X K» (TY 509000-047-
11443195-2011), panee no Tekcty - CMNO «Akkopa-X K», ClO«Akkopg», CMNO -
3TO MPOCTOE, HO Ype3BblHANHO 3P PEKTUBHOE CPEACTBO, UCMNOb3YS KOTOPOE MOXHO
HaAeXHO 3aWMTUTb OT HEeCaHKUMOHWMPOBAHHOrO AocTyna wuHdopmaumio Ha CBT,
dyHKUMOHMpPYOWMX nog ynpasneHnem OC Linux.

CNO «Akkopa-X K» obecneumBaeT AN NONb30BaTENS «MNPO3PAYHbIN» PEXUM
paboTbl, MpuM KOTOPOM OH, KaK NpaBwioO, He 3aMeyaeT BHeApPEHHOMW CUCTEMbI
3aWwmnTbl. TaknM ob6pasoM, AONOJHUTENbHAA Harpy3ka, CBsi3aHHas C 3KCnayatauuen
C3WM HC[, He noxutca Ha nonb30BaTeNlsl, a 3aMblKaeTCcsd Ha aaAMUHUCTpaTope
6e3onacHocTn nHdopmaunn (aammHuctpaTope bU). B aTton cBa3m ansa obecneyeHus
adpdekTnBHoCTN paboTbl CBT agMuHuctpatop bW o06s3aH AOCKOHANbHO M3Y4YUTb U
NpaBU/IbHO YNpPaBAsATb BO3MOXHOCTSAMW CUCTEMbI 3alnTbl MHPopMmaumm ot HCO K
MHpopMaumMoHHbIM pecypcaM AC, nocTpoeHHon Ha 6a3e CMNO «AkKkopa».

He ymanaa  poctoumHctB  CIO «Akkopa-X K»,  Hapo  ckasaTtb, 4TO
CNO «Akkopa-X K» He MOXeT pewunTb Bce npobsembl NO CO34aHUIO KOMMIEKCHOW
3aWnTbl MHDOPMALMOHHBLIX cucteM. CnegyeT 4yeTko noHuMaTb, 4To CIMO «AKkopa» -
3TO NIMWb XOPOLWNN MHCTPYMEHT, No3BonsaoWwmim cnyxbe 6e3onacHoCTU nMHpopmaumm
(agMuHuUcTpaTtopy BW) 3HauMTeNbHO MpoLwe U HadeXXHee pewaTb OAHY U3 CTOAWMX
nepes Hen 3agay - 3awmty ot HCOA k CBT v mHdopmaumoHHbIM pecypcam AC,
pasrpaHuyeHme foctyna K obbekTtaMm AocTyna, obecneyeHue LenNoCTHOCTU NMporpamm
N AAHHbIX B COOTBETCTBUM C NPUHSATON B opraHm3auun (npeanpuatum, dupme mn 1.4.)
NOSINTUKON MHPOPMaUMOHHOMN 6e30nacHOCTK.

Ncnonb3oBaHme CBT c BHeagpeHHbIMU cpenctBaMu 3awnTtbl CMNO «Akkopa-X K»
He TpebyeT U3MeHeHnsa CyLecTBYloLWero nporpaMmHoro obecneveHms. Heobxoammo
b kBanupuumposaHHoe npuMmeHeHne CIMO «Akkopa-X K» - npaBubHas
yCTaHOBKa, HaCTpoMKa W 3KCnayataumss B COOTBETCTBUM C MPUHATBIMKM  Ha
npeanpuaTmnm NOJSINTUKAMMU pa3rpaHnyeHns AocTyna, " obecneyeHue
OpraHu3auMoHHON NOAAEPXKKMN.

Kak nokasblBaeT nMpakKTuka [AOBOJIbHO ANuUTenbHoro npuMmeHeHuna CIO
ceMencTea «AKKOpA», 4acTO TPYAHOCTU 3aKYalTCa B OTCYTCTBUM Yy BONbLUMHCTBA
nonb3osartenen (opraHusaumn, GuUpM U T.4.) YCTAHOBMIEHHOro Mopsaka M 4YeTKuX
npasun pasrpaHndeHns pgoctyna (MPA) Kk 3awmwaemMbiM pecypcam. [losTomy,
MMEHHO BbISICHEHME TOro, 4TO U KOMy B CBT AOCTYMHO, @ YTO HET, U Kakue AeNCTBUS
C AOCTYMHbIMU pecypCaMn pa3peLleHO BbIMNONHATb, @ KaKne HeT, BNsieTCS OCHOBHbIM
cogepXxaHneMm HeobXxoAMMOMN OpraHM3aLMOHHOW NOoALEPKKMU.

[Nna BbINONHEHUSA 3TUX 3a4ad, a Takxe pana obecneyeHunss HernpepbIBHOW
OpraHu3aumMoHHOM noaaepXKn paboTbl MNPUMEHSEMbIX MPOrpaMMHO-TEXHUYECKNX
CpeacTB 3awuTbl MHpopMmaumm, B TOM uucne n CrO «Akkopa-X K», Heobxoauma
cneuymanbHaa cnyxba 6esonacHoct  uHbopmaumm (CBUN), B  Hebonblnx
opraHusaumax u noapasgeneHumsax — agMuHucTpatop 6e3onacHoOCTM MHGOpMaunu
(agmunHuctpatop BW). Ha CBW (agMuHuctpatopa BW) Bo3naraiwTca 3agayn no
OCYLLEeCTB/IEHUNIO €AMHOIro PpyKOBOACTBA, OpraHn3aumu rnpMMeHeHns cpeacTB 3awmThbl
M ynpasBfieHUs WMU, a TaKXe KOHTpoNs Hag cobniogeHvem BCEMWU KaTeropusimMu
nonb3oBartesien TpeboBaHuMM no obecneyeHnio 6He3onacHOCTM MHEMOPMALMOHHBIX
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pecypcoB aBTOMATU3MPOBAHHbIX cucteM. [lpasoson crtatyc CbW, obs3aHHOCTU U
HeKoTopble pekoMeHaauumn no opraHmsaumm CbWN npuseaeHsl B MNpunoxeHuu 1.

BHUMAHMUE!

MpumeHeHne  CIMO  «AKKopA» COBMECTHO C  CepTuduUUMpOBaHHbIMU
nporpammHbiMn  CK3UW w©n cpeactBamMu  pasrpaHmyeHuss [OCTyna no3BosnseT
3HAUUTENIbHO CHU3UTb HarpyskKky Ha OpraHus3aunoOHHble Mepbl, oOornpeaensemMble
YyCNOBUAMWU TMPUMEHEHUA 3TUX cpeacts. [lpy 3TOM Knacc 3alMUWEHHOCTU He
CHMXaeTcs.
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2 O6wme ceeaenmnsn o CNO «Akkopa-X K»
2.1 CocraB CINO «Akkopa-X K»

2.1.1 O6wme cBeaeHmnsn

CNO  «Akkopa-X K»  npeacrtasnser cobonm  nporpamMMmHoe  CpeacTBo,
npeaHasHayvyeHHoe ang npuMmeHenuns B CBT tuna IBM PC (aBTOHOMHbIX K, pabouunx
ctaHumax JIBC, TepMuHanbHbIX cepBepax), OYHKUMOHUPYIOLWNX MOA YyrnpaBleHUEM
OC ceMenctBa Linux, ¢ uenbto obecneyeHns 3awnTbl OT HECAHKLMOHMPOBAHHOIO
A0CTyna K nHdopMauum npyu MHOronosib30BaTeIbCKOM pexuMe aKcnayaTauuu.

«AKKOpA-X K» Ha /IOrMYeckoM ypOBHE COCTOMT U3 CneayroLmnx Moaynen:

e AP0 3aluTbl — TMpPOrpaMmMmbl, peanusylowmne 3awuTHble QYHKUUK
«Akkopa-X K»;

e MporpaMmMmbl YyrnpaBneHus 3awuTHbiIMM dYyHKUMAMK (HacTtponkm CI1O
«Akkopa-X K» B cootBetcTBumn c MPA).

B aapo 3awmnTtbl CMO «Akkopa-X K» BXoasT:

e MOHMUTOpP pasrpaHuUyYeHus A0CTyna, BbINOJHAKWNA HENOCpeaCTBEHHO
dyHKUMM 3aWmnTbl MHPopMmauun ot HCA - MPA (Moaynb siapa Linux acx-
core.ko);

e nMoAgKl4Yyaemble MporpamMMHble Moaynu ayTteHTudukaumm (PAM),
B3aMMOAENCTBYOWME C MOHUTOPOM pasrpaHUyeHnss [Joctyna Aang
naeHTuduKaummn/ayteHTudukaumm cybbekToB AoCTyna, — noacucTeMa
naeHTMdukaumm mn ayteHtndukaumm (PAM-moaynb pam_acx_local.so,
pam_acx_passthrough.so);

e MOAY/Ib peanusaumm CTaTUyeckoro KOHTpoNs uenocTtHoctn obbektoB OC
(acx-integrity-controller).

[laHHble MOAY/NN BbIMOJIHAOT OCHOBHble (YHKLMM MO 3awuTe MHdopMauum oT
HECAHKLMOHNPOBAHHOIo A0CTyNa.

Moaynn, He BXxoasiwume B COCTaB s4pa  3awutbl, nmbo  gaBnsoTCA
BCNoMoraTesibHbIMM K obecneunBatoT PyHKUMOHMPOBaAHUE siapa 3alwnTbl (HanpuMmep,
npeaoTepallaoT popmmnpoBaHme b1 HenpasunbHOro dgopmarta), Nmbo npeacTaBnsalOT
cobon yTunuTbl ans yaobHon HacTtpomkm n agMmHuctpuposaHusa CMO «Akkopa-X K».
B uyacTtHoCcTM, K cpeactBaM aamMuHuctpumposaHua CIMO «Akkopa-X K» oTHocATcAH
cneaytouwme rnporpaMmmbl:

o yTUNAUTbl HacTponkun CIMO «Akkopa-X K» acx-admin;

e yTUAUTbl ycTaHoBku [P nonb3oBaTenen acx-admin user, acx-admin
group, acx-admin shadow, acx-admin acl;

e yTUANUTbI ycTaHoBku MNP npoueccos acx-admin group, acx-admin acl;
e yTunMTa paboTbl C XypHanamum pernmcrpaunm cobbltn acx-admin log.
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YKasaHHble cpeacTBa He BXOoAAT B 4p0 3awunTbl CMNO «Akkopa-X K» n camu He
OCYLLECTB/IAT HUKAKMX 3alMUTHbIX MeXxaHn3MoB. CTporo roesops, peanusaums Bcex
YKa3aHHbIX QYHKUNN 3aMUTbl MOXET OCYLLEeCTBNATbCA U 6e3 3TUX cpeacTs.

2.1.2 CocTaB MCNOJIHAEMbIX MoayJien

CNO «Akkopa-X K» rnoctaBnsieTcd B HECKOJIbKUX MNakeTax, KoTopble UMeIT
cnepymwoulee coaepxxaHue:

nakeT acx-admin - coaepXuT yTunumTbl aaMUHUCTpupoBaHus CIO «AkKopA-
X K» n Heobxoaumblie 6mubnuotekn ana paboTtbl ¢ dansiom KoHpurypaumm un B
(libacx-db), »xypHanom 6e3onacHocTu (libacx-log);

nakeT acx-core - coaepXut moaynb acx-core.ko (MPA1), 6ubnnoteky n Mmoaynum
B3anmogenctena ¢ MP[ (libacx-core, acx-config-send, acx-db-send), moaynb
CTaTUYECKOro KOHTpoNnsa uenoctHoctn (acx-integrity-controller), Habop PAM-
moaynen (pam_acx_local.so, pam_acx_passthrough.so, pam_acx_marsh.so pam),
CKpUNTbl pacnakoBKKM M yrnakoBKkM obpasa initrd Ansg BO3MOXHOCTU yCTaHOBKM MP/.
[JaHHbIN NakeT coaep>XUT OCHOBHYIO YacTb sapa 3awntbl Akkopa-X K.

Moaynb acx-core.ko (MP[) sBnseTca KA4YEBbIM MOAYNEM B apXuUTeKType
Akkopa-X K - ato aapo CIO Akkopa-X K, BbINOMHEHHOE B BuAE 3arpyxXaemoro
moaynsa aapa (LKM). 3T1oT Mmoaynb peanmsyeT 60blUYH0 YaCcTb QYHKLNUIN 3aLUNTDI:

- peanu3aums AUCKPELMOHHbIX MNOAUTUK pa3rpaHnuyeHns AOCTyna U KOHTPONS
AOCTyna Ha OCHOBE MepapxXuyeckmnx MeTok;

- AMHAMUYEeCKNN KOHTPOJb LIeSIOCTHOCTH;

- OYNCTKA OCTAaTOYHOMN MH(OPMaLNM HA BHELWHUX HOCUTENSX;

- permcrpaums CUCTEMHbIX COObITUN B XXypHasne 6e30nacHOCTHU.

YTunutbl acx-config-send, acx-db-send saBnstoTca cpeaCcTBOM nonyyeHms MP/,
Heob6XoAMMbIX  AaHHbIX  ANS  KOpPpeKTHoOW  peanusaumu  [PA,  3a4aHHbIX
AOMWUHUCTPATOPOM C NOMOLLbIO YTUINT aAMUHUCTPUPOBAHMSA acx-admin*.

Moaynu PAM (pam_acx_local.so, pam_acx_passthrough.so,
pam_acx_marsh.so) npeactaBnstoT cobor AMHAMUYECKN 3arpyXxXaemble 6ubnuortekn,
peanusyowme MexaHusM maeHTudukaumm nonb3osBaTtens U B3ammoaencrtems ¢ MPA
ana ero ayteHTudpukaumm. Camo peweHue o poctyrne npuHuMmaetca MPO  acx-
core.ko, Ha OCHOBaHMM NOAYYeHHbIX OT PAM-MoAyns AaHHbIX U UX COOTBETCTBUIO
AaHHbIM B cobcTBeHHOM B. PAM-Moaynu OTBEYalT 3@ 3anpoC BXOAHbIX AAHHbIX OT
nonb3oBaTtena U npoueaypy permcrpaummn/6nokmposaHma nonb3oBatens B OC Ha
OCHOBaHuMn oTteeTa oT MP/[, npu 3TOM MUCMNONBb30BaTb MUX MOXHO KakK AN LTATHbIX
cueHapueB naeHTudukaumn/ayteHtndukaumm B OC (ansa ytunut login, gdm, kdm wu
T.M.), TaK U AN4 apyrux npunoxeHun (Booblie rosops, ans aobbix).

Moaynb acx-integrity-controller peannsyer yHKUMM CTAaTUYECKOrO KOHTPONS
LenocTHoCTM dannos/mucnonHsemblx mogynen. MP] B xoae 3arpy3skm OC 1 B MOMEHT
BXo4a MNOJIb30BaTeNs B CUCTEMY MWHUUMMPYET BbIMOJIHEHME 3TOr0 MoAyns Ans
CTAaTUYECKOro KOHTpons (AMHAMUYECKUN KOHTPONb peanum3oBaH cammm MPL).
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2.2 HasHauyeHume CINO «Akkopa-X K»

CNO «Akkopa-X K» npegHasHayeHO AN 3alUTbl OT HECAHKLUMOHWMPOBAHHOIO
AOCTyna K wWHdopmaumm, obpabaTtbiBaemMon u xpaHmmon B CBT wm AC, no
TpeboBaHuaAM Cuctembl cepTuduKaumm cpeacTts 3awntbl MHopmauum N POCC
RU.0001.01.6M100.

CNO «Akkopa-X K» npeaHa3HayeHO AN BbIMNOJHEHUS OCHOBHbIX (YHKLUN
3awmTbl oT HC Ha ocHoBe:

— NpUMEHEHUA NapoJiIbHONo MexXaHU3Ma,
—  peannsdaumnm MeXaHM3MOB pa3rpaHNyeHnNAa AOCTyNa,

— KOHTPONS UENOCTHOCTU KPUTUYHBIX C TOYKM 3peHUss MHPOPMaLMOHHOMU
6e3onacHoCTM nporpamMMm W AaHHbIX. B nporpammHon 4vactn C3U HCA
BO3MOXHa  MpoBepKa  UEeNOoCTHOCTM  nporpaMM U AaHHbLIX MO
WHANBUAYANbHOMY CMWUCKY ANS OTAENbHOro nosib3oBaTtens, Wau rpynnbl
nono3oBartenen. loacmcreMa KOHTPONS ULESIOCTHOCTU npeaycMmaTpuBaeT
KaK CTaTu4ecKumn cnmcok (npoBepKa BbINOJHAETCA OAHOKPaTHO B Hauane
ceaHca), TaK W [AMHaMWUYeCKU CNUCOK, TMpoBepka Mo KOTOpPOMY
BbIMOHAETCA Nepea KaXaoW 3arpy3kom KOHTpoaupyemoro damnna B
onepaTMBHY NaMAThb;

—  OYUCTKM BHELWIHEWN namM4aTu,

— MexaHum3Ma perncrpaunmm OencTBmi  nonb3oBaTenem B  CUCTEMHOM
XypHane, AocTyn K KOTOpPOMY npeaocTaBNseTcs TONIbKO
AamMunHuctpatopy bW.

2.3 TexHun4yeckue ycnosusi npuMmeHeHmn CrnoO «Akkopa-X K»

Ona ycrtaHoBkn CIO «Akkopa-X K» TpebyeTcs cneayrowmm MMHUMANbHbIN
COCTaB TEXHUYECKUX N MPOrpaMMHbIX CpeacTB:

1) IBM PC AT, coBMecTuMas c npoueccopoM n obbemMom RAM, obecrneumsatoLinm
NpUMeHeHWe onepaumnoHHbIX cUcTeM Linux;

2) o6beM npocTpaHcTBa ansg ycraHoBkn CIMNO - He MeHee 128 M6.

2.4 OpraHuMm3auUMOHHbIEe Mepbl, HeobxoanMbie Ana NpUMEeHeHus
CNnoO «Akkopa-X K»

Ona  sddektnBHoro npuMmeHeHmss CIMO <«Akkopa-X K» un  nogaepxaHus
Heobxoanmoro ypoBHs 3awmweHHocTn CBT (PC) n nHdopMaunoHHbIX pecypco AC
Heob6xoaumMmo:

— Hanuume agMUHUCTpaTopa 6e3onacHoCcTM WHdopmaumn (cynepBu3opa;
fAanee no Tekcty - AaMuHucTpaTtop BW) -  npuBuMNernpoBaHHOro
nonb30oBaTens, MMerLwero ocobbln ctatyc n abcontoTHblE NOHOMOYUNS ;

— u3snyeckaa oxpaHa CBT (AC).

Mpuem B 3kcnayataumio CIMO  «Akkopa-X K»  odopMmniseTrcs akToM B
yCTaHOBNeHHOM nopsake, B dopmynsape Ha CMO «Akkopa-X K» aaMUHUCTpaToOpoM
BW penaetcs cooTBETCTBYIOLWAA OTMETKA.
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2.5 CopeprxaHue pabotbl AgMuHUcTpaTtopa bW no npuMmeHeHmio
CNoO «Akkopa-X K»

OcHoBHOe copepxaHue paboTbl agMuHuctpatopa B no npumeHenuto CIMO
«AKKOpA» COCTaBNAIT ClefyoLwne MeponpuaTus:

nnaHnpoBaHue npuMeHeHunsa CIMO «Akkopa-X K»;

opraHusaumsa yctaHoBkn CIMNO «Akkopa-X K» n HacTporKka ero 3aluTHbIX
CpeacCTB B COOTBETCTBMM C YCTAHOBJIEHHbLIMU MOJIUTUKAMU pa3rpaHUYeHuns
AocTyna;

akcrnnyatauma CBT ¢ BHegpeHHbiM CIO  «Akkopa-X K», B T.4.,
OpraHM3aumsa KOHTPONA Hah MpPaBUIbHOCTbIO MNPUMEHEHUSA 3aLUUTHbIX
MexaHusmoB CI1O «Akkopa-X K»;

CHATME 3alUnNThbl.
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3 YcTaHOBKa M HacTpoika CMNO «Akkopa-X K»

3.1 O6bwme cBegeHuns

Mepen yctaHoBkonM wu akcnnyataumen CrNO AamumHucTpaTtop B npoBepseTt
COOTBETCTBME KOMIMNEKTHOCTU YC/I0BUSAM, 3asBNeHHbIM B pa3gene «KoMnnekTHOCTb
nocrtaskm» @®opmynapa Ha CIO, cpaBHMBaAeT KOHTPOJSbHble CyMMbl dannos
anctpmbytuBa C  yKasaHHbiMM B QopMmynsipe, nocne 4yero cocTtasBnseTr
OpraHu3auMoHHO-pacnopaauTenbHbi AoKyMeHT o BBoae CIO B akcnsyatauumio w
BHOCUT cBefeHns o HeM B pasaen dopmynsgapa «CBeaeHMsa 0 BBOAE B 3KCrslyaTauuio
N 3aKpenieHnn usaenmsa».

AoMunHuctpatop bW opraHusyeT ycTaHOBKY W HacTpomky CIO <«Akkopa»,
ncxoas M3 NpPUHATOM B OpraHusauun nNoauTUKU MHGopMaumoHHOM 6e30nacHOCTU, U
OCYLLEeCTBNISIET KOHTPO/Ib KayecTBa €€ BbIMOJSIHEHUS.

B HacTosiwem pasgene paccMaTpuBaeTcs MNOPSAOK HACTPOMKKM  3alUMTHbIX
MexaHm3amoB CIO B COOTBETCTBUM C nNpasBuiaMm pasrpaHnuyeHns [octyna K
WHpoOpMaLmmn, MPUHATbBIMKM B OpraHmsauum (Ha npeanpuatTum, dupme M T.4.).
CopepxaHnem aton paboTbl ABNSeTCca Ha3HavyeHne nonb3osatenaMm CBT nonHoMoumm
no A[OCTyny K pecypcaM B COOTBETCTBMM C pa3paboTaHHbIMM (M BO3MOXHO
YTOYHEHHbIMM B Xxode HacTtponku CIO  «Akkopa-X K») opraHusaumMoHHO-
pacrnopsaanTenbHbIMWU AOKYMEHTAMMU.

Mpu HeobXxoANMOCTM NoNHOMOYMS AgMUHUCTpaTopa B MoryT 6bITb pasaeneHsbl
Ha OTAesibHble ponn. [ng peanu3auunm ponesBoro AocCTyna HeobxoAMMO OrpaHuUyunUTb
COOTBETCTBYHOWME TnMpaBa nMnofb30oBaTeNto root M BblAATb aHaNOrMyHbie nMpasa
AOCTyna ApyroMy nonb3oBaTtento, B ToM uucne m B OC. Tak, ecinm oOAHOMY
nosib30BaTeNO BblAaTb MpaBa AOCTyna TONbKO K danny KoHdwurypauumm mn bHase
nonb3oBaTtesie, a BTOPOMY TONAbKO K JXXypHany - TMOJy4YuTCa pasjeneHue
AAMUHUCTPATUBHbLIX MOJIHOMOYMIA, U nepBbi byaeT AoMnHUCTpaTopoM BU, a BTOpon
- Ayantopom?,

MonHoMoumns nonb3oBatenen no gocrtyny kK pecypcam AC (CBT) HasHauatoTCcA
NyTeM COOTBETCTBYOLLEN HACTPOMNKMN:

— CpeacTts umaeHTUdMKaumm wn ayTeHTUdUKauuMn nonb3oBaTesien, C y4yeToM
HeobxoaAnMOKn ASINHBLI Napons;

— MexaHum3Ma YyrnpaBneHus AOCTYNOM K pecypcaM C WUCMNOSb30BaHUEM
aTpmbyToB A0CTyna, KOTOpble YyCTaHaBAMBAKTCA agMUHUCTpaTtopoM BU B
COOTBETCTBME KaXAOW MNape «CybbekT AocTyna - 06beKT AocTyna» npwu
perncrpaumnm nosib3oBaTenemn ncxoas M3 UX  (PYHKUMOHANbHbIX
obs3aHHOCTEN;

— CpeacTB  KOHTPOMS  LUENOCTHOCTUM  KPUTUYHbIX C  TOYKM  3peHus
MHMOpMaUMOHHOM 6€30NacHOCTM NPOrpamMM N AAHHbIX;

! [lanee 1o TeKCTy mpenmonaraeTest, 9To (GyHKIMHA ayIMTOPa BBIMOMHAET A MuancTpaTop BU.
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— MexaHu3Ma dyHKUMOHANbHOIo 3aMblKaHUA NpoOrpaMMHOWN cpenbl
none3osatenen cpeacrsamm 3awmtbl CMNO «Akkopa-X K».

3.2 MNMopsapaok ycTaHOBKM U HacTpoukm CMO «Akkopa-X K»

YctaHoBka CIO «Akkopa-X K» M ero HacTtpomka C y4deToM ocobeHHoCTen
NONNTUKM UMHPOPMaUMOHHON 6e30MacHOCTU, NpPUHATOM Ha obbekTe 3akasuuka,
OCYLLeCTBNSIETCS, KakK npaBwuno, cneuymanuctamm Mo 3awuTte uHdopMauum
opraHmsaummn (npeanpuaTtms, GuUpMbl U T.4.) B COOTBETCTBMM C TpeboBaHUSMMU
aKcnayaTaumMoHHON aokyMmeHTauunm Ha CINO «Akkopa-X K» n cocTouT n3 cneayowmx
3TanoB:

1. YctaHoBka CIMO pa3srpaHuyeHuns AocTyna;

2. HacTtporka 3awmTHbiX MexaHusmoB CMO «Akkopa-X K» (B T.4. HasHayeHue
NMPO 4ns nonb3oBaTesien B COOTBETCTBUM C  MNOSIMTUKON  MHGPOPMALMOHHOMN
6e30nacHOCTM) M akKTUBM3aAUMA NOACUCTEMbl pas3rpaHnyeHus A0CTyna K pecypcam
MN2BM;

3. Peanm3auusa OpraHuM3auuoHHbIX Mep 3alliuTbl, pPEKOMEHAOBAHHbLIX B
3KCnayaTaunMoHHOM aokyMeHTaumm Ha CIMO «Akkopa-X K».

4. Peanusauma Mep no 6e3onacHoOM HacTpowke cpeabl ucnonHeHusa CI1O
«Akkopa-X K», npuBeaeHHbIX B [1pnnoXXeHUn 7 HacTodwero 4OKyYMeHTa.

3.2.1 YcrtaHoBka CIO pa3rpaHu4yeHus aocTyna

MepBbiM WAroM B npouecce YCTaHOBKW M HacTporku CMNO pa3srpaHuyeHuns
aoctyna <«Akkopa-X K» saBnsercsa ycTaHoBka Ha xectkumnm auck CBT CMO c
ANCTpUbYTUBHOIO HOCUTENS, BXoAsLWero B komnaekT noctaBku CIMO «Akkopa-X K».

Ans rpm-based ANCTpMOYTUBOB 3TO MOXHO CAeNaTb C MOMOLLbIO CleayoLmnx

KOMaHA:
# yum install acx-admin-1.3-1.x86 64.rpm
# yum install acx-core-0.6-1.x86 64.rpm
# yum install acx-tmid-usb-1.3-1.x86 64.rpm
. (37€Ch MOTYT OBITh MPOYXE TAKETHI JUIS MOJICPKKH Pa3INIHbIX UACHTH()HUKATOPOB)
# yum install acx-gui-1.3-1.x86 64.rpm
# yum install acx-wui-1.3-1.x86 64.rpm

Jnéo And yCtraHOBKM OAHOBpPEMEHHO BCEX MNaKETOB C NMOMOLWbKO KOMaHAbl:
# yum install --skip-broken -y *.rpm

Ans debian-based anctpnbytnBoB 3TO MOXHO caenaTb, HaNpuMep, C NOMOLLbIO
cnegywouwen KomaHabl (Bepcms U pas3psaHOCTb YCTaHaB/IMBAEMbIX MAKETOB MOXET
OTNIMYaTbCH):

# apt-get install ./acx-admin 1.3-4 amdé64.deb ./acx-core 0.6-
4 amd64.deb ./acx-tmid-usb 1.3-4 amd64.deb



14
37222406.26.20.40.140.085 90

Ona wn3BneveHnsa dannos pguctpubytmea OC TeNIX WS wu3 apxuBoB C
pacwunpeHnemM .tar.gz MOXHO MCMNO/b30BaTb KOMaHAbI

# cp acx-admin-1.3.tar.gz acx-core-1.3.tar.gz acx-tmid-usb-
1.3.tar.gz /

# cd /

# tar xf acx-core-1.3.tar.gz

# tar xf acx-admin-1.3.tar.gz

# tar xf acx-tmid-usb-1.3.tar.gz

Mpu 3TOoM anga pabotel O acx-tmid-usb cnegyer Bpy4yHY) YCTaHOBUTb
3aBUCMMOCTU KOMaHOOU

# tpkg pcsc-lite

HekoTtopblie OC Linux B pamMkKax OAHOW BEPCUU MMEKOT HE TONIbKO HECKOJIbKO
pasHbIX s4ep, HO N AeCATKU cO0poK, MO3TOMY NpW YyCTaHOBKE BEpPCUU AUCTpUOYTUBA
Akkopa-X K ansa Bawen OC, Ho ana apyron cb6opku, MOAynM MOryT YyCTaHOBUTbCH
HEKOPpPeKTHO. B aToM cny4dae nocne nepesarpyskm OC 6yaeT 3arpyxeHa, a Moaynam
Akkopa-X K - HeT. B CBA3M C 3TUM peKoMeHAayeTca:

1) He HacTpamBaTb PAM-Moaynb A0 nepe3arpy3kn M MNPOBEPKU YCMELWHOCTU
ycTaHoBkun Akkopa-X K;

2) B Cny4dae, ecnin nocne nepesarpy3kn moaynu Akkopa-X K He 3arpysvnucsb,
obpatuTbCca B CNyxby TexnoadepXKm W MNONyuYuTb NaKeT AN KOHKPETHOM
cbopku.

MNpn ycTaHOBKE psiga rpm-nakeTOB MOXET BO3HMKHYTb npeaynpexaeHue o
TOM, 4yTO B HacTtporkax OC HeobxoaAMMO paspewwmnTb 3arpy3ky HenoAnMCaHHbIX
ApanBepoB U Moaynen aapa (Hanpumep, B /etc/modprobe.d/unsupported-modules
napameTtpy allow_unsupported_modules yctTaHOBUTb 3HauyeHue 1).

Ans HekoTopbIX AUCTPpUbYTUBOB (M3 M3BECTHbIX cny4vyaeB — Debian 7.6.0 x64,
Astra Linux SE 1.3 x64, Ubuntu 18.04.3 x64) nocne yCTaHOBKM «AKKOpA-X» U Mnpu
nonbITKE 3anycka nwbon yTuamTbl TuNa acx-admin BbIBOASATCS coobueHnsa o6
OTCYTCTBUU AMHaAMU4YECKMX bubnmnotek «Akkopa-X». ITO CBSA3aHO C TEM, YTO TakKue
ANCTPUBYTUBbLI UX He BUASAT U3-3a crneunmduuecknx HacTpoeKk NIMHKOBLUMKA, U Ans
peleHns gaHHon npobnembl cneayet nmbo nepeHectn 6ubnmnotekn, pacnonaraemblie
no nytu /usr/lib64/, B katanor /usr/lib/, nnbo co3matb Ha HUX cCbiku. Mpumep
CKpuNTa, peLwaruero onmcaHHyto npobnemy:

#1/bin/bash

libs=( "/lib64/security/pam_acx_local.so" \
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"/lib64/security/pam_acx_remote.so" \
"/usr/lib64/libacx-core.so*" \
"/usr/lib64/tmid-accord.so" \
"/usr/lib64/tmid-acos3-apdu.so” \
"/usr/lib64/tmid-acos5-apdu.so” \
"/usr/lib64/tmid-laser-apdu.so" \
"/usr/lib64/tmid-mifare-apdu.so" \
"/usr/lib64/tmid-mifarek-apdu.so" \
"/usr/lib64/tmid-mifare_desfire-apdu.so" \
"/usr/lib64/tmid-shipka.so" \
"/usr/lib64/libosci.so*" \
"/usr/lib64/tmid-etoken-apdu.so”
"/usr/lib64/tmid-etoken_pro-apdu.so"
"/usr/lib64/tmid-etoken_pro_java-apdu.so"
"/usr/lib64/tmid-rutoken-pkcs11.so"
"/usr/lib64/tmid-tm-usb.so" \
"/usr/lib64/libacx-db.so*" \
"/usr/lib64/libacx-log.so*" \
"/usr/lib64/libtmid.so*" \
"/usr/lib64/libccid_dev.so" \
"/usr/lib64/libpkcs11_dev.so" \
"/usr/lib64/libtmid_utils.so" \

)

for lib in "Is ${libs[@]} 2>/dev/null’
do
path="echo $lib | sed 's/64//g""
# if files from $libs exists, then create symbolic links for them
if [ -e $lib ]; then
# first unlink previous links
if [ -e $path ]; then

unlink $path
fi
echo "${lib}: exists, creating link in ${path}"
In -s $lib $path
fi
done

echo "Configuring library paths successfully ended."
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exit O

B Ubuntu 18.04.3 PAM-moaynu yctaHoBneHbl B /lib/x86_64-linux-
gnu/security/, a He B /lib/security (4To nbITaeTca wucnpaBuTb CKPUNT U3
npeabiaywero 6noka "BHAMAHUE!").

B cooTBETCTBUN C 3TUM, HYXXHO nmbo cospaTb BPY4YHYI CCblIJZIKM C NMOMOLLBbIHO KOMaHA

In -s /lib64/security/pam_acx_local.so /lib/x86_64-linux-gnu/security/
In -s /lib64/security/pam_acx_remote.so /lib/x86_64-linux-gnu/security/

nmbo npun Hactpouke PAM (pasgen 3.4.9) wucnonb3oBaTb abCoOMOTHLIN NyTb A0
cooTBeTcTBYlowero PAM-moayns, Hanpumep, B /etc/pam.d/common-auth:

auth requisite /lib64/security/pam_acx_local.so password tmid_timeout=2 debug
auth [success=1 default=ignore] pam_unix.so nullok_secure try_first_pass

Mpn pabote B OC TeNIX WS cneayer WuW3MeHWUTb nMpeayCTaHOBNEHHbIN
rpadmyecknin MeHemxep Bxopa B cucteMy sddm Ha naket lightdm. B kauecTtBe
npyUMepa MOXXHO UCMOJIb30BaTb KOMaHA4bl

tpkg lightdm lightdm-gtk-greeter

tpkg -i lightdm

systemctl disable sddm

systemctl enable lightdm

nnu obpaTnTbCa K AOKYMeHTauun paspabotumka OC TeNIX WS.

3.2.2 HayanbHasa koHpurypaumsa CMNO «Akkopa-X K»

Mocne BbINOAHeHUs npouecca yctaHoBku CIO pasrpaHnyeHnss pocrtyna
Heo6Xx0AMMO NMPOBECTU HadanbHY KOHMUrypauuto ¢ NOMOLLbIO yTUNnUTbl acx-config
(BXxoAUT B cocTaB naketa acx-admin - acx-admin config). [ns
aBTOKOHMUrypupoBaHua crenyeT BbiNOJHUTbL KOMaHAY:

# acx-config create

30ecb U pganee — ANg NOAYYEHUS CNpaBKM M ONUCAHUSA AN TOW WAW WUHOK
YyTUAUTBI HeobXxoanMo NMbo 3anyCcTuTb ee 6e3 ykasaHusa Kakmx-nnbo onuun, nmbo
ncnonb3oBaTb onuunn -h, --help
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[root@localnost ~]# acx-admin config create
[root@localhost ~]# acx-admin config show

common :

db-path: fetc/faccordx/db. json

log-dir-path: fvar/log/faccordx/
salt:

salt-prefix: %1%

salt-size: 8

salt-end-symbol: g
company :

company-name : e

company -phone: LHal
acx-core flags:

permissive-acl: true

discr-acl: false

mand-acl: false

star-property: true

soft-mode: true

mpl: Talse

icl: false

print-control: false

memory-cleaning: false

default-log-level: err
clearance-transcript:

B - "public”

1 - "confidential"

2 - "secret"

3 - "top secret”

4 - "special importance"
autentication settings:

authentication-type: local

pam-retries: 18

block-multilogin: false

password-length: 8

PucyHok 1 - Co3saaHue caiina koHpUurypaumm, BbiBog co3gaHHoro gaina KoHpurypauumn
«Akkopa-X K>», BKJIloueHue AUCKPELUMOHHON NOJINTUKN pa3rpaHUYeHus AOoCTyna

B pe3ynbTate BbINOSHEHUS MNpPUBEAEHHON KOMaHAbl
config.json co3gacTca KoHdUrypaumoHHbin dann gna <«Akkopa-X K» Buaa (cm.
TaKXXe PUCYHOK 1):

/var/log/accordx/

common :
db-path: /etc/accordx/db.json
log-dir-path:

salt:
salt-prefix: $6S$
salt-size: 8
salt-end-symbol: S

B /etc/accordx/acx-
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company:

company—-name: ""
company-phone: ""

acx-core flags:

permissive-acl: true
discr-acl: false
mand-acl: false
star-property: true
soft-mode: true
mpl: false
icl: false
print-control: false
memory-cleaning: false

default-log-level: err

clearance-transcript:

0 - "public"

1 - "confidential"

2 - "secret"

3 - "top secret"

4 - "special importance"

autentication settings:

roe:

authentication-type: local

pam-retries: 10
block-multilogin: false
password-length: 8

1. log-dir-path —nyTb Ans cozgaHuns XXypHanos;

2. 6nok acx-core flags ncnonb3yetrcsa ANs BbIMNONIHEHUS HACcTpoOeK sApa 3awuTbl
KoMmniekca. lNMapameTtpbl 6n10Ka:

permissive-acl — BKAOUYMTb paspewmnTtensHole MPA;

discr-acl —  BK/IIOYUTb AUCKPELMOHHYI TMONIUTUKY pasrpaHUYeHuns
A0CTYna;
mand-acl - BKIOUYMTbL MNOMUTMKY Ppas3rpaHUYeHUst AOCTyna Ha OCHOBE

nepapxmyeckmnx MeTok,

star-property — BKAOYUTb MpaBWJIO 3anpeTa 3anucu «BHU3» B MOJINTUKE
pa3rpaHnyeHmna goCctyna Ha OCHOBE UeEpPapXnyecCKknx MEeToK,

soft-mode — BKIIOUYNTb MATKUIN PEXUM;

mpl — BKIOYNTb KOHTPOJIb TOYEK MOHTUPOBAHUS;

icl — BKIIOUMTb KOHTPOJ/Ib LL€STIOCTHOCTHU;

memory-cleaning BKIIOYNTb OYUCTKY OMEepaTUBHOM NaMAaTH;
default-log-level ypoBeHb AeTanbHOCTU XypHana cobbiTuit;

3. clearance-transcript - wucnonb3yetcsa Ans8 3a4aHUs COOTBETCTBUS MexAay
CTPOKAMMN N nepapxmyeckMMm MeTkamu;
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4. authentication setting BkntoyaeT HOBbIe ONLUMNU:
— password-length (MMHMManbHasa annHa napons Ans BCex rnosib3oBaTenen):

— block-multilogin (3anpewaTb BO3MOXHOCTb CO34aHUA MHOXECTBEHHbIX
CeCCUM 0QHOro M TOro XXe Nosb30BaTens);

— pam-retries (MakCuManbHOE KOMMYECTBO MOMbITOK caenaTb login nepea
6110KMPOBKON);

— authentication-type (Tnn ayTeHTMdUMKauMM - nNokKanbHasi, ¢ Npobpocom
nonb3oBaTtens U3 KoHTponnepa (passthrough), yananenHas).

Mpn pabote B OC TeNIX WS nocne pacnakoBku naketoB ¢ O cnepyet
BbINO/IHUTb BPYYHYO psia KOMaHAa. NpuMepbl HEKOTOPbIX KOMaHA:

— mkdir -p /etc/accordx /var/log/accordx/
— acx-admin config create

— acx-admin db create —c

— chmod g+s /var/log/accordx/

— systemctl daemon-reload

— systemctl enable acx

— systemctl disable acx

— /sbin/depmod -a

3.2.3 Co3aqaHume 6a3bl AaHHbIX NoJsib30BaTeneun

Oanee c nomowbto yTunutbl acx-admin (acx-admin db create) cneayer
co3aaTtb 6a3y paHHbix (B) nonb3oBaTtenen (nogpobHee CM. pUCYHOK 2). Ecnu Ha
npeablayweM ware 6bl1 KOppeKTHO Cco34aH KOHMUrypauuoHHbln dann, To Ha
OAHHOM Luare MOXHO MCNOJSb30BaTb OMUMIO —c 4SS co3aaHus B[l co ctaHAapTHbIMK
Y4YEeTHbIMK 3anncsiMu, HeobxoaMMbIMK aanee: # acx-admin db create -c

QAppIications Flaces System %

File Edit View Terminal Tabs Help

[root@localhost toor]# acx-admin db create -c
Successfully created empty acx database in '/etc/accordx/db.json’.
[root@localhost toor]# ||

PucyHok 2 - Co3gaHue 6a3bl AaHHbIX NOJib30BaTes/Ie Ha OCHOBE KOH(PUrypaumoHHOro
cdanna

B pe3ynbTtaTte BbINO/MHEHUS MNpuBeAeHHOM KoMaHabl B /etc/accordx/db.json
co3paetcsa dann 6asbl gaHHbIX Nosib3oBatenen. MOXHO BbINONIHUTL NPOCMOTp B/,
MCMOsIb30BaB OMNUMIO —V — NoKasaTb NOAPOOHbIN BbiBOA (PUCYHOK 3):

# acx-admin db show -v
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[root@localhost accordx]# acx-admin db show -w
Account database wersion: 1.1
Accounts: 2 group(s), 1 user(s), 1 shadow(s), @ process(es)
group "default shadow"(shadow), 1 member(s)
group "default user”(user), 1 member(s)
Mandate ACL: 8 rule(s)
Global static ICL: O objecti(s)
Global dynamic ICL: @ object(s)

PucyHok 3 -MpocMmoTp napamerpos b/}

YTobbl B npouecce pganbHenwero yHKUMOHUpoBaHUSA «AKkKopa-X K» MOXHO
66110 BbINONAHUTE BXo4 B OC B kavectBe AaMuHucTpaTopa bW (cynepnonb3oBaTens;
nonb3oBartens root), nocne co3aaHuMa 6a3bl AaHHbIX MNONb30BaTeNen Ans Hero
Heo6Xxo0AMMO Ha3Ha4YUTb MAeHTUdUKATOP 1 3aaaTb Naponb B Bl (AaHHYO npouenypy
Heob6XxoAMMO BbIMOSIHUTL MOTOMY, 4YTO MNpu co3gaHun B[ ucnonb3oBanacb onuus
aBTOCO34aHMA HYXHbIX MO YMOJYaHWUKO rMosb3oBaTenen, wu, crenoBaTesibHoO,
naeHTUdUKaTop 1 Naposib AN nofab3oBaTens root ewe He 3agaHbl). CM. pUCYyHOK 4.

| . Applications Places System %

File Edit Wiew Terminal Tabs Help

[root@localhost toor]# acx-admin wser edit -p "123' -t "' root

Editing user: root

Please attach your TM-identifier: 06 0000OB558DET 5C
Successfully edited user 'root' in '/fetc/accordx/db.json' acx-db.
[root@localhost toor]#

PucyHok 4 - HazHauyeHune nepcoHasibHOro naeHTudPMKaTopa n sagaHue naposas ansa
nonb3oBaTens root

3.2.4 Co3paHue rpynn nosnb3oBaTesnien

YT0o6bl Co3aaTb rpynny nosb3oBaTesnier, HeobxoamMMo 3anyCTUTb YTUAUTY acx-
admin (acx-db-group) v BbINnoOAHUTL KOMaHAy (NnoapobHee CM. pUCYHOK 5):
# acx-admin-group [add|delete] GROUPNAME

|‘ Applications Places System %

Fle Edit View Terminal Tabs Help

[root@localhost toorl# acx-admin group add user_group
Adding group: user_group
Insert acx-db GROUPTYPE (user, shadow, process): user

SuccessTully added new group into '/etc/accordx/db.json’ acx-db.
[root@localhost toorl# |

PucyHok 5 — Co3gaHue rpynnbl Nosib3oBartenem
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Ha naHHbIM MOMEHT rpynnuUpoBaHMe Nosib30BaTeNleln He OKa3blBAET BAIMSHUS Ha
obuwyto paboTy KOMMIEKca - Trpynnbl MCMonb3ykTca Ana yaobctBa. OaHako
Heo6X0AMMO YuUTbIBaTb, 4UTO AN KOPPEKTHOMW paboTbl KOMMMeKca [AOJIKHbI
BbIMNONIHATLCS C/IeAyOLWME YCNOBUS:

B B/l o6s3aTenbHO A0/MKHA 6bITb 3aperncTtpupoBaHa y4yeTHas 3anucb nosib3oBaTtens
Tuna shadow (n, cooTBeTcTBEHHO, rpynna tuna shadow) ¢ mmenem "root", uid=0 n
MaKCUManbHbIMN AUCKpeUunoHHbIMM TPl Ha Bce 06bekTbl (hannoBon cuctembl (B
cny4yae npuMeHeHUs KOMaHAbl '#acx-admin db create -c' Takag y4yeTHas 3anucb
byneTt co3gaHa aBToMaTMyeckn). [laHHasa y4dyeTHasi 3anmcb UCMOSIb3YeTCsd B MOHUTOpE
pasrpaHMyeHnss AO0OCTyrna KOMMJeKca Ha paHHeM 3Tane 3arpy3skm OC (T.e. no
NOsIBNIEHMS B CUCTEME peanbHOro nonb3oBaTens), B COOTBETCTBUM C  ITUM
anckpeumoHHble MPO v MPO Ha OCHOBE MepapXMyecKkux METOK ANs 3TON Yy4YeTHOM
3annucun pedakTupoBaTb HEe pPeKOMeHAYeTCs, T.K. 3TO MOXET MpuMBecTn K owmnbke B
3arpyske OC n/unu kernel panic.

B B o6ga3atenbHO A0/KHA 6bITb 3aperMcTtpupoBaHa ydeTHas 3anmcb Nosib30BaTeNs
TUna user (1, COOTBETCTBEHHO, rpynna Tuna user) ¢ umeHem "root" n uid=0. [JaHHas
yyeTHass 3anucb B HekoTopbix OC MOXeT MuCnonb30BaTbCsd Ha MNo3gHeM 3Tane
3arpy3kn OC. B pamkax camom OC 3Ta yyeTHas 3anucCb COOTBETCTBYET YUYETHOM
3anucn  cynepnonb3oBaTtensa (root). Ecnm npum HacTpomke <«Akkopa-X K» He
nnaHupyeTcs KaknMm-nnbo obpasom orpaHu4nBaTb YUYETHYIO 3anucb
cynepnonb3oBaTend, AUCKpeunoHHble MNP ana 3Ton y4eTHOW 3anmcu nydwe 3ajaTb
TaKUMU Xe, KaK U AN ydyeTHOM 3anucu nonb3oBaTtens shadow ¢ nmeHem root (T.e.
MakcuMmanbHble TP pana Bcex o06bekToB ansioBoM CUCTEMbl, MaKCUMManbHbIN
YPOBEHb KOHMUAEHUMANbHOCTK). [ONOAHUTENbHO ANS 3TOM  YYEeTHOM 3anucu
HeobxoanMOo 3a4aTb naeHTUdUKaTop U Naposib (CM. pUCYHOK 5).

3.2.5 Co3gaHume yyeTHbIX 3anmceu nosnb3oBaTesnien

Ons co3gaHuma  y4deTHbIX 3anucer nonb3oBaTtenen HeobxoaAnMMOo 3anyCTUTb
yTunuty acx-admin user [add|edit|delete]. [aHHble y4yeTHble 3anMcu B
AanbHenweM byayT NCrnonb30BaTbCsA A1 peasibHbIX NOMb30BaTENEN CUCTEMBI.

Mpu co3gaHuMM nosb3oBaTenem HeobXxoAMMO y4yecTb TOT (aKT, 4YTO B Xoae
BblNO/IHEeHUs npouenypbl Bxoga B OC OoT MMeHM nonb3oBatens B cucteMe byget
BbINO/THATLCA psa4  YTUAUT, a TaKXe MWCnonb3oBaTtbCad 60/bllOe  KOIMYeCTBO
6bubnnotek. HactosaTenbHO pekoMeHAYeTCs NepBOHaya bHO 3aAaTb MOSb30BaTesNHO
MaKCMMasbHble MpaBa W 3anyCTUTb CUCTEMY B <«KMAMKOM» pexume. 3aTteM U3 nora
paboTbl Nonb3oBaTenss MOXHO byaeT chopMupoBaTb H6osiee TOUYHbIE AUCKPELMOHHbIE
NP4 v MNPO Ha OCHOBE MepapxmyecKnx MeToK C MoMoLbl yTunmTbl acx-admin-log
(KOMaHAoOM # acx-admin log makerights ...).

Co3paanM, HanpuMep, 0bbI4HOrO Nosb3oBaTens ¢ umeHeM toor (pUCYHOK 6):
acx-admin user add -w '' -a user group toor
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|QAppIication5 Places System %

Eile Edit Miew JIerminal Tabs Help
[root@localhost toor]# acx-admin user add -w "' -3 user_group toor

Creating user: toor

Please enter password (maximum 12 symbols): o

Please attach your TM-identifier: 06 O0EEEO55CC25 B89
Starting adding user to acx-db...

Successfully added new user into '/etc/accordx/db.json' acx-db.
[root@localhost toor]s# I

PucyHok 6 — CosaaHue 06bI4HOro nosib3oBaresia ¢ uMmeHeM toot

[Mocne BbINO/IHEHUSA OMUCAHHOM MNOCNEeA0BaATENbHOCTU AENCTBUIM MOSb30BaATE/b
C nmeHeM toor nosasnseTcsa B 6a3e gaHHbIX Nonb3oBaTenen «Akkopa-X K».

[root@localhost accordx]# acx-admin user show toor
toor tmid=[06 0O0E00Q4F31AA 2E] xid.tmdevice=[394AD69ADE84419DC] xid.accordle=[394AD6SADE4419DCFFFF
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF] uid=[1508]

Working hours:

Capabilities: set_time

Settings:

Mandatory level: O

Blocked: false

ACL: 1 rule(s)

Static ICL: © object(s)

Dynamic ICL: O object(s)
krnnt@lncalhoﬁt accordx]#

PucyHok 7 — NMpocMoTp napaMeTpoB noJsib3oBaTtesns

Mpu  co3gaHum  WAM  pefakTUpPOBaHMKM  Mofsb3oBaTenem  HeobxoauMo
YAOCTOBEPUTLCS, YTO uid M Maponb peanbHbIX MNosib3oBaTenen, cospgasaembix B B/
«AkKkopa-X K», coBnagalwT CO 3HadyeHumamMmm un3 @danna /etc/passwd. WHaue
npousBectn onepauuto login  AaHHLIM nonb3oBaTeneM He nonayymTca. Ecnau
nonb3oBaTenb, co3aaBaeMbin B «Akkopa-X K», yxe cywectsyetr B OC, T0
HeobxoaMMO yKasaTb ero peasnbHbii uid ¢ NOMOWbIO ONUMKM -U — HaAnNpuMep, «acx-
admin user add -u 1000 USERNAME».

HeobxoanMo OTMeTUTb, UYTO BCe onepauun rno GopMMPOBAHUIO UM NPOCMOTPY
B[l nonb3oBaTtenen TpebyeTca BbINOAHATL C MOMOLWbLKD YTUAUT acx-admin-*. 3710
CBSI3@aHO C TeM, YTO py4yHoe co3haHue/penakTMpoBaHue aAaHHbIX B danne B moxeTt
NpUBECTM K TOMY, UYTO B MOHWTOP pasrpaHuyvyeHuns gocrtyna 6yaet 3arpyxeHa B[
HenpaBuibHOro opmaTta (4To C 60/bLION BEPOSATHOCTLIO MPUBEAET K NaHuKe sapa
Ha paHHeM 3Tane 3arpy3ku OC). Bce npuBeneHHble B AOKYMEHTE AEMOHCTpauunm
dannos Bl unn KoHbUrypaumm npusBaHbl CPOpMUpPOBATL MOHMMAHUE MPUHLUMNOB
HaCTpOMKM KoMmnnekca y AaMuHucTpatopa BW - Ha npakTuke e ans npocMmoTpa
pe3ynbTaTOB BbIMNOJHEHUS TOM MM WMHOM KOMaHAbl peKoOMeHAyeM WCMofb30BaTb
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YTUAUTBI N3 cocTaBa acx-admin-* (Hanpumep, acx-admin user show gns npocmoTpa
WHpopMaLmM No Nonb3oBaTeNsam u T.M. - cM. NpunoxeHuve 2).

3.2.6 3apgaHMe ANCKPELMOHHbIX NMpaB pa3rpaHU4YeHMUa aocTtyna

PaccmoTpuMm Bonpoc 3agaHusa PO  aona  co3gaHHbIX — Mosib3oBaTenemn
«Akkopa-X K». OgHako CTOUT MMeTb BBMAY, 4UYTO MpuU YycCTaHoBKe <«Akkopa-X K»
BrepBble XenaTtesbHO NponyCTUTb cneayowme nyHKTbl ¢ HacTponkon MPA/KoHTpons
LEeNOCTHOCTM W 3aKoHYUTb npouecc yctaHoBkn CIMO «Akkopa-X K»  (4Tobbl
ybeantbcs, 4Tto KoMmnnekc pabortocnocobeH C OTKAKYEHHbIMW MexXaHu3Mamu
6e3onacHocTn unu c MNP, pa3peliatowmmm Bce 4ENCTBUSA).

NTak, nocne ycnewHoro BbINO/IHEHUS YCTAHOBKW M NepBUYHOM HacTporkn CMO
Heo6xoaANMMO 3a4aTb ANCKPELMOHHbIE NOAUTUKN pasrpaHMyeHns AoCTyrna CO34aHHbIM
NoNb30BaTeNsAM C NOMOLWb0 YTUANTbI acx-admin acl.

B CIO «Akkopa-X K» [AWCKpeuMOHHble npaBuna pasrpaHuyeHuns [ocTyna
yCTaHaBIMBalOTCA  MNpucBoeHMeM obbekTam  pgoctyna aTtpubyTtoB  poctyna.
YcTaHOBNEHHbIN aTpubyT O03HaA4YaeT, YTo onpeaensieMas aTpmMbyToM onepaums MOXeT
BbINO/THATLCA Ha4 AaHHbIM 06beKTOM. B AMCKPELMOHHOW MOSINTUKE pasrpaHuveHus
AOCTyna AOCTYNHbI cneaytowme atpubyTbl:

R - oTKpbITMEe 06beKkTa Ha YTeHue;

W - oTKpbITUe 06bekTa Ha 3anuch;

X - OTKpbITUE 06beKTa Ha BbINOSIHEHUE;
C - co3paHune o0bbekTa;

D - ynaneHune obvekTa;

N - nepenMeHoBaHMe 0b6beKTa;

L - co3gaHmne XXecTKon CCbiIKn Anst obbekTa
M - co3paHune kaTtanora;

E - yaaneHue katanora;

G? - nepexo B KaTanor;

n - NnepenMMeHoBaHMe KaTtanora.

PaznuuHble aTpubyTbl AN9 KaTasoroB MOXHO 3ajaBaTb 6e3 pekypcun,
peKypCMBHO Ha 1 noakaTtasnor BHM3 WAM PEKYpPCUMBHO Ha BCe noakaTtanoru
yKasaHHoOro katanora (npu atoMm B B[] 3TO0 oTOb6paxkaeTca B BMAE pPa3IMYHbIX
OKOHYaHUM y 06beKTOB KOHTpONS - /, /* unn /** COOTBETCTBEHHO).

Tunbl HacnegoBaHMA NpaB A0CTyNa ANs COAEPXUMOro KOHTEMHEPOB:

0 - HeT HacnepoBaHus

1 - HacnepgoBaHme nogkaTtanoramm atpmbyToB poAUTENLCKOrO KaTtasora TONbKOo
Ha OAWH YpPOBEHb BIOXXEHHOCTU

S - PekypcuBHOe HacnegoBaHue noakaTtasoramMm aTtpmbyToB poaUTENbCKOro
KaTanora.

2 Atpubyt G HE PEKOMEH/IYETCS K HCIIONB30BAHMIO B COBPEMEHHBIX Bepcuax «Akkopa-X K", XoTs u npucyTcTBYeT B
uHTepdeiice st 00paTHOM COBMECTUMOCTH
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NMpumep: [eMOHCTpaynsa  3agaHnsa  A[AUCKPELUWOHHOMH MoJINTUKN
6e3onacHocTn

Cozgpagmum B OC 4 «kartanora - /home/toor/nocd, /home/toor/noread,
/home/toor/nowrite, /home/toor/noexec u pana nonb3oBaTtens toor 3agaaum
COOTBETCTBYKOLIME OrpaHMUYeHnUss Ha HuUX (Henb3s nepenTu B KaTanor, Henb3s
ynuTaTb, HEMb3S NMUCATb, HENb3S BbIMOJIHATb COOTBETCTBEHHO; CM. PUCYHOK 8).

‘QApplicaticns Places 5Systemn %

File Edit View Terminal Tabs Help

[root@localhost toor]# mkdir nocd noread nowrite noexec

[root@localhost toor]# acx-admin-acl

acx-admin-acl - Manage access control Llists (ACL)

Usage: acx-admin-acl [COMMAND] [OPTIONS]

Use cases:
acx-admin-acl -h
acx-admin-acl show [-v] [-m] [-g|-u|-5|-p <name=] [-T <filename=]
acx-admin-acl add [-g|-v] <=-g|-u|-5|-p <name=> [-r <@|1]|5=] [-T <=Tilename=] <ATTRIBUTES= <=PATH=
acx-admin-acl add [-g|-v] [-r <@|1|5=] [-T =filename>] <SENSITIVITY LEVEL= <PATH=
acx-admin-acl rm [-q|-v] [-g|-u|-5|-p <name=] [-r <@|1|5=] [-T =filename>] <PATH | RULE_NUMEBER=
ac¥-admin-acl clear [-g|-v] [-g|-u|-5]-p <name=] [-T <filename=]

COMMAND :
show List contents of ACL
add Add Tile system object to ACL
rm Remove Tile system object from ACL
clear Clear ACL contents

OPTIONS:
--help, -h Show this help
--group, -g Manage ACL for a specified group
--user, -u Manage ACL for a specified user account
--shadow, -s Manage ACL for a specified shadow
--process, -p Manage ACL for a specified process
--recursion, -r Specifty rule recursion level for a directory
--mach, -m Produce machine-parseable output
--file, -T Use specified DB Tile instead of default
--verbose, -w Show verbose output
--guiet, -g Suppress any output

[root@localhost toor]# acx-admin-acl add -u toor -r S RWXOCDNLMEn Shome/toor/nocd
[root@localhost toor]# acx-admin-acl add -u toor -r S WXOCDNLMEnG Shome/toor/noread
[root@localhost toor]# acx-admin-acl add -u toor -r S RXOCDNLMENnG Shome/toor/nowrite
[root@localhost toor]# acx-admin-acl add -u toor -r S RWOCDNLMEnG shome/toor/noexec
[root@localhost toor]#

PucyHok 8 — 3agaHue AUCKPELMOHHOM NOJIMTUKKN 6€30MacHOCTHU

TakuM o06pa3oM, co3daHHble npaBuia pasrpaHMyeHms goctyna B B
«AKkopa-X K» AOMXHbI UMEeTb Cneayrwmin Bua:

"acl": [["/**", "RWXOCDNLMEnG"],

["/home/toor/nocd/**", "RWXOCDNLMEnNn"],
"/home/toor/noexec/**", "RWOCDNLMENG"]
"/home/toor/noread/**", "WXOCDNLMENG"]
"/home/toor/nowrite/**", "RXOCDNLMENG'

( ’
( ’
[ 1]
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3.2.7 3apaHue nepapxmuyeckux MeTokKk n ypoBHeu aocrtyna

3apaTtb Mepapxumyeckme MeTku ans obbekToB (hannoBOM CUCTEMbI U YPOBHMU
AOCTyna Ha UX OCHOBe AN1s NoNb30BaTesien MOXHO C MCMNOJSIb30BaHNEM YTUINTbI acx-
admin acl. B «Akkopa-X K» nogaepxuatotcs MmeTkm oT 0 go 15. Mpu 3TOM ypOBHMU
AOCTyna HeobXoAMMO BbICTaBUTb 4S9 BCEX MNOSb3oBaTesien cucteMbl (napameTp
clearance), a ypOBHW KOHMMAEHUMANbHOCTM - AN8 Kaxaoro obbekta (ypoBHM
KOHpuaeHUnanbHocTn 6yayTt rnobanbHbiMU ANS BCeNn cucTeMbl). Takxe Heobxoanmo
MOMHUTb, 4YTO 4719 Hayana cBoen paboTbl MexXaHM3M pasrpaHUYeHus AOoCTyna Ha
OCHOBE MepapxXuyeckmx MeTOK A[o/KeH 6biTb BKAYEH B danne KoHdurypauumm
(Bbllle B MEepBUYHOM KOH(MUrypmpoBaHMM Oblnl BKAKOYEH TONbKO AMCKPELMOHHbLIN
MEXaHU3M).

[JaHHbIN Wwar pekoMeHAyeTCa TMponyCTUTb, MNOKa B cuUcteMe He 6yaeTt
KOppekTHO paboTaTb AUCKPELUMOHHasi nonuTuka pasrpaHundyeHns pgoctyna (nmbo
aBTOMaTU4eCKn 3a4aTb MeTKN U3 nora paboTbl B "MArkom" pexume).

NMpn HacTporKe pasfnU4YHbIX MNOUTUK pasrpaHUYeHns [ocTyna Heobxoaumo
NOHMUMATb, 4TO TnMOC/e 3arpy3km MOHUTOpa pasrpaHmyeHusa pocrtyna b
nofib3oBaTesieM HadHeT «3awmuwaTtb cama cebsa». oaToMy Ha aTanax 4.2.6 u 4.2.7
HeobXo0AMMO YeTKO pas3rpaHnuYnTb, KakKMM nofb3oBatenaMm 6yayT AOCTYNHbl Ha
yTeHue/penakTuposaHme caMm dann b, a Takxke BCe YyTUAUTbI aAMUHUCTPUPOBAHUSA
n3 naketa acx-admin (/bin/acx-admin-*).

3.2.8 Co3paHne CNMCKOB KOHTPOJIA LI€IOCTHOCTH

Co3paHune cnnckoB KOHTpons uenoctHocTu (CKL,) BbIMOAHSAETCS C MOMOLLbHO
yTunuTtbl acx-admin icl.

[JaHHbIN MYHKT, KakK U npeabiayline ABa, MOXHO MPONYCTUTb U BbIMOSIHUTD
TONbKO Mocne HacTponkn «Akkopa-X K» ¢ «nyctomn» B/.
CylwecTtByeT 2 TMMNa KOHTPO/SA LEeNOCTHOCTU — AMHAaMUYECKNI N CTaTUYECKUMN.
AVMHaMUUYECKNN KOHTPOJ1b LL€/IOCTHOCTH
AVNHaMnyecKnin  KOHTPOAb  UENOCTHOCTM  OCYLLeCTBASeTCs B MOHUTOpE
pasrpaHnyeHnss AocTyna npu 3arnycke Ha WCNoJHEeHWe YKa3aHHbIX O06beKkToB
(06bekTbl HeobxoaAMMO yKasbiBaTb B AMHAaMUYECKOM CMUCKE KOHTPONS LEeNOCTHOCTHU

rnobanbHO ANnd Bceu Bﬂ,, da He And KOHKPETHOro nosib3oBatend - db-
>dynamic icl).

lMMpumep. [AdeMoOHCTpauunussi 3arnoJIHEHMUsI CNUCKa AUMHaMU4YeCKOro
KOHTpPOJIS1 EJ/IOCTHOCTMH.

Co3spagnM 6uHapHbIM dann (BbiIBOASWMN B KOHCOMb «0Ok») M 3aHeceM ero B
AVNHAMUYECKNIN CNUCOK KOHTPOJISA LEeNOCTHOCTU (PUCYHOK 9).
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QApplicaticns Flaces System %

File Edit \iew Terminal Tabs Help

[root@localhost toor]l# echo "#!/bin/bash

= echo ok® > test_bin.sh

[root@localhost toorl# chmod +x test_bin.sh

[root@localhost toor]# ./test _bin.sh

ok

[root@localhost toor]# acx-admin-icl

acx-admin-icl - Manage integrity control lists (ICL)

Usage: acx-admin-icl [COMMAND] [OPTIONS]

Use cases:
acx-admin-1icl -h
acx-admin-1icl show [-v] [-m] [-g]|-u <=name=] [-T <filename=] [-s|-d]
acx-admin-1icl add [-g|-v¥] [-g|-u <name=] [-T <=filename=] [-s|-d] <=PATH= [CHECKSUM]
acx-admin-icl update [-q|-v] [-g|-u <=name=] [-T <=filename>] [-s|-d] [PATH] [CHECKSUM]
acx-admin-icl rm [-q|-v] [-g|-u <name>] [-T <=fTilename>] [-s|-d] <PATH|OBJECT_NUMBER=>
acx-admin-icl clear [-q|-v] [-g|-u <name>] [-T <filename>] [-s5]-d]

COMMAND :
show List contents of ICL
add Add file system object to ICL
rm Remove fTile system object from ICL
clear Clear ICL contents
update Update checksums for objects in ICL
OPTIONS:
--help, -h Show this help
--user, -u Manage ICL for a specified user account
--group, -9 Manage ICL for a specified group
--static, -s Manage static ICL
--dynamic, -d Manage dynamic ICL
--mach, -m Produce machine-parseable output
--file, -7 Use specified DB file instead of default
--verbose, -wv Show werbose output
--quiet, -q Suppress any output

[root@localhost toor]# acx-admin-icl add -d /home/toor/test bin.sh
[root@localhost toor]# I

PucyHok 9 — Co3aaHue n 3aHeceHme B auHaMmnuecku CKLlL 6mHapHoro daina

Tonbko 4TO pAob6aBneHHbln 06bekT B AMHammyeckoM CKL  BbirnaguT
cneaywouwmm obpasom:



27
37222406.26.20.40.140.085 90

@ Applications  Places System €&

root@localhost:/hg

Fle Edit View Terminal Tabs Help

"change": 5,
"printers": [1

H
.
"static_icl": {
"acx_db_object_id": "acx_static_icl",
"acx_db_object_version": "1.8",
"icl": [1]
I
"dynamic_icl": {
"acx_db object id": "acx_dynamic_icl",
"acx_db_object_wversion": "1.a",
"icl": [["/home/toor/test bin.sh", "53142174156D45FF205FC162F1FB9645C7C1FE382A2D7D80DOCA49799CTFBEFC"]]
+
"mpl":  {
"acx_db_object_id": “"acx_mpl",
"acx_db_object_version": "1.a",
"mpl: []
+
"mandate_acl": {
"acx_db_object_id": "acx_mandate_acl",
"acx_db_object_version": "1.8",
"acl": [1]
+
"print_options": {
"acx _db object id": "acx_print_options"”,
"acx_db_object_wversion": "1.8",
"accord": {
"accord_ac": .
"accord_company":
"accord_phone": "",
"accord_regnum":
I
"corner": {
“"cormer_print": true,
"corner_offsetx": o,
"corner_offsety": o,
"corner_font_size": 180,
"corner_line": true,
"corner_bold": false
+
"doc_access":
"pottom":
"bottom_print": true,
"pottom_offsety": o,
"bottom_font_size": 1z,

@ [li root@localhost:fhomeftoor I

PucyHok 10 - leMoHcTpauna ao6assieHHoOro B AnHamuuecknin CKLl o6bekTa

CTaTnyeckKkmM KOHTPOJIb LLe/IOCTHOCTH

CTaTUyeCKnM KOHTPO/b LENOCTHOCTU OCYLLEeCTBNSET KOHTPOJib LEeNOCTHOCTU
nobbix dannos B TOT MOMEHT, KoOrga 3anyckaeTcsa yTunmTta acx-integrity-
controller/acx-integrity-controller-db. O6vekTol ana cratmyeckoro CKL,
Heob6xoamMMo nobasnAte ana B — T.e. B db->static icl.

PekoMeHAyeTCA OCYLWeCTBNSATb CTaTUYeCKMM KOHTPOJSib LESIOCTHOCTU S4pOM
KoMnaekca. [na BKAKYEHUA CTAaTUUYECKOro KOHTpoNA uenoctHoctn PAM-moaynto
pam_acx_local.so Hy>kHO gonucaTb onuuto icl yepes npobern:

auth .. pam acx local.so icl

B cnyyae HapyweHus uenoctHoctn dawmnoB m3 cratundeckoro CKL, goctyn B
CUCTEMY BO3MOXEH TOJIbKO nonb30BaTeNto C MMEHeM root (T.e.
cynepnonb30BaTento).

B CNO <«Akkopa-X K» no yMOSYaHUIO YCTaHOBJ/IEHA MOJUTUKA 3ajaHus
M3Ha4Yas bHO pa3pelmnTenbHbIX NpaBua pasrpaHnyeHusa AocTyna (Korga naHadanbHO
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BCEM MOSb30BaTeENAM B CUCTEME BCE pas3pelleHo, a He 3anpeweHo). [na 3agaHus
paspewwuTtenbHblX MPA B panne koHdpurypaumm NAK «Akkopa-X» cywecTtByeT onuus
permissive-acl.

BHUMAHUE!

B cnydyae peanumsaumm paspewuntenbHbix [P Ana NOAUTUKM Ha OCHOBE
nepapxmyecknx MeTok HeobxoamMmo ANns nosib3oBaTtens Tmna shadow ¢ MMeHem root
yCTaHaBMBaTb MMHUMaNbHbINM ypoBeHb aocTyna (clearance B 0), nHaye 3arpy3nTbcs
Npu TakoW HacTpomke He nonyuutcsa (ans shadow root 6yaer HeaocTynHa "3anucob
BHM3" B 06bekTbl C HU3KMM YpPOBHEM KOHMUAEHUMANBLHOCTU, T.K. MpKU
"paspewnTenbHoON" NONNTUKE CUYUTAETCHA, UYTO BCE OO6BbEKTbI, HE MEepeYUCIEHHbIE B
B «Akkopa-X K», nMeloT ypoBeHb KOHpUAeHUManbHoCTH 0).

BHUMAHMUE!

B cnyyae peanumsaumu nOAMTUKW 3a4aHUS U3Ha4dasbHO 3anpeTtuTenbHbix P
(korga onuums permissive-acl ycraHoBneHa B 3HadeHue false) nonnTnkm
pasrpaHnyeHns A4OCTyna CHadana cregyeT HacTpamBaTb «HaobopoT», T.e. BHauane
AaTb Ka)XAoMy MNoJib30BaTesNio NnpaBa Ha BCe AeNCTBUS C ydyeToMm npaB goctyna OC
(Ang  AUCKPEeUMOHHOM nNoAnTuKM - <«acx-admin acl add -u USER -r S
RWXOCDNLMENG /»), a 3aTeM orpaHuumBaTb [AOCTYN K KOHKPETHbIM o0b6bekTam
(«acx-admin acl add -u USER -r S WXOCDNLMENnG /home/user/noread/»). Takon
nopsiAoK 3agaHusa npaB goctyna <«Akkopa-X K» 6onee npeagnoytuteneH, T.K. BO
BpeMs 3arpy3kn OC n normMHa nonb3oBaTens onepaunoHHas CMCTeMa OCyLllecTBAsieT
AOCTYyn K onpeaeneHHbiIM obbektam  danioBoM CUCTEMbl  ANs  CO34aHUS
HEO6XOAMMOro OKpYXEHMUS, 3anycka onpeaenieHHbIX rnpoueccoB W T.n. (3TUx
06bEKTOB MOXET 6bITb 4OCTAaTOYHO MHOrO).

3.2.9 HacTtpouka PAM

Ona koppekTHoro Bxoga B OC nonb3oBatenen no wuaeHTudukatTopam wu
perncTtpaumm mx B MOHUTOpPE pasrpaHMYeHuns AOCTyrna HeobxXxoAMMO KOPPEKTHbIM
0o6pa3omM HacTpouTb3 PAM B OC Linux. ToNbKO Npu BbIMOJIHEHUX 3TOMO YC/I0BUSA AP0
CNO 6yaet obecneunBaTb KOPPEKTHOE pa3rpaHnyeHue AoCcTyna Aas nosb3oBaTenemn
N KOHTPOJIb LLeNOCTHOCTN 06beKkTOB (hanoBOM CUCTEMBI.

MoHUTOp pa3rpaHnyeHns poctyna obpabaTbiBaeT BCe CO6bITUA perncrpaunmn
nonb3oBatens B OC 3a cuyer PAM-moaynsa «Akkopa-X K», KOTopblh HeobxoamMmo
onucaTb B npasunax PAM ans yTunmT, oTBETCTBEHHbIX 3a nornH B OC. laHHbIn PAM-
MOoAy/lb OCyLlecTBAseT B3auMOAENCTBME C MOHUTOPOM pasrpaHMyeHus AocTyna Aans
naeHTUPUKaUMM 1 ayTeHTuduKaumm nonb3oBaTtesias B CaMOM MoHUTOpe, a He B OC
(3anpoc maeHTMduKaTopa M naponsa ocyuwecrenaetr PAM, npoBepKy NpouM3BOAHOrO
OT ngeHTudmnKaTopa U Naposs 3Ha4YeHns OCyLeCcTBAseT caM MOHUTOpP No ceBoen B/).

3 Hactpoiika PAM BBINOIHAETCS TOJBKO B KOMAaHJHOM CTPOKE
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Cnepyet o6paTnTb BHMMaHME, 4YTO B pas/iMYHbIX Bepcusax n guctpnbytmesax OC
Linux KOHKpeTHble cueHapun U Ha3zBaHuUa PAM-moaynen MOryT OT/IM4aTbCs, B CBA3MU

C 4YeM B AaHHOM OMWCaHMW NUWb MOKa3aH MPUHUMMN, B COOTBETCTBUM C KOTOPbIM
HeobxoanMo HacTpamsaTb PAM.

PAM B OC Linux npeacrtaBnser cobon Habop moaynen ayTeHTUdUKaUUW,
KoTopble cdusmdeckn pacnonaratorca B /lib/security? (npn ycTtaHoBKe nakeTa acx-
core B /lib/security, Hanpumep, nobasnsetca PAM-moaynb pam_acx_local.so). B
KaTtanore Cc HacTtpokamMm PAM (/etc/pam.d/) pacnonaratoTcs cueHapum
ayTeHTUdUKauMM ANa pasnuyHbliX NpunoxeHuin. Kak npasBuno, Ons KOPPEKTHOM
paboTbl «Akkopa-X K» HeobxoaMMoO U3MeHUTb cueHapuu ansa login, gdm/kdm/xdm,
su, sudo. OgHako npu 3TOM cToUT 6oslee AeTanbHO M3y4uuUTb KaTanor /etc/pam.d Ha
npeamMeT Apyrux cueHapueB, paboTa KOTOpPbIX MNpPU ITOM MOXET HEKOPPEeKTHO
KOHTPO/IMPOBATbLCA C NOMOLWbIO «AKKOpA-X K>,

PaccMoTpuM HacTponky PAM Ha cneaylowem npuMepe:

1. Ona ytunutel login (/etc/pam.d/login) cueHapuit unMeeT cnepyoLwyro
CTPOYKY (pUcyHok 11):

auth include system-auth

TakuMm obpa3om 4519 Hero nepBoM CTPOKOM MNOAKAKYaeTcs cueHapumn-wabnoH
system-auth (Takas BnoxeHHOCTb WabnoHoB B HekOoTOopbiX OC MoXeT 6bITb A/IMHHEEe
yeMm 2), T.e. Ans Toro 4ytobbl yBuAEeTb peanbHylo nocneaosatenbHoCTb PAM-Moaynen
ansa  ocywecteneHns Bxoga B OC ¢ KOHconu, crnepayeT cCMoOTpeTb ann
/etc/pam.d/system_auth.

‘Applications Places System %

Fle Edit View Terminal Tabs Help

GNU nano 1.3.12 File: /etc/pam.d/login

MPaM-1.0

auth [user_unknown=ignore success=ok ignore=ignore default=bad] pam_securetty.so
auth include system-auth

account required pam_nologin.so

account include system-auth

password include system-auth

# pam_selinux.so close should be the Tirst session rule

session required pam_selinux.so close

session optional pam_keyinit.so force revoke

session required pam_loginuid.so

session include system-auth

session optional pam_console.so

# pam_selinux.so open should only be Tollowed by sessions to be executed in the user context
session required pam_selinux.so open

PucyHok 11 - YTunuta login

2. CueHapun system-auth (/etc/pam.d/system_auth) coaepxuTt cneaytowune
CTPOKU (pUCYHOK 12):

4 B HeKOTOpBIX 64-paspsaaHbIx qucTpuOyTHBax — /1ib64/security
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auth required pam_env.so

auth sufficient pam_unix.so nullok try first_pass

auth requisite pam succeed if.so uid >= 500 quiet
QAppIications Places System % . 11:26 AM
= root@localhost:~ |

Fle Edit View Terminal Tabs Help

GNU nano 1.3.12 File: fetc/pam.d/system-auth Modified

BsPAM-1.0
# This file is auto-generated.
# User changes will be destroyed the next time authconfig 1is run.

auth required pam_env.so

auth requisite pam_acx local.so

auth sufficient pam_unix.so nullok try first pass

auth requisite pam_succeed if.so uid == 300 quiet

auth required pam_deny.so

account required pam_unix.so

account sufficient pam_succeed if.so uid = 500 guiet

account required pam_permit.so

password reguisite pam_cracklib.so try Tirst pass retry=3

password sufficient pam_unix.so md3 shadow nullok try_first_pass use_authtok
password required pam_deny.so

session optional pam_keyinit.so revoke

session required pam_limits.so

session [success=]1 default=ignore] pam_succeed_if.so service in crond quiet use_ uid
session requisite pam_acx_local.so

session required pam_unix.so

PucyHok 12 - CueHapui system-auth

B paHHOM cnydae Hac uWHTepecyeT PAM-Moay/sib pam_unix.so (AaHHbIN
MOAY/b, KaK MpaBuio, MMeeT MMS pam_uniX.s0, 0AHaKO Ha HekoTopblix OC oOHO
MOXET OT/MYaTbCsa), KOTOPbIA BbLIMOJHAET 3anpoc Mnapofas U ero MpoBepKy B
/etc/passwd | /etc/shadow.

3. B /etc/pam.d/system_auth 3agagum Haw PAM-moaynb pam_acx_local.so
OOMOJIHUTENIbHO K CTAaHAApPTHOMY  MOAY/I0,  OCYLWECTB/SAKOWEro  rnpoBepKy
normnHa/napons nonb3osatensd B OC (pam_unix.so). B ntore cogepxmmoe system-
auth nmMeet cnegyowmnm Bua:

auth required pam_env.so

auth requisite pam_acx local.so

auth sufficient pam unix.so nullok try first pass
auth requisite pam succeed if.so uid >= 500 quiet

Mpu 3TOoM AN pam_unix.so obs3atenbHO Ao/mkHa 6biTb yKasaHa onuus
try_first_pass (B HEKOTOpbIX AUCTpMOBYyTUBaX Linux OHa OTCYTCTBYET).

4, Kak npaBuno, nNpu WU3MEHeHUU cueHapueB-LabnoHOB OKa3blBaeTCS
BO34ENCTBME Ha npoyve cueHapuun. B npuBegeHHOM npumepe BMecTe C login
cueHapun ayTeHTUdUKaumm 6yaetr usMeHeH U angd ytmnut su/sudo (T.K. Mbl
naMmeHmnmn cueHapun system-auth, kotopbin ToXe ucnonblyetca B su/sudo Ha
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Hawewn cucteme). B HeEKOTOpbIX CUTyauusix XenaTenbHO co3aaTb Konuko system-
auth (system-auth.acx), wucnonb3oBaTb 3TOoT wWabnoH B cueHapun login wu
M3MEHATb YyXe ero, 4ytobbl 6blITb YyBEpeHHbIM, B TOM, 4YTO CLEHapuh WU3MEHUTCH
TONbKO ANS HY>XHOW YTUNUTDI.

5. AHanornyHbiM 06pasoM MOXHO HacTpouTb cueHapum agna GUI -
gdm/kdm/xdm, a Takxe npoumx ytmnmt (4acTto 3710 /etc/pam.d/password-auth un
/etc/pam.d/system-auth).

MpuUMeHAs OMNUCaHHble Bblile paccyXxaeHusa ans cekumm auth, aHanormyHo
PAM-Moaynb «Akkopa-X K» HeobxoamMMo nponucaTtb ANs CEKUMKU session:

session requisite pam _acx local.so
session required pam unix.so

HeobxoAMMO MOMHUTL, 4YTO MNpPWM YKa3aHHOW Bblwe HacTponke PAM HyXHO
YAOCTOBEPUTBLCSA B TOM, 4YTO Maposiv, 3agaHHble B «AkkopA-X K», COOTBETCTBYIOT
naponsM nonb3osatenen OC.

PAM-moaynun «Akkopa-X K» MOXHO ucnofab3oBaTb A1 610KMPOBKM ceccum
NoNb30BaTeNien NMpu BKAKYEHUM WITATHOrO XpaHutens akpaHa B OC Linux. ng aToro
PAM-MoAynb HYXHO aHanornyHbiM o6pa3oM nponucatb AN NPUIOXEHUNn Tuna
gnome-screensaver WAWM aHanoOrm4yHblX (B 3aBUMCUMMOCTM OT YCTAHOBJIEHHOIO
NPUNOXEHUA-CKPUHCENBepaA). OaHako HeobxoanMo NMeTb BBUAY, yTo
MCNOSb30BaHME onuMn 6N10KMPOBKU MYyNbTUIOrMHA MNOJSib30BaTenen B sape 3aluThbl
«AKKOpA-X» COBMECTHO C YKa3aHHOW Bbllle BO3MOXHOCTbD HegomnycTuMo
(pa3bnoknpoBaTb CECCUIO B TAKOM C/lydae CMOXET TOJSIbKO MNoJsib30BaTtesnb root).

Ona koppekTHon paboTbl su/sudo (Ans cCMeHbl nofb3oBaTesieM B T.4. B
«AKKkopAa-X K») HeobxoanMo BHeCTM B KoHel danna /etc/sudoers cTtpoky «Defaults
timestamp_timeout=0» (B AaHHOM cnyyae BBeAEHHbINW Maponb Ang sudo
3anoMmHaTbCca He b6yaeT: Kaxablh pa3 notpebyetrcs ayTteHTUdUUMpoOBaTb
nonb3oBartens), a B panne /etc/pam.d/su Heo6Xo0AMMO 3aKOMMEHTUPOBATb CTPOKY
Cc «auth sufficient pam_rootok.so» (T.e. 3anpawmuBaTb Naposib NMpM UCMOb30BaAHUN
SU B T.4. U Yy nonb3osaTens root).

Hactponky PAM-Moaynss peKkoMeHAyeTCs OCYLeCTBASATb Ha CaMOM MOCAeAHEM
lare, y>e rnocne Toro Kak MoAynb sipa 3arpy)aeTtcs U KoppekTHo pabotaet (6e3
ayTeHTudunkaumm cpeacrsamm pam_acx_local.so cucrtema 6yaetr pabortatb C
npasamMn shadow root m3 db.json). lNpun TectnpoBaHum pabotbl PAM >xenaTenbHO
BCeraa MMeTb OTKPbITY0 KOHCOMb C npaBaMu root (4Tobbl MoMeHsATb cueHapun PAM
obpaTtHO), MHaye B cucteMy 6byaeT HEBO3MOXHO 3aWTu. Ecnu e cueHapun PAM
06paTHO MOMEHSATb YyXe Henb3s — OCTaeTCs BO3MOXHOCTb 3arpy3ku B single user
mode (ecnu oHa He oTknatoyeHa B OC) nnu, HanpuMmep, ¢ live-cd.
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B Cro «AKKopAa-X K» npeaycMoTpeHa BO3MOXHOCTb yZAaneHHoro
noaknoveHna K T[IK ¢ ycTaHOBNeHHbIM <«AKKopA-X K» C  KMCNOJSib30BaHUEM
annapaTHbIX WAEHTUPUKATOPOB MpUM  MCNONb30BaHMM BMecTo pam_acx_local.so
MOAYy/nSa pam_acx_remote.so, KOTopblM No3BoAseT noaknwdatbcs K [TIK ¢
«Akkopa-X K» yaaneHHo no npoTtokonam ssh u telnet.

Ha MK c¢ «Akkopa-X K» HYXHO HacTpouTb, Hanpumep, /etc/pam.d/sshd:
BCTaBMTb pam_acx_remote.so aHanormyHo pam_acx_local.so, HO npu 3TOM co3aaThb
Konmn Bcex ¢dannos uenodyek @include u3 /etc/pam.d/sshd, 4TOo6bI NOKanbHas
ayTeHTUdUKauna npogosnkana paborate ¢ pam_acx_local.so.

Ha knueHtckoM [K ¢ Linux, € KOTOporo npeanosaraeTcs noAKI4YaTbCS
yoaneHHo K T[IK ¢ <«Akkopa-X K», ycTaHOBUTb nakeTbl acx-remote (ansa
NOAKMIOYEHMS NO SSh AOMONMHUTENbHO Tpebyetca yTunuta sshpass) m acx-tmid-*
AN NOAAEPXKWM COOTBETCTBYHOLWEro TMna naeHTMpunKaTopos.

Mocne atoro MoXxHO nogknt4datbcs K MK ¢ «Akkopa-X K» yganeHHoO no ssh,
BbIMONIHAS  KOMaHA4y acx-remote (noMowb BbIBOAMTCA nNpu  3anycke 6e3
napameTpoB). [NpegBapuTesibHO HEOOXOAMMO MOATBEPAUTb KW XOCTa C MOMOLLbIO
CTaHA4APTHOro ssh KnneHTa.

AHaANOrMYHO MOXHO HacTpouTb BMecTOo ssh noakntouyeHne no telnet (ans
/etc/pam.d/telnetd, BMecTo yTunutbl sshpass Tpebyetcsa expect).

B cnyyae uvcnonb3oBaHuMA  MAEHTUPUKaUMKM U ayTeHTudukaumm 6es
annapaTHbIX naeHTUudmnKaTopos (N0 JOrMHY U NMapoo) YKasaHHbIe Bbllle NakeTbl He
TpebytoTca. Ha MK ¢ «Akkopa-X K» HeobxoaMMO YyCTaHOBUTb OObIYHLIA MNakKeT acx-
core (M wucnonb3oBaTb pam_acx_local.so), a Ha kaueHTckoM [1K wucnonb3oBaTb
ctangapTHoe MO ansa yaaneHHoro noaKavYeHus.

3.2.10 Hacrpounka 3anycka MOHUTOpa pa3rpaHM4yeHus fgocryna

Ha nocnegHeM ware HacTpoMkm HeobxoamMo obecneynTb 3anycKk MOHUTOpA
pasrpaHMYeHnss AOCTyna Ha paHHeM 3Tane 3arpysku cuctembl® (T.e. u3 dalina
initrd). Ha gaHHbIM MOMeHT AaHHas HacTpoMKa OCYLWeCTBASEeTCA TONIbKO B PyYHOM
pexuMme, T.K. ans pasnuuHbix OC coctaB u dopmar initrd MOXeT CUNbHO OTAMYaTbLCS.
Ona  ocywecTtBneHmss  3Toro wara HeobxoaMMO  BbIMOSIHUTbL  CAEAYHOLWYHO
nocnefoBaTesibHOCTb AENCTBUN:

1. MNMepentn B Katanor /boot (ybeamtbcs, 4TO pa3gen boot NpuUMOHTUPOBAH,
eCnn HeT - MPUMOHTUPOBATb €ro) M CKONMpoBaTb TeKywui obpa3 Ha4vasbHOW
3arpy3ku initrd (pucyHok 13):

# cd /boot
# cp [current initrd] initrd

%) JlaHHas HACTPOMKA BBIIOJIHAETCS TOJNBKO B KOMAHIHOM CTPOKE
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2. PacnakoBaTb CO34aHHYO0 KonuMto initrd ¢ NOMOLWbIO CKpMNTa M3 rnakeTa acx-
core (puUcyHok 13):

# ./initrd unpack.sh

3. CkonupoBaTb ¢ann moaynsa sapa 3awmtbl (acx-core.ko) n HeobxoanMble
ytunutbl (acx-db-send, acx-config-send, acx-license-send) B pacnakoBaHHbIN 06pa3
initrd (.initrd-tmp/fs) (pucyHok 13). lpu 3TOM cnegyeTr MMeTb B BUAY, 4YTO <«Cp
/lib/acx-core.ko .initrd-tmp/fs/lib/» B 64-pa3psaaHbix OC nmeet Bua «cp /lib64/acx-
core.ko .initrd-tmp/fs/lib/>.

# cp /lib/acx-core.ko .initrd-tmp/fs/lib/

# cp /bin/acx-db-send .initrd-tmp/fs/bin

# cp /bin/acx-config-send .initrd-tmp/fs/bin

# cp /bin/acx-license-send .initrd-tmp/fs/bin

ﬂﬁpplicatiuns Places 5System %

=] root@localhost:/boot

File Edit Miew Terminal Tabs Help

[root@localhost /]# cd fboot
[root@localhost boot]l# 1s

config-2.6.18-274.el15 initrd pack.sh symvers-2.6.18-274.el5.9z
grub initrd _unpack.sh 5ystem.map-2.6.18-274.el5
initrd-2.6.18-274.e15.img lost+found vmlinuz-2.6.18-274.el5

[root@localhost boot]# cp initrd-2.6.18-274.e15.img initrd
[root@localhost boot]# ./initrd _unpack.sh

15341 blocks

[root@localhost boot]# cp flibfacx-core.ko .initrd-tmp/fTs/lib/
[root@localhost boot]# cp fbinfacx-db-send .initrd-tmp/fTs/bin/
[root@localhost boot]# cp /binfacx-config-send .initrd-tmp/fs/bin/
[root@localhost boot]# cp /binfacx-license-send .initrd-tmp/fs/bin/
[root@localhost boot]# |

PucyHok 13 — HacTpoiika o6pa3a Ha4yasibHOM 3arpy3Ku

4. HenocpeactBeHHO nepen BbiNosiHeHMEM switchroot (nepeMoHTUMpoOBaHMEM
KOpHeBOM annoBon cucteMmbl U3 /sysroot[ro] B /[rw]) nobasutb B dann .initrd-
tmp/fs/init cnegyowee (pucyHok 14):

FHAFH A AF A A AR H A AR A H AR A AR A F A F A A H AR AR AR

#echo "Loading Accord-AMDZ drivers"

#/sbin/insmod /lib/accord-le.ko

#/sbin/insmod /lib/tmdevice.ko

echo "Starting AccordX security module”

/sbin/insmod /lib/acx-core.ko

echo "Loading AccordX license"

/bin/acx-license-send /sysroot/etc/accordx/license.accordx
echo "Loading AccordX config"

/bin/acx-config-send /Sysroot/etc/accordx/acx-config.json
echo "Loading AccordX database"

/bin/acx-db-send /Sysroot/etc/accordx/db.json
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FHEH A A S
MNpu 3TOM CneayeT yuuTbiBaTb, UYTO B HEKOTOpbIX OC NyTb MOXET OTINYATbCS:

BMecTo /sysroot moxeTt 6biTb /root. 210 3aBUCUT OT NyTHU, 06BABNEHHOIO BbilLE B
ckpunTe init.

M) Applications  Places System &3 L

=] root@localhost:/boot I

Fle Edit View Terminal Tabs Help

GNU nano 1.3. File: .initrd-tmp/fs/init

echo Activating logical volumes

lvm wgchange -ay --ignorelockingfailure VolGroup@g
resume /fdev/VolGroup@8/LogVolol

echo Creating root device.

mkrootdev -t ext3 -o defaults,ro fdev/VolGroupB@/LogVoloo
echo Mounting root filesystem.

mount fsysroot

echo Setting up other filesystems.

setuproot

echo "5tarting AccordX security module”

fsbin/insmod /flib/acx-core.ko

echo "Loading AccordX license”

fbinfacx-license-send /sysroot/etc/accordx/license.accordx
echo "Loading AccordX config”

fbinfacx-config-send /fsysroot/etc/accordx/acx-config.json
echo "Loading AccordX database”

/binfacx-db-send fsysroot/etc/accordx/db.json
#######################################I

echo Switching to new root and running init.
switchroot

PucyHok 14 — Undpopmauus o 3arpyske MmoHutopa P[] B ckpunrte init

JononHntenbHo Heobxoammo ybeantbcs B Hanuumm B .initrd-tmp/fs/sbin
6buHapHoro danna insmod (MHoraa BMecto insmod B initrd MoXxeT NpucyTCcTBOBaTbH
TONbKO modprobe - B AaHHOM C/llydae MOXHO cKonupoBaTtb insmod M3 uUeneBoun
CUCTEMbl B COOTBETCTBYHOLWY nanky B initrd, a Takxe yb6eautbca B TOM, 4TO
3aBMCUMOCTEN A4 BblNoAHeHUs insmod B initrd gocTaTo4yHo).

Ons OC RHEL/CentOS Bepcum 7 wn Bbille, a Takxe Bcex systemd-based
ANCTpnbyTnBoB HeobxoaAMMO MWHaye BCTpauBaTb KOMMOHEHTbl B initrd (BMecTo
nponucbiBaHMsa cueHapues B .initrd-tmp/fs/init). Ong 3Toro Hy>XHo NnMb6o NpUMEHUTb
naTty-dann, coaep>Xxmmoe KOTOPOro npuBeaeHo Huxe, NMbo BHECTU U3MEHEHUS U3
HEro caMoCTOSITEeNIbHO, AOMOJIHNTENLHO BbICTAaBMB NpaBa Ha BbiNOJHEHME Ana danna
/boot/.initrd-tmp/fs/bin/startacx.

Ons Ubuntu 18.04.* ana KOppekTHOro Bxoda B rpaduyeckyto cpeagy gdm3
HY>XHO MCNOJIb30BaTb 3KCMepuUMeHTaNbHbiX NapaMeTp gui_gdm3_setuid, NOAHbLIN
CMMCOK HeobxoanMbiX napameTpoB acx-core.ko ansa aton OC - "gui_allow_setuid=1
gui_gdm3_setuid=1
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CoaepxunMmoe naty-danna rhel-centos-7-initrd.patch:

-—— .initrd-tmp.orig/fs/bin/startacx

+++ .initrd-tmp/fs/bin/startacx 2017-04-25 11:04:45.103038612 +0300
@@ -0,0 +1,16 @@
+#!/bin/bash

4

THEFHFHER AR AR AR AR R R R A
+#echo "Loading Accord-AMDZ drivers"

+#/sbin/insmod /lib/accord-1le.ko

+#/sbin/insmod /lib/tmdevice.ko

4L

+echo "Starting AccordX security module"

+/sbin/insmod /lib/acx-core.ko

+echo "Loading AccordX license"

+/bin/acx-license-send /sysroot/etc/accordx/license.accordx

+echo "Loading AccordX config"

+/bin/acx-config-send /sysroot/etc/accordx/acx-config.json

+echo "Loading AccordX database"

+/bin/acx-db-send /sysroot/etc/accordx/db.json
HHEFHE A AR A A A R R A

-—- .initrd-tmp.orig/fs/usr/lib/systemd/system/initrd-switch-root.service 2017-04-25
10:51:28.929379390 +0300

+++ .initrd-tmp/fs/usr/lib/systemd/system/initrd-switch-root.service
11:07:42.483408273 +0300

@@ -16,5 +16,7 Q@ AllowIsolate=yes

[Service]

Type=oneshot

# we have to use "--force" here, otherwise systemd would umount /run
+ExecStart=

+ExecStart=/bin/startacx

ExecStart=/usr/bin/systemctl --no-block --force switch-root /sysroot

KillMode=none

1970-01-01 03:00:00.000000000 +0300

2017-04-25

5. 3anakosaTb 06pas3 initrd c noMoLWblO CKpUNTa U3 NakeTa acx-core:
# ./initrd pack.sh

|QApp|ications Places System &

Fle Edit View Terminal Tabs Help

root@localhost:/boot

[root@localhost boot]# 1s -la .initrd-tmp/fs/sbin/insmod
-MWX--=-=--- 1 root root 494852 Mar 4 16:24 .initrd-tmp/fs/sbin/insmod
[root@localhost bootl# ldd .initrd-tmp/fs/sbin/insmod
not a dynamic executable
[root@localhost boot]# ./initrd pack.sh
183686 blocks
[root@localhost boot]# 1s -1la | grep initrd
-rw-r--r-- 1 root root 4111338 Mar 4 16:28 initrd

M- - - - 1 root root 3375107 Feb 4 13:04 initrd-2.6.18-238.e15.img
-rwxr-xr-x 1 root root 149 Mar 4 15:48 initrd_pack.sh
-rwxr-xr-x 1 root root 165 Mar 4 15:48 initrd_unpack.sh

[root@localhost bootl# ||

PucyHok 15 - lMpoBepka Hannuua ¢panna insmod, 3anakoBka o6pasa initrd
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B wtore dann /boot/initrd 6ypner coaepxatb Bce Heobxoammoe Ans
KOPPEKTHOM 3arpy3ku MOHUTOpA pasrpaHnyeHns aocTyna.

BHUMAHWE!

Mpn pacnakoBke/3anakoBKe initrd ¢ noMowbio ckpuntoB /boot/initrd_pack.sh
n /boot/initrd_unpack.sh (koTopble N0 yMOA4YaHWUIO pacrnakoBbiBalOT/3anaKoBbIBAOT
dann c nmeHem /boot/initrd) HeobxoaMmMo yumnTbiBaTb, YTO B HekKoTOpbiX OC Linux
(Hanpumep, SUSE Linux Enterprise Server m B MHoOrmx apyrux) B /boot yxe
CywecTByeT CMMBOAIMYeCcKas ccblika initrd, ykasbiBalowas Ha OpuUruHanbHbI dann
initramfs. B cBsA3M C 3TUM nNmMbo Ha BpeMs penakTupoBaHus initrd HYXHO
NnepemMeHoBaTb CUMMBOJIMYECKYID CCblIKy initrd, nmbo wW3MeHUTb B CKpuNTax
initrd_pack/initrd_unpack cooTeBeTcTBYlOUWEE 3HAUYEHMNE.

BHUMAHMUE!

HeobxoanMo yAOCTOBEPUTLCS B HaAIMYMM KOPPEKTHOro mMcrnonHsemoro danna
.initrd-tmp/fs/sbin/insmod (co BcemMn 3aBMCUMOCTAMWU OTHOCUTENbHO KaTasora
.initrd-tmp/fs/, nepeymncrieHHbIMK npm BbIMOJIHEHUN "Idd .initrd-
tmp/fs/sbin/insmod").

3.2.11 HacTtpowka 3arpy3ku ¢danna initrd

Tenepb ansa 3anycka OC BMecTe C MOHUTOPOM pasrpaHuMyeHus A[ocTyna
Heob6xoaMMo nponucaTb® nonyuyeHHbit dann initrd ana aBToBbi6Opa B 3arpysvnke
(paccMoTpeH 3arpy3umnk grub) BmecTo [current initrd] (pucyHok 16).

nAppIications Flaces System % ® 1120
=0 root@localhost:/boot | Mast:
File Edit View Terminal Tabs Help

GNU nano 1.3.12 File: grub/grub.confT

g grub.confT generated by anaconda

Note that you do not have to rerun grub after making changes to this file
NOTICE: You have a fboot partition. This means that

all kernel and initrd paths are relative to /boot/, eg.

root (hd@,o)

kernel fvmlinuz-version ro root=/dev/VolGroup@®/LogVolee
# initrd /finitrd-version.img
#boot=/dev/sda
default=0
timeout=5
splashimage=(hd@,8)/grub/splash.xpm.gz
hiddenmenu
title Red Hat Enterprise Linux Server (2.6.18-274.el15) + accordx + selinux=8

root (hd@,@)

kernel /vmlinuz-2.6.18-274.el15 ro root=/dev/VolGroup®8/LogVol@8 rhgb quiet selinux=0

initrd /initrd
title Red Hat Enterprise Linux Server (2.6.18-274.el5)
root (hd@,@)
kernel /vmlinuz-2.6.18-274.el5 ro root=/dev/VolGroup88/LogVol@8 rhgb quiet
initrd finitrd-2.6.18-274.e15.img

Hoh o W % HER

PucyHok 16 — ®awn initrd nponucaH gnsa aBToBbi6opa B 3arpy3umke grub

® JlanHas mporeIypa BBIIOIHAETCS TOIBKO B KOMAHIHOM CTPOKE
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BHUMAHWE!

B npuBegeHHOM npuMepe nokasaH KOHMUrypaunoHHbln dann 3arpysudmka grub
B MOMeHT HacTponku CINO «Akkopa-X K». 1o oKOH4YaHUW HaAcTponkn (nepea BBOAOM
CMNO «Akkopa-X K» B akcnnyaTauuio) cnenyet BbINONHUTL cnepytollee:

1. NcknounTb BCe TamMayTbl B 3arpy3unke (yCTaHOBUTb 3Ha4YeHUS TanMayToOB
B 0);
2. NcknounTb BO3MOXHOCTb BblbOpa anbTepHaTMBHbLIX BAapWaHTOB 3arpy3ku

(Ha BblIbop AomxeH 6bITb AOCTYNeH BCero oAmMH BapuaHT 3arpy3ku ¢ 3anyckom CMO
«AKKkopAa-X K»);

3. UcknounTb BO3MOXHOCTb AMHAMNYECKOrO M3MEHEHUS HACTPOEK 3arpy3ymnka,
B T.4. BO3MOXHbIX BapWaHTOB 3arpy3ku (B C/ydae 3arpysdmka grub ans storo
AOCTaToO4YHO 3a4aTb Naposb — grub password);

4. B pa3gene boot He cneayeT XpaHUTb NUWHMX 06bekTOB (HanpuMep, ctapble
Bepcuu aapa Linux, ctapble Bepcuu initrd 1 T.0.);

5. Ansa 3arpy3uuka cnepnyet OCTaBUTb HaMMeHbLlee KOJMYECTBO BO3MOXHbIX
pacwmpeHnn/moaynen (ecnm HeT HeobxoaMMOCTM MCNONb30BaTb chneumduyeckume
dannosblie cMCTEMbI, TO Ay4ylle yaannTb 3TU MOAYN).

3.2.12 KoHTponb goctyna K MHpopMaumm Ha BHELWHUX
yCTpoOMCcTBax

Ona KOppeKkTHOM B3auMMOCBA3M MOMb30BaTeNss C YCTPOUCTBOM (BHELUHUM
HocuTeneM wWHdopMaumun), a Takxe ansa obecneyeHUss BO3MOXHOCTU KOHTPOSA
BBOZA-BblBOAA HA Takue YCTPOWCTBA agMUHUCTpaTopy 6e3onacHOCTM Heobxoammo
NPOBECTU psaa AOMOSIHUTENbHbIX HacTpoek OC.

T.k. B OC cemencrea Linux nwobon noaaep>XmBaemMblil BHELWHWA HOCUTENb
MHpOPMaLMM MOXHO NOAKIOUYUTL B /IHO6YI0 TOYUKY MOHTMpPOBaHMA (NyTb B phannoBomn
CUCTEME) MPM HaNMYMM AO0CTaTOYHbIX npaB, B OC gomkeH 6biTb OonmMcaH NopsiaokK
MOHTUPOBAHUA TEX UM UHbIX HOCUTENen nHdopMaumm B CTPOro OTBEAEHHbIE TOYKM
MOHTUPOBaHMA (HanpuMmep, MX MOXHO co34aTb B KaTasnore /mnt). [ns 3Toro
HeobxoanMo oTpeaakTupoBaTb dann /etc/fstab, B KOTOpoM onucbIiBarOTCA 3anmcu C
AOCTYMHbIMM TOYKaMM MOHTUpPOBaHuUa. ®opmat 3anumcu /etc/fstab:

fs mountpoint fstype mountopts fsreqfsck

roe:

— fs - device (Hanpumep, /dev/sdb), LABEL (Hanpumep, boot) mnn UUID
(Hanpumep, 3e6be9de-8139-11d1-9106-a43f08d823a6) noakntoyaemoro
ycTponctea / pasgena ycTpoucteBa. Takxe ana umaeHTudukaumum
HEeCKONbKUX pa3aenioB MOXHO wucnonb3osatb PARTUUID v PARTLABEL
(poctynHo ans GPT-guckos)

T.e. MOHTMpPYeMOe YCTPONCTBO (pa3aen) MOXHO onpeaennTb Kak:
/dev/sdb1l (HeogHO3HauyHOEe onpeaeneHune)

nnn

LABEL=Dboot (HeogHO3Ha4YHOE onpeaeneHune)

nin
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UUID=3e6be9%de-8139-11d1-9106-a43f08d823a6
(ogHo3Ha4yHoe onpeaeneHne ang OC, nogaepxmearowmxcs B Linux)

— mountpoint - Touyka MOHTMpoOBaHMsa  ycTpoKncTtBa (Hanpumep,
/mnt/diskA);

— fstype - tvn dannoson cucrtembl (adfs, affs, autofs, coda, coherent,
cramfs, devpts, efs, ext2, ext3, hfs, hpfs, is09660, jfs, minix,
msdos, ncpfs, nfs, ntfs, proc, gnx4, reiserfs, romfs, smbfs, sysv, tmpfs,
udf, ufs, umsdos, vfat, xenix, xfs u, Bo3MOXHO, apyrue). Cnuncok
nogaepxuBaemblx TekywmMm aapom  OC  @annoBbiX CUCTEM  MOXHO
npocMoTpeTb B darne /proc/filesystems

— mountopts - onuum MoHTMpoBaHus (cM. mount(8) B man), B cnydae
€Cc/in B CUCTEME He MoAAepXMBAeTCsl aBTOMOHTMpPOBaAHME — CyllecTByeT
onuwus user;

— fsreq - onuusa ang BbINONHEHMS pe3epBupoBaHua (dump);
— fsck - onumsa ans sbizoa fsck ansa nposepku hanoBOn CUCTEMBI.

Ona onpepenenna UUID wu LABEL pna HocuTenenm wHQOpMauum MOXHO
Bocnonb3oBaTbcsa ytunuton blkid wmnun Isblk (npu noagkno4YeHMM Takoro HocutTens
nHdopmaumm B CBT).

AOMUHNCTPATOP AO/KEH OMUCaTb BCEBO3MOXHbIE MOAK/IKOYAEMblE YCTPOWCTBA
(naeHTndnumpya ux, xenatenbHo, no UUID) mn 3agatb AnS KaXaoro M3 HUX CBOIO
TOYKY MOHTUpOBaHusa (Hanpumep, B Katanore /mnt/diskA, /mnt/diskB n 1.n.). MNocne
yero AN KaXkAoro nosib3oBaTesid MOXHO 3a4aTb NpaBa B paMKax AUCKPELUMOHHOW
NONINTUKM AO0CTyna AKKOpA-X Ha AOCTYN K 3TUM TOYKaM MOHTUPOBAHMSA, a AN TOUYeK
MOHTUPOBAHUS MOXHO 3apaTb nepapxumyeckue METKMU C YPOBHEM
KOHOMAeHUManbHOCTN unn Aob6baBuUTb HEKOTOopble 06bekTbl B CMMCKM KOHTPOSS
LLeSTIOCTHOCTM — BCe 3aBUCUT OT pelaeMblX 3agady MO KOHTPOJK 3@ BHELWHWUMU
HOCMTEeNnaAMn nHdopMaunn.

3.2.13 AKTBM3aLMA NOACUCTEMDBI pa3rpaHMyYeHusa AoCTyna K
pecypcam NOBM

[Mocne BbINOJIHEHUSA OMUCAHHOW BbilWEe MOCNEA0BATENbHOCTU AEWUCTBUM 1O
yCTaHOBKE UM HaCTpolMKe KoMMjaekca HeobxoaAnMMO BbINOAHUTb  aKTMBAUMWIO
NOACUCTEMbI pasrpaHUYeHns A0CTyrna, ckonmpoBaB dans NMUEH3UM B KOPHEBOW
kaTanor /etc/accordx. 2T1oT dann notpebyetcs npu ctapte OC € HOBbIM initrd.

3anpocuTb ann nMueH3anu’ MOoXeT Nofib3oBaTeNb C nNpaBaMu root (MoNyunTb
npaBa — KoMaHAa su unu sudo). [lanee cnepyeT BbINOJAHUTL KOMaHAy dmidecode >
dmidecode.list. NMony4yeHHbIn dhann dmidecode.list Heo6xoanMmMo OoTNpaBUTb B CNYXOy
TexXnoaaepXXKu ans NoayyYeHus nMueH3noHHoro danna.

7 JlaHHas pOLEaypa BHIIOIHSIETCS B KOMAHIHON CTPOKE.
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®ann nuueHsnun license.accordx MOXXHO NONOXUTb B N1t06oe MecTo B hannoBomn
cucteme (B npumepe u3 n.3.2.10 - B /etc/accordx/), ooHaKO npaBWbHbIKA MNYTb
HeobxoanMo nponucaTtb B initrd.

Ecnn danna nuueHsnn He byaet HaNLEHO UM OH OKaXeTcsl HeBepHbIM, byaeT
Bbl3BaHa nNaHuka sapa (kernel panic) ¢ cooTBeTCcTBYOWEN MHPOpMaumen 06 3TOM
(«file not found» nnun «acx-core: invalid license!»), n 3arpy3ska OC He NpoOAO/IXMUTCS.

Mocne TOro, Kak dann nuueHsnn byaetr NoMeweH B KOPHEBOM KaTasor,
cnenyeTt BbIMOMHUTL Mepe3arpy3ky KOMMbkTepa, MNOCae KOTOpoWM Npou3BOAUTCS
3arpyska Hooro danna initrd, cdhdopMMpPOBaHHOro B MNpouecce BbINOSIHEHUS
nn. 3.2.10-3.2.11, »n noacuctemMa pasrpaHMyYeHnsa [Aoctyna K pecypcam [129BM
aKTUBM3MPYETCS.

BHUMAHWE!

Ona koppekTHon pabotbl CIMO «Akkopa-X K» B OC RHEL 7.0 x64 TpebyeTtcs
nmbo ypanutb naketbl fprintd mn fprintd-pam, nnbo oTkAUUTL UX 3arpysKky C
noMouwlbio KomaHabl Tuna "systemctl mask fprintd.service" (npeanoudTuTeneH
nepBbl BapuaHT).

3.2.14 lMepe3sarpyska OC B MArkom pexxmme pabotbi CIoO
«Akkopa-X K»

Ha nocnegHen cTagum YyCTaHOBKM U HacTpoumkm CMO  «Akkopa-X K»
HeobxoamMo npoussBecTn nepesarpy3ky OC C yCTAaHOBNEHHbIM «MAMKUM» PEXMMOM
paboTbl.

MArkun pexuMm ycTaHaB/IMBAETCS C MOMOLWbI KoMaHabl «Acx-admin config set
soft-mode true».

Mpu aBToCO3p4aHMM danna KOHPUrypaunum <MArkun» pexum yCTaHOB/EH Mo
YMOJTHAHMUIO.

B AaHHOM pexume nonb3oBaTeNM CMOryT BbINOAHWUTbL onepauuto login no
3a4aHHbIM Ha 3Tane HacTpoOWKWM maeHTudukKaTopam, HO MNOMUTUKM pasrpaHUYEHUs
AoCcTyna ans Hux 6yayT HeakTuBHbl (T.e. 6byaeT paboTaTb TONbKO pasrpaHuyeHune
aoctyna camon OC Linux). B MarkoMm pexmme Heob6xoAMMO COBEPLUNTb KaK MOXHO
bonbwe AencTteun, cumynupyrowmx paboty nonb3oBatens (B OCHOBHOM 34eCb
yuuTbiBaeTCa 3anyCcKk Kakux-nmbo cepsBucos/npoueccos, a He pabota cC
AaHHbIMW/NporpamMmamu m T.1.).

Mocne 3TOro HEO6XOANMMO M3 XypHana paboTbl B «MArKOM» pexume AOMOSIHUTb
Bl nonb3oBaTtenenm HeobxogmmbiMM cybbekTamm pgoctyna (shadow - T.e.
NONb30BaTENSMU, KOTOPbIE HE OCYLLECTBASIOT NpsMon onepauun login, HO OT MMEHMU
KOTOpbIX MOFyT 3anyckaTbCs onpeaeneHHole npoueccel B OC, Hanpumep, gdm-
session-worker unm apache v T.4.), BbINONHMB KOMaHAy <«acx-admin log
makeshadows /var/log/accordx/***», rpe *** - uma danna xypHana paboTbl
«AKKOpA-X>» B «MATCKOM>» pexume.

MpocMoTpeTb nosib3oBatenen shadow MOXHO C MOMOLLbK KOMaHAbl <«acx-
admin db show -vv».
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Mocne KOpPpEeKTHOro co3gaHusa nosb3oBaTtenen tTuna shadow HY>XHO BKAKUYUTL
TY WIN UHYIKO MNOJIMTUKY pas3rpaHnUyeHuss 4oCTyna («KMArkum» pexum Takmm obpasom
6yaeT aBTOMaATUYECKN OTKJIIOYEH) M Nepe3arpy3nTbCs.

BHUMAHWE!

Mpy OTKAIOUYEHUM MATKOro pexmMa aKTUBU3IMPYIOTCA cpasy [ABE MOSUTUKMU
yrnpaBneHus AOCTYMNOM, YTO MOXET NPUBECTU K HEBO3MOXHOCTU 3arpyskun OC (13-3a
npaBun MaHAATHOW MOSIMTUKM YNpaBlieHUs AOCTYMNOM).

3.2.15 HekoTopble oco6eHHOCTM HacTpouku CMO «Akkopa-X K»

B npouecce Hactporiku CMO «Akkopa-X K» aammHuctpatopy bW Heobxoaumo
yunTbiBaTb criefyowme oco6eHHOCTH:

Ona KoppekTHOM paboTbl HEKOTOPbIX KOMMNOHEHTOB «Akkopa-X K» (PAM, moaynu no
paboTe c maeHTudmkatopamm) npu pabotatowemMm SELinux Heob6xoaMMO OTKAKOYUUTL
SELinux, nepegaB ripu 3arpy3ke B napamMeTpe sapa selinux=0 (cm, Hanpumep,
pPUCYHOK 16).

Mocne akTMBaumum MOACUCTEMbI pasrpaHuyeHus pocrtyna wu nepesarpy3skm OC B
cnyyae BHeCeHusa Kakux-nbo wu3MeHeHUn B dann KoHdburypauum wnun B
nonb3oBartenien «Akkopa-X K» (HanpuMmep, € noMouwbk yTunumT acx-admin*, noa
M3MEHEHUAMU MNOHUMAKOTCSA ntobble u3MeHeHUs 3Tux dannoB - peaakTMpoBaHue
naposen nosb3oBaTtenen, nobasneHve/ynaneHne nonb3osartenen n T.M.) ANg ydeta
TaKNX U3MEHEHUN HeobXxoAMMO BbIMOSHUTL Nepe3arpy3ky OC. be3 nepesarpys3ku B
«Akkopa-X K» 6yayt aktuBHbl Bl wn dann KoHpurypaumm, Kotopble 6bin
aKTyanbHbl HA MOMeHT nocneaHen 3arpyskum OC.
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4 SKCIJTIYATALUNUSA CNO «AKKOPA-X K»

4.1 OcHoBHble 3aAa4un, pewlaeMmblie AAMMHUcCTpaTopoMm BU npwm
akcrinyaTtaumm CMNO «Akkopa-X K»

Mpn 3kcnnyataumm CIO  «Akkopa-X K»  AgMuHuctpatop BW  pewaet
cneayiouwme 3anaun:

— noagepXuBaeT CpeacTBa 3alMTbl  KOMMJekca B paboTocnocobHoM
COCTOSIHUM N KOHTPONMPYET NPaBUSIbHOCTb UX paboThl;

— NpOM3BOAUT M3MEHEHUSI B HACTPOMKe CpPeAcCTB 3alluMTbl KOMMJEKCa Ha
OCHOBaHWM W B TMNOJIHOM COOTBETCTBMM C W3MEHEHUSMU TMPaBUI
pasrpaHuyeHns poctyna. OHM MoryT 6biTb BbI3BaHbl Pas/iMYHbIMU
npuynHamm, Hanpumep, WU3MEHEHWEM COCTaBa NoJb30OBaTenen, ux
NO/KHOCTHBIX U (PYHKUMOHANbHbIX 06513aHHOCTEN, pacCLlUMPEHUEM
HOMEHKNATYpPbl WUCMOSb3YEMbIX TEXHMYECKMX W MNPOrpaMMHbIX CPEeacTs,
3ap4a4 u T.n.;

— OCYLUeCTBASIET TEKYyLWMN KOHTpOAb Haa paboTton nonb3osatenen CBT c
BHEAPEHHbIMM CPeACTBaMM 3alMTbl KOMIMIEKCA;

— aHanusupyet coaepxummoe XypHana permcrpauum cobbITni,
dopMmmpyemoro  cpeactBamMuM  KOMMJeKca, W Ha 3TOM  OCHOBe
BblpabaTbiBaeT nMpeasioXkeHMss Mo  COBEPLUEHCTBOBAHMI  3alUTHbIX
MEXaHU3MOB, peanm3yeMblX CpeacTBaMuM  KOMMNJeKca, MpuHUMaeT
HeobxoauMble Mepbl MO COBEPLUEHCTBOBAHMIO  CUCTEMbI  3aluThI
nHdopMaLmm B LEeoM.

HenpepbiBHass opraHm3auMoHHas noaaepxka @YHKUMOHUPOBaAHUSA CpeacTs
3awmtbl  CMNO npegnonaraer obecneyeHune cTpororo cobnogeHnss  BCeEMU
nonb3oBartensamm TpebosaHuin CBEU (aammHucTpatopa BN).

4.2 Bxopa B OC B pamkax geuncrBus CNO «Akkopa-X K»

Mpwn 3arpyske CBT, 3awuweHHoro CMO «Akkopa-X K», Ha HadasbHOM 3Tane
3arpy3km OC 3arpyxaetcsa CINO «Akkopa-X K» (n3 obpasa HadanbHOW 3arpy3ku
initrd). Mpu 3TOM Ha 3KpaH BbIBOAUTCA WMHOpMaums 06 ycnewHOM BbINOAHEHUN
3arpy3ku MOHUTOpa pasrpaHunyeHuns aoctyna «Akkopa-X K», ero KoHdurypaumm m
B (pucyHok 17) (B cny4dae Kakon-nmbo owmbKKM Bbi3biBAaeTCs MNaHMKa sapa C
YKa3aHMeM MNpUYUHbI — MPEBbIWLIEH TakMep oxuaaHus b1, HenpaBwubHas NNUEH3MS
M T.N. — N aanbHenwas 3arpyska OC He ocyuwectBnsetrcs). Cpasy nocne 3Toro
AKTUBMPYIOTCS U BCTYNakT B AENCTBME MEXaHWU3Mbl 3allUUTbl, KOTOpPblE BK/KOYEHbl B
OaHHbIX O KOHpurypaumm MPL (Mnx MOXHO uU3MeHUTb B Xxoge pabotbl OC c
MCNOJIb30BAHMEM yTUAUTbI acx-admin config M  yTUAUTBI 3arpy3km AaHHbIX
KoHdurypaumm B MP/[] acx-config-send).
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k journald starting. Commit interwal 5 seconds

EXT3—f=: mounted filesystem with ordered data mode.
Setting up other filesystems.

setting up new root fs

no fstab.sys, mounting intermnal defaults

Starting AccordX security module

acx-core: starting

acx-core: started

Loading AccordX config
ssysrootsetcraccordxsacx—config. json: config version 1.0
szysrootrsetcraccordx-sacx—conf ig. json: acx-core flags £
successfully sent ~ssysrootretcraccordxrsacx-config. json to acx-core
Loading AccordX database

szysrootsetcraccordxsdb. json: database verszion 1.0
ssysrootrsetcraccordxsdb. json: 0 mandate rule(sl, 3 group(s), 2 user(s), 1 shadoy
(z), O process(es)

AccordX security module started successfully.

successfully sent rsysrootrsetcraccordx-sdb. json to acx-core
Switching to new root and running init.

unmounting old ~sdew

unmounting old ~proc

unmounting old ~s=sys

INIT: wersion 2.86 booting

PucyHok 17 - 3arpy3ska Moayna pa3rpaHMYeHuUs aoctyna «Akkopa-X»

Heob6xoaMMo OTMETUTb, UYTO WMHGMOPMALMIO Ha PUCYHKE BbIlLIE MOXHO Jerko
nponyctuTb, T.K. (B 3aBucumocTn oT CBT) npouecc HayanbHOM 3arpy3ku MOXeT
OCYLLECTBNASTLCA OYeHb 6bICTPO.

[Janee Ha nocnegHem 3Tane 3arpy3ku OC BMecTo wWTaTHOW npouenypsol
naeHTudunkaunmm n ayteHtndpukaumm B OC PAM-moaynb «Akkopa-X K» npeanoxuT
npeabsaBUTb naeHTudukKaTop (pucyHok 18). Heobxoanmo npeabaBUTb
COOTBETCTBYHOLWMA naeHTUdMKATOP Nonb3oBaTens.

RED HAT
ENTERPRISE LINUX 5

Username:

MpenvaAsuTe nAeHTUthUkaTop...

© Language { Session »' Restart ¥ Shut Down

PucyHok 18 - 3anpoc maeHtudukartopa
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NMocne npeabsiBNeHnMss wnaeHTudukaTopa B NOsSBUMBLIEMCS none <«BeeguTte
naposib» cneayeTr BBECTU COOTBETCTBYHOLWMN NAaposib NOAb30BaTeNSA, YCTaHOBNEHHbIN
Ans Hero B «Akkopa-X K» (pucyHok 19).

RED HAT
ENTERPRISE LINUX 5

Beeoute naponb:

MNpenbAaBuTe MOSHTUHUKATOP. ..

‘:.'.‘Language ¢/ Session : Restart > Shut Down

PucyHok 19 - 3anpoc napons

Mocne BbIMOJIHEHNS npouenypesol naeHTuduKaummn/ayTeHTudmnKaumm
nonb3oBatensa n exoga B OC HauuHatoT paboTtaTte MNP/, KoTopble 6biaM 3aaaHbl €My
Ha 3Tane HaCTPOMKMW.

Pabota B OC Linux c yctaHoBneHHbiM CIO «Akkopa-X K» oTnu4yaetcsa (oT
pabotei B OC 6e3 CMNO «Akkopa-X K») TOnbkO  Apyrol  npoueaypow
naeHTnduKaumm/ayteHTMGrUKaUnMmM un BO3MOXHbIMM 3anpeTtaMu Ha MoJsyvyeHune
AOCTyna K KakoMy-nmbo ob6bekTy nnu danny.

4.3 lMNMpumMepbl BbINOJIHEHUA YCTaHOBMEeHHbIX MNP

PaccMOTpMM HeKOoTOpble MpUMepPbl BbIMNOJIHEHUS YCTAHOB/IEHHbIX MOJINTUK
pasrpaHuyeHmsa poctyna (kotopble 6buiM OATMMUCTMYHO 3a4aHbl B pasgene C
YCTaQHOBKOW U HAaCTPOMKON).

MNMpumep 1. [JeMoOHCTpaunsa paboTbl AMHAMUYECKOro KOHTPOJSA LEeNoCTHOCTH,
He nO3BOAAKWEro 3anyckaTb Ha BbINO/HEHUE dalfbl, UEeNOCTHOCTb KOTOPbIX
HapylweHa (KOHTPO/ib LEefOCTHOCTM OCYLLEeCTBASETCS HenocpeaCTBEHHO NMpu 3anycke
Ha BbIMOJSIHEHME):
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|QApplicati0n5 Places System %

File Edit View Terminal Tabs Help

[root@localhost toor]# ./test _bin.sh

ok

[root@localhost toor]# echo "echo ok" == test _bin.sh
[root@localhost toor]# ./test bin.sh

bash: ./test bin.sh: Permission denied
[root@localhost toor]# my test bin.sh test bin.sh.1l
[root@localhost toorl]# echo "#!/bin/bash

= echo ok' = test bin.sh

[root@localhost toor]# chmod +x test bin.sh
[root@localhost toor]# ./test bin.sh

ok

[root@localhost toor]#

PucyHok 20 - 3anpeTt 3anycka Ha BbinoJsIHeHue (painnoB, LeJIOCTHOCTb KOTOPbIX HapyLUeHa

NMpunmep 2. [deMoHCTpaumsa paboTbl MNP, Korga nosib3oBaTesnto 3anpelieHo
nepexoanTb B Katasnor (Npu paboTe B KOHCOMLHOM pexume):

‘ QAppIicaticns Places 5ystermn %

File Edit Miew Terminal Tabs Help
[root@localhost toor]l# cd nocd

bash: cd: nocd: Permission denied
[root@localhost toor]# 1s nocd
[root@localhost toorl# 1s -1a nocd

total @

[T Tt T
[T YT 7
[root@localhost toor]# 1s -1la | grep nocd
drwxr-xr-x 2 root root 46096 Mar 4 16:085 nocd
[root@localhost toor]# I

PucyHok 21 - 3anper nepexoaa B KaTasior

Mpnmep 3. [emoHcTpaumsa pabotel P, koraa nosib3oBaTento 3anpeLleHo
3anycKaTb Ha BbIMOJHEHNE MPOrpaMMbil:

M) Applications Places System &

File Edit View Terminal Tabs Help

[root@localhost toor]# cp test bin.sh noexec/
[root@localhost toor]# ./test bin.sh

ok

[root@localhost toor]# cd noexec/
[root@localhost noexecl# ./test bin.sh

bash: ./test bin.sh: Permission denied
[root@localhost noexec]#

PucyHok 22 - 3anpeTt 3anycka Ha BbINOJIHEHUE nNporpaMmm
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MNMpnmep 4. [emoHcTpauma pabotbel MNP, korga nosib3oBaTento 3anpeLeHo
OTKpbIBaTb Ha yYTeHne dannbl (Npy paboTe B KOHCOIbHOM pexunme):

QAppIicatians Places System %

Fle Edit View Terminal Tabs Help

[root@localhost toor]# cd noread
[root@localhost noread]# echo "123" = 1.txt
[root@localhost noread]# 1s

1.txt

[root@localhost noread]# cat 1.txt

cat: l.txt: Permission denied
[root@Llocalhost noread]#

PucyHok 23 - 3anpet oTKkpbiTua bainioB Ha YTeHUue

MNMpumep 5. [deMoHcTpaumsa paboTbl P, Korga nosib3oBaTesnto 3anpeLieHo
3anucbiBaTb AaHHble B 06bekTbl (0bpaTuTe BHMMaHMe: He co3aaBaTb 06bEeKTbl Ha
3anMcb, @ UMEHHO BbIMNOJIHATL onepaunm 3annucn AaHHbIX B 06beKThl).

QAppIicaticns Places System %

Fle Edit Miew Terminal Tabs Help

[root@localhost toor]# cd nowrite
[root@localhost nowritel# echo "123" == 1.txt
[root@localhost nowritel# echo "123" == 1.txt
bash: 1l.txt: Permission denied
[root@localhost nowrite]l# cat 1.txt

123

[root@localhost nowrite]# I

PucyHok 24 - 3anpert Ha 3anucb lJaHHbIX B 06beKT

4.4 PaboTta C )XypHanoM perucrpauum cobbitum

Kak ansa katanoroes, Tak W ANsa oTaenbHblX dannos, B <«AKkopa-X K»
MPUCYTCTBYET BO3MOXHOCTb YCTA@aHOBKM OMNUMU perncrpaumm B pernctpaumoHHOM
XXYpHane AOoCTyna K KaTasiory U ero coaepXuMmomy. Perncrtpaums ocCyLecTBNdeTcA
cneaywowmm obpasom:

agmMuHuctpatop bW ycTaHaBniuBaeT ypoBeHb AeTaJibHOCTU XypHana -
HNU3KasA, CpeaHdaa, BblCOKad,

Ans noboro ypoBHA AE€TaNibHOCTU B XXypHasie OTpaXkaloTcs napaMeTpbl
perMcTpauum 1 BxoAa nonb3oBaTesns U NonbITKN HapyweHus MPA;

ANsl  cpeAHero YpoOBHSA  AETasibHOCTM B XYypHane  oTpaxawTcs
AOMNOSHUTENIbHO BCE TMOMbITKM A0CTyna K o6bekTaM No HEeKOTOpbIM
atpnbyTtaM aocTtyna;
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— A9 BbICOKOrO

cobbITn).

cobbITMIM KOMMeKca.

091
root
09z
root
093
root
094
root
095
root
096
root
097y
root
098
root
099
root
160
root
181

YPOBHS

[IETaNIbHOCTU
[IOMOJIHUTENbHO BCE MOMbITKN AOCTyNa K o6bekTaM (BKoUYas AOCTYyNbl Ha
yTeHne, ANS KOTOpbIX B XypHane 6yaeT co3aaHo 60/blIOE KOMMYECTBO

— 10:00 - Bpemsa co3anaHua xypHana B UTC.

18:11:33[1397124693.825]
root @ root @
10:11:43[1397124703.420]
root @ root O
10:11:48[1397124708.006]

fbin/bash ftest/1l.sh
10:11:48[1397124708.006]
fbin/bash ftest/1l.sh
10:11:49[1397124709.657]
fbin/bash JStest/nocd/
10:11:49[1397124709.657]
/fbin/bash JStest/nocd/

16:11:51[1397124711.257]
fbin/1ls ftest/nocd/
16:11:51[1397124711.257]
fbin/ls ftest/nocd/
18:11:51[1397124711.257]
fbin/ls ftest/nocd/
18:11:54[1397124714.704]
Jfbin/ls /test/noroot/
16:11:54[1397124714.7084]

2426

2426

2947

2947

2944

2944

2947

2947

2947

2947

2947

2456

2456

2974

2974

2947

2947

2975

2975

2975

2976

2976

arr

err

max

max

max

max

max

max

max

max

max

B

YTunuta aaAMUHUCTPUPOBAHUS KoMmnsiekca acx-admin
BO3MOXHOCTb MPOCMOTPa, BbiBOAA Ha Me4yaTb M apXmBauUUKW XypHana perncrpauumu

subj
subj
fs
fs
fs
fs
s
Ts
s
Ts

Ts

XypHane

log npepocrasnsier

setuid

setuid

open

open

chdir

chdir

chdir

chdir

chdir

chdir

chdir

PucyHok 25 — MpocMoOTp XXypHaJsia perucrpaumm cobbituim

CO6bITUIO, 3apeErMCTPUPOBAHHOMY B XYypHane.

HanpuMep, BOCMNOJ/1Ib30BaTbCs MHTEpPNpeTaTopoM perl U BbIMONHUTb:

oTpakatoTcs

int

o =3 =)
[= = [=
w w (53}
™ ™ ™
| | o |

[=}
=,
u
-

[=} [=}
s [y
w w
™ (n]
| - |

[=N

isc

i
=

AoMunHucTpatop BW MoxeT npocMaTpuBaTb XYpHan permcrpaumm cobbitvi B

«Akkopa-X K» (/var/log/accordx***, pucyHok 25) C NnOMOLLbIO BbI30Ba BUAA
acx-admin-log show -m -C /var/log/accordx....

Hanpumep:
acx-admin-log show -m -C /var/log/accordx/shadow root 20140401 10:00,
roe:
— shadow - Tin cybbekTa aoctyna (0T MMEHU KOTOPOro co34aeTcs XXypHan);
— root - umsa cybbekTa gocTyna;

— 20140401 - paTta co3gaHua XXypHana;

user

user

user

user

user

user

user

user

user

user

user

B ypHane d@uKkcupyloTcsa BCe cobblTUa AoCTyna cybbekToB AocTyna K
obbekTaM goctyna (HauymHass C caMoro paHHero atana 3arpy3kum Linux). XypHan
oTobpaxaetcsa B Buae Tabnuubl. Kaxaasa cTtpoka Tabnuubl COOTBETCTBYET OAHOMY

3anncaM B XypHasie CoOTBeTCTBYeT BpeMda B ¢opmaTte HH:MM:SS[time] (rae
HH:MM:SS - BpeMsa peructpaunm cobeitua B UTC, time - Bpems B popmaTe POSIX
time), Hanpumep, 10:00:01[1390936318.188].

Ona npepoctaBnieHnsa paTtbl U BpeMEHU B KJlaCCUYECKOM cbopMaTe MO>XHO,
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acx-admin log show -m /var/log/accordx... | perl —pe ‘s/(\d+\t\d+:\d+:\d+\[)(\d+)(.\d+\])/localtime$2/e’

Tak Xe MOXHO BbIBOAUTb TOSIbKO CO6bITMS onpeaeneHHoro Tuna, HanpuMmep,
BCce cobbITMA BxoZ4a NoOJfib30OBaTenemn, HaDYLLIeHVIVI ANHAMUNYECKOIro KOHTPOA
LENOCTHOCTUN N ANCKPELUMOHHbLIX NMpaBWa AOCTyNna.

acx-admin log show -m /var/log/accordx... | perl -pe 's/(\d+\t\d+:\d+:\d+\[)(\d+)(.\d+\])/localtime$2/e’
| grep -e login -e int -e discr

Ansa ypobcTtBa npocMoTpa U aHanmsa nHdopMaumn NpucyTcTByeT BO3MOXHOCTb
dunbTpaumMn No oAHOMY MAM HECKONIbKUM nonam Tabnuubl (CM. nogpasgen «PaboTta
c mogynem acx-admin log» MpunoxeHuns 2).

MoopobHOe onucaHue COoAEepPXMMOro >XypHana pernmcrpaumm Ccm. B
MpunoxeHuu 3.
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5 PABOTA CINO YEPE3 NOJIb3OBATEJ1IbCKOE GUI-
NMPUNOXEHWE W1N WEB-NMPUNTOXXEHMUE

5.1 Hacrpouka pa6oTbl yuepes rpachmuecknin nurepgemnc

Onsa pabotbl ¢ «Akkopa-X K» yepes nosnb3oBatenbckoe GUI-npuno)xxeHue
cneayeT BbI3BaTb M3 KOHCOMW YTUAUTY acx-gui-qt (OoT MMeHn nonb3oBaTens root).

YTobbl HacTpouTb paboty ¢ «Akkopa-X K» yepe3s Web-npunoxxeHue,
cneayeT 3anyCcTuTb OT MMeHu root cepBuc (AeMoH) no nyTu /root/acx-gui-web/acx-
gui-daemon (ana 3anycka B (OHOBOM pexume - Hanpumep, “/root/acx-gui-
web/acx-gui-daemon&”), 3aTtem 3anyctutb M3 nwboro 6paysepa C noaaepKKoOun
websockets camo Web-npunoxeHnune ns danna /root/acx-gui-web/index.html.

5.2 HayanbHaa KkoHpUrypauums

NMocne BbINOAHEHMSA npouecca ycTtaHoBkn CMNO pasrpaHudyeHns A[ocTyna
HeobxoAMMO nMpOBEeCTM HauyanbHYK KOHMUrypauuto, nepenas Ha BKIAAKY
«KoHpuUrypaums» rnaBHoro oOKHa nporpammsbl yrnpasneHus (PUCYHOK 26).

PucyHok 26 - FnaBHOe OKHO yTuauTbl ynpaBneHna «Akkopa-X K» (nonb3oBartenbckoe GUI-
npuio>xeHue)

CnepyeT unMmeTb B BMay, 4Tto npu yctaHoBke CIO Takxe co3paetcsa dawnn c
KOHdUrypaumsMm, BbICTAaBAEHHbIMW NO  yMoOA4aHuto. [na npocmoTpa  wam
pefakTUpoBaHus 3Toro arnna npu nepBUYHOM HacTpomke (OTCYTCTBUM YyXKe
cywecTtsyrwmx dannos KOHPUrypauum) HeobxoammMo HaxkaTb KHOMKy <OTMeHa> wu
Aanee — NOSIBUBLUYIOCS Ha BEpPXHEN NaHenu cTpaHnubl KHONKy <Co3aaTtb>.
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B oOTKpbIBLUEMCS [fAaniee OKHe cneayeT ykKasaTb MyTb K PacrnofioXeHUto
co3gasaeMoro danna KoHburypaumin (pucyHok 27).

YctaHoBka (dnara «[lo  yMonyaHuio»  BJIeYET COXpaHeHue  dalna
KOHpUrypaumim B KaTanor no ymondyaHuto (/etc/accordx/acx-config.json). [pwu
HeobXoAMMOCTM MOXHO CMEHUTb KaTanor MOoCpPeACTBOM pYyYHOro peaakTUpoBaHMS
WAN C MOMOLbI CTAaHAAPTHOrO Auanora, Bbi3bIBAEMOro Ha)XXaTMEM KHOMKU <...>.
Ecnun ykasaHHbIA KaTanor He CywecTByeT, OH byaeT co3aaH aBTOMaTUYECKMU.

B cnydae yctaHoBku ¢dnara «C KOHdurypauusMm nNo YyMosvaHuio» dann
CO34a€eTCcs C KOHPUrypaumsiMn, BbICTaB/IEHHbIMU MO YMOJTYAHUIO.

Cospanue daiina KoHdurypaumi

’r ] No ymonuakuio

=

[:] C KoHOUIYPaLWAMK N0 YMONYaHW
[ Co3gate J [ OtMeHa ]

PucyHok 27 - CosgaHue daiina koHpurypaumin (nonb3osBatenbckoe GUI-npunoxxeHue)

Mpwn HaxkaTum KHonkm <Co3aaTb> Ha 3KPaH BbIBOAMTCS CMMUCOK KOHMUIypauumn
(pucyHok 28). HacTtpoika KoHpurypauumii BbIMOSHAETCS MNOCPEACTBOM YCTAaHOBKMU
COOTBETCTBYOLWMX (Paros 1 3anofHEHUS COOTBETCTBYOLLNX MONEN.

Ona npocMoTpa UM peaakTUpoBaHMSA AOCTYMHbl  credylowme napameTpsl
KOHbUrypaumu:

1. Obwwme:

— «MyTb K B» - nyTb K anny c 6a3on faHHbIX;

— «[lyTb K XXypHany» — nyTb K panny C XypHasioMm.

2. OpraHusauus:

— «HasBaHue» — Ha3BaHWe opraHusauum;

— <«TenedoH» — KOHTaKTHbIM TenieoH opraHmn3auunun.
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3. ®narn gaapa - WCNOSb3yeTcs ANA BbINOJHEHUA HACTpoeK gaapa 3aluThbl
KoMmnnekca. MNapameTtpbl 610Ka:

— «Bknwouute MPA» — BKAOUEHUE pa3peLlunTeNbHbIX MOJIMTUK pa3rpaHNYeHUns
[oCTyna;

— «Bknountb anckpeunoHHble MPO» — BKAOYEHUE ANCKPELMOHHOW MOSINTUKU
pasrpaHnyeHns AocTyna;

— «Bknwounte MaHpaTHble [1PO» — BKAKOYEHWE MNONUTUKU pa3rpaHUYEeHUs
[OCTyrna Ha OCHOBE nmepapxmyecknx MeTok;

—  «Bknounts Star-property-cBoncTBo (3anpet  3anucu «BHU3»)» —
BKJIIOYEHMEe rnpaBufia 3anpeTa 3anucu «BHU3» B MNOJINTUKE pasrpaHuUyeHus
[OCTyrna Ha OCHOBE nmepapxmyecknx MeTok;

—  «BkAouynTb MArKUN pexxnm» — BKIIKOYEHNE MSIFKOr0 pexmMma;

— «BknuYMTb ynpaB/ieHMe TouykKaMuW MOHTUpOBaHMSA OC» — BKIOYEHUS
KOHTPOJ1IS TOYEK MOHTUPOBAHUS;

— «Bknwountb anHammuyeckun CKL» — BKAOYEHME AMHAMMYECKOrO0 KOHTPOS
LLe/TIOCTHOCTH;

— «BkNwoUYMTb  MOACUCTEMY  OUYUCTKM  MNAMATU» —  BKJIOYEHME  OUYMUCTKM
onepaTtuBHON NamMaTms;
— «YpoOBeHb >XypHasa Mno YMOJYaHUIO» — YpPOBEHb [AETa/IbHOCTU >XYypHana
cobbITUN.
4. «PacwundpoBKa YypOBHel [oCTyna» — WUCAoAb3yeTca AN 3a4aHus
COOTBETCTBUSA MEXJY CTPOKaMU U nepapxmyecknMm MeTKamu.

8 Jlammas ¢ynkumus B coBpeMeHHBIX Bepcusix CIIO He peanmsoBaHa, XOTS M NPHCYTCTBYET B HMHTEpdeiice mis
0o0paTHON COBMECTHUMOCTH.
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Axxopp-X = O by
= a8 H @
= W
Co3gate  MpocMoTpers 0 nporpamMme
Eg" K
OHpUrypaLmn
O6ume =
KoHurypavum
MyTe K B fetc/accordx/db.json
@ MyTh K XKypHANY: Hvar/log/accordx/
Ba3a laHHbIX Oprauuzaums
Ha3paHue:
Tenedion:
KypHan
®narn agpa
BrNunTh paspewmrensHble MPA: EW
BrirunTs guckpeumnorHsie NP E}
BKNHUMTE MaHAaTHLIE MPA; O
BKNKUNTL 33MpeT "3anncs BHKE" [
BAHUNTL MATKWIA PEXMM: EW
BKHUNT yrIpaEneHme Toukamn |
MOHTMpOBaHWA OC:
BrnounTe gvHamuueckinin CKLL: E}
BKNHIUMTE KOHTPOME NEYATH: O
BKNHUMTE NOACHCTEMY O
QUUCTKH NaMATH:
YpOBeHb XypHana Mo yMoNYaHWio: err j
Paclwndposka 0- "pub\.\c" . = |
YpoBHei gocTyna: 1-"confidential”
2-"secret”
3 - "top secret” =
HacTpoiiku ayTeHTUdUKALMN
Tun: local « =

PucyHok 28 - HacTtpoika koHdurypaumin (nonb3oBaresibckoe GUI-npusoxxeHue)

MpocMOTp W pefakTUpoBaHMe coaepXuMoro danna KoHpurypaumm (yxe
CYLLEeCTBYIOLLEro) oCyLWecTBASETCS C MOMOLWbIO KHOMKK <[1poCcMOTpeTb> Ha BKIaakKe
«KoHbuUrypaummn» rnaBHoOro OKHa NporpaMmbl aAMUHUCTPUPOBAHUA (Npy HaxaTwuu
KHOMKK <lpOCMOTpEeTb> Ha 3KpaH BbIBOAUTCS OKHO Bblbopa danna KoHdurypaumn).

5.3 Co3paHue 6a3bl AaHHbIX NMOoJib30BaTeNnen

Ba3a [JaHHbIX CO CTaHAApTHbIMKM  YYETHbIMM 3aNUCAMM  CO34QeTcA  npu
yctaHoBke CIMO pasrpaHuyeHMss AO0CTyna W pacnosaraetcs B KaTanore no
yMonudaHuio. Ee npocMoTp wnu penakTUpoBaHWe [AOCTYMHbl MpU nepexoae Ha
OAHOMMEHHYI0 BKNaAKy rMaBHOMO OKHa NporpaMMbl yrpasieHns (pUcyHok 29).
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PucyHok 29 - Bknagka «basa gaHHbix>» (nonb3oBaTtenbckoe GUI-npunoxxeHue)

[Ona co3gaHna 6asbl AaHHbLIX CleAyeT Ha)XaTb KHOMKy <Co34aTh> Ha BEpXHEN
NaHenu rnaBHOro OKHa NMporpaMMbl yrpaBieHus.

B OTKpbIBLUEMCS OKHE C/leayeT ykasaTb NyTb K PachnosIOXEHUI0 CO34aBaeMoro
danna c 6a3oi gaHHbIX (pucyHok 30).

YctaHoBKa nara «[lo yMonyaHuoo» BnAe4vyeT coxpaHeHue danna c 6asoun
AAHHbIX B KaTanor no ymon4yanuto (/etc/accordx/db.json). MNpn HeobxoammocTu
MOXHO CMEHWTb KaTanor NocpeacTBOM PYYHOrO peAaKTUPOBAHUS MM C MOMOLLbIO
CTaHAapTHOrO Auasnora, Bbi3biBAEMOro HaXaTueM KHOMKUM <...>. ECcin yKasaHHbIN
KaTanor He cywecTByeT, OH 6yaeT co3aaH aBTOMaTUUYECKMU.

B cnyuyae yctaHoBku ¢dnara «C napameTpaMm no ymondaHuio» dann colgaercs
C napameTpamu b/l, BbICTaBNEHHbLIMU MO YMOJSITHAHMUIO.



53
37222406.26.20.40.140.085 90

5T

[] € napamerpamm no ymonuavmio

PucyHok 30 - Co3paHume 6a3bl gaHHbIX (Nonb3oBaTtenbckoe GUI-npunoxxeHune)

Mocne co3pmaHna danna ¢ 6a3oMm AaHHbIX Ha BKNagke <«basza AaHHbIX»
rMaBHOrO OKHA MporpaMMbl yrpasreHns oTobpa)kaeTcs CTpyKTypa co3aaHHon bl
(pucyHok 31).

B cnyuyae ecnu B npouecce co3gaHua bl yctaHoBneH dnar:

— «[llo yMmonuyaHuio», Ha Bknaake <«basa AaHHbIX» NYyTb K PacnosioXeHUo

danna c b1 otobpaxaeTcsa Kak «[10 yMOYaHUIO»;

- «C napaMeTpamMM MO YMOJIYaHUIO», Ha BkNagke <«ba3a [AaHHbIX»
oTobpaxaeTcs CTpykTypa B[] co cTaHAapPTHBIMU YUYETHLIMU 3aMNUCSAMU.
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Axxopg-X S

E 2 Q& @ @B ® © T 1 @

3arpyauTe  CUHXPOHWIN- 06aBuTE
Py P OuMCTHTE pOBEpUTE A

Co3gaTe MMpocMeTpeTe OBHOBUTHL
B AP0 poBaTh rpynny

O nporpamme

> @ Mo ymonuaHno
* . default_shadow
Kondwrypauum . root
= 4L default_user
. root

B<

©)

Ba3a AaHHLIX

o

KypHan

PucyHok 31 - Ba3a faHHbIX CO CTaHAAPTHbIMU Nnosb3oBaTtensamm (Nosnb3oBartesibckoe GUI-
NpuUoXXeHUe)

YTobbl B npouecce panbHenwero yHKUMOHUpoBaHUSA «AKkKopA-X K» MOXHO
6b110 BbINONHUTL BXo4 B OC B kadectBe AaMUHMUCTpaTopa BU (cynepnonb3oBaTens;
nonb3oBaTtens root), nocne cosgaHusa 6asbl AaHHbIX MNOAb30OBaTesien AN Hero
Heo6X0AMMO Ha3HauuUTb MAEHTUPUKATOP M 3adaTb Nnaponb B B (AaHHY npoueaypy
Heo6XxoAMMO BbIMOSIHUTL MNOTOMY, 4YTO Mpu co3aaHun B[ mcnonb3oBanacb onuus
aBTOCO34aHMA HYXHbIX MO YMOJYaHWUIO Mosb3oBaTenen, W, crenoBaTesibHO,
naeHTUPUKaToOp U Naposb 4S9 Nofb3oBaTesns root eule He 3a4aHbl).

Mpn 3TOM HeobXxoAMMO YyAOCTOBEPUTHLCHA, 4YTO uid M Maposib 3TOro nNoJsib3oBaTens
coBnafaeT co 3HavyeHuaMn us ganna /etc/passwd.

Mo 3aBepweHnn npoueaypbl co3gaHua Bl n noasneHua cTpyktypbl B[l Ha
Bknagke «basza paHHbIX» cnepgyeT 3ajaTb HOBbIA Maposb AN YYETHOW 3anucum
nosib3oBaTtens root, npeabsaBUTb naeHTudukaTop 7 HaxaTb KHOMKY
<PepaktnpoBaTtb> (pPUCYHOK 32).
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MWamenenne tm ngenTudukaTopa *

HoBLIF Naponk: !

ANNapaTHeIA MAeHTHdUKaTop: D
CMEHWTE Naponk & OC: O

PucyHok 32 - YcraHoBKa naponsi 1 TM-ngeHtucgpumkaropa nonb3oBaresnto root
(nonb3oBaTenbckoe GUI-npunoxxeHue)

5.4 Co3paHue rpynn nosib3oBartenen

Ans cospaHua rpynnbl Nonb3oBaTenen crneayeT Ha Bkaake «basa AaHHbIX»
HaXaTb KHOMKY </106aBuUTb rpynny>.

B nosBuBweMCa fanee okHe cneayeT BbibpaTb TMN co3aaBaeMOM rpynmnbl U
Ha)xaTb KHOMNKY <[lo6aBuTb>.

Ha AaHHbIM MOMEHT rpynnupoBaHue nosib3oBaTenlen He OKa3bliBaeT BANSHUS Ha
obuwytlo paboTy KoMnnaekca - rpynnbl ucnonb3dykTcs ans yaobcrtea. OgHako
Heo6x0AMMO yuuTbIBATb, 4YTO AN KOPPEKTHOM paboTbl KOMMAEKCa AOJIKHbI
BbIMOSIHATBLCSA YCNOBUS, OMUCAHHbIE B HACTOSILLEM MYHKTe (CM. OnNMCaHuMe BapuaHTa
Ans paboTbl B KOMAHAHOW CTpPOKe).
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[Lo6asnexue rpynnbi

;||

Tan: (®) Monk3osarent
(O) TeHesasie nonb3oBaTeM
O Npouecest

PucyHok 33 - CosgaHue rpynnbl nosib3oBaTenen (nonb3oBartesibckoe GUI-npunoxxeHme)

5.5 Co3paHue yuyeTHbIX 3anucen nosib3oBarteneun

Ana co3gaHuMa HOBOroO nonb3oBaTend cneayer Ha BKNagke «basa AgaHHbIX»
Ha>aTb KHOMKY <[lo6aBuTb nosib3oBaTensa>.

B nosBumBWEMCA pfJanee OKHe chneayeTr 3adaTb HeobxoauMble NapameTpbl
YYeTHOW 3anucu co3gaBaeMoro nofab30oBaTesld M HaXaTb KHOMKy </obasutb>
(pncyHok 34).

Mpn co3pgaHuMM nonb3oBaTesien HeobxoAMMO ydyecTb TOT akT, 4YTO B Xoae
BbIMNONIHEHUS npoueaypbl Bxoga B OC OT MMeHM nonb3oBaTens B cucrteme byper
BbIMOMHATBCA pA4A  YTWINT, a TakKXe WCNOoAb30BaTbCAd 60/bllOe  KONMYECTBO
6bubnnotek. HactosTenbHO pekoOMeHAYeTCs NepBOHayalbHO 3a4aTb MOJSIb30BaATEsNO
MaKCMManbHble NMpaBa W 3anyCTUTb CUCTEMY B «MSArKOM» pexume. 3aTeM U3 nora
paboTbl Nonb3oBaTens MoXHo 6yaeT chopMupoBaTb 6onee TOUHble ANCKPEUMOHHbIE
MPA v MNP Ha oCcHOBe nepapxmyecknx MeTok.
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[o6asneHue nonbsosartens

Wwma:  toor

UID: | 1000
Bpewms paboTei:

AnnapaTHsif uaerTudmkatop:
3abnokuposan: [

BoamoxHocTu: off

Onuywm: aff
YposeHb -0_
KOHPMABHLMANEHOCTIL ‘

Co3gaTe NonL3osatensa 8 OC: D

PucyHok 34 - lo6aBneHmne nonb3oBartens (nosibzosartesibckoe GUI-npunoxxeHue)

Mocne BbIMNOJIHEHUA OMUCAHHOW MOCNeA0BaTENbHOCTU AENCTBUIM MNO/b30BATENb

C wumeHeM toor
(pucyHok 35).

nosensetrca B 6a3e AaHHbIX NONb30BaTeNnen

«Akkopa-X K»

Ba3a gaHHbIX

a

HKypran

root

@ ~ t¢ default_user

~ 4 user_group

!;mnr

WAms: | toor
HoBbIi napons: :
Wima rpynne:: .u-sergmup
TM waeHTudukatop: 00 367394910600 00
/ANnapatHLIA MASHTUDUKATOP: He MCNOAL3YETCA
uID: | 1000

PaBouee Bpema

BosmoxHocTa: |off
Onumm: off
3a6nokuposan: [

YpoBeHs | 0
KOHOMALHLMANLHOCTM: |-

WameHuTs tm VIAEHTMMKBTDPJ [Cmrpaﬂvm. mmeuewn}

= o X
‘ i @ E :
d e
3arpy3nTe  CUHXPOHW3M- JAobasuTe AT DdEMTE  YaanWwTb
Co3zgate  MpocmoTpers  OBHOBUTE = posats OuuncTute MpoBepuTh royry ybrekt O nporpamme
g ~ B no ymonuanuio WropMaups o nons3osatene
~ . default_shadow
Kondurypaymun L root ]

AnckpelyaoHHsie NP

Cramuyeckui CKL|

JuHamuueckui CKLL

PucyHok 35 - Monb3oBartenb ¢

nMmeHemM toor B 6a3e gaHHbIX Nonb3oBaTenen «Akkopa-X K»
(nonb3oBaTenbckoe GUI-npuioxkeHue)
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5.6 3apgaHMe AMCKPELUMOHHbIX NpaB pa3rpaHM4YeHUa AoCTyna

PaccMoTpum Bonpoc 3agaHua MNP ana co3fgaHHbIX nonb3oBaTenen «AKKopa-
X K». OpgHako CTouUT MMeTb B BMAY, 4YTO MpU YCTaHOBKE BMepBble XenaTefbHOo
NponycTuUTb cneayrowme nyHKTbl C HacTponkon [P[/KOHTpPONsS LENOCTHOCTU U
3aKOHYUTb npouecc yctaHoBkn CIMNO (4Tobbl y6eantbcs, uto CIMO paboTocnocobHo ¢
OTK/IIOYEHHbIMM MexaHu3Mamu 6e3onacHoctu wunu c (P4, paspewarwowmmmn BCe
nencTeus).

NTak, nocne ycnewHoro BbIMNO/IHEHMUSI YCTAaHOBKWM W MNEPBUYHON HACTPOMKM
Heo6xoaMMO 3a4aTb ANCKPELMOHHbIE MOMTUKM pas3rpaHUYeHmns A40CTyna Co34aHHbIM
nonb3oBaTeENAM.

ANCKpeunoHHble npaBuna pasrpaHudeHus  AoCTyna  yCTaHaB/MBAKOTCA
npuceoeHnem obbekTaM AocTyna aTtpubyToB AOCTyna. YCTaHOBMAEHHbIM aTpubyT
O3Ha4yaeT, 4TO onpegensiemMas aTpmbyToM onepaumsi MOXET BbINOJHATLCA Hag
AaHHbIM 06bekTOM. [loapobHee 06 aTpmbyTax, AOCTYMHbIX B AWUCKPEUWMOHHOM
NOSINTUKE pa3rpaHuUYeHns AocTtyna, cM. B n.3.2.6.

PasznnyHble aTpumbyTbl AN KaTanoroB MOXHO 3ajaBaTtb 6e3 pekypcuu,
peKypcMBHO Ha 1 nogkaTtanor BHU3 WINW pPEKYPCMBHO Ha BCe noakaTtanoru
yKasaHHoOro kartanora (npu 3ToM B B[l 3TO oTobpaxkaeTcs B BuAe pasIMYHbIX
OKOHYaHUM y 0bbekToB KOHTpona - /, /* nnu /** cooTBeTcTBEHHO). MoapobHee o
TUMax HacnenoBaHUs npas A4OCTyna cM. B n.3.2.6.

NMpumep: [emMoHcTpaums  3agaHNs  ANCKPELWNOHHOM MoJINTUKN
6e3onacHocTn

Cospgagnm B OC 4eTblpe kaTtanora - /home/toor/nocd, /home/toor/noread,
/home/toor/nowrite, /home/toor/noexec u pana nonb3oBaTtens toor 3agaaum
COOTBETCTBYHOLWME OrpaHMYeHUss Ha HuX (Henb3s NepenTu B KaTanor, Henb3s
YMTaTb, HEMb3S NUCaTb, HENb3S BbIMOJIHATL COOTBETCTBEHHO).

Ans 3agaHus guckpeumoHHbiX MNP cneayet BbibpaTb HYXXHOMO Nosb30BaTens
M3 cnucka, B paboyem none BblbpaTb MYHKT «[WCKpeuuoHHble TPO» n HaxaTb
KHOMKy </lo6aBuTb>.

B nosBuBLlueMca faanee okHe cnefyeT ykKasaTb NyTb K HEOOX0AMMOMY KaTasnory
(M3 paHee co34aHHbIX), 3a4aTb AN HEro ypoBeHb peKkypcuu n atpmbyTbl AOCTyna um
HaXaTb KHOMNKY </lo6aBuTb>.
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PucyHok 36 - 3apaHne guckpeumoHHbix MNP (nonb3oBatenbckoe GUI-npunoxxeHune)

Mpn HaxaTum KHonkn <[lobaBuTb> co3gaHHble TP ans  BbibpaHHOro
KaTanora gobasnstTcs B 6a3y.
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Co3gate [pocmoTpeTe OOHOBUTE FellE i) R TE OuncTuTe TpOBEPHTE s A O nporpamMme
B AAPO pPOBaTE rpymny cybrekt
Ei"{" ~ BB no ymonuanuo WH$popMaLma o nons3osatens
~ .. default_shadow JMckpeLMoHHke MNP

KoHdurypauumn . root
.. dbus-broker-lau Myms ATpuByTHI focTyna
.. avahi-daemon

ot dosmon fhome/toor/nowrite/s* RXOCDNLMENG
Ba3a gaHHbIX "y olkitd T
- P fhome/toor/noread/* WXOCDNLMEnG
chronyd
. gdm-session-wor /home/toor/noexec/ RWOCDNLMENG
KypHan - (geodlue) fhomeftoor/** RWXOCDNLMENG
- (colord) |
v L default_user
. root
. toor
I AobasuTe l | l
Cramuueckuin CKL|
AnHamnueckinia CKL

PucyHok 37 - AnckpeumoHHblie MNP, 3agaHHble nonb3oBaTento toor (nonb3oBarennckoe
GUI-npuno)xeHune)

5.7 Co3paHume CNMUCKOB KOHTPOJISi LLeJIOCTHOCTH

Co3pgaHue cnmckoB KoHTponsa uenoctHoct (CKL) BbinonHsieTcs B pabouem
none Ans BblbpaHHOro nosib3oBaTtesnisas Ha BkNaake «basa AaHHbIX». [JaHHbIN MYHKT,
KakK 1 npeablaywme Asa, MOXHO MPONYyCTUTb U BbINONHUTbL TOIbKO MOC/€ HAaCTPONKKU
«Akkopa-X K» ¢ «nycton» B/.

CywectBsyeT pABa TuMNa KOHTPOMSA UENOCTHOCTU —  AMHaMUYeCKUin wu
CTaTUYECKUN.

AVNHaAMNUYECKNNA KOHTPOJIb LL€/TIOCTHOCTU

OVNHaMUYeCKNin  KOHTPOJb  LENOCTHOCTM  OCYLLUEeCTBASETCS B  MOHUTOpE
pa3rpaHU4YeHns A0CTyna npu 3anycke Ha WCMNOJSIHEHME YKa3aHHbIX 06beKkToB
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(06bekTbl He06X0ANMMO yKa3biBaTb B ANHAMUYECKOM CMUCKE KOHTPONS LEOCTHOCTMU
rnobancHo Ang Bcen Bl, a He AN KOHKPETHOro nosib3oBaTens).

lNMpumep. [eMOHCTpayunss 3anoJIHEHUs1 Ccnucka ANHaMHN4ecKoro
KOHTPOJ1s1 4E€JIOCTHOCTH.

CoszpagnM 6uHapHbin dann (test_bin.sh) n 3aHeceM ero B AUWHaMUYECKUI
CMMCOK KOHTPOJIS LEeSIOCTHOCTHU.

Ons aToro Ha Bknaake «basa gaHHbIX» cneayeTt BbibpaTb B CNUCKE CTPOKY C
6a30i gaHHbIX (B AAQHHOM C/lyyae CTpOKa MMeeT Ha3BaHue «[1o yMondaHuio», T.K.
npu cosaanmm danna ¢ bl ykasaH nyTb N0 YMOAYAHUIO).

B nosBuBlEMCA fanee OKHe cneayeT BblbpaTb HYXHbIM dann M HaxaTb
KHonky </lo6baButb> (pucyHok 38).

[Oob6aenenne daiina B cnncok CKL|

MyTe: Lmome!toorﬁest_bin sh I @

[.ﬂ.o5am ][ Ormena }

PucyHok 38 - [lo6aBneHune daimna B auHamuueckmnin CKL (nonbsoBartenbckoe GUI-
npunoXxeHue)
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Mo 3aBeplwleHnn  OMNUCAHHOW  MNocCNneaoBaTeNbHOCTU  AENCTBUM  0ObekKT
nobasnsetca B aguHammnyeckum CKL.

CTaTMYeCKMM KOHTPOJib LL&€JIOCTHOCTH
CTaTUyeCKMM KOHTPOJIb LENOCTHOCTU OCYLLeCTBASEeT KOHTPOJib LEeNOCTHOCTH
nobbix dannos B TOT MOMEHT, KOrga 3anyckaeTcss yTunmTta acx-integrity-
controller/acx-integrity-controller-db.

Axkopg-X - B8 X
o1 -) Zim 11 ) 0 =)
y 4 ,#( = .3 =
e | L
Co3gate MMpocmotpere OBHOBUTE SEME: (CREEILEL: Oumctute MpoeepuTe TEEEm: ST O nporpamMme
B RApO poBaTk rpynny cybbexT
g = B Mo ymonuanuio WMH$popmauma o nons3osarene
~ L default_shadow JwnckpeumnonHeie NPA
KoHdurypavuu . root
_ dbus-broker-lau Crammuecknin CKL
@ . avahi-daemon OuHamuuecknia CKL,
.. rtkit-daemon
baza gaHHLIX :
A - polkitd MyTs KOHTpoNbHaA cymma
. chronyd -
. gdm-session-wor fhome/toor/test_bin.sh | OFBDDBEC2ZCCFEZESAE415CEB3153B38CE930C84143969A69DA3CD52AE...
Kypxan .. (geoclue)
.. (colord)

- tL default_user
. root
. toor

) e |

PucyHok 39 - C'ra'mquKuﬁ'CKLl, (nonb3oBatennckoe GUI-npunoxxeHue)

5.8 lNMpumMmepbl BbINOJIHEHUSA YCTaHOBN1eHHbIX MNMPA

MNMpumep 1. [deMoHCTpaumsa paboTbl P, Korga nosib3oBaTesto 3anpeLieHo
nepexoauTb B KaTasor:
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|Machine View Devices Help
‘App\i:at\ons Places System %

10:24 am Q)

(] nocd - File Browser Q@E}

FHle Edit View Go Bookmarks Help

@ . @ @ & b £

Back Up Reload Home Computer Search

: a o,
root's Home

Places ¥ x

root@localhost:/home/toor

Fle Edit View Terminal Tabs Help Eamut

[root@localhost j[{l{lr]# cp te,f.t_bin.sh nuc_:d,’_ ) QDesk‘top

cp: cannot stat "nocd/test_bin.sh': Permission denied

[root@localhost toorl# echo 123 > nocd/1.txt © File System

bash: nocd/1.txt: Permission denied

[root@localhost toor]# [] o Error creating new document.

You do not have permissions to write to the destination

0 items, Free space: 2.5 GB

No Items in Trash

[ B root@localhost: fhomejtoor ]l ® nocd - File Browser ] ﬂ @
PucyHok 40 - 3anpeTt nepexoaa B kKartasor

Mpumep 2. [emoHcTpauus pabotbl [P, Kkoraa nofab3oBaTento 3anpeleHo
OTKPbIBaTb Ha yYTeHune dannbl:

|l

- &

He ypanoch oTkpbiTh aitn «/home/toor/noread/1.txt». MosTopwTs 5

HegocTaTouko Npas ANA OTKPLITUA danna.

N

i [omalHan nanka noread

(5 Hepagtue

% W3bpaHHble /
72} [omalunAn nanka @

Tixt

=« Bupeo

1 OoxymeHTbl
W 3arpyswmn

1 WsobpamkeHus
J1 Myabika

7 KopauHa

+ [Opyrue mecTa

T TekcT « Ta - T -

e

PucyHok 41 - 3anpet oTkpbiTua painnoB Ha uTeHne _

MNMpnmep 3. [JemoHcTpaumsa pabotbl [P, koraa nonb3oBaTesito 3anpeleHo
3anuncbiBaTbh AaHHble B 06bekTbl (0bpaTuTe BHMMaHMe: He co3daBaTb 06beKTbl Ha



64
37222406.26.20.40.140.085 90

3annucb, @ MMEHHO BbINOJIHATb Onepauun 3anncu AaHHbIX B 0O6bEeKTbl); AOKYMEHT
nMeeT ctaTyc «read-only», kHonka <CoxpaHuUTb> HeAOoCTyMnHa:

T B

“
Th ¥ = 1.txt E = (] 4

OTKpbI

| He yganocs coxpauTs taiin «/home/toor/nowrite/1.txts. T
HenocTaTouHO NPae ANA COXPaHEeHNs haina. ¥ 6equTect B NPaBMNLHOCTM YKa3aHHOM aApeca U NonpofyRTe elwe pas.
< = i} [omalunAs nanka nowrite = Q = |-
(5 Hegashue

H WsBpaHHble

{2} [omallHAA nanka

2. Bugeo

1 DokymeHTbI
¥ 3arpysku

T Wsobparermns
J7 Mysbika

T KopauHa

+ [Opyrue MecTa

TS T " T

PucyHok 42 - 3anpeTt Ha 3anucb AaHHbIX B 06beKT

5.9 Pa6oTa c >XypHaJsioM perucrpaumm cobbitumn

PaboTa C XXypHanoM OCYLUECTBNSETCS Ha BKaAake «XXypHan» rnaBHOro OKHa
NporpaMMbl yrnpaBrieHus.
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Ql

Axxopa-X - 8 x

@

Co3ate CO3JaTk TEHEBLIX

MpocmoTpers neg, Honb3nBATENER O nporpamme

X Ne Bpems Bpema Unix v p:,:}:‘rl:!:::c:or ID npoyecca  ¥poseHb cobeiTus Knacc cobeimua Cobuitne Peaynstar Twn cybuexra Cybnext Mpouer—]
R 001 | [Frijan 31 11:52:29 2025] | 1738313549.9%0 | 1 855 emr subj setuid noshadow shadow root root 0
002 | [Frijan 31 11:52:30 2025] | 1738313550.772 881 882 err subj setuid shadow shadow dbus-broker-lau | root 0
@ 003 | [Frijam 31 11:52:30 2025] | 1738313550.853 1 881 er subj setuid shadow shadow dbus-broker-lau | root 0
[EED(EEET 004 | [Frijan 31 11:52:30 2025] | 1738313550.926 |1 890 emr subj setuid shadow shadow rtkit-daemon root 0
m 005 | [Frijan 31 11:52:31 2025] | 1738313551.094 1 883 err subj setuid shadow shadow avahi-daemon | root 0
KypHan 006 |[FriJan 31 11:52:31 2025] | 1738313551.675 1 930 e subj setuid shadow shadow chronyd root 0

007 | [Frijan 31 11:52:31 2025]|1738313551.788 1 888 emr subj setuid shadow shadow polkitd root 0 il
008 | [Frijamn 31 11:52:32 2025] | 1738313552399 1 948 er subj setuid shadow shadow root root 0
009 | [Frijan 31 11:52:32 2025] | 1738313552399 1 948 er subj setuid shadow shadow root root 0
010 | [Frijan 31 11:52:32 2025] | 1738313552427 | 1 948 e subj setuid shadow shadow root root 0
011 | [FriJan 31 11:52:35 2025] | 1738313559.885 1 1150 er subj setuid shadow shadow root root 0
012 | [FriJan 31 11:52:40 2025] | 1738313560.555 | 1151 1202 er subj setuid shadow shadow gdm-session-... |root0

013 | [FriJan 31 11:52:40 2025] | 1738313560.556 | 1151 1202 err subj setuid shadow shadow root gdm-sessic
014 | [FriJan 31 11:52:40 2025] | 1738313560.630 1 1270 er subj setuid shadow shadow root root 0
015 | [FriJan 31 11:52:40 2025] | 1738313560.630 1 1270 er subj setuid shadow shadow root root 0
016 | [FriJam 31 11:52:40 2025] | 1738313560.657 1 1270 err subj setuid shadow shadow gdm-session-... |root0
017 | [FrijJan 31 11:52:40 2025] | 1738313560.657 | 1 1270 e subj setuid shadow shadow root gdm-sessic

018 | [FriJan 31 11:52:40 2025] | 1738313560.665 | 1270 1272 er subj setuid shadow shadow gdm-session-... |rootQ

4| | » =

1 % W33 #varflogfaccordx/shadow_root_20250131_08:52

PucyHok 43 - Bknaagka «)XXypHan>» (nonb3oBaTtesibckoe GUI-npunoxxeHue)
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6 CHATUE CPEACTB 3ALLUNTBI KOMIJIEKCA «AKKOPA-X>

CHaTne (oTknwoudeHue) cpeacts 3awmtbl CMNO MoxeT notpeboBaTbCa ANnd
YCT@HOBKM Ha >XEeCTKUMW AUCK KOMMbiTepa Kakoro-imbo HOBOro nporpamMMHoOro
obecneyeHunsa — onepauymMoHHOMN cucTeMbl, NnpuknagHoro MO wm 1.4.

CHATMe (OTKJItOYEeHME) CPeACTB 3alluuTbl pa3peleHo TosIbKo AAMUHUCTPATOPY
BU (cynepsusopy).

Ansa cHATMA 3awmnTbl AAMuHUCTpaTopy BU Heob6xoanMo OTKAKOUYUTE NOACUCTEMY
pasrpaHnyeHns agoctyna (nepemTtmn Ha ncnonb3oBaHme wTtaTHoro initrd OC), a Takxe
yAannTb AU 3aKOMMEHTUPOBATb BHECEHHbIE U3MeHEHMS B dannbl U3 /etc/pam.d/.
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7 NMPABOBbIE ACNEKTbI MIPUMEHEHUA CNO

CNO «Akkopa-X K» ©n conyTcTBylowas AOKYMeHTauums 3awuuieHbl 3aKOHOM
Poccun 06 aBTOpCKMX NMpaBax, a Takxe rnosioxeHmamn MexayHapoaHoro [orosopa.
Jlloboe ucnonb3osaHue CIO B HapyweHue 3akoHa 06 aBTOPCKMX npaBax Wan B
HapyweHune nosoxeHmn 3 Ha CMNO 6yaet npecnegosatbcss OKB CAlMNP B cuny
HalMX BO3MOXXHOCTEMN.

ABTOpCKMe npaBa Ha pgaHHoe usgenue npuHagnexat OKB CAIMP, Poccus,
115114, r. MockBa, 2-1 KoxeBHu4yeckun nep., A4.12, ten. +7 (926) 762-17-72, E-
mail: okbsapr@okbsapr.ru.

OKBb CATlP pa3pewaetr Bam pgenatb apxXumBHble KOMWUU MNPOrpaMMHOro
obecneveHna AKKOP/[ ans ncnonb3oBaHus notpebutenem, npmobpetwmm AKKOP/ B
YCTaHOB/IEHHOM nopsake. Hu  npu  Kakmx obcTosTenbCTtBax MNporpaMMHoe
obecneyeHne AKKOPL He pacnpocTpaHsieTcs Mexay ApYrMMuM npeanpusTusaMm
(bmnpmamn) n nnuamu.

Yoanate B npoaykumm AKKOP/ ysepomneHne 06 aBTOPCKUX MpaBax HU MNpwu
Kakmnx obcTosaTenbCTBax He AoNyCcKaeTcs.

NMpuMmeHeHue cpeacts komrsiekca AKKOPL ana ppyrmx uenem BO3MOXHO
TONIbKO MPU Hannumm nucbMeHHoro cornacusa OKB CAIP.

OTMeTuM, 4TOo npeablaywme orpaHMyeHnsa He 3anpelatroT Bam pacnpocTpaHsaTb
Bawuy cobCTBEHHblE WCXOAHbIE KOAbI WAM MOAYAU, CBSA3aHHble C MNPUMEHEHUEM
nporpaMmMHoro obecneyveHuns komnnekca AKKOPA. OpgHako, TOT, KTO nony4yaeTr oT
Bac Takme ncxogHble KOAbl MW MOAYNN, AO/MXKEH npuobpectn CoOb6CTBEHHYIO KOMUIO
Halwero nporpaMmMHoro obecneyeHus, 4Tobbl Ha 3aKOHHOM OCHOBAHWUW UCMNONb30BaTb
€ro u nMeTb cepTndmnKaT COOTBETCTBUS.

OKBE CATP rapaHTUpyeT ucnpaBHOCTb PU3MYECKUX DK3EMNASPOB annapaTypbl
M AOKYyMeHTauuu, nocTtaBnsieMblX B cocTtaBe koMmnnekca AKKOP[, cornacHo
®opmMynspy Ha 3ToT Komnnekc.

Mbl npocuMm nonb3oBaTensa npu obHapyxeHun ownbok wnn aedekToB
HanpaBuTb HaM NOAPOOHbIM OTYET O BO3HUMKWMX Mpobriemax, KOTOPbIM MNO3BOAUT
HanTN 1 3admKcnpoBaTb Npobnemy.

Komnnekc AKKOPA nocrtasngetrca no npuHuuny «as is», 1.e. OKB CAIP Hu
Npu Kakmx o6CTOoATENbCTBAX HE npeaycMaTpuBaeT HMKaAKOM KOMMeHcauumu 3a Bawmum
AONONHUTENbHbIE YObITKM, BKAOYasa Nobble notepu nNpmbbian, NoTeEpU COXPaHHOCTU
wnn apyrmve ybbITKM BCAeACTBME aBapUMHbIX CUTyauun WM UX MOCNeACTBUM,
ybbITKN, KOTOpble MOryT BO3HUKHYTb M3-3a WCMNOSIb30BaHUSA WIN HEBO3MOXHOCTU
ncnonb3oBaHusa komnnekca AKKOP[. Tem He MeHee, ntobbie Bawwn notepu MoryT
O6bITb BO3MeLLeHbl B TOM cny4vae, ecnin Bbl opopMuTe CTpaxoBoM Moamc nNo pasneny
«CTpaxoBaHue wHdopMaumoHHon 6esonacHocTu». CTpaxoBka odopMasieTcs no
Bawemy TpeboBaHUIO HENOCPEACTBEHHO Y NOCTaBLUMKa.

Mpn nokynke wn npmMmeHeHun komnnekca AKKOP/[ npepnonaraetcs, 4To Bbl
3HaKOMbl C JaHHbIMM TpeboBaHUAMM aBTOpPOB pa3paboTKM M  U3roToBAEHUSA
komnnekca AKKOP/ v cornacHbl C NOSIOXEHUAMU HACToSALWeEero pasaena.
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8 TEXHUYHECKASA NOAAEPXKKA

B cnyyae Heobxoammoctn koHcynbTaumm AO «OKB CAlP» npeanaraer 6e3
OOMOSIHUTENBbHOM onnaTbl C MoHeaenbHuMka no naATHuuy ¢ 10-00 go 18-00 (nmo
MOCKOBCKOMY BpeMeHW) obpalwaTtbcs no tenedoHam:

+7 (495) 994-49-96

+7 (495) 994-49-97

+7 (926) 762-17-72

WAn NO agpecam 3N1eKTPOHHOW noyTbl: support@okbsapr.ru, help@okbsapr.ru.
Haw agpec B HTepHeTe: http://www.okbsapr.ru/
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NMPUNOXXEHME 1. PekoMeHAAL MM NO OpraHu3saumm ciykb6bi
nHpopMaLUMOHHON 6e30nacHOCTH

OTBeTCTBEHHbIMW 3a 3awuty wuHdbopmaumm B AC (CBT) gaBnsawTCca Bce
PpyKOBOAUTENN N OTAENbHbIE MONb30BaTeNnn (onepaTtopbl) B npeaenax nx cnyxebHomn
KoMNeTeHUNN.

Ons HenocpeaCTBEHHOM opraHm3aumm mn obecnedyeHms @GOYHKLUOHUPOBAHUSA
CUCTEMbI 3aWnTbl  WMHOpMaummM Kak KomnoHeHTa AC B opraHusaumm (Ha
npeanpuaTun, ¢upme) (Aanee no TeKCTy - oOpraHusauuu) AOSKHbl  6bITb
npeayCMOTpeHbl crneunasnbHble OpraHbl WAM  OTBETCTBEHHble Jnua - cnyxba
6e3onacHocTn nHdpopmaumm (CbN) nnm agmmHucTpatop 6e3onacHoOCTM MHdopMaumm
(ABW).

CotpyaHuku CbW (ABW) nommmo 6e3ynpeyHon penyTaunmm m NoaHOro AoBepus
CO CTOpPOHbl PYKOBOACTBa OpraHm3aumm A0/MKHbl 06naaaTb onpeaeneHHbIM YPOBHEM
3HAHMN N HaBbIKOB B 061aCTN BbIYNCAUTENBHOMW TEXHMKU, AOCTATOYHbIM A1 SICHOrO
NOHMMaHUS BCeX BMAOB Yrpo3 annapaTtHbiM W MNPOrpaMMHO-MHGOPMALMOHHbBIM
pecypcam AC (CBT) n HeobxoanMbIM AN rPaMOTHOro ynpasneHus n adeKTUBHOro
NPUMEHEHUS CPeACTB 3alMUThbl.

OpraHusaumoHHo-npasoson ctatyc CBUN (ABN):

- CBW (ABW) poMmKHbI MNOAYMHATLCA TOMY /MLy, KOTOpoe B AaHHOMU
opraHmsaumm HeceT rMepCcoHaNbHYKD OTBETCTBEHHOCTb 3a cobntaeHue
npasun obpalleHns C 3alimaeMon nHpopmaumen;

— coTpyaHukn cnyx6bl (ABW) pomxkHbl MMeTb MnpaBo AOCTyna BO BCe
nomelleHunsl, rae ycrtaHoBsieHa annapatypa AC, n npaBo npekpawaTtb
aBTOMaTMU3NPOBaHHY 06paboTKky MHOpMaUMM NpU HaATMUYUN WU Yrpo3e
yTeukun 3awmuwaemMmon nHdpopmaunm;

— pykosogutento CBW (ABWN) ponxHo O6bITb NpefocTtaBieHO MNpaBo
3anpewaTtb BK/OYEHWEe B 4UYUC/I0 [AEUCTBYKOLWWUX HOBble 3/1eMEeHThbI
KoMnoHeHTOB AC, ecnMm oOHM He oTBevyalT TpeboBaHMAM 3alUTbI
nHdopMaumm;

— cnyx6e BU (ABWN) pomkHbl obecrneumBaTbCs BCe YCNOBUA, HEOOXOaMMble
ANs BbINO/THEHUSA CBOUX (PYHKLMOHaNbHbIX 0693aHHOCTEN;

— YUCMIEHHOCTb CNyX6bl Ao/mkHa ObiTb A0CTAaTOYHOW AN8  BbINOJHEHUS
nepeyncneHHbIX Bblle (YHKUMIA, NMpU 3TOM WTATHbLIA COCTaB He AOJIKEH
nuMeTb (MO  BO3MOXHOCTM) ApYyruMX 06513aHHOCTEN, CBS3AHHbLIX C
dyHKUuMoHnpoBaHnem AC.

Co3paBaeMas CTpyKTypa 3awuTtbl uHbopmaumm B CBT npu npuMeHeHuu
komnnekcos C3WM HCO <«AKkopa» AO/MKHaA nNoa4epXMBaTbCA  MeXaHU3MOM
YCTAHOBJ/IEHMNS MOSHOMOYMNA nonb3oBatensam CBT m ynpaBneHneM ux [OCTYNOM K
MHpOpMaUMOHHbIM pecypcaM. Ansa storo CBU (agmuHuctpatop BW) paspabaTtbiBaer
M BBOAUT B AENCTBME YCTAaHOBJIEHHbIM B OpraHm3aumu NOopsAKOM OpraHmM3auMoOHHO-
npaBoBble AOKYMEHTblI N0 npuMeHeHunto CBT ¢ BHeApEeHHbIMW CpeacTBaMKn 3aWmThbl C
y4yeToOM AENCTBYIOLLUMX HOPMATUBHbIX U 3aKOHOAATEsNbHbIX JOKYMEHTOB.



70
37222406.26.20.40.140.085 90

O6sa3aHHoCcTM AaMuHucTpaTopa bW no npumeHeHuto CIMO «Akkopa-X K»:

1. Ha ocHoBe «[lnaHa 3awuTbl», BBEAEHHOr0 B OpraHusauuu, paspabaTtbiBaTb
Tabnuubl pasrpaHnMyeHnsa AOCTyna K 3alMLlLiaeMbIiM pecypcaM, BBOAUTb MOSHOMOYMS
nosib3oBaTtesien N KoOppekTUpoBaTb UX B xoae akcnnyataumm CBT.

2. YcraHaBnumeaTtb Komnnekc 3awmtel B CBT wu opraHm3oBbiBaTb ero
3KcnayaTauuo C BHeAPEHHbIMU CpeacTBaMUM 3aLUUThI.

3. TwaTenbHO aHanu3MpoBaTb MpouUecCbl (QYHKUMOHMPOBAHMS MNporpamm,
KoTOopble 6yAyT 3aKpenfeHbl 3a Nosb3oBaTeNsiMyu, B COOTBETCTBUMU C 3TUM CO34aBaThb
AN KaXAoro M3 HUX U30/IMPOBAHHYKO MPOrpaMMHYI0 cpeay MCMNOSIHEHUS 3ajauu,
ncxoas M3 X PyHKUMOHaNbHbIX 0653aHHOCTEN.

BHUMAHWE!

HexenaTtenbHo, 4Tobbl NpOrpamMMmbl, 3aKpenseHHble 3a NoJsib30BaTENSAMN,
MMEeNn BO3MOXHOCTb AOCTyMna K AMCKaM Mo abCoMoTHbIM CEKTOPaM, BO3MOXHOCTb
NpAMOro peAakTUpPOBaHUA NaMATU.

4, ObyuaTb nosb3oBaTenen npasunam ob6paboTkm 3awwmwaemMon nMHdopmaumm,
KOHTPONMPOBAaTb MNPaBW/IbHOCTb MPUMEHEHUS MMU CPEeACTB 3awmTbl Komnnekca wu
OKasblBaTb MOMOLWb B 4acTu opraHmsaumm pabotbl Ha CBT ¢ BHeagpeHHbIM
KoMmnnekcoMm 3awmrsl.

5. KOHTponmpoBaTb Ha LENOCTHOCTb (Ha ypoBHe KoHTposnepa) dannbl CroO
pasrpaHnyeHunst 4ocTyna.

6. BbigBnATb BO3MOXHble KaHanbl HCO kK wuHdbopMaumm npu npuUMeHeHuu
Komnnekca, rotoBUTb NpPeasioXXeHUAa Nno nx yCTpaHEHUIO.

7. CucteMaTUUyecku aHanu3npoBaTb COCTOsSsHME KoMmnnekca U ero oTAesNbHbIX
CpeacTB, MNEpUOANYECKN TMpPOBOAUTb MX TECTUPOBaAHWE W TMPOBEPKY 3aALUUTHbIX
dbyHkUMN KoMnnekca, o 4eM aenatb oTMETKY B dopMynsipe.

8. PerynspHo aHanu3uMpoBaTb COAEPXaHME CUCTEMHOIO XXypHana W
pa3pabaTbiBaTb Mepbl MO WCK/IIOYEHUIO HENpPaBWIbHONO nNpuMeHeHus Komniekca
nosib30BaTeNsIMU.

AOMUHUCTPATOP AO/KEH AOBECTM A0 Nosb30BaTeNen pacnopsixeHue o 3anpeTe
CHATWSA 3a4a4 C BbIMOJIHEHUS MPWY MOMOLLM BbIKJTIOYEHUNS NMUTAHUSA UM HaXaTus Ha
Knasuwy <RESET>.

9. PaspabaTtbiBaTb M BBOAMUTb YCTAHOBMIEHHbLIM MOPSAKOM HeobxoanMyto
YUYETHYIO M O0OBEKTOBYH AOKyMeHTauuto (KypHan ydyeTa wuWAEeHTUPUKATOPOB,
MHCTPYKUWN NONb30BaTENSAM U Ap.).

10. PaspabaTbiBaTb M yTBEPXAATb B YCTAHOBJSIEHHOM MNOpsiAKe CUCTEMY Mep U
OENCTBMMA Ha cnydanm HenpeaBuAeHHbIX o06cToAaTenbCTB (3apaxeHune obbekta BT
HOBbIM TWUNOM Bupyca, ¢aktoe HCO K wHPopMaumn, HapylweHusa npasun
(PYHKUMOHNUPOBAHUSA CUCTEMbI 3aWUTbl U T.A4.).

11. B nepuog npodunaktnyecknx pabor Ha CBT cHuMaTtb, npu
Heo6Xo0AMMOCTHN, KOMMMAEKC C aKCnayaTaumm, o 4em genatb OTMETKY B dopMmynspe.

12. MpuHMMaTbL Mepbl npu nonbiTkax HCO Kk 3awmwaemMon nHpopmaumm u
HapyweHun npasumn GOYHKUMOHMPOBAHUA CUCTEMbl 3awmTbl. 0O6sa3aHHoCcTM ABU
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OO/MKHbI  BbITb  OTpaxeHbl B «/HCTpPyKUMM aAMUHUCTpaTopa 6e3omacHocTm
MHbOPpMaLUN>», YTBEPXAEHHON COOTBETCTBYOLWNM AOKHOCTHBIM JINLOM.

13. B cnyyae BbisiBieHUs cb6oeB 1 owmMbOK B npouecce aKkcnayataumm nsgenms
ABU ob65a3aH:

— npousBectn Bepudunkaumo CrMNO «Akkopa-X K» B COOTBETCTBUU C
MHCTPYKUKMENR no Bepudmnkaumnm npuBeLeHHON B dopmynspe
(37222406.26.20.40.140.085 ©0);

- ecnun ownbok npu BepuduKauMu He BbIBNEHO, TO HeobxoaAuMo
nepesanyctutb CBT 1 npoao/mKnTb 3KCnayaTauuio nsaenvs;

— npu BbIIBeHMM ownbkn npu Bepudukaumm unsgenusi, Heobxoanmmo
npekpaTuTb 3KCNayaTauumio wusgenns m obpaTtuTbCa 3a KOHCy/bTauuemn
pa3paboTumnky.
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MPUNOXEHMUE 2. OnucaHume yTUINT agMUHUCTPUPOBaHUSA
acx-admin

O6wmne cBegeHus

YTUnuTbl M3 COCTaBa acx-admin* npeaHa3sHaydyeHbl ansa pabotbl ¢ 6ason
AaHHbIX NONb30BaTENEN U HAaCTPOMKaMu, 3arpyxaembimm 8 MP/].

B ApaHHbIX Ao 3arpy3km B MPLO npeactasnsgetr cobon dann C AaHHbIMU
dopMaTa JSON, onucbiBarOWmM BCce cybbekTbl U 06bEKTbLI A4OCTYNa, a TakXe npasuna
pasrpaHMyeHnss A0CTyna W CMNUCKM KOHTPONS LENOCTHOCTU (CTaTUYeCKUn u
ANHAMUYECKNI KOHTPO/Ib LLENIOCTHOCTK).

C noMmouwbk acx-admin MOXHO paboTtaTb CO cCneayrwWwMMU CYLLHOCTSMU
(COOTBETCTBYIOT NapamMeTpaM KOMaHAHOW CTPOKU OBJECT):

1) config - pannoM KOHdUrypaumm, B KOTOPOM yKa3sbiBaeTcs nyTb A0 danna c
BAwvT.4.;

2) db - anvnom bl (BbiBECTM BCe 3anucu, 3arpyautb b B MP[,
CUHXpOHU3MpoBaTb ¢ apyrumun B - OC nnn AMA3, ounctutse B n 1.4.);

3) group - rpynnamu nonb3oBaTtenen/shadow/npoueccoB (co3pgaHue, yaaneHue,
pefakTMpOBaHMe HacTpoekK rpynn);

4) user - nonb3oBatensmm B (co3paHue, yAaneHwe, peaakTUpoBaHue
nonb3oBartenen B B[], cozgaHne npaBua pasrpaHMyeHns AocTyna K obbekTam,
3aflaHMe YpOBHS AOCTyna B paMKax pasrpaHMyeHus [oCcTyrna Ha OCHOBe
nepapxmyecknx MeToK, Co3gaHme CNMCKOB KOHTPOAS LLEeNOCTHOCTMU, HACTpoMKa
pa3pelleHHbIX YacoB paboTbl Nonb3oBaTens u T.M.);

5) shadow - shadow B[] (co3aaHue, yaaneHue, penaktmpoBaHme cybbekToB Tuna

shadow);
6) acl - cnuckamum KoHTponsa aoctyna (dopmaTt 'obbekT ~ npaBa AOCTyna K
obvekTy' ans Kaxaoro cybbekTa/o0bbekTa, nmbo YPOBEHb

KOH(PUAEHUMANBHOCTM B paMKax pasrpaHM4yeHMs [0ocTyrna Ha OCHOBe
nepapxmyeckmx MeTok);

7) icl - cnMcKaMuM KOHTpons uenoctHoctn (dopmaTt '06bekT ~ KOHTpPOJibHas
cymma');

8) log - XypHanamm MP[] (HapyweHne uenoCTHOCTU dainnoB, NOCTABNEHHbIX Ha
KOHTPO/b, MOMbITKWU HapyLleHnsa npas AOCTyna u T.m.).

Ona nonyyeHnsa cnpaBku No paboTe C TOM UM MHOW CYLWHOCTbO Heobxoaumo
BbIMO/IHUTb KOMaHAy '#./acx-admin OBJECT --help', rAe B KayecTBe OBJECT
MCMOSIb30BaTb OAHY U3 OMUCAHHbIX CYLLHOCTEMN.

ONna  Kaxaonm yTUAUTbl CYWeCcTBYeT paclMpeHHas cnpaBka, Bbi3biBaeMas
KOMaHAOMW --help (HanpuMmep, #./acx-admin user add —help).
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MoapobHee o0 paboTe C KaXAoOM CYLWHOCTbIO CM. B COOTBETCTBYHOLWMUX
noapasgenax gaHHoro MpunoxeHus.

acx-admin config

YTunuta acx-admin config npeaHa3HavyeH Ans 3agaaHuns 6a30BbiX HaACTpoek
acx-admin ¥ MP[], B yaCcTHOCTW, ANS 3agaHusa nytTm o danna, cogepxxauwero 6asy
AaHHbIX Nonb30BaTeENEMN.

acx-admin db
acx-admin db - yTunauta ana pabotbl ¢ 6a30M AaHHbLIX MNOSIb30BaTesNEeEN.
OCHOBHble KOMaHAbl U ONUUW AAHHOW YTUAMTbI ONUCaHbl B Tabnuue 1.

Ta6nmnua 1 - OCHOBHblIEe KOMaHAbI U onuuMn acx admin db

KomaHpa Onuun/napameTpbl KommeHTapun
KOMaHAbl
show BbiBecTn Ha akpaH uHdopmaumio n3 B (nyte go cdanna B ykasbiBaetcs
c nomowbio acx—admin confiqg)
#acx-admin db BbIBOOUT KpaTkyto MHopmauuio (Bepcus b1, konnyecTtso rpynn,
show nonb3oBaTtenen, shadow, process B B[l).
--verbose nnn no3BonseT yBenuueaTb AeTann3aumio BbiIBOAA, HanpuMep:
I
#acx-admin db BbiBeJeT JOMNOMNHUTENBbHO MHPOPMAaLIMIO MO BCEM rpynnam ¢ ykasaHuem
show -v TMNa rpynmnbl U KONIMYECTBA CYLLIHOCTEW B KaXX4OW rpynne, a Takke no
rnobarnbHbIM CnMckam CTaTUYECKOro N AUHAMUYECKOTro KOHTPONS
____________________________ U IOCTHO T
#acx-admin db BblBeJeT JOMNOMHUTENBbHO KPaTKyo MHAOPMALUIO MO KaXXA0MW CYLHOCTU B
show -v -v Kakgow rpynne, a Takke camu CrMCKU CTaTUYECKOro U AUHAMUYECKOro

KOHTPOIS LLeNTOCTHOCTMW.
[nsa rpynn nonb3oBaTenen cteneHb getanusauum 4 (T.e. onuumio --
verbose, -v HeobxogMmo HanucaTb 4 pasa)+...+

--mach, -m No3BOMSET BbIBECTU MHAOPMALMIO B YAOOHOM A1 BblAENEHUS HYXHbIX
3HaveHu (ygobHoM Anst napcuHra) Buae (ans otaeneHus sHadeHnn apyr
OT Apyra Mcnonb3yrTca cuMBosbl Tabynsaumm \t u nepeHoca cTpok \n).

-f <filename> nossonseT 3agaTb davn b, oTnnyHbIn oT havna B[] B koHduUrypaumm
acx—admin

send 3arpysutb B[] B acx—core (ana gaHHOro 4encTeusa notpedyertca
NpoNTV Npoueaypy naeHtTudmrkaumm/ayteHTudpmkaumm AogMmHnucTpartopa
accordx)
--verbose, -v unm No3BONAT NIMOO AeTanmManpoBaTth COobLLIEHNMS, BblAaBaeMble Npu padoTe
--quiet, -q YTUNUTBI, TGO CKPbITh UX
-f <filename> nossonseT 3agatb hann B, oTnnyHbIn oT hanna Bl B KoOHMrypaumm
acx—-admin
sync CunxponusnpoaTb B[l acx—-db ¢ gpyron b[]
--verbose, -v unu no3BonsAT NMBOo AeTanmanpoBaTth CoobLLEHMS, BblaaBaeMble nNpy padboTe
--quiet, -q YTUNUTBI, TGO CKPbITb UX
--0S,-0 1 C NOMOLLIbIO AaHHbIX onuui BblbupaeTtcs B-npnemHuk, ¢ kotopon byaet
-amdz, -a OCYLLECTBMAATLCA CUHXPOHU3ALNS (N0 CUHXPOHU3aLMEN B JAaHHOM

crny4yae noHumaeTcsa gobaBneHne Unu namMeHeHne gaHHebix B B-
NPUEMHUKE, KOTOPbIX NMMBO HET, MO0 Kakne-To 3HayYeHust B aTon bl
OoTnMyatoTcs oT 3HadeHun B acx—db T.e. acx—db saensietca
npuopmnTeTHOM Ba3oM AaHHbIX M caMa He 3MeHsieTcs)

--no-auth, -n C MOMOLLbIO AaHHOM onuun MoxHo paboTtaTtk ¢ Bl Akkopa-AM3 Ge3
NPOXOXAEHUS Npoueaypbl UAeHTUUKaumm/ayTeHTUrKaLmm npy Kaxaom
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KomaHpa Onuun/napameTpbl KommeHTapun
KOMaHAbl
n3MeHeHUn (TONbKO OAUH pa3 BHavarne)
-f <filename> nossonseT 3agaTb davn b, oTnnyHbeIn oT havna B[] B koHdurypaumm
acx—-admin
clear Ouuctutb B acx—-db
--verbose, -v nnu no3BonsAT NMbo AeTanManpoBaTb COOOLLEHNS, BbiaaBaemble npu paboTe
--quiet, -q YTUNKUTBI, MO0 CKPbITh UX
-f <filename> nossonseT 3agatb dann b, otnuuHbin oT cdanna Bl B koHdUrypawmm
acx—-admin
verify MpoeepuTb cogepxumoe B[] acx—db

--verbose, -v nnm
--quiet, -q

No3BOoNAT NIMBO AeTanmManpoBaTth COObLLIEHNMS, BblAaBaeMble Npy padoTe
YTURUTBI, B0 CKPbITb UX

-f <filename>

nossonseT 3agaTb davn B, oTnnyHbIn oT havna B[] B koHduUrypaumm
acx—admin

acx-admin group
acx-admin group - YTUWAUTA ANS co3aaHus/yaanenuns rpynn B b. OCHOBHbIe
KOMaHAdbl 1 onuunn ,ElaHHOVI YTUINTbI ONNCaHbl B Ta6nv|u,e 2.

Ta6nuua 2 - OCHOBHbIe KOMaHAbI U onuun acx admin group

KomaHpa Onuun/napameTpbl KommeHTapun
KOMaHAbl
acx-admin Cospatb rpynny cooTBeTcTBYytoLLero Tuna (user, shadow, process) B
group add B[] accordx
GROUPNAME | -t [user|shadow|process] | 3agatk Tvn rpynnsl (rpynna nons3osaTeneii, shadow, process)

-f [path] onpegenutb NyTb K B[l accordx BMecCTo yka3aHHOro B KoHdure
acx-admin Ypanute rpynny u3 B[] accordx (Bkrtoyas Bce y4eTHbIe 3anuncu,
group delete CyLLeCTBYOLLME B rpynne)

GROUPNAME | -f [path] onpeaenvTs nyTb K B[] accordx BMECTO ykasaHHOro B KOHdUre

acx-admin MpocMoTpeTb MHpOPMaLMIO O Fpynne C HY>XKHOW CTENEHbIO

group show JeTtanusauum BblBOAMMbIX aTpubyToB

GROUPNAME | --verbose, -v Mo3BONAT AeTannanMpoBaTh COOBLLIEHMS, BblaaBaeMble npu paboTte
yTUnuUThl (HAaNpMMep, PackpbITh acl, icl nnn nonb3oBartenen rpynnol)

--mach, -m no3BonsitoT OpMUPOBaThL BbIBOA B MalUMHOYMTabensHoM cpopmarte

(c ncnonb3oBaHmem Tabynsaumu, 6e3 npobenos)
-f <filename> nossonsieT 3agatb dann b, oTnuyHbIM OT harina B B
KOHMrypaummu acx-admin
acx-admin -h, --help (Hanpumep, Onumsa gnst npocMoTpa NoapobHoOM cnpaBku
group #./acx-admin group --

help)

acx-admin user

acx-admin user - Habop yTUAUT ANS peaakTUpPOBaHMSA MNOSb30BATENIbCKUX
yudeTHbIxX 3anucen Akkopa-X K n OC. OCHOBHblIe KOMaHAbl U ONUMM AAHHOrO MOoAynNns
onuncaHbl B Tabnuue 3.

Tab6bnuua 3 - OCHOBHble KOMaHAbI 1 onuuu acx admin user

KomaHaa

Onuuun/napameTpbl

KOMaHAbl

KommeHTapun

acx-admin user

CosgaTtb nonb3oBaTens ¢ 3agaHHbIMU napametpamMmu B b
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KomaHnga Onuuun/napameTpbl KommeHTapun
KOMaHAbl
add accordx n B b1 OC (ans cosganus B B[] OC TpebytoTca npasa
USERNAME cynepnonbe3oartens OC)
-p PASSWORD 3afaTb Naponb HOBOro nonb3oBatens (0b6a3artenbHbIi NnapamMmeTp)

-1 XX XXXXXXXXXXXX XX

3agatb TM-ugeHTndukaTop (obs3aTenbHbIN NapameTp)

-u UID

3apgatb UID nonb3oBatensa (MOXeT 3a4aBaTbCsi aBTOMATUYECKU
oyepeqHon). Ecnn nonb3oBaTtenb aBTOMaTMyeckn co3gaeTcs B
OC - UID pomkeH BbITb YHUKaIbHbIN

-b 3agatb ¢hnar 6NMoKMpoBKM NoMb3oBaTeENSA B accordx

-w 'mon:XX:XX- 3agaTtb paspelleHHble Yackl paboTbl nonb3oBaTens

XXX XX XX- (ob6s3aTenbHbIM NapamMeTp) - MOXHO 3a4aTb NyCTOe 3HavyeHue "
XX:XX[;tue...]'

-a GROUPNAME onpegenuTb rpynny accordx, B KOTOPOW HeobxoauMo co3aaTb

none3oBaTens (06si3aTenbHbIN NapameTp). Fpynna gomkHa
cyLecTBoBaTh M ObITb TUMA user

-g GROUPNAME

onpegenntb rpynny OC, ﬂepBI/I‘-IHOﬁ 14 HOBOro nonb3oBaTtesid

G
GROUPNAME1[,GROUPN
AME2...]

onpenennTb CrUCOK rpynmn OC,B KOTOprIZ noJsib3oBaTeslb AOJTKEH
ObITb BKMOYEH OOMNONHUTENBHO

-| [off|min]avg|max]

onpenenntb YpoBeHb AeTann3aunm XxXypHana accordx ans HoBOro
noJib3oBaTesA

m [0]1]...]15]

onpenennTtb YpoBeHb 4OCTyNna Cy6'beKTa Ha OCHOBE
nepapxm4ecknx MeTok

-s [off|scrub_on_remove|...]

onpefenuTb 3HadyeHus settings

-c [off|set_time|...]

onpegesintb 3Ha4eHnd caps

-T [path]

co3faHune nNonb3oBaTenbCKON yyeTHOW 3anucu 13 wabnoHa. 3
wabnoHa konupytTca Tonbko: acl, Tun (user = 1), BO3MOXHOCTU
none3oBaTens (capabilities), HacTporiku (settings), log_level,
mand_level, donar 6nokuposku (blocked), paspeLueHHbie Yachl
paboTsl, static_icl, dynamic_icl (4Tobbl yTMnuMTa He cnpalwumBana
WHTEPaKTUBHO AOMNOMHUTENbHbIE AaHHbIE - HEOBX0AMMO yKasaTb
onuuu ¢ naponem, tm n nmeHem rpynnel B accordx). 3HaYeHus n3
wabnoHa 3aMeHsATCH, eCNN ykazaHbl COOTBETCTBYOLLME ONLUK
KOMaHZHOW CTPOKM

-f [path]

onpegenuTb NyTb K B] accordx BMeCTo ykazaHHOro B KoHdure

-O

ykasaHue Ha To, 4To TpebyeTcs aBTOMaTUYeCKM CO34aBaThb
nonb3oBaTtensa B b1 OC

-n

ykasaHue Ha TO, YTO BMECTO annapaTtHbiX WAeHTUNKATOPOB
nnaHNpyeTcs MCNomnb30oBaTb BXOZ MO IOTWHY (1 Naposto)

acx-admin user
edit
USERNAME

PepaktnpoBatb nonb3oBatens (aTpubyTbl NOMb30BaTENbLCKOM
yyeTHown 3anucun) B B[] accordx u B Bl OC (gns nameHenuna B b
OC TpebytoTcs npasa cynepnonb3oBatens OC)

-N NEW_USERNAME

N3MEHUTb NMMA NOJib30BaTesA

-p PASSWORD

NM3MEHUTb Napornb Nnorib3oBaTens (Brevyet nsmeHeHue xid)

-1 XX XXXXXXXXXXXX XX

nameHnTb TM-ngeHTudmnkatop (Bneyet nameHeHme xid). Ecnm
n3meHurncs Toneko TM - 4ONONHUTENBHO 3anpalumMBaeTcs naponb
Ans nepecyerta xid

-u UID

namenuTb UID none3oBaTens (Hobin UID gomkeH ObiTb
yHukanbHbln B OC). MNpu nameHenun UID npasa goctyna B OC Ha
JOMalLIHWIA KaTarnor nonb3oBaTens aBToOMaTUYECKN NOMEHSOTCS,
ans apyrux dannos Nonb3oBaTens N3MeHUTb npasa
HeOOX0AMMO B PYYHOM pEXMME

-b [truelfalse]

3agaTtb CbJ'IaI' 6J'IOKVIpOBKVI nosnib3oBaTtesnisi B accordx

-w 'mon:XX:XX-
XX XX, XX XX-
XX XX[;tue...]'

M3MEHUTb pa3peLLEeHHble Yackl paboTbl NONb30oBaTENS - MOXHO
3apaTb nycToe 3HayeHue "
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KomaHnga Onuuun/napameTpbl KommeHTapun
KOMaHAbl
-a GROUPNAME U3MeHUTb rpynny accordx Ans nonb3osartens. pynna A4ormkHa

cyuiecTBoBaTb, bbITb TUMNA User 1 Nonb3oBaTenb JOMKEH ObITb
yHuKanbHbiM B B1 accordx

-g GROUPNAME n3mMeHuTb nepeuyHyto rpynny OC ang nons3oBaTtens
-G nameHuTb cnucok rpynn OC, B KOTOPbLIV Nonb3oBaTernb JOMKEH
GROUPNAME1[,GROUPN | 6bITb BKoYeH (ecnv nonb3oBaTenb paHee Obin BKMOYEH B
AME2..] rpynmny, KOTOPOW B CMIUCKE HET - OH Bonee He OyaeT BXOAUTb B
3Ty rpynny)
-| [off|minjavg|max] N3MEeHUTb YPOBEHb AeTannsauun xypHarna accordx Ans
nonb3oBaTens
-m [0]1]...]15] N3MEeHWTb YPOBEHb OCTYMNa CyObekTa Ha OCHOBE UepapXmyecKmnx
METOK
-s [offlscrub_on_remove|...] | nameHuTb 3Ha4eHus settings
-c [off|set_time]...] NM3MEHUTb 3Ha4YeHus caps
-f [path] onpegenutb NyTb K B[l accordx BMecTo yka3aHHOro B KOHure
-0 yKasaHue Ha To, 4YTo TpebyeTca aBTOMaTuyeckm N3MeHsTb
nons3oBaTtens u B b1 OC n B B[] «Akkopa-X»
-n yKa3aHue Ha To, 4TO BMECTO annapaTHbIX MOeHTUMNKaTOPOB
naaHMpyeTcs NCNoNb30BaTb BXOA MO JTIOTUHY (M Naposito)
acx-admin user Ynanute 3agaHHoro nonb3oBatensa us b accordx n b OC (ana
delete namereHus n3 b1 OC TpebytoTca npaBa cynepnonb3oBaTens
USERNAME 00)
-d force delete, yoganenue none3oBatens ua 61 OC gaxe B criyyae

€CInu Nnonb3oBaTenb 3anorMHeH Unu K ero dainam B AaHHbINA
MOMEHT obpallaeTcs apyrov nonb3oBaTenb. OCHOBHas rpynna
nonb3oBaTensa byaeT yaaneHa, gaxe ecnv ABMSeTCA NepBUYHON
ANg Apyrux nonb3oBarternei

-f [path] onpegenutb NyTb K B[] accordx BMeCTo ykazaHHOro B KoHgure

-0 yKkasaHue Ha To, 4To TpebyeTcs aBTOMaTUYeCKN yaansiTb
nonb3oaTtens u3 b6 OC

acx-admin user MpocmoTpeTb MHOPMaLUIO O 3aaHHOM Norb3oBaTene ¢
show HY>KHOW CTeneHblo AeTanusaumm BbIBOAUMbIX aTpUbyTOB

USERNAME --verbose, -v No3BONSIKOT AEeTanM3npoBaTb COOOLLEHNS, BblAaBaeMbIe Npu
paboTe yTunuTbl (HaNpumep, packpbiTh acl, icl)

--mach, -m no3BoNsT (POPMMPOBATL BbIBOA, B MALLUMHOYMTaGENbHOM
dopmate (C ncnonb3oBaHnem Tabynauyumn, 6e3 npobenos)

-f <filename> no3sonsieT 3agatb dann b, oTnuyHbIn OT harina B B
KOHdUrypaumm acx-admin

acx-admin user | -h, --help (#./acx-admin user | Onuma ons npocMoTpa NoapobHOM cnpaBKK
--help)

MpuMmeyaHune: KMsa nonb3oBaTens AO/MKHO OblITb YHUKaNbHO BO Bcen B[,
NoNb30BaTes/lb MOXET NpUHaANexXaTb TOSIbKO OAHOWN rpynne.

acx-admin shadow

acx-admin shadow - YTWUAMTA ANA COo34aHus/yaaneHus/penakTMpoBaHus
y4yeTHbIX 3anucen shadow B BJl. OCHOBHble KOMaHAbl U OMNUWWN AAHHOW YTUAUTbI
onucaHbl B Tabnuue 4.

Ta6nuua 4 - OcHOBHble KOMaHAbI 1 onuuun acx admin shadow

KomaHnpga Onuusa/napameTtp KommeHTapun
KOMaHAbl

acx-admin shadow Cospgatb shadow B B]] accordx
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KomaHnpa Onumsa/napameTtp KommeHTapun
KOMaHAbI
add -b yCTaHoBUTb aTpubyT blocked (Mo ymonuaHuio npu cosgaHum
SHADOWNAME shadow blocked=false)
-u UID 3agatb UID ans yyetHon 3anucu shadow
-a ACXGROUP 3agaTb rpynny, B KOTOpon Heobxoammo cosgaTb shadow (rpynna

OOJDKHa CcyLecTBoBaTh M BbITb TMNa shadow)

-| <off|minjavg|max>

3agatb aTpubyT log_level

-M <0J...|15> 3agatb atpubyT mand_level
-Cc <set_time|...> 3agatb atpubyTt settings
-S 3agatb atpubyT capabilities

<scrub_on_remove|...>

f [path]

onpegenuTb NyTb K B] accordx BMECTo ykazaHHOro B KoHdure

acx-admin shadow

Ypanute shadow n3 B[] accordx

delete -f [path] onpegenuTb NyTb K B[l accordx BMecTo yka3aHHOro B KOHdure
SHADOWNAME
acx-admin shadow PepaktnpoBaTtb atpubyTthl shadow B B[] accordx
edit -N HOBOE MMs ans cybbekTa
SHADOWNAME NEWSHADOWNAME
-b <truelfalse> n3meHnTb aTpnbyT blocked
-u UID nameHntb UID gna ydyeTHon 3anucu shadow
-a ACXGROUP 3agaTb rpynmny, B KOTOPY Heobxoanumo nepemectutb shadow

(rpynna gomkHa cywiecTBoBaTth M ObITb TMNa shadow, 13 ctapon
rpynnbl Cy6bekT yaanseTcs)

-| <off|minjavg|max>

n3meHuTb aTpubyT log_level

-M <0|...|15> n3meHnTb aTpnbyT mand level
-Cc <set time|...> M3MEHUTb aTpubyT settings
-S M3MeHUTb aTpubyT capabilities

<scrub_on remove|...>

-f [path]

onpegenutb NyTb K B[] accordx BMeCTo ykazaHHOro B KoHdure

acx-admin shadow
show
SHADOWNAME

MpocmoTpeTb MHpopmaumo 0 shadow € HY>KHOM CTENeHbIO
JeTtanu3auum BblBOAMMbIX aTpubyTOB

--verbose, -v No3BONSAT AeTann3npoBaTh COOOLLEHUS, BbiJaBaeMbIE NpU
paboTe yTunuTbl (HanNnpumep packpbiThb acl n gpyrue atpnbyTol)

--mach, -m no3BonsT (OPMMPOBaTL BbIBOA B MALLUMHOYMTaGENbHOM
dopmaTe (C ncnonb3oBaHnem Tabynauumn, 6e3 npobenos)

-f <filename> no3sonsieT 3agatb dann b, oTnuyHbIn OT harina B B

KOHMrypaumm acx-admin

acx-admin shadow

-h, --help (#./acx-admin
shadow --help)

Onumsa gns npocMoTpa NnoapobHoM cnpaBku

acx-admin acl

acx-admin acl - yTunuta ans paboTbl C NnpaBunaMu pasrpaHMyeHuUs AoCTyna
cybbekToB K 06bekTaM. OCHOBHblE KOMaHAbl U ONUMM AAHHOMW YTUNUTbl ONMWUCaHbI B
Tabnuue 5.

Ta6nuua 5 - OcHOBHble KOMaHAbI U onumn acx admin acl

KomaHpga Onuusa/napameTp KommeHTapumn

show BbiBecTn Ha 9KpaH npaswuiia pasrpaHnyeHnd ocTtyna uin yposHu

JOCTyna Ha OCHOBE MepapXM4eckUX MEeTOK, MpU 3TOM

BbI30B '#acx-admin db
show'

BbIBOAUT KpaTKyto MHpopMaLmio (YPOBHM KOHPUAEHUNANBHOCTH
AN Bcex 06bEKTOB)
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KomaHpa

Onuus/napameTp

KommeHTapum

--group,g <name>;
--user,-u <name>;
--shadow,-s <name>;
--process,-p <name>

MO3BONAOT BLIBECTM NpaBuna pasrpaHnyeHns goctyna ans
KOHKPETHbIX CybbekToB (Hanpumep 'o6bekT ocTyna ~ AOCTYNHbIE
npasa Ha 4OCTYN K 00bEKTY')

--verbose, -v No3BONSAT YBENUYMBATbL A€Tann3aLmio BbIBOAA.

--mach, -m No3BONSOT BbIBECTU MH(pOPMaLMIO B yAOOHOM ANs BblAeneHus
HY>HbIX 3Ha4YeHun (ygobHom Ans napcuHra) Buge (ans
OTAENeHUs 3HaYeHU apyr OT Apyra UCnorb3yrTCs CUMBOIIbI
Tabynsauum \t 1 nepeHoca cTpok \n).

-f <filename> nosponsieT 3agatb ann b1, otnnyHbin oT darna b B

KOHcpurypaumm acx-admin.

add
(dbopmaT KoMaHAbl
Ne 1)!,

[o6aBnTb NpaBuna pasrpaHU4YeHns 4ocTynaZ, npu 3TOM:

--verbose, -v unm
--quiet, -q

Nno3BonsAlT NGO AeTanManpoBaTh COOOLLEHUS, BbldaBaemble Npu
paboTe yTUNuTbl, NMMBO CKPbITb UX

--group,g <name>;
--user,-u <name>;
--shadow,-s <name>;
--process,-p <name>

NO3BONAIOT 3a4aTb Cy6'beKTbI, B Yel cnnucok Heobxoaumo
nobaBnTb npaBuIo pasrpaHny4eHna 4ocTyna

--recursion,-r <0|1|S>

no3BONseT 3agaTb YPOBEHb PeKypcuu Ans npasmna
pasrpaHunyeHmns goctyna (0 - TONbKO Ha TeKyLLMIN 06beKT, 1 - Ha 1
YPOBEHDb BIIOXXEHHOCTU, €Crv 00BLEKT - KaTarnor, S - peKypCUBHO
Ha BCe NOAANPEKTOPUN)

-f <filename>

nossosnisieT 3agatb ann b, otTnnyHbin oT dharna b B
KOHdUrypauum acx-admin.

B kayecTBe napameTpa HeobxoaMmo nepenatb 06beKT
hannoBon cncTeMbl, AN KOTOPoro ByayT NPUMEHATLCS Npasuna
pasrpaHuyeHnst goctyna.

MpumevaHue: ona obbekTa gainoBor cMcTeMbI NpaBa JocTyna
yTUNnTOM acx-admin MOXHO 3aiaBaTb BHE 3aBMCMMOCTU OT ero
cylecTBOBaHUA (Hanpumep, npu co3gadun B anga apyrnx APM).
CyLecTBOBaHME TOrO UM UHOTO 06bEKTA, A1 KOTOPOro
3aJaloTcs npaBa JgocTyna nposepsieTcs npu 3arpyske bl B acx-
core.

add
(dpopmaT KoMaHAbl
Ne 2)3

3agath ypoBeHb KOHUAEHUMANLHOCTY AnA o6bekTa gocTyna?,
npv 9TOM:

--verbose, -v nnm
--quiet, -q

no3BornsoT NMMbo AeTannsnpoBaTh COOOLLEHUS, BblAaBaeEMbIE NPy
paboTte ytunutbl, Nn6o CKpbITb MX

--recursion,-r <0|1|S>

NMo3BONSIET 3a4aTb YPOBEHb PEKYPCUMN OS1st YPOBHS
KOHmaeHumanbHocTH (0 - TONbKO Ha Tekywun obbekT, 1 - Ha 1
YPOBEHDb BIIOXXEHHOCTU, €Crn 00BLEKT - KaTarnor, S - peKypCUBHO
Ha BCe NOAANPEKTOPUN)

onuus '-f <filename>'

nossonseT 3agatb ann bll, otnnyHbin oT harna bl B

D Nanneli GopMaT KOMaHIBI MO3BOJAET 3a4aTh HPaBWIA B PAMKaX NUCKPELMOHHOTO KOHTPOIS HOCTYIA, T.€. I
KaXOoro cyObekTa moctyma (momb3oBaTels, shadow) HEOOXOIMMO SIBHO 3aaTh pa3pelieHHBIE eMy IEHCTBHS C KaKIbIM
00bekToM ocTyna. Ecnu npaBui aiisi Kakux-To 00BEKTOB SIBHO HE YKa3aHO - JII000# JOCTYI K HUM OyJeT 3arpelicH.

2 B kauecTBe rapameTpa HeOOXOMMO TIEPENATH ATPHOYTHI OCTYIIA.

3 Jlannbii (popMaT KOMaHABI MO3BOJSET 3a1aTh MPaBWIa B paMKax KOHTPOJIA JOCTYIIA HAa OCHOBE MEPAPXUYECKUX
METOK, TO €CTh JUIsl KXI0ro cyobekTa jocrtyma (monbs3oBarens, shadow, process) siBHOE ykazaHHe Ha AOCTYIHOCTbh TOTO HJIH
HWHOTO O0BEKTa HE yKa3bIBACTCS, KAXKIOMY CyOBEKTY 3aJaeTCsl YPOBEHb AOCTyna (IpU CO3JaHWU WM PEIAKTHPOBAHUH), a
Ka)XJJOMY OOBEKTY - YPOBEHb KOH(HICHIMAILHOCTU. B cilyuae eciu ypoBeHb AOCTyNa CyObEeKTa BbINIE WM PAaBEH YPOBHIO
KOH(MICHIIMAIILHOCTH 00BEKTA - AOCTYII pa3pelieH, HHa4e - JOCTYII 3alpeLieH.

4 B xadecTBe mapaMeTpa HEOOXOIMMO IMEPENATh YPOBEHb KOH(uaeHmuansHocTH (o1 0 mo 15, 0 - HamMeHbIIWi
YpOBEHb KOH(PHICHIINATHHOCTH).
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KomaHpa Onuus/napameTp KommeHTapum
KOHdUrypaumm acx-admin.
B kayecTBe napameTpa HeobxoaMmo nepenatb 06beKT
hannoBon CUCTEMBI, AN KOTOPOro Ha3HayYaeTCcs ypoBeHb
KOH(PMAEHLMANTBbHOCTH
rm YOanutb npaBuno pasrpaHnuyeHns goctynad.

MpumevaHne: na nameHeHns ypoBHSA KOH(PMAEHUNANbHOCTY
o6bekTa Heobxoanmo BbINONHUTL acx-admin acl add (dopmat
Ne2), 3apaB HOBbIN YPOBEHb KOH(PUAEHLMANBLHOCTH.

--verbose, -v unu no3BonsT NMbo AeTannanpoBaTb COOOLLEHUS, BblAaBaeEMbIE MPU

--quiet, -q paboTte yTunutbl, NGO CKPbITb KX

--group,g <name>; NoO3BONSOT 3a4aBaTb CyObEKThI, Y KOTOPbLIX yAansieTcs npaBuIio

--user,-u <name>; pasrpaHuyeHuss goctyna

--shadow,-s <name>;

--process,-p <name>

--recursion,-r <0|1|S> Nno3BONSET 3adaTb ypoBeHb pekypcun (0 - yganutb TOMbKO AN
Tekyulero obbekTa, 1 - yganutb Ha 1 ypoBeHb BNOXEHHOCTH, S -
yAanvTb PEKyPCUBHO Ha BCE MOAVNPEKTOPUM)

onuus '-f <filename>' nossonisieT 3agatb ann b, otnnyHbin oT dharna b B
KOHdurypaumm acx-admin

clear O4YNCTUTBL CANCKM MpaBWIT pasrpaHnyeHns 4oCTyna, Npy 9TOM

--verbose, -v nnm
--quiet, -q

no3BonsoT NMMbo AeTannsnpoBaTh COOOLLEHUS, BblAaBaeEMbIE NPy
paboTte ytunutbl, Nn6O CKpbITb MX

--group,g <name>;
--user,-u <name>;
--shadow,-s <name>;
--process,-p <name>

NO3BOJIAKOT 3a4aBaTb Cy6'beKTbI, YbW CMNCKM HEOBXOANMO
OYUCTUTb

-f <filename>

nossosnsieT 3agatb ann b, otTnnyHbin oT dharna b B
KOHdurypaumm acx-admin

acx-admin icl

acx—admin

icl -

yTUnuTa

anga pengaxktTnpoBaHMA CNUCKOB  KOHTPOJA

uenoctHoctn (CKL,, ctaTMyeckoro U AMHaMMYeckoro) Ans nosb3oBaTesneir u rpynn.
OCHOBHbI€ KOMaHAbl U OMUUU AaHHOW YTUNUTbI ONUCaHbl B Tabnuue 6.

Ta6nuua 6 — OCHOBHble KOMaHAbI U onuuK acx admin icl

KomaHnga Onuusa/napameTp KommeHTapun
acx-admin icl add Hobasntb 06bekT B CKLL rpynnbl unv nonb3oBarens
acx-admin icl rm Ypanutb 06bekT n3 CKL rpynnel unu nons3osatens (no PATH

UNn NOpsSAKOBOMY HOMEPY)
acx-admin icl Mepecumtatb KL ans oobekta B CKL rpynnbl nv nonb3oBaTtens
update (no PATH)
acx-admin icl clear Ouunctutb cogepxumoe CKLI (cTtaTtmyeckoro nnv AnHaMmmy4eckoro)
acx-admin icl show BoiBectn CKL nonb3oBartens unv rpynnel
-h, --help Onumsa gnst npocMoTpa NnoapobHOM cnpaBku

(#./acx-admin icl --help)

--verbose, -v unu --

no3BonsloT NMbo AeTannanpoBaTh coobLleHUs, BblaBaeMble npu

quiet, -q paboTe yTunuTbl, MMbO CKpPbITb NX

--mach, -m no3BonsT HOpMMPOBaTL BbIBOA B MaLLUMHOYMTaBensHOM
dopmare (¢ ncnonbszosaHnem Tabynsuumn, 6e3 npobenos)

-f <filename> nossonsgeT 3agatb avn B, oTnnyHbIi oT channa B B

) B kauecTBe mapamMeTpa HEOOXOAMMO IIEPENATh JIN60 00BEKT JOCTYTA, TM60 HoMep mpaBuia B crimcke ACL.
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KomaHpa Onuus/napameTp KommeHTapumn

KOHdurypaumm acx-admin

BapuaHTbl UICNONBb30BaHUSA acx-admin icl:
#./acx-admin icl show [-v] [-m] [-g|-u <name>] [-f <filename>] [-
s|-d] - BbIBECTM cTaTnyeckmnin/amHammyecknin CKL, nonb3oBaTtens/rpynnbl

- onuumu -g, -u onpeaensaT, yen CKL BbiBOAUTb (Monb30BaTeENs Wan
rpynnbl) U ABASIOTCS B3aMMO3aMeHSEMbIMU;

— onuun -s, -d onpepensatT, kKakon CKL BbiBeCTM (AMHAMUYECKUIA UK
CTaTUYECKUIN) N ABNSAIOTCS B3aUMO3aMeHSEeMbIMU.

#./acx-admin icl add [-g|-v] [-g|-u <name>] [-f <filename>] [-s]|-
d] <PATH> [CHECKSUM]

— onuunm -g, -u onpenensitoT cybbekT, KOTOpoMy Heobxoammo Ao0b6aBUTb
obvekt B CKL (nonb3oBatenb waM  rpynna) W SBASOTCSA
B3aMMO3aMeHsEeMbIMU;

— onuun -s, -d onpegenstT, B Kakon CKL nobaBuTb 06B1EKT N ABASOTCS
B3aMMO3aMeHSEMbIMU;

— PATH - NONHbIKA NYyTb A0 06beKkTa anioBON CUCTEMbI;
— CHECKSUM - KOHTpO/ibHas cymMMa obbekTa.

#./acx-admin icl update [-g|-v] [-g|-u <name>] [-f <filename>] [-
s|-d] [PATH] [CHECKSUM]

#./acx-admin icl rm [-g|-v] [-g|-u <name>] [-f <filename>] [-s|-d]
<PATH|OBJECT NUMBER>

#./acx-admin icl clear [-g|-v] [-g|-u <name>] [-f <filename>] [-

s|-d]

acx-admin log

acx—-admin log - YTUNUTa ANngd pa60TbI c noramm accordx. OCHOBHble KOMaHAbI
N onuMnM fAaHHOM YTUJINTbI OMNMMCaHbl B Tabnuue 7.

Ta6anua 7 - OCHOBHble KOMaHAbI M onuun acx admin log

KomaHga Onuus/napameTp KommeHTapumn
acx-admin log show IMpocmoTp cogepxumoro log-cpanna
acx-admin log stat BbiBoA ctatuctukm log-avina
-h, --help (#./acx-admin | Onumsa gna npocMoTpa NogpoOHON CnpaBKku
log --help)
--verbose, -v nnu -- no3sonsoT NnMbo geTannsmpoBaTb COObLLEHUS BblAaBaeMble Npu
quiet, -q paboTte yTunuTbl, MO CKPbITb WIX.
--mach, -m MOXXHO (OOPMMPOBATh BbIBOA B MalLUMHOYMTabenbHOM hopmaTte
(c ncnonb3oBaHuem Tabynsuun, 6e3 Npobenos)
-f <filename> nossonsieT 3agatb cann B, oTnnyHbIn OT hanna B B
KoHGurypaumm acx-admin

BapnaHTbl MICNOMb30BaHNA acx-admin log:
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#./acx-admin log show [-v] [-m] [-C] <LOGFILE> - MNPOCMOTpPETb
coaep>xumoe log

— onuusa -C NO3BOJIAET BbIBECTU HOMEP 3anucu nora
#./acx-admin log stat [-v] [-m] <LOGFILE> - BbIBECTW CTATUCTUKY.
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NMPUNOXXEHMUE 3. Onepauunun, peructpmpyembie noaocMcreMomn
perncrpauuvm

XKypHan perncrpaunm «Akkopa-X K» coaepxuT cneayrouwyro nHdbopmMauuio:
— NopsiAKOBbIN HOMep cobbITUS;
— AaTa U TOYHOe BpeMs perncrpaunm cobboitmsa. ®opmaT BpeMeHU B XypHane
3anucboiBaetcs B Bumage Unix (Posix) time - 3anucbiBaeMoe 3HauvyeHue
BpeMeHU npeacraBnger cobon KONMMYECTBO CeKyHA, npoweawmnx cC

MOMEHTa Ha4dasa otcyeta. MOMEHTOM Hayana OoTCYeTa CYMTAETCS MOJIHOYb
(no UTC) c 31 nekabps 1969 roaa Ha 1 aHBaps 1970;

— PID poautenbCkoro npouecca;

— PID npouecca, KOTOpbI HenocpeACTBEHHO ocyuwecTsnseTr gocrtyn (oT
MMeHUN nonb3oBaTens - cybbekTa Aocrtyna);

— ypoBeHb pgeTanbHoctTM (mMin, avg, max - MWHUMaNbHbIA, CpeaHun,
MaKCMMasbHbIlN), YCTAHOBIEHHON HA MOMEHT perncrpaunmn cobbiTus;

— kKknacc cobbitna (proc, fs - cobbiTMa ¢ npoueccammn, c annoBown
CUCTEMOMN);

— Tun cobbitna — B Tabnnue BbIBOAUTCSA KpaTkas abbpesnaTypa (nogpobHoe
onucaHue cMm. B Tabnuue 8);

— pe3ynbtaT - B Tabnuue BbIBOAUTCHA KpaTkas abbpesBuaTtypa (noapobHoe
onucaHume cM. B Tabnuue 9);

— Tnn cybbekTa, OT UMEHM KOTOPOro ocyuwecrensercsa goctyn (user, shadow,
process);

— nMm4a cybbekTa goctyna (umsa bepetca ns b Akkopa-X);

— TMpOoUEeCC, KOTOPbIM OCyLLecTBASAET AOCTyn OT MMeHu cybbekTa AocCTyna
(nonHbIn NyTb B ®C);

— obbekT pgoctyna (nonHbin Nyt B ®C). B Tabnuue BbIBOAUTCHA MOJSIHOE
HauMeHoBaHMe obbekTa AocTyna.

Ta6nuua 8 - Tunbl co6bITUNA, pErMcTpuMpyemMbie B XXypHane

A66peBunartypa 3Ha4yeHune
exec 3anycK Ha BbINOJIHEHME
mkdir co3jaHue KaTasnora
chdir nepexog B Katanor
rendir rneperMMeHoOBaHMe Kartanora
rmdir yaaneHne Kartanora
creat co3gaHue obbekTa
open OTKpbITUE 06beKTa Ha YTeHMe/3anuchb
close 3aKpbiTne obbekTa
rename rneperMMeHoBaHue obbekTa
link Co3[aHue CCbIKN Ha 06bekT
unlink yAaneHue CCblIKM Ha 06bEeKT nnu yaaneHume
06beKTa, ecnm KoIMYecTBO XKECTKMX CCbIIoK = 1
setuid cMeHa uid
login MAEHTUGUKaAUMA N ayTeHTUdUKALUS NoNb30oBaTenemn
logout 3aBeplleHne ceccmm nonb3oBaTens
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Ta6nuua 9 - Pe3ynbTartbl onepaunii, peructpupyembie B KypHane

A66peBunarypa

| 3HaueHune

Onepaumm c oOCTYNOM K o6bekTam

ok cobbiTve He Hapywwunio MNP Akkopa-X, onepauuns
paspeuwleHa, setuid paspeweH

discr AO0CTYyn 3anpeweH AUCKPELUMOHHOM MOJUTUKON

mand AOCTYn 3anpeleH NosINTUKOM Ha OCHOBe
nepapxmyecknx MeTok

int HapyuweHa LenocTHOCTb obbekTa Npu KOHTpone
LenocTHoCcTn anHammyeckoro CKL

oserr npounsowna owmnbka OC

seterr npounsowsia owunbka, cBs3aHHasa ¢ settings

Onepauumn cMeHbl cybbekTa gocryna (setuid)

ok setuid pa3speweH

user setuid Ha nonb3oBaTensa user pa3pelleH (aHanor
ok, € ykazaHMeM JOMOJIHUTENIbHON MHOpMaUumn)

shadow setuid Ha nonb3oBaTensa shadow paspelweH
(ananor ok, c ykasaHMeM AOMNOJHUTENBHOM
MHdOpMaLmn)

wuid npounsowsna owwunbka - B xoge setuid ncnonbsosaH
HenpaswuibHbI UID

nauth npousowia owunbka - nonbiTka setuid Ha
rnosibzoBartens user 6e3 naeHTUPUKaLUnUM n
ayTeHTMduMKauunm

noshadow npousowna owunbka - B xoae setuid oTcyTcTBYET
nofb3oBartenb shadow c 3agaHHbIM UID

nrability npomsolna ownbka - nonb3osatento shadow
3anpeLleHo genatb setuid Ha 0

nability npousowsia ownbka - nonb3oBaTtento shadow
3anpeLleHo genatb setuid

Onepauun Bxoaa/Bbixoaa nosb3oBartens

pamerr npomsowsa ownbka B PAM

nouser npousowsa owmnbka - OTCYTCTBYET Nosb30oBaTeNb
user ¢ 3agaHHbiM UID

wxid npousowsia ownbka - ngeHtTndukaTop unn
naposib BBeAEHbl HEKOPPEKTHO

retryerr npousowsia owmnbKa - NpeBbIWEHO KOMYECTBO
HEKOPPEKTHbIX MONbITOK BX0A4a

autherr npousolia apyras owmbka ayteHTUdMKaLUn

multilogin nponsowsia owunbKka - N0b30BaTESNIO HENMb3S
co3gaBaTtb bonee ogHoOM ceccum

logoutnouser npousowna ownbka B PAM npwu Bbixoae
nonb3oBaTens, nonb3oBaTtenb ¢ TakmMm UID He
HanaeH

logoutpamerr npousowna gpyras owmnbka B PAM npu Bbixoae
noJsib3oBarens

logouterr npousowna gpyras owmnbka npu Bbixoe

NnoJib30BaTeNAd
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NPUNTOXXEHMUE 4. JlononHuTenbHas HaCTPOMKa AJiA NaKeToB
acx-tmid-cards nm acx-tmid-tokens

Tpe6OBaHM9| Ang nogaep>XXKnM CMapT-KapT M TOKEHOB!

1
2
3

5

HeobxoanMble 3aBUCMMOCTU: Kak MUHUMYM pcsc-lite, ccid (libccid). Ons
noaAaepXkKun KapT n cumtbiBatenen ACS - libacsccid nnm cootseTcTByowme
ApanBepbl NpousBoAnTens, ANs NoAAEPXKWM KapT U cunTbiBaTtenen Athena
- COOTBeTCTBYKOLWMe gpanBepbl npoussoauTens http://www.athena-
scs.com/support/software-driver-downloads#asedrive;

Ha HekoTopblix OC HeobxoAMMO OTKNOYUTL aBTO3anyck openct (u3-3a
KoHdnukTa c libccid v 1.n.), Hanpumep, B RHEL:

. chkconfig --list | grep openct [cM. ypoBHMU, rae openct BKAKOYEH]
. chkconfig --level 2 openct off
. chkconfig --level 3 openct off
4. chkconfig --level 4 openct off
. chkconfig --level 5 openct off

Heobxoanmo pobasutb B dann KoHdurypaumm /Jusr/lib/pcsc/drivers/ifd-
acsccid.bundle/Contents/Info.plist (ans kapt u cumTtbiBaTenen ACS) wnu
/usr/lib/pcsc/drivers/ifd-ccid.bundle/Contents/Info.plist (ana ycTponcts
LLWMKA; Hanpumep O0x17e4/0x0040 ana LWUNNKA nant  slim)
cneaywouwme 3Ha4YeHus:

<key>ifdVendorID</key>
<array>

> <string>0x17e4</string>
> <string>0x072f</string>

/array>

<key>ifdProductID</key>
<array>

> <string>0x0040</string>
> <string>0x90de</string>
</array>

<key>ifdFriendlyName</key>
<array>
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> <string>ACS ACR38U-CCID</string>
> <string>ESMART TOKEN</string>
</array>

Heobxoanmo nobasutb B ann koHdurypauum /usr/lib/pcsc/drivers/ifd-
ccid.bundle/Contents/Info.plist cnegyouwmne 3HayeHUs:
<key>ifdVendorID</key>

<array>

<string>0x24DC</string>
<string>0x24DC</string>
<string>0x0DC3</string>
<string>0x17E4</string>
<string>0x17E4</string>
<string>0x17E4</string>
<string>0x17E4</string>
<string>0x17E4</string>
<string>0x17E4</string>
</array>
<key>ifdProductID</key>
<array>

VVVVVVYVVYV

<string>0x0101</string>
<string>0x100f</string>
<string>0x1004</string>
<string>0x0050</string>
<string>0x0051</string>
<string>0x0052</string>
<string>0x0053</string>
<string>0x0054</string>
<string>0x0055</string>
</array>
<key>ifdFriendlyName</key>
<array>

VVVVVVVYVYV

<string>eToken</string>
<string>eToken</string>
<string>SmallReader</string>
<string>NXP Semiconductors SBI</string>

VVVYV
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<string>NXP Semiconductors SBI</string>
<string>NXP Semiconductors SBI</string>
<string>NXP Semiconductors SBI</string>
<string>NXP Semiconductors SBI</string>
<string>NXP Semiconductors SBI</string>
</array>

VVVVYV

— [lNepe3sarpy3ntb pcscd, BbinonHue /etc/init.d/pcscd restart.



87
37222406.26.20.40.140.085 90

MPUNTOXEHMUE 5. PekoMeHaauum no peanusayuum mep
6e30nacHO HAaCTpoiku cpeabl ucnonHenms Crno
«Akkopa-X K>

B pamkax peanusauumm Mep no 6e3onacHOM HACTpOWKe cpeabl WUCMONIHEHUS
CNO «Akkopa-X K» pekoMeHAayeTcs AMHaMmMyeckn (CTaTuyeckun) B npouecce paboTsl
OC GNU/Linux wnu p[o ee 3arpy3kum OCyWecCcTBAATb KOHTPOJb LESIOCTHOCTH
KOMMOHEHT, nepeyncneHHblx B Tabnnuye 10, a TakXe OCYLLeCTBATb pa3rpaHuyeHue
[O0CTyna K o6bekTaM B COOTBETCTBUM C AAHHbIMU 13 Tabnuubl 11.

Ona ¢dopMupoBaHusa npasun AOCTyNMa M CUCKOB KOHTPONS LEOCTHOCTU B
cootBeTCcTBMM C Tabnunuamm 10 n 11 no 3anpocy [llonb3oBaTens PaspaboTumk
npeaocTtaBnseT CckKpunT 6e30mMacHOM HACTPOMKKM acx-secure-setup.sh. Ckpunt
HeobxoAMMO 3anyckaTb MOcCfe YCTaHOBKM M HACTPOMKWM KOMMJEeKca C MOMOLbIO
KoMaHabl "/bin/acx-secure-setup.sh". B cny4dae ycnewHoOro nonoSIHEHUSI CMMUCKOB
KOHTPOSIA AO0CTyna M LEeNnoCTHOCTM 6byaeTt BbiBeAeHa MWHEMOpMauuda, aHanornyHas
cneaywouwen:

added '/usr/sbin/zramctl’
Database dumped into /etc/accordx/db.json successfully
Global dynamic ICL: 13424 object(s)

AccordX is configured securely!

Ona npoBepku TOro, 4to KOHduUrypauusa cpeabl McnonHeHus <«<Akkopa-X K»
apnsetca 6e3onacHonm HeobxoaMMo wucCnonb3oBaTb KoMmaHAay "/bin/acx-secure-
setup.sh check". B cny4yae ecnm npoBepKa 3aBepllaeTcss YCNewHO BbIBOAUTCS
MHdOpMaLms, aHanorMyHas cneayroLwen:

/Jusr/sbin/zramctl -> OK
ICL list is complete
Global dynamic ICL: 13424 object(s)

AccordX is configured securely!

B cnydyae BO3HWKHOBEHMS OWMOOK BbIBOAUTCA WMHMOpPMauMsl, aHanormyHas
cneaywouwen:

ICL list is incomplete or the integrity of some objects is violated
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AccordX is NOT configured securely!
Check for errors in the output above...

B nocnegHem cny4yae HeobxoamMMo nNpoBepuTb BeCb BbiBOA "/bin/acx-secure-
setup.sh check 2>&1 > acx-secure.log" Ha Hannune ownbOK. B BbIBOAE BO3MOXHbI
cnepywouwme obo3HayeHUs ans ownbok:

1. /bin/date -> integrity error

2. /bin/date -> failed

3. /bin/date -> not found

4. error: object '/bin/date' not exists in ICL

B cnyyae BO3HUMKHOBEHMUS OWNOBOK ANS KOHCyNbTaunm Heobxoammo obpaTtmuTbCs

K PazpaboTuunky.

Ta6anua 10 - KOHTPOJIb LENNOCTHOCTU KOMMOHEHT

O61BbeKT KOHTpONA NMpuMmeuyaHue
LLeJSIOCTHOCTH
1. ®annbi B 3aBucuMocTn ot ncnonbdyemoro anctpmbytmuea GNU/Linux n Habopa

KOHMUrypauum v
KpUTUYHble AaHHble OC

ncnonb3lyemoro MO, Heo6Xxo0ANMO KOHTPO/IMPOBATb LIESIOCTHOCTb
cnepyouwmx KOMMNOHEHT:

/bin/**l;

/boot/** (aapo, o6pa3 HavyanbHOW 3arpy3ku, 3arpy3dumk n ero gannbl
KOHUrypaumm);

/etc/**;

/|ib/**2;

/lib64/**3;

/sbin/**;

Jusr/bin/**;

Jusr/lib/**4;

Jusr/lib64/**3:

/usr/libexec/**;

Jusr/sbin/**;

J/usr/local/bin/**;

Jusr/local/lib/**;

Jusr/local/lib64/**3;

/usr/local/sbin/**,

LlenocTHOCTb HEKOTOPbLIX OMNMCAHHbIX KOMMOHEHT HeobXxoaMMOo
npoBepsTb A0 3arpy3ku OC (onumoHanbHO), NMnbo NnocpeacTBoM
BO3MOXHOCTU KOHTPO/S UX LEIOCTHOCTN CpeacTBaMm NOACUCTEMDI
ynpaBneHns 40CTYNoM (CTaTUYECKMN MNU AMHAMUYECKUIA KOHTPOJIb

' OGo3nauenus 31ech U qanee: «**» — Bce BIOKEHHBIE (DANIIBI U KATAIOTH, «*)» — JII00BIE CAMBOJIBI B UIMEHU

2 /1ib32/** pna 64-paspamaeix OC GNU/Linux ¢ mogmepsxkoi multilib
3 nna 64-paspaansix OC GNU/Linux
4 Just/1ib32/** s 64-paspsagaeix OC GNU/Linux ¢ noaaep:xkoii multilib
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LLesIOCTHOCTM). B uMcno ykasaHHbIX 06bEKTOB TakKXXe BKOYEHbI:
/bin/login, /bin/su, /usr/bin/sudo, /usr/sbin/sshd, /etc/pam. d/**,
/lib/security/** nnn /lib64/security/**, /etc/passwd, /etc/shadow un
HEKOTOpble Apyr1e,a Takxe 61MHapHbie dalifibl CUCTEMHbIX CEPBMUCOB.

2. HacTtpoiikn daiinbl KOHMUrypaumm /etc/accordx/**
MCMnosib3yemMom YTUNnTbl agMMHNCTPUPOBAHUSA, ApanBepbl U Npoune KoMnoHeHTbl CMNO
noACUCTEMBI «Akkopa-X K»:
ynpaB/ieHns 4OCTYyrnoMm /bin/acx-*;

/lib>/acx-core.ko;
/lib>/modules/$(uname-r)i/kernel/drivers/usb/serial/shipka.ko;
/lib>/modules/$(uname-r)i/kernel/drivers/usb/serial/shipka_kc2.ko;
/lib>/modules/$(uname-r)i/kernel/drivers/usb/serial/shipka_kc3.ko;
/lib>/modules/$(uname-r)!/kernel/drivers/usb/serial/tmusb_drv.ko;
/lib>/security/pam_acx*;

/usr/bin/acx-admin¥*;

/usr/bin/acx-config;

/usr/bin/acx-remote*;

/usr/lib>/libacx-*;

/usr/lib>/libosci*;

/usr/lib>/libtmid*;

/usr/lib>/tmid-*,

Ta6nuua 11 - PasrpaHnueHue foctyna Kk o6bektam

O61BbeKT KOHTpONA AgocTyna MpaBa pocrtyna
1. /** RXCNLMn?
2. /bin/acx-* -
3. /bin/acx-integrity-controller RX
4. /bin/acx-integrity-controller-db RX
5. /boot/** -
6. /dev/null RW
7. /etc/ RCNL
8. /etc/mtab* RWCD
9. /etc/accordx/** -
10. /etc/accordx/db.json R
11. /home/$USER2/** RWXCDNLMEn

12. /lib3/acx-core.ko -

13. /lib*/modules/$(uname-r)!/kernel/drivers/usb/serial/shipka* -

14. /lib*/modules/$(uname-r)!/kernel/drivers/usb/serial/tmusb_drv.ko -

15. /lib%/security/pam_acx* R
16. /run/** RWXCDNLMEnN
17. /tmp/** RWXCDNLMEnN

18. /usr/bin/acx-admin* -

19. /usr/bin/acx-config* -

20. /usr/bin/acx-admin RX
21. /usr/bin/acx-admin-log RX
22. /usr/lib%/libacx-core* -
23. /usr/lib*/libacx-db* R
24. /usr/lib*/libacx-log* R

! 0603HaUeHNs aTpUOYTOB TOCTYIIA MOKHO IPOCMOTPETH B 11.3.2.6

2 UM ITOJIB30BaTCIIA

3 1ib64 ma 64-paspaaasix OC GNU/Linux
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25. /usr/lib%/libosci*

26. /usr/lib%/libtmid*

27. /usr/lib%/tmid*

28. /var/log/accordx/**

R |R|(R|A




