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AHHOTALUNWA

Hactoawmnmn [OKYMEeHT $BMSieTCS OMNUCaAaHUEM MNpPUMEHEHUsS NpPOrpamMMHO-
annapaTHOro Komnaekca 3awnTbl MHDOpMaLMM OT HECAHKLMOHMPOBAHHOIO AOCTyNa
— annapaTHOro MoAynsa AOBEPEHHOW 3arpy3kmn — «Akkopa-AMA3», nanee no TeKCTy
«Akkopa-AMA3» wmnn «KoMmnnekc», v npegHasHadeH Ans8 vy, NJaHUPYLWUX U
OpraHM3ylLWmnX 3awmTy nHPoOpMaLmMm C X NCMoAb30BaHUEM B CUCTEMAX U CpeacTBax
nHpopMaTnusaumm Ha b6ase N3BM.

B AokyMeHTe npuBeAeHbl oblwme NMpuHUMNbI U NpaBuna opraHnsaummn paboTbl
no obecneyeHnto KOHMUAEHUMANbHOCTU MHGOpPMaLUMN, OCHOBHble 3alUTHble
(pyHKUMM KOMNeKca, ero BO3MOXHOCTU, 0COBEHHOCTU YCTAaHOBKM U MPUMEHEHMUS.

Mepen  ycTaHOBKOWM UM 3Kcnayataumem  kKomnnekcos  «Akkopa-AMA3»
Heob6XoAMMO BHMUMATENbHO O03HAKOMUTBCA C KOMMJEKTOM 3KCrjayaTaunmoHHOM
OOKYMEeHTauMm Ha KOMMAEKC, a TaKXe TMpuHATb Heobxoaumble 3alluuTHble
OpraHM3auMOHHbIE Mepbl, peKOMeHAYyeMble B JOKYMEHTaLMNN.

NMpMeHeHue 3alMTHbLIX CPeACTB KOMMEKCOB AO/MKHO AOMOMAHSATbCA 06WwWuMu
MepaMun TexHn4yeckom 6e3onacHoOCTH.
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NMPUHATBIE TEPMUHbI N OBO3HAYEHUA

AgmuHncrtparop bUN (nan ABHW) - agmunHuctpatop 6e3o0nacHoCTU
nHdpopMaumn, NpUBUNErMPOBAHHbLIA MOSIb30BaTENb - AOJ/IHKHOCTHOE JINLO, MMElLee
ocobbit cTaTyc M abcontoTHble nonHomoumsa (cynepsusopa). AaMmHuctpaTop BU
opraHusyeT YyCTaHOBKY Komriekca B [19BM, HacTpoMKy 3alMTHbIX MexXaHW3MOB
KOMMaekca B COOTBETCTBMM C npaBamMu [AOCTyna nofib3oBaTenen, ocywecTBnsieT
KOHTPO/b 3@ MpPaBW/ibHbIM UCMONb30BaHNeM MNMSBM € yCTaHOBMIEHHbIM KOMMIEKCOM U
nepnoanyeckoe TeCTMpoBaHMe CpeacTB 3alnTbl KOMMJIEeKCa.

AC - aBTOMaTU3NpOBaHHasa cucTteMma.
BU - 6e30nMacHOCTb MHMOPMaLUN.

Naentnpnkarop - nepCcoHasbHbIN annapaTHbIn naeHTuduKaTop
nonb3oBartens (ycrponcrso "Touch-memory" DS-199x).
Ucnosib3oBatb naeHTngpunkarop - NPUNOXUTb NepCcoHasibHbIN

naeHTUdUKaATOp NOMb30BaTENS K KOHTAKTHOMY YCTPOMCTBY CbeMHMKA MHGOpMaunu.

MeHI - OKHO C U306paxeHnem KHOMOK C Ha3BaHMAMU KOMaHA. [epemelueHuns
NO MEHI0 OCYLLECTBSETCH C NOMOLWbI Knaeuwmn <Tab>. Beibop KoMaHAabl - KaBuwa
<Enter>, BbIX0o4 N3 MeHIO - KnaBuwa <Esc> nnn KomMaHaoM B MEHIO.

HC/[ - HeCaHKLUMOHUPOBAHHbIM AOCTYn.

OkHO BBopga/BbiBOoga - CINYXUT An9 BBoda M oTobpaxeHus 6yKBEeHHO-
undpoBon MHGOPMaLMK, @ TaK Xe MOXET BbINOAHATE MYHKUMKM MeH. CoaepXuT
OKHO An14 BBOAA 6YKBEHHO-LMDPOBON MHPOPMALIMK, OKHA CMMUCKOB, KHOMKN KOMaHA,
OKHa ¢naros. Beoa 6ykBeHHO-uMdpoBOM MHGOPMAUUN [OSHKEH 3aKaHYMBATLCS
Haxatuem knasvwun <Enter> unu nepeMeweHuem B Apyroe OKHO, ABWXEHWE MO
NYHKTaM CrMcKa B OKHe - C noMouwblo knaenw <Ctpenkun>. lNepeMelieHne no oKHaM
N KHOMKaM KoMaHz, BbI6Op KOMaHA M BbIXOA M3 OKHA - aHaNlorMyHo paboTe C MeHI.

Ownbkn - wvHpopMauus, BbIBOAMMAS Ha AUCMMEN, YKasbliBawowas Ha
HenpaBW/IbHOCTb AencTBnin, cbon, aBapun KoMnaekca.

Monp3oBaresib — cy6beKT AoCTyna K obbekTaM (pecypcam) [12BM.

lMMosicHeHMns1i - B ONWCAHMWM HEKOTOPbIX KOMaHA JAalTcsa MOACHEHUsS U
pekoMeHgauun agMuHucTpatopy bW aona ncnonb3oBaHMda 3TUX KoMaHA. loscHeHud
BblAENEHBLI MENKUM LLlpMCbTOM.

NP4 - npasuna pasrpaHM4eHna AocTyna.
Pr1B - pa3pywatoume nporpaMmMHbie BO34ENCTBUS.
CBT - cpeacTtBa BblYUCINTENIbBHON TEXHUKMN.

CoobwyeHnss — nHdopmauums, BbIBOAMMASA Ha AMCNNen, KoTopas coobuaeTt o
aencrTemax, TpebyemMbix OT Nonb3oBaTens, 0 COCTOSHUM MPOrpaMMbl U O HOPMasbHO
3aBEpLUEHHbIX AENCTBUSX.



NEPEYEHb COKPALLUEHWUN

AM/[3 AnnapaTHbIN MOAYNb AOBEPEHHOWN 3arpy3Ku

ABA AaMunHucTpaTop 6esonacHoCTn MHpopMaumnm

AC ABTOMaATU3NpPOBaHHasa CUCTEMa

BCIMNO BcnoMoraTenbHoe cneunanbHoe NnporpaMmMHoe obecneveHune
J1BC JlokanbHasa BblUUCNUTENBHAA CETb

HCO HecaHKLUMOHNPOBAHHbLIN AOCTYN

OC OnepaunoHHasa cucrtema

MAK NMporpaMMHO-annapaTHbIM KOMMINeKC

MK NepcoHanbHbIM KOMMbIOTEDP

rno NMporpamMMHoe obecneyveHune

nea Mpasuna (NOANTUKMK) pasrpaHUYeHns 4octyna

MN2BM MepcoHanbHaga 3N1eKTPOHHO-BbIYUCUTENIbHAA MalUMHa
PC Pabouasa ctaHums

CBT CpeAcTBO BbIYMCAUTENBHOW TEXHUKMN

C3n CpeacTtBo 3awwuTbl MHDOpMaunm

TY TexHn4yeckne ycnosus

DHM DHeproHesaBmcuMmasi NamMaTb




1. HazHayeHue KoMMnJiekca

MporpaMMHoO-annapaTHbIi KOMMeKc 3alUUThI nHdopmaumm oT
HEeCaHKLUMOHMPOBAHHOIO AO0CTyrna — annapaTHblM MOAY/lb AOBEPEeHHOW 3arpys3kum -
«Akkopa-AM/3» npenHasHayvyeH Anda npuMmeHeHusa Ha M3BM (MK) tmna IBM PC ans
3awmTbl M2BM (AC) n nHdpopmaumoHHbIX pecypcoB oT HC n KOHTpONs LUenoCTHOCTU
dannos n obnactenn HDD (B TOM 4nCne N CUCTEMHbLIX) NMPU MHOIOMOJ/Ib30BATE/bCKOM
pexuMme ux akcnayaTtaummn.

KoMmnnekc npeacrtaBnser cobor COBOKYMHOCTb TEXHMYECKUX U MPOrpaMMHbIX
CpeancTB, NpeaHa3HavYeHHbIX Ans obecneyeHus 3almTbl TeEXHMYECKUX cpeacts MNIBM
n nudopmaunm ot HCZ.

2. XapaKTepuCcTuKn KoMrmnsiekca

Komnnekc  «Akkopa-AM[3»  BbiNnycKkaeTcd B MporpaMMHo-annapaTHOM
NCMNOJTHEHUMN.

Bcsa nporpaMMHas 4acTb KoMmMsieKkca (BkNtoyas cpeacTsa
aAMUHUCTPUPOBAHUNSA), CIMCOK MNOSb30BaTeNier U XypHan perucrpaumm pasMelleHbl
B dHEproHe3aBUCMMOW MaMATU KOHTposnepa. DTuM obecneynmBaeTcsi BO3MOXHOCTb
npoBeneHuns naeHTudukaumm/ayTeHTndmnKaumm nonb30BaTenewn, KOHTpOns
LLe/TIOCTHOCTH TEeXHUYECKNX n MPOrpamMMHbIX CpeAacTs N2BM (PC),
aAMUHUCTPUPOBAHNA U ayauTa Ha annapaTHOM YpPOBHe, cpeACTBaMW KOHTpoasepa
KoMmnnekca ao 3arpyskm OC.

Komnnekc «Akkopa-AM/[3» peann3yeTcsa Ha OCHOBe Creumanm3npoBaHHbIX
KOHTPON/1epOB «AKKOPA».

Komnnekc «Akkopa-AM[3» MoxeT npuMeHaTbca Ha [19BM Ttuna IBM PC,
cepBepoB M pabouymx CTaHUMM, OCHOBAHHbLIX Ha Npoueccopax C apxXUTekTypon x86
(IA-32) nnn x86-64 (AMD64), o6bemom RAM He MeHee 128 M6awnTt, npu Hanuumm
csobogHoro cnota PCI-Express, miniPCI-Express wnu M2 (cornacHo Tuny
MCNOSIb3YyEeMOro Crneumann3npoBaHHOro KOHTpPOJiIepa) Ha MaTEepUHCKOW nnaTe
M2BM.

OCHOBHbIMU dYHKUMAMKN KoMMnekca «Akkopa-AMA3» no 3awmte ot HCO K
MN2BM 1 nHdOpMaUMOHHBIM pecypcaM SIBAAKTCA cneaytowme:

- 610KMpoBKa 3arpy3km co cMeHHbIX Hocutenen (FDD, CD/DVD-ROM, ZIP,
USB-HakonuTenenm wn Aap.) 4ANa nonb3oBaTtenen, He obnagatowmx npaBamu
aAMWHUCTPATOpPOB;

— 610KMpPOBKA NMpepbiBaHUS KOHTPO/bHbIX Mpoueayp C KfaBuaTypbl;

— M,D,eHTVICbVIKaLI,VIH nosib3oBatenem C WUCMNOJSIb30BaHMEM CbVI3ML-IeCKOFO
3NIEKTPOHHOI0O nagenna — nepcoHasibHOro VI,EI,eHTVICbVIKaTOpa;

— ayTeHTUdukKaumnsa (noaTeepxaeHuUs AOCTOBEPHOCTWM) nMonb3oBaTenien cC
MCcNosab3oBaHMEM naponsa ganHon ot 0 4o 12 cMMBONOB, BBOAMMOIO C KNaBunaTypbl B
BMAE, 3aWMLEHHOM OT pacKpbITUS MHAMBUAYANBHOIO Naposisa nonb3oBaTtens (B Buae
CUMBOJIOB <*>);

- annapaTHbIn KOHTPOJb LLeSTOCTHOCTH cocTaBa obopynoBaHus
KOMMblOTEPA, CUCTEMHbIX obnacten, dhamnoB M KaTanoroB B (anoBblX CUCTEMax



FAT12, FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, Ext4, FreeBSD UFS/UFS2, Solaris
UFS, QNX4, MINIX, ReiserFS, BbinonHAEeMbIN A0 3arpy3km onepaumoHHOMN CUCTEMbI;

— annapaTHbI KOHTPOJ/b LenocTtHocTn peectpa OC cemenctea Windows;

- AOBEpPEHHas 3arpy3ka OnepauuoHHOM CUCTEMbI, a TaKXe [AOBEepeHHas
3arpyska CcuUcTteMHoro u npuknagHoro 1O, B TOM 4ucne npuv OAHOBPEMEHHOM
YyCTaHOBKEe Ha AMCKaxX WM B pasgenax aucka N2BM Heckonbkux npousBosibHbiX OC,
GYHKUMOHUPYOWMX C NOAAEPXKKON NMpeacTaBsieHHbIX pannoBbIX CUCTEM;

- aBTOMATMYeCKoe BeAeHMe XypHana perMcTpupyeMbix cobbITUA Ha aTane
OOBEPEHHON 3arpy3kum ornepaunmoHHOW cucteMbl (B 3HeproHesaBUCMMOW Naw-
NaMsaTy annapaTHOM 4YacTu KOMMJeKca);

— aAMMHUCTpupoBaHne AMIO3 (peructpaumss nosb3oBaTenem wn  Ux
nepcoHasnbHbIX MAEHTUHUKATOPOB, CO34aHMe W ydaneHue rpynn nosb3oBaTenen,
reHepaumsi napons nonb3oBaTensd W onpeaesneHue ero napaMmeTpoB; Ha3HadeHue
06beKkTOB ANA KOHTPONS LENOCTHOCTU U PEeXMMOB KOHTpOAs, paboTa C XXypHasnoMm
perncTpaunm CUCTEMHbIX COBbITUM N AENCTBUIK NoNb30OBaTeNen) U pasgeneHue npas
aAMUHUCTPATOPOB KOMIMJIEKCA;

— 3a/laHNe BpPeMEeHHbIX OrpaHMyYeHUn Ha AOCTyn nofb3oBaTtesien K [M3BM
(PC) B COOTBETCTBMU C YCTAHOBNEHHbIM AN HUX PeXUMoOM paboTbl;

- WHTerpaumsa C ApYrMMM NporpamMHoO-annapaTHbiIMU U MPOrpaMMHbIMU
komnnekcammn C3U HCL cemenctea «Akkopa», C3W HC[ apyrnx npoussoamTenen.

3. Yc/ioBMA NpUMeHeHUs KoOMIMJieKkca

Ona  yctaHOBKM  KoMMiekca «Akkopa-AMA3»  Tpebyetcsa  crnepyrowmin
MUHUMaNbHbLIA COCTaB TEXHUYECKUX N NMPOrpaMMHbIX CPeaCcTB:

— N2BM Ttmna IBM PC, cepsep wnu pabouas cTaHUMsi, OCHOBaHHas Ha
npoueccope c apxutektypon x86 (IA-32) nnu x86-64 (AMD64), dyHKUMOHMPYIOLLAs
nog yrnpaBleHMeM OnepaumoHHOM CUCTeMbl, noaaepXxueawwen nwbdy U3
dannosbix cuctem FAT12, FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, FreeBSD
UFS/UFS2, Solaris UFS, QNX4, MINIX, Ext4, ReiserFS;

— Hanunume cBoboaHoro cnota PCI-Express/miniPCI-Express/M2 (B
COOTBETCTBMM C TUMOM CNeunanm3mMpoBaHHOr0 KOHTPOJIIEPA) HA MaTEPUHCKOWN nnaTe
Nn2BM.

Ona adeKTMBHOro NpUMEHEHUs CpeaCTB 3aluMTbl KOMMEeKca U nogaepxaHus
HeobxoanMoro ypoBHSA 3awmuweHHocTn M3BM (AC) U MHGMOPMaLMOHHLIX pecypcoB
TpebyeTcs:

— du3snyeckas oxpaHa [MIBM (AC) m ee obopymoBaHuss C MNOMOLLbIO
TEXHUYECKUX CPEeACTB, CMeumanbHOro nepcoHana, wimM Apyrux OpraHuM3auMoHHO-
TEXHUYECKNX Mep, B TOM 4uCne npoBeAeHMEe MeponpusaTMi NO HeAOoNYLLEHWUIO
N3bATUS KOHTPOJIIEPA KOMIMJIEKCA;

— Hannuume aAMUHUCTpaTopa 6e3onacHoCTH nHbopmaumnm -
NPMBUNErMPOBAHHOIO MoSb30BaTesNsl, MMewwero ocobbli cTaTyC M abContoTHble
nosHoMounsi. 0O653aHHOCTM aAMUMHUCTpaTopa bBW No npuMMEHEeHU KOMMNeKca
N3N10XEHbI B AOKYMEHTe «PykoBOACTBO aAMUHUCTpaTopa»
11443195.4012.038 90/11443195.4012.054 90/ 37222406.26.20.40.140.079 90/
37222406.26.20.40.140.097 90;



— ydyeT HocuTenem nHdpopmaumm u naeHTUOUKaATOpPOB Nosib3oBaTeNnen;

- nepuoamyeckoe TeCTUpOBaHME CpencCTB 3alMuTbl KOMMekca <«AKKopAa-
AM/[3».

4. CocTaB KOMMJieKkca

Komnnekc C3WN HCO <«Akkopa-AM[3» BknwuyaeTr B cebss nporpamMMHblie un
annapaTHble cCpeacTBa.

4.1. AnnapaTtHble cpeacTBa

AnnapaTHble cpeactea komnnekca C3M  HCO  «Akkopa-AMA3»  (TY
26.20.40.140-097-37222406-2021) Bkto4atoT B cebs:

- OAHOMJIaTHbIM KOHTPOJIJIEP - NpeacTaBnsieT cobol KapTy paclMpeHUs
(expansion card), ycTaHaBnmBaeMyto B CBO6OAHbIA CNOT MaTepUHCKOM nnatbl NM2BM
(PC). KoHTponnep W3rotoBfieH MO COBPEMEHHOM TEXHONOMMM MHOIMOC/OMHbIX
neyaTHbIX MAaT C NOKPbITUEM XMMWUYECKMM 30/I0TOM C MUCMNOSb30BaHMeM Haumbonee
COBpPEMEHHOMN 3neMeHTHOoM 6a3bl, sABNseTcsa yHuBepcalbHbIM, He TpebyeT 3aMeHbl
npu nepexoae Kk apyrnum tunam OC.

- CbEeMHUK mHpopmaynn c KOHTaKTHbIM YCTPOHCTBOM,
obecneumBaoWmMn UHTepdENC Mexay KOHTPONIEPOM KOMMJeKca M nepcoHasbHbIM
NAeHTUHUKATOPOM MNoNb30BaTENS.

— nepcoHasibHbIH HMAEeHTUuKaTrop nosab3oBarens. KoHTponnep
KoMmniiekca «Akkopa-AMA3» (TY 26.20.40.140-097-37222406-2021) nogaepxumsaet
paboTy co cneayrwmnMMmn TMNnaMm NepcoHanbHbiX NAEHTUPUKATOPOB:

o LLNMKA-nauT;

e LLUNMKA-naut Slim;
e LLNMKA-2.0;

e DS-1993;

e DS-1996;

e PyTOKeH Lite;

e PyTOKeH S;

e PyTokeH 2UIT 2.0;

e PyTOkKeH 2151;

e JaCarta Bepcuun 1.5;
e eToken PRO (Java);
e ESMART® Token INOCT.

KoHKpeTHbIn Habop MaeHTU(PUKATOPOB 3aBUCUT OT Bepcuu pesngeHTHoro 0
«Akkopa-AMA3».

Kaxabin  umnaeHTudumnkatop obnagaer YyHUKaAbHbIM  HOMEPOM, KOTOpPbIN
dopmupyeTca TexXHONOrMYeckn n nopaenaTtb KOTOPbIM MpPaKTUYEeCKUM HEBO3MOXHO.
O6bbeM naMaATW, AOCTYMHOM ANs  3anucu M YTEeHUs, 3aBUCUT OT Tuna
naeHtTudpukaTtopa. [llogpobHee 0 nopsake  MCNOMb30BaHMA  NepCOHAasbHbIX
naeHtTudpukaTopos cM. n. «MaeHTndukatopbl» PykoBoaCcTBa NO  YCTAHOBKE



11443195.4012.006 98 / 11443195.4012.006 98 05 / 11443195.4012.038 98 /
11443195.4012.054 98 / 37222406.26.20.40.140.079 98 /
37222406.26.20.40.140.097 98, BxoAsiLwero B KOMMJAEKT NOCTaBKMU KOMMeKca.

KonuyectBo M TuN uAEHTUDUKATOPOB, MoauMdUKAUMS KOHTponnepa u
KOHTAKTHOIO YCTPOMCTBa OroBapuBalOTCsA MpU NMOCTaBKE KOMMIEKCA U yKasbiBaloTCA
B GopMynsipe (37222406.26.20.40.140.097 ®O).

4.2. NMporpaMMHble cpeacTBa

MporpamMMHoe obecneyeHne KoMMnaekca BK/O4YaeT B cebs PE3INAEHTHYIO U
HEPE3NAEHTHYHO COCTaBnAOLWNE.

Pe3anaeHTHass 4acTb NporpaMMHOro obecneyeHmss KOMMJEKCa pa3MeLllaeTcsa B
3HeproHesaBucMmMom  pnaw-namMaTyu  CNeymanusmMpoBaHHOIO  KOHTpoasiepa WU
BKJ/1lOYaeT B cebqa:

— cucTteMHoe nporpamMmmHoe obecnedyenune (CrO), Bknwovatowee B cebs:

— qaapo OC Linux;

— wTaTtHbIK Habop yTuaut ana dyHkuymoHupoBaHus OC Linux, paboTbl
KOMMJieKCa Ha pa3HblX annapaTHbiX nnaatdpopmax, GyHKLUMOHUPOBAHUS annapaTHOM
COCTaBNSALWEN KOMMNEKca N nepcoHanbHbIX UAEHTUDUKATOPOB;

— pe3ngeHTHble apanBepbl Crneunanm3npoBaHHbIX KOHTPOIIEPOB;

— pe3ngeHTHble ApanBepbl NepCOHaNbHbIX NAEHTU(MUKATOPOB.

—  dyHKUMOHaNbHOEe nporpamMMmHoe obecnedyeHne (OM0O), peanusyollee
KoMMjeKkc Mep no 3awmte nHgpopmaumm ot HCA.

CNO n OO koMmnfaekca Ha 3Tane WU3roToBneHUs usgenusa obbeAMHSTCS B
eanHoe pe3sngeHTtHoe [0 (firmware), KOTopoe XpaHUTCS B 3HEProHe3aBMCUMOW
dn3aWw-namMaT cneunanmManpoBaHHOrO KOHTposnepa.

Hepe3snaeHTHasa 4yacTb MPoOrpamMMHOro obecneyeHuns KOMMNeKca
yCTaHaBnmeaeTcs Ha N9BM nonb3oBaTens v BKAKOYaeT B cebs:
— ApanBepbl crneymann3npoBaHHbIX KOHTpO/1epOB ans BHELWHNX

onepauMoHHbIX CUCTEM;

— ApaiiBepbl NepcoHanbHbIX MAEHTUDUKATOPOB AN BHELIHUX OnepauMOHHbIX
CUCTEM.

5. 0co6eHHOCTM 3alMUTHbIX (PYHKLMN KOMIMJIEKCa

«Akkopa-AM3» - 3TO NpPOCTOM WM 4pe3BbldaMHO 3MHEKTUBHbLIM KOMMAEKC
annapaTtHo - MpoOrpaMMHbIX CpeacTB, MNO3BONAKWMUNA  OpraHm3oBaTb 6e3
pononHutenbHoro MO B coctaBe OC, «3N1eKTPOHHbIN 3aMOK» C MYHKUUAMN KOHTPONS
LLeSIOCTHOCTU CUCTEMHbIX o0bfnacTen XeCTKOro AuMcKka W NpuKNagHbIX MporpaMm
(dbannos) ana nbbix pacnpocTpaHeHHbIX TUMNOB (PannoBbIX CUCTEM.

3awWunTHbie QYHKLMU KOMIMIEKCA PEeann3yTCss UCMOSIb30BaHUEM:
1) AncumnnmHel 3awmntel ot HCA k M3BM (PC), Bkaw4as umaeHTudukaumio
nonb3oBatenem NO YHUKANbHOMY MUAEHTUHUKATOPY U UX ayTeHTUdukKayuio

(noaTeBepXxaeHne NOASIMHHOCTM) C Yy4eTOM HeobXxoAMMOW ASIMHbI Maposid, BPEMEHMU
€ro >XW3HW, orpaHuyeHnem BpeMeHun gocrtyna cybvekta K N2BM (PC).
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2)KOHTpONs UEeNIOCTHOCTU KPUTUUHBIX C TOYKM 3peHunss MHEOOPMaLMOHHOMN
6e30nacHOCTM CUCTEMHbIX obnacten m dannos, NMporpaMMm U AaHHbIX A0 3arpy3ku
OC- amMcumnauHbl 3aWmnTbl OT HECAHKLUMOHMPOBAHHbLIX MOAUMUKAUNIA N LOBEPEHHOM
3arpy3km OC.

3)ApyrMx  MexaHu3MOB 3alunTbl B  COOTBETCTBUM C  HOPMATUBHbLIMMU
[OKYMEHTaMK Nno 3awmnTte n TpeboBaHMsaMN 3aKasunka.

HagexHocTb (QYHKUMOHMpPOBaAHUS cucTtembl 3awmntel M3BM (PC) ot HCA
obecneumBaeTcsa BbinonHeHmem cpeacrsamm C3N HCO «Akkopa-AMA3» cnepyrowmx
YCNOBUNA:

1)JoCcTOBEPHO YCTaAHOB/EHA HEMU3MEHHOCTb annapaTtHon 4actu [19BM,
cuctemHoro BIOS, kputuuHbix ¢dannos OC M npuknagHblX nporpamMm Ans
AAHHOro ceaHca paboTbl.

2)KpoMe npoBepeHHbIX NporpamMMm B AAHHOW MpOrpamMMHO-annapaTHOM cpene
MN2BM (PC) He 3anycKanocb N He 3anyCKaeTCd HMKaKUX MHbIX NPOrpamm.

3)ckntoyeH 3anyck MpOBEPEHHbLIX MporpaMMm B Kakom-nmbo MHOM cuTyauuu,

T.€. BHE NpOBEpPEHHON cpeabl — MpuM yCTaHOBMEHHOM cneuwnanbHoM MO C3U

HCA.

4)YcnoBua 1-3 BbINOAHAKTCA B 060N MOMEHT BpeMeHW Ans  BceX
nosib3oBaTtenen, ayTeHTUAUNUMPOBAHHbIX 3alUMTHbIM MEXAHM3MOM KOMMJeKca.

OcobeHHocTbio C3U HCL «Akkopa-AM[3» saBnsietcsa npoBeaeHue npoueayp
naeHTudukKaumm, ayTeHTMduKaumMm W  KOHTPOAS LEeNOCTHOCTM A0 3arpysku
onepauuvoHHOM cuctembl. ITO0 obecneumBaeTcd nepexBaToM  yrpaBneHus
KOHTPO/IIEPOM KOMIMJIeKCa B TeyeHue TakK HalbiBaeMon npoueaypbl ROM Scan, cyTb
KOTOPOW 3aK/lo4aeTcs B creaytoLlem:

B npouecce HadanbHOro craprta nocae NpoBepKM OCHOBHOrO obopyaoBaHus
BIOS Mn2BM (PC) HayMHaeT nouck  BHewHumx [3Y B  AnanasoHe
800:0000+E000:0000 c warom B 8 K. lNpun3HakoM Hanuuuga MN3Y asnaerca Hanmume
cnoea AA55H B nepBOM cnoBe nNpoBepsieMoro uMHTepsana. Ecnn gaHHbIM nNpu3Hak
obHapyxeH, TO B cneaywuweM bante coaepxutcsa anumHa MN3Y B cTpaHuuax no 512
6anT.

3aTeM BblYUCNIAETCA KOHTPOJSibHAs cyMMma Bcero 3Y, n ecnn oHa KoppeKkTHa -
bynet npousBeneH BbI30B Mnpoueaypbl, pacrnonoxeHHon B l3Y co cMeweHuneM 3.
Takas npoueaypa o06blMHO wcnonb3yetrcsa Ana  uHUumanusauymm BIOS nnat
paclUMUpPEHNs, YCTAHOB/IEHHbIX B [2BM.

B C3N HCO «Akkopa-AM[3» B 3TOM npoueaype npoBoaMTCA MHULUMANU3aums
BHyTpeHHero BIOS’a kKoHTponnepa, nepexBaT TOYKM 3arpy3kuM wu BO3BpaT B
npoueaypy ROM Scan. Takon anropuTtM obecneumBaeTr  KOpPPEKTHYIO
MHMUManNn3aunto Bcex yctponcrts NM2IBM. lNocne 3aBepleHnsa npoueaypbl ROM Scan
ynpasneHue nepefaeTcd Ha TOWUKY 3arpy3ku, W BOT 34eCb YXe HayumHaeTt
BbINO/IHATLCA NporpamMma, 3anmcaHHas B SHEepProHe3aBUCMMOW NaMATU KOHTposinepa.
Craptyetr cobctBeHHas OC C3U «Akkopa-AM3», BbINOAHSAKTCA MAeHTUdUKaUKUS,
ayTeHTUdUKauMsa nonb3oBaTens, KOHTPOJb annapaTtypbl U (annoB Ha >XXeCTKOM
ancke. lNMpwu nonbitke HCA, nn HapyweHnn LenoCTHOCTM BO3BpaT U3 npouenypbl He
NpoOMCXOoANT, T.e. AalbHenwas 3arpy3ka BbINONHATbLCA He byaeT. BHyTpeHHee [0
KOHTpoO/siIepa TakKXe UCKYaeT BO3MOXHOCTb 3arpy3kum [1D9BM €O CMeHHbIX
HocuTenen (FDD, CD/DVD-ROM, ZIP, USB-HakonuTenen n ap.) Ans nonb3oBaTtenen,
He BXOASWMX B rpynny aagMMHUCTPATOPOB.
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Mocne npeabsBAEHUS  MepCcoHanbHOro unaeHTUdUKaTopa MNpou3BOAMTCSA
ayTeHTUdUKaumsa nosb3oBaTtensd. [lonydyeHHble J[AaHHble CyXaT OCHOBOM AN
BbluMCeHnsa xew-OyHKUNKU, N N0 3TOMY 3HAYEHUIO OCYLLECTBASETCS NOUCK B CUCKe
3aperncTpupoBaHHbIX MNOSib30BaTenen, KOTopbin XpaHutca B DHI1 KOHTponnepa.
Ecnn nonb3oBaTtenb 3aperncrpyposBaH B KOHTposuiepe AM/[3, TO BbINOJHAETCH
KOHTPOJIb LLe/IOCTHOCTU YCTaHOB/IeHHbIX B [M19BM (PC) TeXHMYeCcKnx n nporpamMmMHbIX
CpeAacTB MO CNUCKY, CO34aHHOMY aAMUHUCTpaTopoM BU.

Ons npoBedeHunss npouenypbl ayTeHTUdPUKaumm npenycMoTpeH pexuMm
oTobpaxkeHUss Naposisd B CKPbITOM BuAe Npu BBOAE - B BMAE CUMMBOJIOB <*>. DTUM
3aTPpyAHSIeTC BO3MOXHOCTb pacCKpbITUS JIMYHOrO Naponsd W MUCNOSb30BaHUSA
yTpayeHHOro (NOXULWEHHOro) naeHTudukaTtopa.

OcHoBOW ANs AOCTMXEHUSA HaAeXHOro (PyHKUMOHMPOBAHUSA CUCTEMbI 3aLUThbl
SABNSIeTCA KOHTPOJIb LLEeSIOCTHOCTU TEXHUYECKUX U nNporpaMMHbiX cpeacts MN2BM (PC)
nepea KaxabliM ceaHcoM paboTbl nonb3oBaTtensd. DTUM obecnedmBaeTcs 3awimTta oT
HECaHKLUMOHMUPOBAHHbIX MoAMMDUKAUMA U BHEAPEHUS pa3pyLllatowmx MNporpaMmMHbIX
BO3AENCTBUI (3aKNadoK, BUPYCOB U T.A4.).

KoHTponb uenoctHocth B C3M HCO <«Akkopa-AMA3» BbINOSHAETCA Ha
annapaTHOM YypoBHe (CpeAcTBaMuM KOHTpOJsiepa KOMMaekca) C WUCMoNb30BaHUEM
anropuTMa nowaroBoro (CTyneH4yaToro) KOHTPOASA LEeNOoCTHOCTM, CYyTb KOTOpPOro
CBOAMTCA K cnepywoweMmy - A78 KOHTPONS AaHHbIX Ha i-M JIOTMYECKOM YpPOBHE uX
npeacraBfeHns ANnsg  JyteHusa  TpebyeTcs  MCNoNb30BaHuWe  npeasBapuTenbHO
NPOBEPEHHbIX Ha LEeSIOCTHOCTb npoueayp i -1 - ro ypoBH4.

MporpaMmbl, peanusylowme MexaHU3M KOHTPOSS LesIoCTHOCTU KOMMJeKca,
AAMWUHUCTPUPOBaHUA M ayauT paboTbl Nosb3oBaTenen 3awuuleHbl OT NoAAeNnku u
HECaHKLUMOHMPOBAHHOM MoAMMUKALUMKM 3@ CcYeT UX XpaHeHumss B obnactum
3HeproHe3aBUCMMON NaMATU, KOTOpas 3almiieHa oT 3anucu.

6. NMNocTaBKa KOMIMJ1IeKca

Komnnekc C3UW HCO <«Akkopa-AMA3» ana [M2BM (PC) nocrtaBnseTrca B
KOMMJIEKTHOCTMN, COOTBETCTBYOLWEN TeXHn4Yecknum ycnosumam (TY 26.20.40.140-097-
37222406-2021).

Moamdurkauma TeXHUYECKUX CpeacTB M ChneumanbHOro nporpaMMHOro
obecneyeHunsi, NOCTaBASIEMOr0 COBMECTHO C KOMMJ/IEKCOM, OrOBapuBaeTCs NMpu 3akase
B COOTBETCTBUM C NOTPEOHOCTAMM 3aKa3unKa M yKasbiBaeTcs B popmynspe.

7. YCTaHOBKAa U HAaCTPOMKa KOMIJIeKca

YCTaHOBKA KOMMJeKca OCYyLWeCTBAsSeTCsa, KakK npaBwao, cneyuanncramm
3aka3uunka (lMoTpebutens) B COOTBETCTBUM C TpebOBaHUSAMM 3SKCMyaTaLuMOHHOM
OOKYMeHTauum.

YcTtaHoBKa 1 Hactponka komnnekca C3U HCA «Akkopa-AM3» BKAKO4YaeT:

1)YcTtaHoBKY niaTbl KOHTpossiepa B cBO6oAHbLIN cnoT NMN2BM n noacoeamHeHune
KOHTaKTHOro ycTtpouctea (CbeMHMKa UWHPoOpMaumm) — cM. PyKOBOACTBO 1O
ycTaHoBke 11443195.4012.006 98/ 11443195.4012.006 98 05/11443195.4012.038
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98/ 11443195.4012.054 98 /37222406.26.20.40.140.079 98/37222406.26.20.40.
140.097 98.

2)Perncrtpauuio agmmHuctpaTtopa bW (cynepsusopa), B TOM 4yucie, HaCTpPOMUKY
KOMMaeKkca B COOTBETCTBUM C KOHdUrypaumen TexHun4dyeckmx cpeacrs [12BM
(noapobHee cM. «PykoBOoACTBO MO yCTaHOBKe» U «PykoBoACTBO aAMMHUCTpaTopa»,
BXOASWME B KOMMNNEKT NOCTaBKN KOMMNEKCA).

3)Perncrpaumnio nonb3oBaTesien U HaCTPONKY 3alUMTHbIX CPEACTB KOMMeKca —
CM. «PyKOBOACTBO alMMHUCTpPATOpPa».

8. YnpaBneHue 3awimton nHopmauumm

Co3pnaBaemasd CTpyKTypa 3awnTtbl MHPopMauun B NMIBM (AC) npu npuMeHeHnu
komnnekca C3W HCO <«Akkopa-AMA3» p[os/mkHa noaaepXmBaTbCd MEXaHU3MOM
YCTaHOBMIEHNs nNoaHoMoumi nonb3oBatenam [M2BM (AC) wu  ynpaBneHMeM wux
AOCTYNOM K MHdopMaumu.

Ona atoro Ha npeanpuatumn (yuypexaeHuun, doupme u T.4.) co3gaeTtcs cnyxba
6esonacHoctn wuHdbopmaumm (CbBWN) wnm Ha3HavyaeTcs OTBETCTBEHHOE NuUuUO
(agMuHKUCTpaTop 6e3onacHOCTN MHpOpMaUKMKM), HA KOTOPbIX Bo3naraeTcs pa3paboTka
W BBOJ B AENCTBME OpPraHM3aunMoOHHO-NPaBOBbIX AOKYMEHTOB Mo npuMeHeHuto MN2BM
(PC) c BHeapeHHbIMW CpeacTBaMM 3aWUTbl KOMMNekca <«Akkopa-AMA3». DTuMmun
OOKYMeHTaMun npeaycMaTpuMBaeTcsd BeAdeHue psada Y4YeTHbIX UM 06beKTOBbIX
AOOKyMeHTOB  (Hanpumep, <«XXypHan y4yeTa BblAaHHbIX WAEHTUHUKATOPOB»,
«UHCTpYKUMM Nno npuMmeHeHuto [M2BM ¢ ycTaHoBMeHHbIMM KoMMnekcamn C3U
«AKKOpA» ANS pasfINYHbIX KaTeropuvm AO/DKHOCTHbIX nuuy v ap.). B paspaboTtke
Heobxoanmon aokymeHTaumm OKB CAlP MoXeT okazaTb HE06X0ANMYIO NOMOLLb.

9. OrpaHun4YeHMa No NpMMEeHeHUI0 KOMIJ1IeKca

1. MAK C3N HC[ «Akkopa-AM/3» MOXeET MCcnosib3oBaTbCa B cocTtaBe N2BM
C UeHTpanbHbIM npoueccopoM apxutekTypbl x86 (IA-32) unu x86-64 (AMD64), c
obbeMOM AMHaMuyeckon onepaTtmBHon namsaTM (RAM) He MeHee 128 M6, npwu
Hannuyunu cBoboagHOro pasbemMa Ha MaTepuHCKoM nnate [M29BM, coOTBETCTBYHOLLENO
™My KOHTponepa AM/[3. Tunbl KOHTpO/1ePOB «Akkopa-AMA3» C
COOTBETCTBYHOLMMM UM WMHHBIMU WHTepdencamm Ha MaTepuHckon nnate [12BM
npeactassieHbl B Tabnuue 1. PacnonoXxeHne 3n1eMeHTOB WM pa3beMoOB Ha nnaTtax
KOHTPONNEpoB <«AKKOpA» PpasnyHbix Moaudukaumnm cM. B PykoBoacTBe Mo
ycTaHoBke 11443195.4012.006 98/11443195.4012.006 98 05 /11443195.4012.038
98/ 11443195.4012.054 98/ 37222406.26.20.40.140.079 98/ 37222406.26.20.40.
140.097 98.

Ta6nuua 1 - Tunbl KOHTpOJ/UIEepoB «Akkopa-AMA3»

LLUuHHBbIN nHTepdeiic cnota CBT Twun KoHTponnepa
PCI-express Akkopa-GX
mini PCI-express Akkopa-GXMH
M2 Akkopa-GXM2

2. MAK C3UW HCO <«Akkopa-AMA3» npeanonaraeTr Hanuvuyme Ha [19BM
nobon n3 OC, noaanepxusarwen dpannosble cuctembl FAT12, FAT16, FAT32, NTFS,
HPFS, Ext2, Ext3, Ext4, FreeBSD UFS/UFS2, Solaris UFS, QNX4, MINIX, ReiserFS.
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10. NMpaBoBble acneKkTbl NPUMMEHEHUA KOMIJIeKCca

MporpaMMHoO-annapaTtHbiM  KoMnnekc <«Akkopa-AMA3» wn conyTcTByloWwas
AOKYyMeHTaumsa 3aluuleHbl 3aKOHOM Poccunm 06 aBTOpCKMX nMpaBaxX, a Takxe
nosioxkeHnamm MexayHapoaHoro [lorosopa.

Jlloboe wcnonb3oBaHWe [aHHOMO KOMMAEKca B HapyweHue 3akoHa 06
aBTOPCKUX MpaBax WM B HapyweHue nonoXxeHnn 3 Ha komnnekc «Akkopa-AMI3»
byaeTt npecnenoBaTbCs B YCTAHOBAEHHOM MOpsiAKe.

ABTOpCKkMe npaBa Ha nporpamMMHoO-annapatHbii kommnaekc C3U HC/A
«AKkopa-AM/A3>» un nocraesisieMoe C HUM cneuynasnbHoe 10O npuHagnexar
OKb CAIP

Paspewaetca pgenatb apxXuMBHble KOMUWU  CreuuasnbHOro  nMporpaMMHOro
obecneuveHnsa komnnekca <«Akkopa-AMA3» ana wucnonb3oBaHusa [loTpebutenewm,
KOTOpbIN Npnobpen KOMMNeKC B YCTAHOBIEHHOM nopsiake.

Hn npu kKakux o6CTOATENBCTBAX MOCTABMASAEMOE CreuuasnbHOe MNporpaMMHoe
obecrneyeHne He pacrnpocTpaHsieTcss Mexay ApyruMmn npeanpusatuamm (bpupmamm) m
nmuamu.

Ypanate B npoaykumn OKBE CAlP yBenomneHue 06 aBTOPCKMX MNpaBax He
A0MNyCKaeTCsa HM Npu Kakux ob6CcTosaTenbCcTBax.

Mpn HeobXooMMOCTU MPUMEHEHUA CpeacTB KoMmnnekca «Akkopa-AMA3» ans
APYrnx uenen peleHuve 3TOro BOMpoCa BO3MOXHO TO/IbBKO MpU  HanMuuu
MMCbMEHHOro cornacus pa3paboTymKos.

OTMeTMM, 4TO nNpeablayliMe OorpaHuyYeHMd He 3anpewarT NnerajsbHbiM
NoNb30BaTeNsIM  pacnpocTpaHsaTb CO6CTBEHHble WCXOAHble KOAbl WAW  MOAYNN,
CBsiI3aHHble C MpuMeHeHMeM cneuunanbHoro MO ana komnnekca <«Akkopa-AMA3».
OpgHako, TOT, KTO nMofy4yaeT TakKue WUCxXodHble KoAbl WM  MOAYynN, [OOJIKEH
npmobpectn cobCTBEHHYK KOMUIO Hawero creuuanbHoro MO, 4yTobbl Ha 3aKOHHOM
OCHOBaHMM UCMOMb30BaTb €ro U UMeTb cepTUdmKaT COOTBETCTBUS.

OTHOCMTENbHO (MU3MYECKMX 3SK3eMNAApoB annapaTtypbl M AOKYMeHTauuu,
nocTtaBnsieMblX B cocTaBe Komriekca «Akkopa-AMA3», OKBE CAIP rapaHTupyeT ux
MCMPaBHOCTb B COOTBETCTBMM C rapaHTUMHbIMKM 06s13aTeNlbCTBaMU, YKa3aHHbIMU B
dopmynspe.

Mpn o6HapyXxeHnn owmnbok wunm pedeKkToB NONb30BaTENb HanpaBnser
noapobHyto peknamaumio B OKB CAIP B ycTtaHoBneHHoM nopsake. [lpu 3Tom
obsa3aTenbHbIM SABASETCA HaMunme CepUMHOro HOMepa Ha nnate KOHTposiiepa W
dopmMynapa Ha KOMMJeKc.

Komnnekc «Akkopa-AMA3» nocTaBfgeTcd Mo npuHUMNY «as is», T.e.
BNnajenblbl aBTOPCKMX MNpaB HU Mpu Kakux obcTtosaTenbCTBax He npeaycMaTpuBatloT
HMKAKOW KOMMeHcauMun 3a AonosHUTeNbHble YObITKM Nonb3oBaTens, Bkaoyasa nobbie
notepu npmbbiaM, MOTEPU COXPAHHOCTU WKW  Apyrue ybbITKU, BCNeacTBue
aBaApPUMNHbBIX CUTYaLUUN NN UX NOCNEACTBUN, YObITKMN, KOTOPbl€ MOIYT BO3HUKHYTb U3-
3@ UCMOJSIb30BaHUA UM HEBO3MOXHOCTU MCMNO/b30BaHMA HAWeEN NpoayKLUmU.

Mpn nokynke v npuMeHeHUU Komniekca <«Akkopa-AMA3» npegnonaraercs,
4YTO NoOKynaTeflb 3HAaKOM C AaHHbIMKM TpeboBaHWUSMM WU COrflaceH C MOJSIOXEHUAMN
HacToswWwero pasaena.
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11. TexHn4yeckasa noaaepKkKa

B cnyyae Heobxoammoctn koHcynbTaumm AO «OKB CAlP» npeanaraer 6e3
OOMNOSHUTENbHOM onnaTbl C noHegenbHuMka no natHuuy ¢ 10-00 go 18-00 (no
MOCKOBCKOMY BpeMeHu) obpallatbcsa no tenedoHaM:

+7 (495) 994-49-96
+7 (495) 994-49-97
+7 (926) 762-17-72

MWAM no ajgpecy 3NeKTpoHHoM nouTbl help@okbsapr.ru. Haw appec B
NHTepHeTe http://www.okbsapr.ru/.



