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AHHOTALUNWA

Hactoawmnmn [OOKYMeHT SBNSeTCS PpyKOBOACTBOM MoJsib3oBaTens Ccpeacrsa
3awmnTbl MHPopMaumm ot HCLO - annapaTHOro Moaynss AOBEPEeHHOW 3arpy3ku -
«Akkopa-AMA3», panee no TekCTy <«Akkopa-AM[3», U npeaHasHadyeH Ans vy,
NAAQHUPYIOWNMX WU OpPraHu3ywWwmx 3awmty uHdopMaumm C MUX UCNOSIb3OBaHWEM B
cucTteMax u cpeacreax nHgpopmaTtmsaumm Ha 6ase N2BM.

B nokymeHTe npuBeaeHbl OCHOBHble (OYHKUMWM MU OCOBEHHOCTM 3KCnayaTauuu
komnnekcos C3N HCO «Akkopa-AMA3», paboTarowmx Ha OCHOBE KOHTPOJI/IEPOB:

— Akkopa-5.5(e), Akkopa-LE, Akkopa-GX, Akkopa-GXM, Akkopa-GXMH (ans
C31N HC[ «Akkopa-AM3», BbinyckaeMmoro no TY 4012-038-11443195-2011);

— Akkopa-GX, Akkopa-GXMH, Akkopa-GXM2 (pna C3UM HCO «Akkopa-AMA3»,
Bblnyckaemoro rno TY 4012-054-11443195-2013 n TY 26.20.40.140-097-37222406-
2021);

— Akkopa-GXM2 v.P, Akkopa-GXM2 v.S Ha 6asze MukpokoHTponnepa PIC18,
Akkopa-GXM2 v.S Ha 6a3e MukpokoHTponnepa PIC32 (ana C3M HCO «Akkopa-
AM[3», BbinyckaeMbix no TY 26.20.40.140-108-37222406-2022 wu TY
26.20.40.140-115-37222406-2023);

— Akkopa-GX, Akkopa-GXM2, Akkopa-GXM2 v.P, Akkopa-GXM2 v.S (ansa C3U
HCO «Akkopa-AM3», Bbinyckaemoro no TY 26.20.40.140-079-37222406-2019);

— Akkopa-GXM2 v.P, Akkopa-GXM2 v.S (ana C3M HCO «Akkopa-AM[A3»,
Bblnyckaemoro no TY 26.20.40.140-113-PACY-2023).

Mepen yctaHOBKOW W 3KkcnnyaTtaumen komnnekca C3U HCO «Akkopa-AMA3»
Heob6XoAMMO BHMUMATENbHO O03HAKOMUTBCA C KOMMJEKTOM 3KCrjayaTaunMoHHOM
OOKYMEeHTauMm Ha KOMMAEKC, a TaKXe TMpuHATb Heobxoaumble 3alluuTHble
OpraHM3auMOHHbIE Mepbl, peKOMeHAYyeMble B JOKYMEHTaLuNN.

NMpMeHeHue 3alMTHbIX CPeAcTB KOMMNeKca AO/HKHO AOMOMAHATbCSA 06WwuMu
MepaMun TexXHn4yeckom 6e3onacHoOCTH.
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NMPUHATbBLIE TEPMUHbI N OBO3HAYEHUA

AamuHncrtparop bUN (nan  ABU) - agmunHucTpatop  6e30mnacHOCTU
MHpopMaumn, NpMBMUNErMPOBAHHbLIA MOMb30BaTelb — AO/DKHOCTHOE SINLO, MMetloLee
ocobbln cTaTyC M abcontoTHble nosHoMmouus (cynepsusopa). AaMUHUCTpaTop BU
nnaHupyeT 3awmTty MHOpMauum Ha npeanpusatum (yupexaeHuun, dupme v T.4.),
onpeaensieT npasa AOCTyna MoSb30BaTeNsiM B COOTBETCTBMU C YTBEPXAEHHbIM
MnaHoM 3awuTbl, OpraHM3yeT YyCTaHOBKY kKoMmniekca B CBT, akcnayatauumio wu
KOHTPONb MpPaBUABHOCTU Ucnonb3oBaHnsa CBT ¢ BHeApeHHbIM KOMMEKCOM
«AKKOpA», B TOM 4WUCNE, YYEeT BblAAHHbLIX WAEHTUHMKATOPOB, OCYLUECTBNSAET
nepuoanyeckoe TeCTMpoBaHue CpeacTB 3aWMTbl KOMMIEKCa.

HdoBepeHHass 3arpy3ka - 3arpy3ka OC Tonbko nocne npoBeaeHus
KOHTPOJIbHbIX  npoueayp naeHTnduKaummn/aytTeHTMduKaumm nonb3oBaTenen,
NPOBEPKN  LESIOCTHOCTM  TeXHUYeCKMX W nporpamMmHbiXx cpeacte CBT ¢
MCMOJSIb30BaHUEM afirOpMTMa nowaroBoro KOHTPOa LenoCTHOCTMW.

NpgeHTnbnkarop - cneuymanbHoOe YCTPOUCTBO, coaepXauwee YHUKaNbHbIN
NpM3HaK Mosb30BaTens, C KOTOPbIM 3aperncTpupoBaHHbIM NONb30BaTeENb BXOAUT B
CUCTEMY M KOTOPbIA UCMONb3YETCS CUCTEMOW AN OnpeaeneHus ero npas, a Takxe
ana  perncrtpaumm dakta A0CTyna WM XapakTepa BbIMOJHAEMbIX MM paboT wunm
NnpeaocTaB/sieMbIX €My YCyr.

Monb3oBaresib — cy6bekT AoCTyna K obbekTaM (pecypcam) CBT.

Ownbkn - wuvHbOpMaunsa, BbIBOAMMAS HA AUCMMEN, YyKasbliBawwas Ha
HenpaBWIbHOCTb AeNCTBMIN, c6on, aBapun KOMNaeKkca.

CoobuweHns - nidopmaums, BbIBOAMMASA Ha AuCrien, Kotopas coobwiaeTr o
OENCTBUAX, TpebyeMbix OT Mosib30BaTens, 0 COCTOSSHUM MPOrpamMmMbl U O KOPPEKTHO
3aBepLUEHHbIX AENCTBUSAX.
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NEPEYEHb COKPALLUEHUN

AMA3 AnnapaTHbIn MOA4Yb AOBEPEHHOW 3arpy3Ku
ABU AaMuHucTpaTtop 6e3onacHoOCTM MHdopMaLnmn
JIBC JlokanbHasa BblYMCNUTENIbHAA CETb

HCAO HecaHKLUMOHNPOBAHHbLIA AOCTYN

0oC OnepaunoHHasa cucrteMa

MK NepcoHanbHbIM KOMMbLIOTEDP

no NMporpamMHoe obecnedeHune

nea Mpasuna (NOAUTUKM) pa3rpaHUYeHns goctyna
MN2BM NepcoHanbHasa 3/1eKTPOHHO-BbIYNCIUTENbHAA MaLLUWHa
PC Pabouas ctaHums

CBT CpeAcTBO BbIYNCINTENIbBHON TEXHUKN

C3un CpeacTBo 3aWuThbl MHMDOPpMaunm

TY TexHnyeckune ycnosus
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1. O6wme cBegeHnsa

1.1. HazHauyeHue KoMnJieKkca

C3N HCO «Akkopa-AM[3» gBnseTca NporpaMmMHO-TEXHUYECKUM CpencTBOM,
KoTopoe peanu3yeT @GYyHKUMM NO NpefoTBpalLeHUto HeCaHKUMOHWMPOBAHHOMO
AOCTyna K MporpaMMHbIM 1 (KMNKM)  TeXHUYEeCKMM  pecypcaM  CpeacTBa
BbIYNCNINTENbHON TEXHWKW Ha 3Tarne ero 3arpy3ku v npowen ceptuduKauuoHHbIe
NCNbITaHUS:

- B ®CT2K Poccunm B COOTBETCTBMM C TpeboBaHMAMW [OOKYMEHTOB
«TpeboBaHuss K cpeactBaM JAoBepeHHoW 3arpy3ku» (OCTIK Poccun, 2013),
«Mpodunb 3aWwmTbl CpeacTBa AOBEPEHHOM 3arpy3ku YpPOBHS MAaTbl pacllMpeHus
yeTBepToro knacca 3awutbl. UT.CA3. TMP4.M3» (OCTIK Poccun, 2013) npwm
BbIMO/THEHUN OrpaHNUYeHnn, yKasaHHbiX B TY 4012-038-11443195-2011;

- B ®CB Poccmm Ha cooTBeTcTBMe TpeboBaHMSM K annapaTHO-MpPOrpaMMHbIM
MOAY/NSAM fOoBepeHHOM 3arpy3ku 2BM no I knaccy 3awmTbl n knaccy cepsuca b (TY
4012-054-11443195-2013);

- B ®Cb Poccum Ha cooTBeTcTBMe TpeboBaHMSAM K annapaTHO-MPOrpaMMHbIM
MOAY/NAM AoBepeHHOW 3arpy3kum 2BM no II knaccy 3awmTbl U knaccy cepsuca b (TY
26.20.40.140-108-37222406-2022 n TY 26.20.40.140-115-37222406-2023);

- B ®Cb Poccum Ha cooTBeTcTBME TpeboBaHMAM K anmnapaTHO-MpOrpaMMHbIM
MOAYNSM AoBepeHHOoW 3arpy3km 2BM no II knaccy 3awmTbl U knaccy cepsuca A (TY
26.20.40.140-102-37222406-2021);

- B ®CBb Poccum Ha cooTBeTcTBMe TpeboBaHMSAM K annapaTHO-MpoOrpamMmMHbIM
MOAYNSAM AgoBepeHHon 3arpy3kmn 2BM no III knaccy 3awmTbl 1 Knaccy cepsuca b (TY
26.20.40.140-097-37222406-2021);

- B ®CT2K Poccumn B cooTBeTCTBMM C TpeboBaHNSAMM AOKYMEHTOB «TpeboBaHus
K cpeacrteaM paoBepeHHon 3arpy3sku» (OCTIK Poccun, 2013), «TpeboBaHus no
6esonacHoCcTM uWHMOpMaunnM, ycCTaHaBAMBaKWLWMe YPOBHM [OBeEpuUs K CpeacTBam
TEXHMYECKON 3aliunTbl WMHGOpMaumMm u cpeactsaM obecneveHnsa 6e30MacHOCTU
MHPOPMaUMOHHbIX TexHonorum» (OCTOK Poccuun, 2018) u «lMpodunb 3alunThbl
cpeacTBa [AOBEPEHHOM 3arpy3kuM YpOBHS MAaTbl paclMpeHUs BTOPOro Kiacca
3awmTbl. UT.CA3.MP2.M3» (®C3K Poccun, 2013) npu BbINOSHEHUU OrpaHUYEHUN,
yKasaHHbIX B TY 26.20.40.140-079-37222406-2019 n TY 26.20.40.140-113-PACY-
2023.

C3n HCO <«Akkopa-AMA3» obecneuymBaeT HeUTpanusaumio CneayroLwmnx
OCHOBHbIX Yrpo3 6e3onacHoCTM nHdopMaumn:

— HEeCaHKUMOHWMPOBAHHbIN  AOCTYN K WHQoOpMaumm 3@ CYeT 3arpysku
HewTaTHOW onepaumoHHon cucteMmbl (OC) n o6xoaa npaBun pasrpaHMYeHms A4ocTyna
wTtaTtHon OC u (Mnun) Apyrnx CpeacTB 3aliuTbl MHPOpMauun, paboTalowmnx B cpeae
wrtatHon OC;

6
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— HapylweHue uUenoCTHOCTM NpOrpaMMHON cpeabl CPeACTB BbIYUCAUTENbHOWM
TEXHUKM n (KUNM) cocTaBa KOMMOHEHTOB annapaTtHoro obecnedyeHunss CpeacTs
BblYMCNTENbHON TEXHUKN B MH(POPMALUMOHHON CUCTEME;

— HapylleHMe  UEeNoCTHOCTM  nporpaMMHoro  obecrneyeHuss  cpeacTsa
[IOBEPEHHOW 3arpy3Ku;

— HEeCaHKLUMOHMpPOBaAHHOE WU3MeHeHue KOHdurypauumm (napameTpoB) cCpeacTts
[OBEPEeHHOWN 3arpys3Ku;

— npeogoneHne unn obxon dyHKUMN 6e30MacHOCTM CpeacTB AOBEPEHHOM
3arpysKku.

3almnTHble CDYHKLI,VIVI KOMMJIEKCaA peaIn3yroTcda NCnosib30BaHNEM:

— aucumnnuubl 3awmtel o HCO k M3BM (PC), Bknw4as wuaeHTUdUKauymio
nosb3oBatenem No YHWUKANbHOMY WAEHTUPUKATOPY M UX ayTeHTUdUKaumio
(noaTBepXxaeHWe MOAIMHHOCTM) C y4YeTOM HeobxoanMOWn ASMHBbI Napons,
BPEMEHU €ro >XWU3HW, OrpaHMYeHMeM BpeMeHW poctyna cybvekta K [19BM
(PC);

— KOHTpPONS LEeNOCTHOCTU KPUTUYHbIX C TOYKM 3peHus MHEOOPMaLMOHHOWM
6e30nacHOCTM CUCTEMHbLIX obnacten u dannos, nNporpaMm U AaHHbIX A0
3arpy3ku OC- ANCUMNAMHBI 3alUTbl OT HECAHKLUMOHMPOBAHHbLIX MOoAUDUKaLWI
n poBepeHHomn 3arpy3sku OC;

— ApYrMX MEexXaHW3MOB 3alluUTbl B COOTBETCTBMW C HOPMATUBHLIMW AOKYMEHTaMu
no 3awmTe n TpeboBaHMaMMN 3aKasunka.

KoMnnekc HauynHaeT paboTy cpasy nocsie BbIMOSIHEHMS Koda cucteMHoro BIOS
KOMMNbloTEpa — A0 3arpy3ku ornepaumoHHON CUCTEMbl, U obecneuynBaeT AOBEPEHHYIO
3arpysky! ans OC, noaaepxuBarmLmnx ¢annosble CUCTEMbI:

- FAT12, FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, FreeBSD UFS/UFS2, Solaris
UFS, QNX4, MINIX, Ext4, ReiserFS (TY 4012-038-11443195-2011);

- FAT12, FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, FreeBSD UFS/UFS2, Solaris
UFS, QNX4, MINIX, Ext4, ReiserFS (TY 4012-054-11443195-2013, TY
26.20.40.140-097-37222406-2021);

- FAT12, FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, FreeBSD UFS/UFS2, Solaris
UFS, QNX4, QNX6, MINIX, Ext4, ReiserFS (TY 26.20.40.140-102-37222406-2021,
TY 26.20.40.140-108-37222406-2022 v TY 26.20.40.140-115-37222406-2023);

- FAT12, FAT16, FAT32, NTFS, Ext2, Ext3 Ext4, FreeBSD UFS/UFS2, QNX4,
QNX6, XFS (TY 26.20.40.140-079-37222406-2019, TY 26.20.40.140-113-PACY-
2023).

Komnnekc C3UN HCA onsa NM2BM (PC) «Akkopa-AM3» obecneynBaert:

) HO,I[pO6H€e CM. pasaci «HpI/IHHTBIG TEPMUHBI, 0003HaYEeHUS U COKpalICHUA» HACTOALICTO JOKYMCHTA.
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— 3awuty pecypcos N2BM (PC) oT nuu, He aonylweHHbIX K paboTe Ha Hel, Ha
oCHOBe wunaeHTUdukaumm nonb3oBatenen [M2BM (PC) no nepcoHanbHbIM
naeHTUuduKaTopam A0 3arpyskm onepaunmoHHon cuctemsl (OC);

— ayTeHTudukKauuo nonb3oatenen MN3BM (PC) no naponto anvHonm go 12
CMMBOMOB?), BBOAMMOMY C KfaBMaTypbl C 3alMTON OT pacKpbITUS napons - Ao
3arpysku onepaumoHHoun cuctembl (OC);

— 6N0KMPOBKY 3arpy3ku c oTtyyxaaembix Hocutenem (FDD, CD/DVD-ROM,
ZIP, USB-HakonuTenen v ap.);

— KOHTPOJIb UENOCTHOCTU TeXHUYeCKUX, MNpPOrpaMMHbIX CpeacTB, YC/O0BHO-
NnocTossHHOU MHpopmMauun M3BM (PC) no 3arpy3sku OC, c peanusauumen nowarosBoro
aniropMTMa KOHTpONS;

— KOHTpPOJIb LENTOCTHOCTU o6beKkToB Cbal‘;U'IOBbIX cncrteMm, pasMelEeHHbIX Ha
ANHAMUNYECKUX ONCKaX;

— [OBEpPEHHYI0 3arpy3Ky CUCTEMHOro 1 npuknagHoro MO npun oagHOBpeMEeHHOW
yCTaHOBKE Ha AuCKax WAM B JNOrMyecknx pasgenax aucka [M3BM  (PC)
Heckonbknx OC;

— peructpauuto Ha N2BM (PC) oo 126 nonb3oBatenen (ana mogenen Ha 6ase
cneumanmampoBaHHbIX KOHTponnepoB «Akkopa-5.5(e)») n go 1022 nonb3oBaTenemn
Ha ogHon [M2BM (ana ™Mopenen Ha 6ase cneumanu3mMpoBaHHbLIX KOHTPOJ/IEPOB
cemencrtea «Akkopa-LE/GX»);

— PpEerucTpaumio  KOHTPONMPYEMbIX COBbITUM B  CUCTEMHOM  XYypHare,
pasMelleHHOM B SHEPrOHE3aBNUCUMOM NaMAaTM KOHTponepa;

— BO3MOXHOCTb  (M3MYeCcKoM  KOMMyTauum  yrnpaBaslOWMUX  CUrHaAMNOB
nepudepnimnHbIX YCTPONCTB, B 3aBUCUMMOCTM OT YPOBHS MOJIHOMOYMW Monb3oBaTens,
NO3BONSAIOWEN YynNpaBnaTb BBOAOM/BbIBOAOM MHMOPMaUMM Ha OT4YyXAaemble
dusmyeckmne HocuTenn u yctpomcrtea 0bpaboTkm AaHHbIX (AN Moaenen Ha 6Hase
cneumanmanpoBaHHbIX KOHTponnepos «AkKkopa-5.5(e)»);

— aAMUHUCTpUpoOBaHuMe  BCTpoeHHoro O  koMnnekca  (peruvcrpauuio
nonb3oBaTtesiel U MnepcoHanbHbIX WMAEHTUPUKATOPOB, Ha3HadeHue dannos Ans
KOHTPOSIA UEeNOCTHOCTU, KOHTpOnb annapatHon 4actu [19BM (PC), npocmoTp
CUCTEMHOro XypHana);

— peructpauuto, cbop, XpaHeHMe wn Bblaadyy AaHHbIX O COb6bITMAX,
nponcxoaswmx 8 N23BM (PC) B yactn cuctemsbl 3awmTbl OT HECAHKLUMOHUPOBAHHOIO
aoctyna.

NoeHTnudunkauna v ayteHTudukauma nonb3oBaTesie, KOHTPOJb LEeNOCTHOCTHU
TEXHUYECKNX W nporpaMMmHbiX cpeacts M3BM (PC) BbINOMHAKTCSA KOHTPOJI/IEPOM
KOMMJieKca A0 3arpy3ku onepaumoHHON CUCTEMbI, YCTaHoBieHHon B MM2BM (PC).

D Nna mopenel «Akkopa-AM/I3» (TY 4012-038-11443195-2011, TY 26.20.40.140-079-37222406-2019 u TY
26.20.40.140-113-PACY-2023) Bepcunu 0.3.11.47 MmakcuMalibHOE JOIYCTHMOE 3HaYEHHUE AJIMHBI Tapois — 63 CUMBOJIA.
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Mpn moamndukaumm cuctemHoro MO 3amMeHa KOHTposnepa He Tpebyetcsa. Npu
3TOM obecneumBaeTcsa noadepxxkKa crneupexmma nporpaMmMUpOBaHUS KOHTposnepa
6e3 CHMXEeHNS YPOBHS 3alUMThbl.

KoMnnekc obecneymBaeT BbINOSIHEHME OCHOBHbIX (YHKUMWA 3awmTbl oT HC[
Kak B cocTase nokanbHon [12BM, Tak n Ha paboumx crtaHumax JIBC B cocTaBe
KOMMJieKCHOW cuctemMbl 3awmtbl oT HCA JIBC, B TOM 4yucne HACTpPOWKY, KOHTPO/b
(PYHKUMOHNPOBAHUSA N yNpaB/ieHNE KOMMIEKCOM.

Komnnekc C3U HCO «Akkopa-AMA3» paspabotaH OKBE CAIP Ha ocHoBaHwuu
nvueHsun OCTIK u ®Cb PO®. Komnnekc nMpouM3BOAUTCS HaA aTTeCTOBAHHOM
NpoM3BOACTBE.

1.2. CocTtaB KOMMJiekca

Komnnekc C3U HC «Akkopa-AM/[3» BbinycKaeTcs B NporpaMMHoO-annapaTtHOM
NCMOJIHEHNU N BKJIKOYAET:

e CMneuMannsMpoBaHHbIN KOHTponnep (Aanee no TEKCTY — KOHTPOSEp);

e nporpamMmHoe obecneyeHne (M0O), cocTosWwee U3 pe3nAEHTHON U
Hepe3nAeHTHON YacTeun.

Moandukaumss  KOHTposisiepa  onpedensieTcs  pa3MepoM UM WWMHHBbIM
NHTEpdEeNcom.

PesngeHTHasa 4actb [10 KoMnjekca pa3MewaeTcs B SHeproHe3aBMCUMOM
dn3w-namMaT cneunanmnanpoBaHHOro KOHTpoJIiepa 1 BKAKOYaeT B cebs:

a) CUCTeMHoe nporpaMmHoe obecneueHune (CroO):
e aapo OC Linux;

e WTATHbIM Habop yTwanT ana dyHkunoHnposaHusa OC Linux, paboTbl
KOMMAeKCa Ha pasHbiX annapaTHbiX niaatgopMax, GyHKUMOHMPOBAHMUS
annapaTHou COCTaBASAOLWEN KoMmnekca " nepCcoHanbHbIX
MAEHTU(PUKATOPOB;

e pe3naeHTHble AparBepbl CNeumannu3mpoBaHHbIX KOHTPOJ1EPOB;
e pe3naeHTHble ApaliBepbl NepPCOHAsNbHbIX MAEHTUMUKATOPOB.
6) pyHKUMOHaNbHOe nporpaMmMHoe obecneveHune (OMO):
e CpeacTBa naeHTUdUKaUMm nonb3oBaTenemn;
e CpeacTBa ayTeHTUdUKaLUMM Nonb3oBaTeNnen;
e CpeACTBa KOHTPOJA LEeNOCTHOCTU TexXHn4Yecknx cpeacts NM3BM (PC);
e CpeacTBa KOHTPO/S LEeSIOCTHOCTU CUCTEMHbIX obnacTen XXecTKoro AnUCKa;
e CpeacTBa KOHTPOS LEeSIOCTHOCTU NPOrpaMMHbIX CPeacTB;

e CpeAcTBa KOHTPONS LENIOCTHOCTM OTAeNbHbIX BeTBen peectpa (ana OC
cemencrtea Windows);

e cpeacTBa ayauTta (paboTa c XypHanoM peructpaumm cobbitnin);
e CpeacTBa aAMUHUCTPUPOBAHUS KOMNeKkca (cpeaa agMMHUCTPUPOBAHUS).
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CNnO n ®MNO komnnekca Ha 3Tane W3roToBNeHUsa msaennss obbeaAnHSAITCS B
eanHoe pe3sngeHTtHoe [0 (firmware), KOTopoe XpaHUTCS B 3HEpProHe3aBMCUMOW
d3aWw-naMaTm cneunanmn3mpoBaHHOro KOHTposaepa.

Hepe3snmgeHTHaa 4dactb [10 kKoMniiekca ycTaHasnmBaeTcsas Ha [129BM
nosib3oBaTtens un BKAYaeT B cebs:

a) AparBepbl  Ccheunanmn3vpoBaHHbIX  KOHTPOANEPOB  ANS  BHELWHUX
onepaumnoHHbIX CUCTEM;

6) ApanBepbl NepcoHanbHbIX UAEHTUMUKATOPOB AN BHELWHUX OMepaLMOHHbIX
CUCTEM;

B) uefi-Mmoaynb KoHTponnepos GXM2 v.P u GXM2 v.S (TY 26.20.40.140-079-
37222406-2019).

Ona  ypaneHHoro ynpasieHus Ccrneunanm3anpoBaHHbIM KOHTponnepom (TY
26.20.40.140-102-37222406-2021) B COCTaB KOMMJIeKCA MOXET BKJ/IOYATbCS
AONOSHUTE/IbHOE NMporpaMMHoe obecrneyeHune, yCcTaHaBIMBaeMOE KaK Ha CepBepHYIo,
Tak U Ha abOHEHTCKY 4YacTb KOMMJeKca.

JdocTyn K cpeacTBaM  alMUHUCTPUPOBAHMA WM ayauTa  KOMMekca
npeaocTaBnsieTcs ToNbKo agMuMHUCTpaTopy C3U.

Cpena aaAMMHUCTPUPOBAHUA SABMSETCA YacTblo KoMmniekca «Akkopa-AMA3» u
He TpebyeT ycTaHOBKM Kakoro-nubo pgononHutenbHoro [MO. C nomowbk Hee
aaMmHucTpatop C3UM MoxeT pobaBnate M yaansatb Mosb3oBaTenen, HasHadaTb
nonb3oBaTensaM UAeHTUGUKATOPbl M Mapoan, KOHTPOSMPOBATb anmnapaTHYK 4acTb
N2BM, npuknagHble U CUCTEMHbIE parbl, NOAYyYaAET AOCTYN K CUCTEMHOMY XYypHany
KOHTpoNepa.

Moandukaumsa KOHTposiepa OroBapuMBaeTcsd MNpu MNocCTaBKke KOMMAeKca u
yka3sbiBaetca B ®opmynspe. NoapobHee o KOHTponnepax «Akkopa-AMA3», a Takxke
06 yctponcTtBax, ¢ kotopbiMn C3UN HCL «Akkopa-AMA3» noaaep>xusBaet paboTy, CM.
«PykoBOACTBO MO YCTAaHOBKE», BXoAsiLLlee B KOMMEKT NOCTaBKM KOMMNeKca.

1.3. YcnoBua npuMeHEeHUAa KOMMJieKkca

Ana  yctaHOBKM  KoMmmiekca  «Akkopa-AMA3»  Tpebyetca  crnenyrowuin
MWHUMaNbHbIA COCTAB TEXHUYECKNX U MPOrpaMMHbIX CPeACTB:

— MN2BM, cepBep win paboyasd CcTaHUMsA, OCHOBaHHasi Ha rnpoueccope C
apxutektypon x86 (IA-32) unu x86-64 (AMD64), ¢ 06beMOM AMHAMUUYECKOM
onepatmsHon namatu (RAM) He MeHee 128 M6, dyHKUMOHMpYlOWasa noa
ynpaBneHneMm onepaumMoHHOM CUCTeMbl, noagepxusatowen by U3
dannoBbix  cuctem, npumBeAeHHbIX B noapasgene 1.1 HacTodAwero

PykoBoAacTBa;
— Hanuyue Ha MaTepuHckon nnate [2BM ceobogHoro cnota PCI/PCI-X/PCI-
Express/miniPCI-Express/M2 - B COOTBETCTBUU C TUMNOM

cneunanmnanpoBaHHOro KoOHTpoJsiiepa.
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TexHunyeckne cpeacrtea 3awmwaemon M2IBM (PC) He A0MXHbI cogepXaTb
annapaTHO-NMpPOrpaMMHbIX MEXaHWU3MOB, OPUEHTUPOBAHHbLIX Ha LUesieHarnpaBieHHoe
HapyLeHne NpaBubHOCTU PYHKLUNOHNPOBaHMSA KOMMNeKca.

B cocrtase M2BM (PC), B koTOpoM ycTaHoBneH komnnekc C3W HCA, A0MXHbI
OTCYTCTBOBaTb CpeAcTBa, MO3BONSAKOWME 3@ CYET BO3JENCTBUA CO CTOPOHDI
nosib3oBaTtesieM Ha wWTaTHble opraHbl ynpasnenusa MN2BM (PC) BocnpensaTcTBoBaThb
nepepave ynpasfieHUs KOMMAEKCY cTaHAapTHOM npoueayport ROM Scan.

1.4. OpraHMBaI.IMOHHbIe Mepbl, HeobxoaunMbie ans npunMmeHeHuns
KOoMMJieKCa

Ana 3dHeKTUBHOro NpUMEHEHUsA CpeaCTB 3alluMTbl KOMMNEKca U nogaepxaHus
Heob6xoaAnMoro yposBHs 3awmweHHoctn MN3BM (AC) U MHPOPMaLMOHHbBIX pecypcoB
TpebyeTcs:

— Hanuume aaMuHuUcTpaTopa 6e3onacHocTM wHdoOpMaumn (Cynepsu3opa;
Aanee no Tekcty - AaMuHucTtpaTtop BU) -  npuBunernpoBaHHOro
nonb3oBaTens, MMewLlero ocobbih cTaTyc M abcontoTHble MOSIHOMOYMUS.
AamunHuctpatop BW nnaHupyeT 3awuty uHOpMauuMM Ha npeanpusaTun
(yupexaeHun, dpupme n T1.4.), onpeaenseT npasa A4OCTyna rnosib3oBaTensMm B
COOTBETCTBUUN C YTBEPXAEHHbIM [11aHOM 3aWuTbl, OpraHU3yeT YCTaHOBKY
komnnekca B CBT(PC), »akcnnyataumMid WM KOHTPOAb MNpPaBUIbHOCTU
ncnonb3oBaHua CBT(PC) ¢ BHeapeHHbIM KOMMeKcoM <«AKKopa», B TOM
yncne ydyeTt BblAaHHbIX UAEHTUHUKATOPOB, OCYLLECTBNSET rnepuoamyeckoe
TeCTupoBaHue CpeacTB 3awuTbl KoMmniekca. [logpobHee 0683aHHOCTU
aagMMHUcTpatopa bW no npyvMeHeHWo KOMMAeKca W3/10XEeHbl B AOKYMEHTe
«PykoBoaCTBO agMUHUCTpaTOpa»;

— pa3paboTka N BegeHUE yYEeTHOM N 06BHEKTOBOW AOKYMeHTauun (MHCTPYKLUMUS
aAMUHUCTpaTOopa, MHCTPYKUWN nosb3oBaTenen, XypHan yJyeTa
MOEHTUPUKATOPOB U OTUYXAAEMbIX HOCUTENen rnosib3oBaTtenen un ap.). Bce
paspaboTaHHble Yy4yeTHble W O06beKkToBble [AOKYMEeHTbl AOJIKHblI 6bITb
corfiacoBaHbl, yTBEpPXAEHbl Yy PYKOBOACTBA M AoBeAeHbl A0 COTPYAHWKOB
(nonb3oBaTtenen). ITo Heobxoaumo pana Toro, 4Tob6bl [MnaH 3awmThbl
opraHusaumun (npeanpuaTtumsa, ¢upmbl U T.4.) U penctemsa CbU
(aaMuHucTpatopa BW) nonyynnu lopnanyecKkyto oCHOBY;

— ¢dusmnyeckas oxpaHa CBT (AC) n ee cpeacts, B TOM 4yucne nposeaeHune
MepOonpuaTUM NO HEeAOMYLWEHUIO N3BbATUS KOHTPOJI/1IEpa KOMMEKCa;

— wncnono3oBaHne B CBT (AC) TexHMYeCKMX W NpOrpaMmMHbIX CpencTs,
cepTndunumpoBaHHbiXx kKak B Cucteme MOCT P, Tak u B [OCyaapCTBEHHOM
cucteme 3awmnTbl MHDopmauunn (FC3N);

— nepunoanyeckKkoe TeCtmpoBaHune CpeACTB 3allUTbl KOMIJ1EKCA.
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2. YCTAaHOBKA M HAaCTpoOMKa KOMIJIeKca

YcTaHoBKa n HacTponka KoMMiekca C31n HCA «Akkopa-AMA3»
ocywlecTBnseTcs aAMUMHUCTpAToOpoM 6e30MacHOCTU WHGopMaumm U onucaHa B
PykoBoacTBe no ycCTaHOBKe M PykoBoacTBe aaMumHuUcTpaTopa. CoCTosiHMEe HacTpoek
«Akkopa-AM/3» ogHO3HaA4YHO onpeaensieT pexum ero PyHKUMOHNUPOBAHUS.
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3. NMopsaok pab6orbl Ha NMOBM c yCTaHOBJIEHHbIM
KOMMNJIEKCOM

Mpouecc paboTbl onepaTtopa (nonb3oBaTtens) Ha [12BM, 3awuweHHOM OoT
HEeCaHKUMOHMPOBAHHOIO A0CTyrna C WMCNOSib30BaHMEM KoMmnnekca <«Akkopa-AM[A3»,
MOXHO pa3aenuTb Ha 3 3Tana:

1) BbinonIHEHME KOHTPOJIbHbIX Npoueayp npu 3anycke MN2BM.

2)PaboTta onepatopa (nosb3oBaTtensl) B COOTBETCTBMM C (DYHKUMOHANbHbIMU
06s3aHHOCTAMM M NpaBaMKn AoCTyna.

3)Bbixoa U3 cucrtembl.

3.1. BbINOJIHEHUE KOHTPOJIbHbIX Npoueayp

KoHTpoibHbIe npoueaypbl 4enaTcs Ha obsa3aTesibHble, KOTOpPbIe N0 YMONYaHUIO0
BbINOMHAKTCA Npu  KaxaoM 3anycke [19BM, u Heobs3aTenbHble, KOTOpble
yCTaHaBnMBarTCa agMUHUCTpAaTopoM BU.

K o6s3aTesnibHbIM npoueaypaM KOHTPOIS OTHOCATCS:
— npoueaypa naeHtudunkaumm onepatopa (nonb3oBaTtens);

— npoueaypa ayteHTMdukaumm (noaresepxxaeHne AOCTOBEPHOCTU) onepaTopa
(nonb3oBaTtens);

— KOHTPOJIb LENOCTHOCTM annapaTtHon 4Yactu N2BM.
— MpoOBEpKa LEeNOCTHOCTU CUCTEMHbIX 06/1acTen AMCKa U CUCTEMHOIO peecTpa;
— npoBepKa LenoCTHOCTU NMporpamMMm U AaHHbIX.

K Heobsa3aTenbHbIM nMpoueaypaM KOHTPONS OTHOCATCS:

— npoueaypa CMeHbl Maponsi, BbINOJIHAEMasi, Koraa BpeMsi XXW3HW napons
NpPeBbICMI0 YCTAHOBNEHHbI aAMUHUCTpPaTOpoM BU nHTepBan BpeMeHu;

— MNpoBepka OrpaHM4YeHMss Ha BpeMsi Bxoaa onepatopa (nonb3oBaTens) B
CUCTEMY.

3.1.1. Npoueaypa vaeHTucpmkaumm oneparopa (nonbn3oBarens)

BHMMAHME! Cnepyer NOMHUTb, 4YTO, €C/IM HA KOMMbKOTEPE C YCTAHOBJIEHHbLIM
«Akkopa-AM3» MCNOMb3YHOTCA K/KOYEBble HOCUTENU W3 4YUCa MoAAEepPXUBAEMbIX
«Akkopa-AM3» (nogpobHee cM. «PykoBoACTBO MO yCTaHOBKe»), UX HeobxoauMo
OTKNOYNTb A0 MNOsIBSIeHUs 3anpoca uaeHtudukatopa. [Janee cneayer npenbsiBUTb
naeHTudukKaTop M BBeCTM Naponb B <«Akkopa-AM[3», a 3aTteM NOAKIKYUTL
KJ1t04EBOW HOCUTENb 3aHOBO.
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Mpn BkA4YeHun [OBM, 3awmweHHoMm KoMnnekcoMm  «Akkopa-AM3»,
ynpaBfieHMe 3arpy3kon nepenaeTcsl KOHTPOJSIepy KOMMJeKca, Npu 3TOM Ha 3KpaH
BbIBOAUTCS OKHO BXOJa B CUCTEMY C 3anpocoM maeHTudukatopa (pnucyHok 1).

p Y Bxon e cucTemy (AMDZ v.0.3.0.29)

MpentasnTe UWOoeHTUDUKATOP.

MaoeHTUuduKaTop:

Naponk:

[ Ok ] [ OTreHa ]

OcTanock 7 CeKyHA.

PucyHok 1 - OKHO Bxoga B CUCTEMY C 3anpocoMm uaeHTudukartopa

OKHO OCTaeTcss Ha MOHWUTOpe A0 MOMEHTa npeabsaABfeHus uaeHTUduKaTopa
nonb3oBaTtens WIn 4O MOMEHTa UCTeYeHWUs MHTepBasia BpeMeHW, OTBeAEeHHOro Ans
npoueaypbl Ha4YanbHOW naeHTUdUKaumnn.

B cnydae ecnn B namMatb uaeHTMdUKATOpa HeE 3anncaH CEKPETHbIN KoY
nonb3oBatenss WM ecnm WAEHTUPUKATOP HEKOPPEKTHO npeabsiBAeH, Ha 3KpaH
BblBOAUTCA coobuweHne 06 ownbke, conpoBoOXaaemMoe 3BYKOBbIM CUrHAIOM
(pucyHoOK 2) n Mnosib30BaTenNto npeanaraeTcs NOBTOPUTb npoueaypy
naeHTudunKaumn.

JocTyn 2anpeleH

0 CekpeTHbIR KNKY He COOTBETCTBYET uaeHTudukaTopy.

[T

PucyHok 2 - Coo6ueHme 06 owinbke

B cnydae npepbaBneHuna unaeHtudukaTopa, HesapernctpupoBaHHoro B 6ase
Tekywero KoHTposnepa <«Akkopa-AM[3», Ha 3KpaH BblBOAMTCA coobueHune
«He3aperncTtpnpoBaHHbIN Mosib30BaTeNb!».

Mpu ycCnewHOM 3aBepleHuM OfNMCaHHON npoueaypbl  naeHTUdUKALMK
onepaTtopa (nonb3oBaTens) B none «WNaeHTUdUKaTop» OKHa BXoAa B CUCTEMY
NosAABNSIETCS HOMEP COOTBETCTBYHOLIErro naeHTUdmUKaTopa. lanee cneayer nepentn K
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BbIMO/IHEHUIO npoueaypbl ayTeHTUuduMKaumm (NOATBEPXAEHUS [AOCTOBEPHOCTU)
(cM. 3.1.2).

BHUMMAHME! NMpn  aBTOpM3auMm  Ha KoMnbloTepe Cc  «Akkopa-AMA3»,
nogaepXxueawowmm  pexunMm 3arpyskm  BIOS UEFI, nonb3oBaTtenn BbINOSHAKOT
npouenypy ayteHTUdUMKaUMM TONbKO B TEKCTOBOM MWHTepdernce, npu 3TOM BBOA
naeHTuduKaTopa BO3MOXEH C KiaBmaTypbl (B ciy4yae, ecnu nocnegHee 3a4aHo
AOMUHUCTPATOPOM).

3.1.2. NMpouepypa ayreHtudpumkaumm (noaresepxaeHne AO0CTOBEpPHOCTHN)

Mocne uaeHTundUKaumm onepatopa (nonb3oBaTens), NpuU ycr0BUKU, UYTO eMy
npwn pernctpaummn 6bin 3agaH Nnaposib ANs BXoAa B CUCTEMY, B OKHE BXOAA B CUCTEMY
NOSIBNSIETCS 3anpoc Ha BBeAeHMe napons (pucyHok 3).

EBxopn B cucTemMy (AMDZ wv.0.3.0.29)

Beeoute napons..

WaeHTudukaTop: @00000000000000000

Napons: [ ] |

o ) (o)

OcTanock 8 cekyHa.

PucyHok 3 - OKHO BXoAa B CUCTEMY C 3aNpocoOM Ha BBeAieHMe napons

Heobxoanmo HabpaTb CBOM JIMYHbIA Naposib (NpyM 3TOM CWUMBOJbI Napons
oTobpaxaroTcsa Ha a3KpaHe B BuAae 3Be3go4uek (*)) u HaxaTb knasuwy <Enter>.

Ecnun Ha M3BM yctaHoBneH «Akkopa-AMA3» TY 4012-054-11443195-2013, 10
cpa3y nocne ycnewHon mnaeHtndunkaummn éyaert BbiBeaeHO OKHO 3anpoca NMNH-koaa
(puUCcyHOK 4), U TONbKO MOC/Ae ero BBoAA MOSIBUTCA OKHO 3anpoca Ha BBeAeHue
napons (pucyHok 3).
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Masmagueca Buemete MAH

Maponk { ""'I s I

I [l rre——

Ocvanocs 20 cewymn

PucyHok 4 - OKHO Bxoaa B CMCTEMY C 3anpocoM Ha BBeaeHue NMNH-kona (ansa mopaenm
«Akkopa-AMA3>» TY 4012-054-11443195-2013)

HaunHaa ¢ 10 gaHen oo ncreveHuns cpoka agencrems AUM AHIT n/vnn napong, a
Takxxe HaumHas ¢ 10 ocTaBwmMxXCa NonNbITOK BXoAa (Kak ycrnewHblX, TaK U HeT) nocne
BBOAA Mapofns Ha 3KpaH BbIBOAUTCA COOTBETCTBYKOLlee npeaynpexaatwouiee
coobuweHmne (pUCyHKn 5-7).

pY BXoM B CHETEMY

EHUMaHKE

& AWM AHIN percTeEMTENEH BLWE B TeYeHre 3 aHen

Octanock 20 cekyHAa

PucyHok 5 - NMpepynpexxaaouwiee coobweHme
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- BXOM B CHETEMY

& Baw naponb OBACTEUTENEH ELUE B TEYEHWE 3 OHel

Octanock 20 cekyHn

PucyHok 6 - NMpepynpexxaaouwee coobweHme

pY Bxon B chcTEMy

BHUMaEHKWE

Ocranock 17 ceryHn

PucyHok 7 - NMpepynpexxaawuiee coobweHme

Nocne ycnewHoro 3aBeplleHns npoueaypbl ayTeHTUMUKaALUW KOHTpoIep
nepexoauT K cneaytowemy atany — NpoBepkKe LenoCTHOCTM annapaTtHou 4yacTtu N2BM
(cm. 3.1.3).

Mpu HenpaBuAbHO BBEAEHHOM Naposie Ha 3KpaH BbIBOAUTCS COOTBETCTBYOLLEE
coobuweHmne (pucyHok 8) n onepatopy (nonb3oBaTento) npeanaraercsa CHoBa NPONTH
npoueaypbl MAEHTUGUKAUMN U ayTeHTUdUKaumm (NoATBEPXKAEHUSA JOCTOBEPHOCTH).
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Bxon B cHETEMY (AMDZ v.0.3.0.29)

Beegute napone.

WBeHTUDUKATOD: 900000800000 000000

Maponk: [ ]

(o ) omen )

HeeepHulid napone. MonpobyATe BEECTH Naponkb ELLE pas.

PucyHok 8 - Coo6uweHne o HeBepHO BBeA4EeHHOM napone

TakXXe Ha 3KpaH BbIBOAMUTCA AMaNoroBoe OKHO, coobuiatoliee 0 KonmMyecTtee
OCTaBLWKNXCA HEeyAa4YHbIX MOMbITOK BBOAA NAapoOid.

p Y BHUMaHWE

& HeeepHbll Naponk. KoAWYeCTEO OCTABLUWMXEA HEYAAYHEIX NONLITOK
noriHa: 7

s
PucyHok 9 — Coo6weHune 06 ocTaBlIeMCA KOJIMYEeCTBE HEBEPHbIX NONbITOK BBOAA Naponsa

Mpn npeBblWEHUN YCTAHOBMNEHHOI0 AaAMMHUCTPATOPOM 4UC/A HEBEPHbIX
nonbITOK BBOAa naponsd MN2BM 6nokupyetcs. Mpoaomkute paboTy MOXHO TONbKO
nocne nepesarpysku N3BM (pucyHok 10).
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Exon B cucTemMy (AMDZ v.0.3.0.29)

[ MepeIarpyIaThs ]

PucyHok 10 - McuepnaH JIMMUT NONbITOK naeHTuuKaumm

B cnyyae ecnu nonb3oBaTentd He  Hal3HadeH naposib, npoueaypa
ayTEeHTU(PUKaUMM HEe BbINOSIHAETCA M KOHTPOJUIep Cpa3y nepexoauT K npoBepke
LeNIoCTHOCTM annapaTtHon 4yactu [M3BM (npu yCcnoBuu YCrewHoro BbINMOSHEHUS
naeHTudunKaummn).

Ecnn B npouecce uaeHTudMKaumm npeabsisiieH naeHTUdUKATOp onepaTtopa
(nonb3oBaTens), KOTOpbIN yxe uHuumanmsmposaH B C3U «Akkopa-AMA3», HO Ha
AaHHon M2BM 3TOoT naeHTUdUKaTop He 3aperncTtpupoBaH, BCe paBHO MNpPoOUCXoauT
3anpoc napons nonb3oBaTtens. [llocne BBoAa nNapons BbIBOAUTCA coobuieHune
«He3zaperncrtpnpoBaHHbIN Nofb3oBaTesnb!», a HOMep maeHTUdMKaTopa 3aHOCUTCH B
CUCTEMHbIN XXYPHan C NOMeTKON «HeunsBeCcTHbIN nageHTudumnkaTop».

3.1.3. Mpoueaypa KOHTPONA LLEJIOCTHOCTM annapaTtHoun yactu N3BM

Ha 3ToM 3Tane npoBOAUTCA MpoOBepKa COCTaBa YCTPOWUCTB, YCTAHOBMAEHHbIX Ha
AaHHon T1OBM. B cnyyae ecnm HapyweH CoCTaB annapatHou 4actu [19BM,
BbIBOAUTCA OKHO, BapWaHT KOTOPOro rnokasaH Ha pucyHke 11 (npwu 3arpyske noj
YYETHOM 3anucbid NoSb3oBaTesids B JAAaHHOM OKHe [OCTyrnHa TONbKO KHOMKa
<Mepe3arpy3untb>). lNpn aToM 3arpy3ka OC He npousBoauUTCA. 3arpyska bypert
BO3MOXXHa TOJIbKO Moc/ie BMewaTe/ibCTBa aAMUHUCTpaTopa.
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Aobpo noxanoeats, ANTONOV! BeibepuTe OanbHEMLUEE OEHCTEME:

KDHTPDIII: DﬁDpVﬂ,DBEIHI’IH

CPU:

CPU-0:
Speed-NapaMeTp U3IMEHEH

BIOS:

System bios:

Pe3yneTaT npoBepky obopyaoBaHns:

KOHTPOAL HE NpolRaeH

KoHTpONbL AUCKOB
- OK

KoHTpOonb uenoctHocTu o0bbekToB ®C

WH-WCC153132464-1

PucyHok 11 — OKHO KOHTpPO/iSl LIe/IOCTHOCTM annapaTtHou yactu NM3BM

3.1.4. MNpoueaypa KOHTPOJiIA LEJSIOCTHOCTU CUCTEMHbIX obnacren,
CUCTEeMHbIX (pannoB, NporpamMM M AaHHbIX

[aHHasa npoueaypa npeaHasHayeHa ANS UCKAKYeHUS HeCaHKUMOHUPOBAHHbIX
Moandukaumm  (CAyyYyamHbiX  WAW  3N0YMbIWNEHHbLIX) MNPOrpamMMHOM  cpeabl,
obpabaTbiBaeMon uHpOpMaUMKN, CUCTEMHbIX o0b6factTemn W CUCTEMHbIX annos.
OcywecTtBngaercsa Ao 3arpyskm OC.

Mpu npoBepKe UEeNOCTHOCTU BbIYMCASETCS KOHTpO/sibHas CcyMma annios,
KOTOpasi CpaBHMUBAETCS C 3TA/IOHHbIM 3HAYEeHUEM, XPaHALWMMCS B KOHTposepe. 3Tn
AaHHble  3aHOCATCS  AAMWUHUCTPATOPOM B Mpouecce HACTPOMKWU  KOHTPONS
LLe/TIOCTHOCTM M MOFYT MEHATbCA B Npouecce akcnayaTtauuu MN3BM.

Ecnn B xoae BbIMNOSIHEHMS Npoueaypbl KOHTPOAS LEeNOCTHOCTM NpOrpamMMHOM
cpeabl, obpabaTbiBaeMon MHMOpMaLNUN, CUCTEMHbIX obflacTen N CUCTEMHbIX (hannos
HapyweHa UenoCTHOCTb 3awmuwaemblx ¢GannoB, BbIBOAUTCS COOTBETCTBYHOLEE
coobuweHune, n 3arpyska OC He npousBoauTCs. 3arpy3ka 6yaeTr BO3MOXHA TOJSIbKO
nocne BMelwaTenbCTBa agMuHucTpatopa bW (Bxoga B cucCTeMy C MOMOLWbLIK €ro
nepcoHasibHOro naeHTndukaTopa).

3.1.5. CMeHa napons no ucteyeHum CpokKa ero Aemcrems

Ecnn BpeMsa «XMU3HU» Naposs NpeBbICMIO OTBEAEHHbIN nHTepBaa, HeobxoanmMo
BbINONIHUTb Npoueaypy CMeHbl Napons.

BpemeHHOW uWHTepBan AenctBus napons onepatopa (nosb3oBaTens)
yCTaHaBnmBaeTcs agMUHUCTpaTopoM BU npu perncrtpaumu nonb3osatensd, nnbo npu
nocneaywwemMm agMUHUCTPUPOBAHUU CUCTEMbI. [10 peweHuto agMmmHucTpatopa bW
onepaTtopy (Mnosb3oBaTeNt) MOXeT MpeaoCTaBNsATbCA MNpPaBO CaMOCTOSATE/IbHOW
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CMeHbl napond. [lapameTpbl napond B 3TOM C/iydyae YyCTaHaB/AMBalOTCA
agMuUHUCTpaTopoM BU v poBoaaTca A0 cBeAeHUdA onepaTopa.

Ecnn nonb3oBaTesib He MMeeT Npasa Ha CMeHYy Napoid, TO Npu BBOAE NMaposis C
MCTEKLIMM CPOKOM [AeUCTBMSA Ha 3KpaH BbIBOAUTCHA cooblieHMe, MnoKa3aHHOe Ha
pUCyHKe 12. B TakoM cnyyae pana CMeHbl napons HeobxoamMo obpatutbca K
agMuHucTpaTtopy bU.

CHMEHMTE Maponb

CerofHa NocneaHUuA AeHs CMeHsbl Napons.

( )

PucyHok 12 - CoobuweHne o Heo6xoaMMOCTN CMEHbI NaponA B cjly4yae, ecnim nosib3oBartesb
(onepaTop) He o6napaeT COOTBETCTBYIOLWMMM NpaBaMm

Ecnu onepatopy (nonb3oBaTtent) MpeaocTaB/eHO MNpaBO CaMOCTOSATE/IbHOM
cMeHbl naponsa (ana «Akkopa-AMA3», Bbinyckaembix no TY 4012-038-11443195-
2011, TY 26.20.40.140-079-37222406-2019 n TY 26.20.40.140-113-PACY-2023),
npu BBOAE MNPOCPOYEHHOro Naponsd Ha 3KpaH BbIBOAUTCS OKHO, MOKa3aHHOEe Ha
puUcyHke 13.

CMEHMTE Mo ponb

CeroaHsA NoCNefHWA OeHb CMeHbl NaponA.

[ CMEHHTL ] [ Bbixon J

PucyHok 13 - CoobweHne o He06xXxoAMMOCTN CMEHbI NAposiIfl B C/lyyae ecsiv nosib3oBaTesib
(onepaTtop) o6nagaer cOOTBETCTBYHOLMMM NPpaBaMm

Ona BbINONHEHMA nMpoueaypbl CMEHbl Napons cneayeTr HaxaTb KHOMKY
<CMeHunTb>. Ha »3KpaH BbIBOAWUTCA OKHO CMEHbl Naposid, MNOKa3aHHOe Ha
puUcyHke 14.
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CMEHE Naponsd

BeenuTe cTapbld Napofk:

BeenMTe HOBbIA Napons:

MNoaTeepAUTE NAPOAL:

[ [eHepHpoBRaTL ]
[ O ] [ OTMeHa ]

PucyHok 14 — OKHO CMeHbl napons

B AaHHOM OKHe Heo6XoAMMO BBECTU CTapblit Maposib, yKa3aTb HOBbIN3 naponb,
a TakXe NoATBEpAUTb HOBbIM Maposfib ero MOBTOPHbIM BBOAOM B COOTBETCTBYHOLLEE
nosie n HaxaTb knaBuwy <OK>. Takxe MMeeTCs BO3MOXHOCTb FreHEPUPOBATb HOBbIM
napoJsib aBTOMaTUUYECKM, HaXaB KHOMKY <leHepupoBaTb>.

BHUMAHME! Ecnm pnvHa BBOAMMOIO MnapoJsia MeHblle 3afaHHoro
aAMMHUCTPAaTOPOM KoOJIMMecTBa CUMBOJIOB, BbIBOAUTCA coobuieHne 06
owunbke.

Ecnn HOBbIM Naponb NOATBEPXAEH NPaBWUIbHO, BbIBOAUTCS COOOLLUEHME O TOM,
4YTO HOBbIM NApPOJib YCNELWHO YCTaHOBMNEH, U Npoao/mkaeTcs paboTa KOHTponepa.

Mpn Haxatun knasBuwmnm <OTMEHa> CMeHa naponss He BbINOSHAETCS,
npoao/mkaeTca paboTta KOHTposasiepa, Npu 3TOM YMUCNO MNOMNbITOK A/ CMEHbl Napons
YMEHbLIAeTcss Ha eauvHuuy. EcnyM  4mcno nombITOK  MCYeprnaHo, BbIBOAUTCS
coobuleHne, nokaszaHHoOEe Ha pUCyHKe 15.

> Maponb MOXeT COCTOSTb M3 6yKB, LMMP M crneumanbHbIX CUMBOMAOB. CUMBOSbI MOFyT
BBOAUTBLCS KakK B BEPXHEM, TaK M B HUXXHEM pernctpe. BBoanMMble CUMBOJIbI HA 3KpaHe oTo6paatTcs
3Be3ao04YkamMu (*). Mpu HecoBnageHUN BBEAEHHbLIX MOC/EA0BaTENbHOCTEN BbIBOAUTCA cooblieHne o6
owmnbke. B aTOM cnyyae onepauuto NpuaeTcs NoBTOPUTD.
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Owrbka cMeHsl Napond

\i\_l) NAMKAT NONBITOK CMEHEI Napona WCHepnaH.

T

PucyHok 15 - CoobuweHne 06 ncuepnaHmm 1MmMmTa NonbITOK CMEeHbI Naposs

BHUMAHME! Onepatop (nosb3oBaTesib) MOXET CMEHUTb Naposib Ha
HOBbIX BO BpeMs /10601 M3 NonbITOK, HO NPU 3TOM AO0J/IXKEH MOMHUTDb - Korga
YUMC/IO MNOMbITOK CTaHET paBHbIM HYJIO, 3arpyska CuUCTeMbl npousongert
TOJIbKO NnocJsie BMewarenbcTBa agMUHUCTpaTopa bM.

Ecnu onepatopy (nonb3oBaTento) NpeaocTaBfeHO MpaBO CaAMOCTOSATENbHOM
CMEHbl Napons, OH MOXET CMEHUTb AENCTBYIOLINIA Naposib Ha HOBbLI B COOTBETCTBUMU
C NpaBulaMn CMeHbl naposieil. T NpaBuna AONXKHbl 6biITb OFrOBOPEHbl B OTAENbHOWM
MHCTpYKUMWU. Tpoueaypa CMeHbl Naposis BbINOMHAETCA B COOTBETCTBUM C
COO6LEHNAMU, BbIBOAMMBIMU Ha 3KpaH MOHUTOpPA, B NOpsAAKe, YKa3aHHOM BblIlLE.

3.1.6. CMeHa napons B NPpOU3BOJibHbIH MOMEHT BpeMeHu (no
MHMULMATUBE NoJsib30oBaTens)

B cnyyae ecnm no kKakuMm-nnbo npuumHaM y nonb30oBaTeNnss BO3HMKAA
HeobXoaMMOCTb CMEHUTb MNaposib A0 UCTEYEHUs CpoKa ero aencrtems (KU ecnu 3TO
OEeNCTBME He 3anpeweHo ANns AAaHHOro nofsb3oBaTens aaMuHucTpatopoMm BWN),
MMeeTCAa BO3MOXHOCTb BbINOMHUTL MNpouefypy CMeHbl Napoas B MNPOU3BOJSIbHbLIN
MOMEHT BPEMEHMN.

B cnydyae ecnu nonb3oBatentd paHee He Obl1 Ha3HayeH naposib, nocne
NpOXOXAeHUsa npoueaypbl naeHTUdMKaumm nonb3oBaTeslb MOXET Ha3HauyuTb ero,
3axkaB KHonky <Ctrl> un npeabssme naeHTUdUKaTOp, a 3aTEM BbINMOSIHMB Npoueaypy
CMeHbl napons, onucaHHyt B N. 3.1.5 HacToswero PykosoacTsea.

B cnyyae ecnu nonb3oBaTento paHee yxe 6bil HasHadeH naposib, Mocne
NPOXOXAEHUSA Npoueayp naeHTudnkKaumm n ayteHTuduKaumm oH MOXET CMEHUTb €ro
Nt06bIM N3 cneayoLwmx cnocobos:

1)npeabsButb wnaeHTUPUKATOpP, BBECTU AENCTBYKOLWMA Maposib M HaxaTb
knasmwmn <Ctrl>+<Enter>. B nosaBuBweMcsa panee OKHe CMeHbl Mnapons
(pyUCyHOK 14) BbINONHUTL Mpoueaypy CMeHbl napons, onucaHHyto B n. 3.1.5
HacToswero PykoBoacCTBa;

2)NpenbsaBuTb uaeHTUdUKaATOpP, HaxaTb kKnasuwn <Ctrl>+<Enter> (npu aToM
nosiBuTCa coobuieHne «HeBepHbIN Naponb»), BBECTU AEUCTBYIOLWMA Naposib W
HaXaTb knasuwy <Enter>. B nosBuBWEMCS p[anee OKHE CMeHbl Maposs
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(pUCyHOK 14) BbINOMHMUTL Mpoueaypy CMeHbl naponsi, onucaHHyt B . 3.1.5

HacTofAwero PykoBoACTBa.

3.1.7. NpoBepka orpaHN4YEeHUs1 BpeMEeHU BXoaa onepartopa
(nonb3oBaTens) B CUCTEMY

Ecnn agMmmnHucTpaTtop bW yctaHoBun gns onepatopa (nonb3osatens) NMN3BM
orpaHuyeHne Mo BpEMEHW BXOAa B CUCTEMYy, MNpoOBepKa 3TOro napaMmeTpa
NMPOBOAUTCHA NOC/IE BCEX OCTAsIbHbIX KOHTPO/bHbLIX Npoueayp.

Ecnn onepatopy (nonb3osaTtento) [M2BM 3anpeweH Bxo4 B CUCTEMY B
AAHHOE BpeMsi, Ha 3KpaH BbIBOAUTCA cooblleHne, nokaszaHHoe Ha puUcyHke 16.

Y WHhopMaums

0 YCTaHOBNEHbl orpaHuyeHns Ha paboTy B LaHHOE BpEeMA.

)

PucyHok 16 — Coob6ueHune 0 HaJiuuMnM orpaHMYeHun Ha paboTy B faHHOe BpeMsa

Mpn 3TOM 3arpy3ka OnepaumoHHOM CUCTeMbl He BbINOAHSAETCs. [lopsaaok
AencTemn onepatopa (nosnb3oBaTesid) B AAHHOW cuUTyauuu ykasaH B Tabnuue 1
(cM. pasgen 4 HacToswero PykosoacTea).

3.2. Paborta onepartopa (nonb3oBaTtesisi) B COOTBETCTBUMU C
(YHKLMOHANbHbIMK 0693aHHOCTAMM

Mocne NONOXWUTENbHOrO pe3yfbTaTa BbIMOJIHEHUS KOHTPOJIbHbLIX Mpoueayp
ocyLlecTBnsieTcs 3arpyska onepaumnoHHOM CUCTEMBI, n onepartop
(nonb3oBaTesib) MOXET MNpUCTYNUTb K paboTe B COOTBETCTBMM C ero
dyHKUMOHaNbHbIMM 0693aHHOCTAMM K NMpaBaMu AOCTyna.

Mopsipok paboTbl onepatopa (nonb3oBaTtens) Ha M2BM B cooTBeTCTBUKM C
ero @yHKUMoHanbHbIMM 06513aHHOCTSAMM U NpaBaMM AOCTyMNa pernameHTupyeTcs
OTAENbHbIMN UHCTPYKLUUSAMMN.

3.3. 3aBepuwieHune paborbl

3aBeplleHne paboTbl MNpUKAaAHbIX MNpoOrpaMM MNpouUCXoauT B MOPSAKE,
YCTaHOBJIEHHOM A1 KOHKPETHOro NpMKNaAHOro nporpaMMHoro obecneyeHuns u
OMMUCaHHOM B COOTBETCTBYIOLWMX PYKOBOACTBAX.
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4. O 6710KMpPOBKeE 3arpy3kKu C OTUY>XlaeMbIX HOCUTENEeMn

C3n HCO «Akkopa-AM3» obecneumBaeT ONOKWMPOBKY 3arpy3ku cC
OTUYXAAEeMbIX HOCUTENEN.

BHMUMAHME! He pekoMeHAyeTCA yCTaHaBNMBATb B KayeCcTBE NepBOro 3arpy3o4Horo
YCTPOMNCTBA CbEMHbIN HOCUTENb, MNOCKOMAbLKY B 3aBMcMMOCTK OoT Tuna CBT u BIOS 370
MOXeT TrMpuMBECTU K HEBO3MOXHOCTM 3arpy3kuM KOMMbiTEpa KakK CO CbEMHOro
HocuTena (4uTo saBnseTca dyHKumen 6esonacHocTn «Akkopa-AMA3»), Tak n C
XXECTKOro AncKa KoMmmnbloTepa.
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5. TexHn4yeckasa nogaeprkKkKa

B cnyyae Heobxoammoctn koHcynbTaumm AO «OKB CAlP» npeanaraer 6e3
OONONHUTENbHOM onnaTbl C noHegenbHuMka no natHuuy ¢ 10-00 go 18-00 (no
MOCKOBCKOMY BpeMeHu) obpallatbcsa no tenedoHaM:

+7 (495) 994-49-96

+7 (495) 994-49-97

+7 (926) 762-17-72

WM Mo aapecy aneKTpoHHoW nouTbl help@okbsapr.ru.
Haw agpec B UHTepHeTe http://www.okbsapr.ru/.
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MpunoxeHue 1.

HanmeHoBaHue m pe3ynbTaTt onepau,m7| B CUCTEMHOM XypHane

CoobuweHune Ha
3KpaHe

MpuunHbI NOABNEeHNNA
coobweHuna

Mopsaaok gencremmn

«CeKpeTHbIA KNy
He COOTBEeTCTBYeT

NaoeHTndpukaTtop 6bin
HEKOpPpPEKTHO npeabsiBneH

MoBTOPHO NpeabsABUTb
naeHTudmkaTop (nocne nosBneHns Ha

uaeHTUgukaTopy>» S5KpaHe COOTBETCTBYIOLLEro 3anpoca)
B namatb nageHtngukatopa Y6eanTbca B TOM, YTO B NamsTb
He 3anncaH CeKpPeTHbIN KoY | naeHTudmKaTopa 3anmcaH CeKpeTHbIN
nonb3oBaTens K104 NoSib30BaTens

«YCTaHOB/EHbI B cooTBeTCTBUU C 1. BeizBaTb aaMmnHucTpatopa bBN.

OrpaHM4YeHus Ha
paboTy B naHHOe
BpeMsa»

yCTaHOBJ/IEHHbIMUM NMpaBuiamMm
AOCTyna Ans AaHHOro
onepaTtopa (nonb3oBaTens)
He pa3pelleH BX0o4 B CUCTEMY
B lAaHHOE BpeMs

2. YTOUYHUTb pa3pelleHHoe BpeMs
paboTbl ¢ yyeToM npuHaTbix MPA.

3. AamunHuctpatop BU (npwm
Heo6Xx0AMMOCTU) AOIKEH YCTAHOBUTDL
pa3peLleHHbIn NHTepBas BpeMeHU Ans
paboTbl 4aHHOro onepaTtopa
(nonb3oBaTens)

«CerogHsn
nocneaHWm AeHb
CMeHbl napons»

OKOHuMNOCh BpeEMA <XKU3SHU>
YCTaHOBJTIEHHOIO Naposis.

1. Boi3BaTb agMuHuctpatopa bW (ecnm
He nNpeaocTaB/ieHOo NpaBo
CaMOCTOSITENIbHOM CMEHbI Mapons).
2. 13MeHUTb (YCTaHOBUTD)
HeobxoaMMble NapaMeTpbl Napons B
COOTBETCTBUM C NMPUHATLIMU
npasunamu.

3. CaMoCTOATE/IbHO YCTAaHOBUTb
HeobxoaMMble NapamMeTpbl Napons B
COOTBETCTBUM C NPUHATBIMU
npasunamun, ecnm Ha 3To
npeAoCcTaB/EHO MpaBo.

«JINMUT NONbITOK
CMeHbl napons

3aKOHYUINCL BCE
npeaocTaB/ieHHble NOMbITKN

1. BoizBaTb aaMuUHUCTpaTopa BU.
2. CMeHUTb naposb C NMOMOLbHO

ucuepnaH» CMeHbI Nnapons. aAMUHUCTpaTopa bU.
«Hesaperucrpmpo- | [IpeabsiBneH MpeabsBUTb 3aperMcTpMpoOBaHHbIN
BaHHbIU He3aperncTpMpoBaHHbIN MAeHTUMdUKATOP U NOBTOPUTL
nonb3oBartenb!» naeHTudUKaTop. npoueaypy naeHTudmnKkaumu.

«HeBepHbIA
naponb.
MonpobyiTe
BBECTU Naposb
eule pas»

HenpaBunbHO BBEeAEH
naposnb.

BBecTv npaBubHbIA Naposb.
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