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AHHOTALUNWA

Hactoawmnmn [OKYMEeHT $BMSieTCS OMNUCaAaHUEM MNpPUMEHEHUsS NpPOrpamMMHO-
annapaTHoOro KoMnjaekca 3awmnTbl MHDOPMaALMM OT HECAHKLMOHMPOBAHHOIMO AOCTYyNa
— annapaTHOro MoAynsa AOBEPEHHOW 3arpy3km — «Akkopa-AMA3», nanee no TeKCTy
«Akkopa-AMA3» wmnn «KoMmnnekc», v npegHasHadeH Ans8 vy, NJaHUPYOLWUX U
OpraHM3ylLWmnx 3awmTy nHPopMaLmMm C X NCNoAb30BaHMEM B CUCTEMAX U CpeacTBax
nHpopMaTnusaumm Ha b6ase N3BM.

B AokyMeHTe npuBeAeHbl oblwme NMpuHUMNbI U nNpaBuia opraHnsaummn paboTbl
no obecneyeHnto KOHMUAEHUMANbHOCTU MHGOpPMaLUMN, OCHOBHble 3alUTHble
(pyHKUMM KOMNeKca, ero BO3MOXHOCTU, 0COBEHHOCTU YCTAaHOBKM U MPUMEHEHMUS.

Mepen  ycTaHOBKOWM UM 3Kcnayataumem  kKomnnekcos  «Akkopa-AMA3»
Heob6XoAMMO BHMUMATENbHO O03HAKOMUTBCA C KOMMJEKTOM 3KCrjayaTaunmoHHOM
OOKYMEeHTauMm Ha KOMMAEKC, a TaKXe TMpuHATb Heobxoaumble 3alluuTHble
OpraHM3auMOHHbIE Mepbl, peKOMeHAYyeMble B JOKYMEHTaLMNN.

NMpMeHeHue 3alMTHbLIX CPeACTB KOMMEKCOB AO/MKHO AOMOMAHSATbCA 06WwWuMu
MepaMun TexHn4yeckom 6e3onacHoOCTH.
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NMPUHATBIE TEPMUHbI N OBO3HAYEHUA

AgmuHncrtparop bUN (nan ABHW) - agmunHuctpatop 6e3o0nacHoCTU
nHdpopMaumn, NpUBUNErMPOBAHHbLIA MOSIb30BaTENb - AOJ/IHKHOCTHOE JINLO, MMElLee
ocobbit cTaTyc M abcontoTHble nonHomoumsa (cynepsusopa). AaMmHuctpaTop BU
opraHusyeT YyCTaHOBKY Komriekca B [19BM, HacTpoMKy 3alMTHbIX MexXaHW3MOB
KOMMaekca B COOTBETCTBMM C npaBamMu [AOCTyna nofib3oBaTenen, ocywecTBnsieT
KOHTPO/b 3@ MpPaBW/ibHbIM UCMONb30BaHNeM MNMSBM € yCTaHOBMIEHHbIM KOMMIEKCOM U
nepnoanyeckoe TeCTMpoBaHMe CpeacTB 3alnTbl KOMMJIEeKCa.

AC - aBTOMaTU3NpOBaHHasa cucTteMma.
BU - 6e30nMacHOCTb MHMOPMaLUN.

Naentnpnkarop - nepCcoHasbHbIN annapaTHbIn naeHTuduKaTop
nonb3oBartens (ycrponcrso "Touch-memory" DS-199x).
Ucnosib3oBatb naeHTngpunkarop - NPUNOXUTb NepCcoHasibHbIN

naeHTUdUKaATOp NOMb30BaTENS K KOHTAKTHOMY YCTPOMCTBY CbeMHMKA MHGOpMaunu.

MeHI - OKHO C U306paxeHnem KHOMOK C Ha3BaHMAMU KOMaHA. [epemelueHuns
NO MEHI0 OCYLLECTBSETCH C NOMOLWbI Knaeuwmn <Tab>. Beibop KoMaHAabl - KaBuwa
<Enter>, BbIX0o4 N3 MeHIO - KnaBuwa <Esc> nnn KomMaHaoM B MEHIO.

HC/[ - HeCaHKLUMOHUPOBAHHbIM AOCTYn.

OkHO BBopga/BbiBOoga - CINYXUT An9 BBoda M oTobpaxeHus 6yKBEeHHO-
undpoBon MHGOPMaLMK, @ TaK Xe MOXET BbINOAHATE MYHKUMKM MeH. CoaepXuT
OKHO An14 BBOAA 6YKBEHHO-LMDPOBON MHPOPMALIMK, OKHA CMMUCKOB, KHOMKN KOMaHA,
OKHa ¢naros. Beoa 6ykBeHHO-uMdpoBOM MHGOPMAUUN [OSHKEH 3aKaHYMBATLCS
Haxatuem knasvwun <Enter> unu nepeMeweHuem B Apyroe OKHO, ABWXEHWE MO
NYHKTaM CrMcKa B OKHe - C noMouwblo knaenw <Ctpenkun>. lNepeMelieHne no oKHaM
N KHOMKaM KoMaHz, BbI6Op KOMaHA M BbIXOA M3 OKHA - aHaNlorMyHo paboTe C MeHI.

Ownbkn - wvHpopMauus, BbIBOAMMAS Ha AUCMMEN, YKasbliBawowas Ha
HenpaBW/IbHOCTb AencTBnin, cbon, aBapun KoMnaekca.

Monp3oBaresib — cy6beKT AoCTyna K obbekTaM (pecypcam) [12BM.

lMMosicHeHMns1i - B ONWCAHMWM HEKOTOPbIX KOMaHA JAalTcsa MOACHEHUsS U
pekoMeHgauun agMuHucTpatopy bW aona ncnonb3oBaHMda 3TUX KoMaHA. loscHeHud
BblAENEHBLI MENKUM LLlpMCbTOM.

NP4 - npasuna pasrpaHM4eHna AocTyna.
Pr1B - pa3pywatoume nporpaMmMHbie BO34ENCTBUS.
CBT - cpeacTtBa BblYUCINTENIbBHON TEXHUKMN.

CoobwyeHnss — nHdopmauums, BbIBOAMMASA Ha AMCNNen, KoTopas coobuaeTt o
aencrTemax, TpebyemMbix OT Nonb3oBaTens, 0 COCTOSHUM MPOrpaMMbl U O HOPMasbHO
3aBEpLUEHHbIX AENCTBUSX.



NEPEYEHb COKPALLUEHWUN

AM/[3 AnnapaTHbIN MOAYNb AOBEPEHHOWN 3arpy3Ku

ABA AaMunHucTpaTop 6esonacHoCTn MHpopMaumnm

AC ABTOMaATU3NpPOBaHHasa CUCTEMa

BCIMNO BcnoMoraTenbHoe cneunanbHoe NnporpaMmMHoe obecneveHune
J1BC JlokanbHasa BblUUCNUTENBHAA CETb

HCO HecaHKLUMOHNPOBAHHbLIN AOCTYN

OC OnepaunoHHasa cucrtema

MAK NMporpaMMHO-annapaTHbIM KOMMINeKC

MK NepcoHanbHbIM KOMMbIOTEDP

rno NMporpamMMHoe obecneyveHune

nea Mpasuna (NOANTUKMK) pasrpaHUYeHns 4octyna

MN2BM MepcoHanbHaga 3N1eKTPOHHO-BbIYUCUTENIbHAA MalUMHa
PC Pabouasa ctaHums

CBT CpeAcTBO BbIYMCAUTENBHOW TEXHUKMN

C3n CpeacTtBo 3awwuTbl MHDOpMaunm

TY TexHn4yeckne ycnosus

DHM DHeproHesaBmcuMmasi NamMaTb




1. HazHayeHue KoMMnJiekca

MporpaMMHoO-annapaTHbIi KOMMeKc 3alUUThI nHdopmaumm oT
HEeCaHKLUMOHMPOBAHHOIO AO0CTyrna — annapaTHblM MOAY/lb AOBEPEeHHOW 3arpys3kum -
«Akkopa-AM/3» npenHasHayvyeH Anda npuMmeHeHusa Ha M3BM (MK) tmna IBM PC ans
3awmTbl M2BM (AC) n nHdpopmaumoHHbIX pecypcoB oT HC n KOHTpONs LUenoCTHOCTU
dannos n obnactenn HDD (B TOM 4nCne N CUCTEMHbLIX) NMPU MHOIOMOJ/Ib30BATE/bCKOM
pexuMme ux akcnayaTtaummn.

KoMmnnekc npeacrtaBnser cobor COBOKYMHOCTb TEXHMYECKUX U MPOrpaMMHbIX
CpeancTB, NpeaHa3HavYeHHbIX Ans obecneyeHus 3almTbl TeEXHMYECKUX cpeacts MNIBM
n nudopmaunm ot HCZ.

2. XapaKTepuCcTuKn KoMrmnsiekca

Komnnekc  «Akkopa-AM[3»  BbiNnycKkaeTcd B MporpaMMHo-annapaTHOM
NCMNOJTHEHUMN.

Bcsa nporpaMMHas 4acTb KoMmMsieKkca (BkNtoyas cpeacTsa
aAMUHUCTPUPOBAHUNSA), CIMCOK MNOSb30BaTeNier U XypHan perucrpaumm pasMelleHbl
B dHEproHe3aBUCMMOW MaMATU KOHTposnepa. DTuM obecneynmBaeTcsi BO3MOXHOCTb
npoBeneHuns naeHTudukaumm/ayTeHTndmnKaumm nonb30BaTenewn, KOHTpOns
LLe/TIOCTHOCTH TEeXHUYECKNX n MPOrpamMMHbIX CpeAacTs N2BM (PC),
aAMUHUCTPUPOBAHNA U ayauTa Ha annapaTHOM YpPOBHe, cpeACTBaMW KOHTpoasepa
KoMmnnekca ao 3arpyskm OC.

Komnnekc «Akkopa-AM/[3» peann3yeTcsa Ha OCHOBe Creumanm3npoBaHHbIX
KOHTPON/1epOB «AKKOPA».

Komnnekc «Akkopa-AM[3» MoxeT npuMeHaTbca Ha [19BM Ttuna IBM PC,
cepBepoB M pabouymx CTaHUMM, OCHOBAHHbLIX Ha Npoueccopax C apxXUTekTypon x86
(IA-32) nnn x86-64 (AMD64), o6bemom RAM He MeHee 128 M6awnTt, npu Hanuumm
csobogHoro cnota PCI-Express, miniPCI-Express wnu M2 (cornacHo Tuny
MCNOSIb3YyEeMOro Crneumann3npoBaHHOro KOHTpPOJiIepa) Ha MaTEepUHCKOW nnaTe
M2BM.

OCHOBHbIMU dYHKUMAMKN KoMMnekca «Akkopa-AMA3» no 3awmte ot HCO K
MN2BM 1 nHdOpMaUMOHHBIM pecypcaM SIBAAKTCA cneaytowme:

- 610KMpoBKa 3arpy3km co cMeHHbIX Hocutenen (FDD, CD/DVD-ROM, ZIP,
USB-HakonuTenenm wn Aap.) 4ANa nonb3oBaTtenen, He obnagatowmx npaBamu
aAMWHUCTPATOpPOB;

— 610KMpPOBKA NMpepbiBaHUS KOHTPO/bHbIX Mpoueayp C KfaBuaTypbl;

— M,D,eHTVICbVIKaLI,VIH nosib3oBatenem C WUCMNOJSIb30BaHMEM CbVI3ML-IeCKOFO
3NIEKTPOHHOI0O nagenna — nepcoHasibHOro VI,EI,eHTVICbVIKaTOpa;

— ayTeHTUdukKaumnsa (noaTeepxaeHuUs AOCTOBEPHOCTWM) nMonb3oBaTenien cC
MCcNosab3oBaHMEM naponsa ganHon ot 0 4o 12 cMMBONOB, BBOAMMOIO C KNaBunaTypbl B
BMAE, 3aWMLEHHOM OT pacKpbITUS MHAMBUAYANBHOIO Naposisa nonb3oBaTtens (B Buae
CUMBOJIOB <*>);

- annapaTHbIn KOHTPOJb LLeSTOCTHOCTH cocTaBa obopynoBaHus
KOMMblOTEPA, CUCTEMHbIX obnacten, dhamnoB M KaTanoroB B (anoBblX CUCTEMax



FAT12, FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, Ext4, FreeBSD UFS/UFS2, Solaris
UFS, QNX4, MINIX, ReiserFS, BbinonHAEeMbIN A0 3arpy3km onepaumoHHOMN CUCTEMbI;

— annapaTtHbI® KOHTPO/b uLenocTHocTn peectpa OC cemencrtsa Microsoft
Windows;

- AOBepeHHasa 3arpys3ka OrnepauuvoHHOMW CUCTEMbI, a TakKXe [OBepeHHas
3arpys3ka CUCTEMHOro v npuknagHoro O, B TOM 4ucne npu OAHOBPEMEHHOM
yCTaHOBKE Ha AMCKax Wan B pasgenax gumcka NMN3BM HeckonbkuxX npousBonbHbix OC,
dYHKUMOHUPYIOLWMX C NOAAEPXKKON NMpeacTaB/ieHHbIX (pannoBbIX CUCTEM;

— aBTOMaTM4eCcKoe BeAeHMe XypHana pernctpupyembix cobbiTuii Ha 3Tane
ANOBEPEHHOW 3arpy3km onepaunmoHHOM cuctembl (B 3HeproHesasucumom dnsw-
NamMsT annapaTHOM 4YaCTU KOMMEeKca);

- aAMUHUCTpupoBaHne AMA3 (peructpaums nosib3oBaTenem wn  Ux
NepCOHanbHbIX WMAEHTUHUKATOPOB, CO34aHME W yAaneHue rpynn nosib3oBaTenewn,
reHepaumsi Napons Nonb30BaTens W onpeaesieHMe ero napamMeTpoB; Ha3HaveHue
06BbEKTOB AN KOHTPONAS LESIOCTHOCTM U PEXMMOB KOHTPOSiS, pabota cC XXypHanom
perncTtpaunm CUCTEMHbIX COBbITUI N AENCTBUIA NoNb30oBaTeNen) U pasaeneHue npas
aAAMWHUCTPATOPOB KOMIJIEKCA;

— 3aZlaHNe BpPEMEHHbIX OrpaHWM4YeHUNn Ha AOCTyn nonb3oBaTtenen K MN3BM
(PC) B COOTBETCTBMU C YCTAHOBJIEHHbIM A1 HUX PEXUMOM paboThbl;

- MHTErpauua c ApYrMMuM NporpaMMHoO-annapaTHbIMUM W MPOrpaMMHbIMU
komnnekcamn C3N HC cemencrea «Akkopa», C3 HCA apyrmx npom3BoauTenemn.

3. YcnoBua NnpMMeHeHns KoOMMJieKkca

Ona  yctaHOBKM  KoMmiekca  «Akkopa-AMA3»  Tpebyetca  crnenyrowmn
MUHMUMaNbHbLIA COCTaB TEXHUYECKNX N NMPOrpaMMHbIX CPeaCTB:

— N2BM Ttmna IBM PC, cepBep wnmn pabouas cTaHUMs, OCHOBaHHas Ha
npoueccope c apxutektypon x86 (IA-32) nnu x86-64 (AMD64), dyHKUMOHUPYIOLWLAs
nog YynpaBNeHMeM OnepaumMoHHOM CUCTEMbI, noaaepxXusawlwen nwbdyw U3
dannoBbix cucrtem FAT12, FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, FreeBSD
UFS/UFS2, Solaris UFS, QNX4, MINIX, Ext4, ReiserFS;

- Hannume cBobogHoro cnota PCI-Express/miniPCI-Express/M2 (B
COOTBETCTBUM C TUMNOM Cneumnanm3npoBaHHOrO KOHTposiepa) Ha MaTepMHCKOW nnaTe
MN2BM.

Onsa 3pheKTMBHOrO NpUMEHEHUs CPEeACTB 3alUNTbl KOMMJIEKCA U NMoaaepXaHus
HeobxoanMoro ypoBHSA 3awmuweHHocTn M3BM (AC) U MHGMOPMaLMOHHLIX pecypcoB
TpebyeTcs:

- dun3snyeckaas oxpaHa [M3BM (AC) m ee obopymoBaHMs C MNOMOLLbIO
TEXHUYECKNX CpeacTB, CneumanbHOro nepcoHana, wnm Apyrux opraHuM3auMoHHO-
TEXHNWYECKMX Mep, B TOM 4uCie npoBeAeHMe MeponpusaTuii no HeaonyLeHUo
N3bATUSA KOHTPOSIIEpPa KOMMAEKCa;

— Hannuume aAMUHUCTpaTopa 6e3onacHoCTH nHbopmaumnm -
NPMBUNErMPOBAHHOIO MoSb30BaTesNsl, MMewwero ocobblii cTaTyC U abContoTHble
nosHoMounsi. O653aHHOCTU aAMUMHUCTpaTopa bBW No npuMMEHEeHU KOMMNeKca



N3/T0XKEHbI B NIOKyMEeHTe «PyKOBOACTBO aAMUHUCTpAToOpa»
(11443195.4012.038 90/11443195.4012.054 90);

— yudyeT HocuTenem nidpopmaumm u naeHTUOUKaATOpPOB Nosib3oBaTeNen;

- nepuogmyeckoe TeCTUpOBaHME CpencCTB 3alMTbl KOMMekca <«AKKopA-
AM/[3».

4. CocTaB KOMMJIeKkca

Komnnekc C3UN HCO «Akkopa-AM[A3» BknwuyaeT B cebss nporpamMMmHblie wn
annapaTHble cpeacTsa.

4.1. AnnapaTtHblie cpeacTBa

AnnapaTHble cpeacTea komnnekca C3UM HCL «Akkopa-AMA3» (TY 4012-054-
11443195-2013) Bkto4atoT B cebs:

- OAHOMJIaTHbIM KOHTPOJIJIEP - NpeAcTaBnsieT cobol KapTy pacClMpeHUs
(expansion card), ycTaHaBnmBaeMyto B CBO6OAHbIN CNOT MaTepUHCKOM nnatbl NM2BM
(PC). KoHTponnep W3rotoBfieH MO COBPEMEHHOM TEXHONOrMM MHOIMOC/OMHbIX
neyaTHbIX MAaT C NOKPbITUEM XMMUYECKMM 30/I0TOM C MCMNOoSb30BaHMeM Haumbonee
COBPEMEHHOMN 3NeMeHTHOM 6a3bl, ABNseTCcs YHuBepcalbHbIM, He TpebyeT 3aMeHbl
npu nepexoae Kk apyrum tunam OC.

— CbEeMHHNK nHpopmMaynm (o KOHTaKTHbIM YyCTPOHCTBOM,
obecneumBaroWnn nHTEpdEnC Mexay KOHTPOSIIEpOM KOMMJEeKca U MnepCcoHasbHbIM
NAEHTUPUKATOPOM NOSb30BaTesNs.

— nepcoHasbHbIA HAeHTUUKaTop nosab3oBaressa. KoHTponnep
koMmnnekca «Akkopa-AMA3» (TY 4012-054-11443195-2013) noaaepxunsaet paboTty
CO CcneayrLwmMmMm TMNaMy NnepcoHanbHbIX NAEHTUHNKATOPOB:

o LLNMKA-nauT;

e LLNMKA-naut Slim;
e UINMNKA-2.0;

e DS-1993;

e DS-1996;

e PyTOKeH Lite;

e PyTOKeH S;

e PyTokeH 2UIT 2.0;

e PyTOkeH 2151;

e JaCarta Bepcuu 1.5;
e eToken PRO (Java);
e ESMART® Token INOCT.

KoHKpeTHbIn Habop naeHTUPUKATOPOB 3aBUCUT OT Bepcuu pesmngeHTHoro 0
«Akkopa-AMA3».
Kaxabin wmnaeHTudumkatop obnagaer YyHUKaAbHbIM  HOMEPOM, KOTOpPbIN

CbOpMMpyeTCF-l TEXHOJIOrM4eCckn U noaaenatb KOTOprVI NMpaKTN4eCKnN HEBO3MOXHO.
O6bem namMaTy, D,OCTYI'IHOI‘/JI anga  3arnucum M 4YTeHund, 3aBUCUT OT TUNA



naeHtTudpukaTopa. [logpobHee 0 nopsake  MCNOAb30BaHMA  NepCOHAasbHbIX
naeHTudukaTopos cMm. n. «NgeHTudukaTopbl» «PykoBoACTBA MO YCTaHOBKe»
(11443195.4012.006 98 / 11443195.4012.038 98 / 11443195.4012.054 98 /
37222406.26.20.40.140.079 98), Bxoaswero B KOMMJEKT NOCTaBKMU KOMMeKca.

KonnuyectBo 1 Tun umAeHTUPUKATOPOB, MoaudUKAUMSA KOHTpossnepa wu
KOHTaKTHOro yCTpPOMCTBA OroBapuBalTCA MNpuU MOCTaBKe KOMMJEKCa M yKa3blBatoTCs
B ®opmynspe (11443195.4012.054 ®©O0).

4.2. NNporpaMMHble cpeacTBa

MNporpamMMHoe obecrneyeHuMe KOMMJeKca BKOYaeT B cebsi pe3nAeHTHY U
HEepe3nAEHTHYO COCTaBASAOLWME.

Pe3anaeHTHas 4acTb NporpaMMHOro obecneyeHmss KOMMJeKCa pa3MeLllaeTcsa B
SHeproHesaBucuMor  GI3W-NnamMaTM  CNeumanm3npoBaHHOrO  KOHTpoJuiepa W
BKJ1KOYAeT B cebs:

— cucTeMHoe nporpamMmMHoe obecnevenune (CrNO), Bkawovatowee B cebs:
— gaapo OC Linux;

— wTaTtHbIM Habop yTmaut ana dyHkumoHupoBaHus OC Linux, paboTbl
KOMMJIeKCa Ha pa3HblX annapaTHbIX naatgopMax, GyYHKUMOHMPOBAHUA annapaTHoOM
COCTaBNsAOLWEN KOMMEKCa U NepCcoHasnbHbIX MAEHTUHOMKATOPOB;

— pe3naeHTHble ApanBepbl Creunanmn3npoBaHHbIX KOHTPO//1EPOB;
— pe3uAeHTHble ApanBepbl NePCOHabHbIX NAEHTU(HOUKATOPOB.

— dYyHKUMOHaNbHOEe nporpamMMmHoe obecnedyeHne (OMN0O), peanusyollee
KoMMiekCc Mep no 3awmte nHgpopmaumm ot HCA.

CNnO n ®MNO komnnekca Ha 3Tane W3roToBNeHUsa msaennss obbeaAnHSAITCS B
eanHoe pe3sngeHTtHoe [0 (firmware), KOTopoe XpaHUTCS B 3HEpProHe3aBMCUMOW
dn3aW-namMaTi cneunanmManpoBaHHOro0 KOHTponepa.

Hepe3naeHTHas 4yacTb NnporpaMMHoOro obecneyeHuns KOMMJiekca
yCcTaHaBnmeaeTcs Ha N2BM nonb3oBaTens U BKAKOYaeT B cebs:
— ApaunBsepsbl cneunanm3npoBaHHbIX KOHTpPOJ/1/1EPOB and BHELIHUX

onepauMoHHbIX CUCTEM;

— ,ﬂpaVIBepbl nepcoHalibHbIX VILI,eHTVICbVIKaTOpOB Angd BHEWHUX onepaunoHHbIX
CNCTEM.

5. 0co6eHHOCTM 3alMTHbIX (PYHKLMN KOMIJIEKCca

«Akkopa-AM3» - 3TO NpPOCTOM WU 4pe3Bbl4aMHO 3MDEKTUBHbLIM KOMMAEKC
annapaTtHO - nMpPOrpaMMHbIX CpeacTB, MO3BONAKWMKA  opraHusoBatb 6e3
aononHutenbHoro MO B coctaBe OC, «3N1E€KTPOHHbLIN 3aMOK» C PYHKUMSAMU KOHTPONS
LLeSIOCTHOCTU CUCTEeMHbIX obnacTten >XeCTKOro Aucka W NpuKNagHbiX MporpaMm
(dbannos) ana nbbiX pacnpoCTpaHEHHbIX TUMNOB (PanNOBbIX CUCTEM.

3almnTHblIE CDYHKLI,VIVI KOMIMJIEKCaA peaIn3yroTca NCNnojsib30BaHNEM:

1)Ancumnnnubl 3awmtbl ot HCA k M3BM (PC), BkAwuyas uaeHTUdUKauuio
nonb3oBatenem NO YHUKANbHOMY UAEHTUHUKATOPY U UX ayTeHTUdukayuio
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(noaTeBepXxaeHne NOASIMHHOCTM) C Yy4eTOM HeobXxoAuMOW ASIMHBbI Maposid, BPEMEHMU
€ro >XW3HW, orpaHuyeHneM BpeMeHun gocrtyna cybvekta K N2BM (PC).

2)KOHTpONs UEeNOCTHOCTU KPUTUYUHBIX C TOYKM 3peHunss MHEOOPMaLMOHHOMN
6e30nacHOCTM CUCTEMHbIX obnacten m dannos, NMporpaMMm U AaHHbIX A0 3arpy3ku
OC- amMcumMnauHbl 3aWunTbl OT HECAaHKLUMOHMPOBAHHbLIX MOAUMUKAUNIA N LOBEPEHHOM
3arpy3km OC.

3)ApyrMx  MexaHW3MOB 3aluMTbl B  COOTBETCTBMM C  HOPMATUBHbLIMMU
[OKYMEHTaMK Mo 3awmnTte n TpeboBaHMsaMN 3aKasunka.

HapgexHocTb (QYHKUMOHMpPOBaAHUS cucTtembl 3awmntel MI3BM (PC) ot HCA
obecneumBaeTcsa BbinonHeHmem cpeacrsamm C3N HCO «Akkopa-AMA3» cnepyrowmx
YCNOBUNA:

1)ocTOBEPHO YCTaAHOB/EHA HEMU3MEHHOCTb annapaTtHon 4actu [19BM,
cuctemHoro BIOS, kputuuHbix ¢dannos OC m npuknagHblX nporpamMm Ans
AAHHOro ceaHca paboTsbl.

2)KpoMe npoBepeHHbIX NporpamMMm B AAHHOW MpOrpamMMHO-annapaTHOM cpeae
MN2BM (PC) He 3anycKanocb N He 3anyCKaeTCqd HUKaKUX MHbIX NPpOrpamMm.

3)AcknoyeH 3anyck MpOBEPEHHbLIX MporpaMMm B Kakom-nnbo MHOM cuTyauuu,

T.€. BHE NpOBEpPEeHHON cpeabl — MpuM yCTaHOBMEHHOM cneuwnanbHoM MO C3U

HCA.

4)Ycnousa 1-3 BbINOAHAKTCA B 060N MOMEHT BpeMeHW Ans  BceX
nosib3oBaTtenen, ayTeHTUAUUMPOBAHHbIX 3alLUMTHbIM MEXAHM3MOM KOMMJeKca.

OcobeHHocTbto C3M HCO «Akkopa-AM[3» gaBngeTca npoBefeHne npoueayp
naeHTndukKaumm, ayTeHTuduMKaumMm U KOHTPONS LEeNOoCTHOCTM A0  3arpy3sku
onepauMoHHOW  cucTeMbl. 3ITO obecneumBaeTcs nepexBaToM  yrnpaBieHus
KOHTpPO/IIEPOM KOMMeKca BO BpeMs TakK HasbliBaemon npouenypbl ROM Scan, cyTb
KOTOPOW 3aK/lo4aeTcs B creaytolem:

B npouecce HavanbHOro craprta nocae NpoBepKM OCHOBHOrO ob6opyaoBaHus
BIOS MN2BM (PC) HayMHaeT nNouck  BHewHux [3Y B  AnanasoHe
800:0000+E000:0000 c warom B 8 K. lNMpunsHakoM Hanuuuga MN3Y asngaerca Hanmume
cnosa AA55H B nepBoM cnoBe nposepsieMoro WHTepsana. Ecnn gaHHbIM nNpu3sHak
obHapyxeH, TO B cneaywuweM bante coaepxutcsa anumHa MN3Y B cTpaHuuax no 512
6anT.

3aTeM BblUUCNISETCA KOHTPOJSibHAs cyMmMma Bcero 3Y, n ecnn oHa KoppekTHa -
byaet npouvsBeneH BbI30B Mnpoueaypbl, pacrnonoxeHHon B l3Y co cMeweHuneM 3.
Takas npoueaypa o06blMHO wcnonb3yetrcsa Ana  uHUumanusauymm BIOS nnat
paclUpPEHNs, YCTAaHOB/IEHHbIX B [2BM.

B C3N HCO «Akkopa-AM[3» B 3TOM npoueaype npoBoaMTCA MHULMANU3aums
BHyTpeHHero BIOS’a kKoHTponnepa, nepexBaT TOYKM 3arpy3kuM w BO3BpaT B
npoueaypy ROM Scan. Takon anropuTtM obecneumBaeTr  KOpPPEKTHYIO
MHMUManNn3aunto Bcex yctponcTts NM2IBM. lMNocne 3aBepleHnsa npoueaypbl ROM Scan
ynpaB/ieHMe nepefaeTca Ha TOYKY 3arpy3km, W BOT 34eCb YXe HaduMHaeTt
BbIMNOJIHATLCA NporpamMma, 3anmcaHHas B SHEepProHe3aBUCMMOW NaMATU KOHTposinepa.
Craptyetr cobctBeHHas OC C3U «Akkopa-AM3», BbINOAHSAKTCA MAeHTUdUKaUKUS,
ayTeHTUdUKaumMsa nonb3oBaTens, KOHTPOAb annapaTtypbl M (annoB Ha XeCTKOM
ancke. lNMpwu nonbitke HCA, nn HapyweHnn LenoCTHOCTM BO3BpaT U3 npouenypbl He
NpoOMCXoAUT, T.e. AalbHenwas 3arpy3ka BbINONHATbLCA He byaeT. BHyTpeHHee [0
KOHTpON/Iepa TaKXe WCK/AKYaeT BO3MOXHOCTb 3arpysku [19BM co CMeHHbIX
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HocuTenen (FDD, CD/DVD-ROM, ZIP, USB-HakonuTenem v ap.) Ans nosb3oBaTenen,
He BXOoAsaWwmnx B rpynny agMUHUCTPaTOpPOB.

Mocne npeabsBNEHUS  MepCcoHanbHOro unaeHTUdUKaTopa MNpou3BOAMTCSA
ayTeHTUPUKaumsa nosb3oBaTtensd. [lonydyeHHble JAaHHble CyXaT OCHOBOM AN
BbluMCeHnsa xew-OyHKUNKU, N N0 3TOMY 3HAYEHUIO OCYLLECTBASETCS NOUCK B CUCKe
3aperncTpupoBaHHbIX MNOSib30BaTenen, KOTopbiM XpaHutca B DHIT KOHTponnepa.
Ecnn nonb3oBaTtenb 3aperncrtpyposaH B KOHTposuiepe AM/[3, TO BbINOJHAETCH
KOHTPOJIb LLe/IOCTHOCTU YCTaHOBJ/IeHHbIX B [M19BM (PC) TeXHMYeCcKnx n NporpamMmMHbIX
CpeAacTB Mo CNUCKY, CO34aHHOMY aAMUHUCTpaTopoM BU.

Ons npoBedeHnss npouenypbl ayTeHTUdPUKaumMm npenycMoTpeH pexuMm
oTobpaXkeHUs Naposs B CKPbITOM BuAe Npu BBOAE - B BMAE CUMMBOJIOB <*>. DTUM
3aTPyAHSIETC BO3MOXHOCTb pacCKpbITUS JIMYHOrO Naponsd W MUCNOSb30BaHUSA
yTpayeHHOro (NOXULWEHHOro) naeHTudukaTopa.

OcHOBOM ANa AOCTMXEHUSA HaAeXHOro (PyHKUMOHWUPOBAHUSA CUCTEMbl 3aLUThI
SIBNSIETCS KOHTPOJIb LIEeSIOCTHOCTU TEXHUYECKUX M NporpaMMHbIX cpeacts MN2BM (PC)
nepea KaxablM ceaHcoM paboTbl nonb3oBaTtensd. DTMM obecnedmBaeTcs 3awimTta oT
HECaHKLUMOHMUPOBAHHbIX MoAMMDUKAUMA U BHEAPEHUSA pa3pyLllatowmx MNporpaMMHbIX
BO3AENCTBUI (3aKNadoK, BUPYCOB U T.A4.).

KoHTponb uenoctHocth B C3M HCO <«Akkopa-AMA3» BbINOSHAETCA Ha
annapaTHOM YypoBHe (CpeAcTBaMu KOHTpOJsiepa KOMMaekca) C UCMoNb30BaHUEM
anropuTMa nowaroBoro (CTyneH4yaToro) KOHTPOASA LEeNOoCTHOCTM, CyTb KOTOpPOro
CBOAMTCA K cnepymowemy - An8 KOHTPONS AaHHbIX Ha i-M JIOTMYECKOM YpPOBHE uX
npeacraBfeHns ANng  JyteHusa  TpebyeTcs  MCNoNb30BaHuWe  npeasBapuTenbHO
NPOBEPEHHbIX Ha LeSIOCTHOCTb npoueayp i -1 - ro ypoBH4.

MporpaMmbl, peanusylowme MexaHU3M KOHTPOSS LesIoOCTHOCTU KOMMJeKca,
AAMWUHUCTPUPOBaHUA M ayauT paboTbl Nosb3oBaTenen 3awuulieHbl OT NoAAeNnku u
HECaHKLUMOHMPOBAHHOM MoAMMUKALUMM 3@ CcYeT UX XpaHeHumss B obnactum
SHeproHe3aBUCMMON NaMATU, KOTOpas 3almLieHa OT 3anucu.

6. NMNocrtaBka KOMIMJ1eKca

Komnnekc C3UW HCO <«Akkopa-AMA3» ana M2BM (PC) nocrtaBnsietca B
KOMMJIEKTHOCTW,  COOTBEeTCTBYLWEen TexHuyeckmm  ycnoeumaMm  (TY 4012-054-
11443195-2013).

Moandukauma TexXHUYECKUX CpeacTB W CheuuanbHOro MporpaMMHOro
obecneyeHus, NOCTaBSIEMOr0O COBMECTHO C KOMMIEKCOM, OrOBapMBaEeTCsl Npu 3aKase
B COOTBETCTBMW C NOTPEBHOCTSAMM 3aKkasumnKka U yKasblBaeTcs B opmynsape.

7. YcTaHOBKa M HaCTpOﬁKa KOMIMJieKCa

YcTaHOBKa KOMIJIeKCa OCYyLWeCTBAAeTCH, KakK npasuio, crneunanmcramm
3aka3uuka (lMoTpebutens) B COOTBETCTBMM C TpebOBaHUAMU 3SKCMyaTauMOHHOM
AOKyMeHTauum.

YcTtaHoBKa M HacTponka komnnekca C3U HCA «Akkopa-AMA3» BKAKOYaET:
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1)YcTtaHoBKY niiaTtbl KOHTpossiepa B cBO60oAHbLIN cnoT NMN2BM n noacoeamHeHune
KOHTaKTHOro ycTtpoucrtea (CbeMHMKa WHpopMaumm) — CcM. <«PykoBoacTBOo 1o
yCTaHOBKe» (11443195.4012.006 98/11443195.4012.038 98/
11443195.4012.054 98).

2)Pernctpauuto agmmHuctpatopa bW (cynepsusopa), B TOM 4ucie, HaCTPOMKY
KOMMJieKkca B COOTBETCTBMM C KOHUrypaumem TexHudeckmx cpeacts [19BM
(nogpobHee cM. «PyKOBOACTBO MO YyCTaHOBKe» N «PyKOBOACTBO aAMWHUCTpaTopa»,
BXOASLME B KOMMNJIEKT NOCTaBKM KOMMNeKca).

3)Perncrpauuio nosb3oBaTenen M HaCTPOMKY 3alMTHLIX CPeacTB KOMMeKkca —
CM. «PyKOBOACTBO aAMUHUCTpATOpa».

8. YnpaBneHue 3awjmutom uHopmMmaumm

Co3pnaBaeMas CTpyKTypa 3awnTtbl MHpopmauun B NMIBM (AC) npm npuMeHeHunmn
komnnekca C3WN HCO <«Akkopa-AMA3» p[o/mkHa noaaepXmBaTbCsd MEXaHU3MOM
YCT@HOBMIEHNsT NoAHoMoumn nonb3oBatenam [19BM (AC) w  ynpaBfeHneMm ux
AOCTYNOM K MHopMaumu.

Ona atoro Ha npeanpusatumn (ydpexaeHuun, dpupme v T.4.) co3gaeTtcs cnyxba
6esonacHoctn uHPopmauun (CBU) wnm Ha3HavaeTca OTBETCTBEHHOe Jnuo
(aaMmnHucTpaTtop 6e3onacHoCcTn MHMOPMaLUKMKN), Ha KOTOPbIX Bo3naraerca pa3paboTka
N BBOA B AENCTBME OpraHnU3auMOHHO-NMPaBOBbIX AOKYMEHTOB MO NpuMeHeHuto NM3BM
(PC) c BHegpeHHbIMW cpencTBaMuM 3aWUTbl KOMMnekca <«Akkopa-AMA3». 2TuMmun
OOKYMeHTaMun npeaycMaTpuMBaeTcad BeAeHue psada Y4YeTHbIX UM 06beKTOBbIX
AOoKkyMeHTOB  (Hanpumep, <«XXypHan y4yeTa BblAaHHbIX WAEHTUHUKATOPOB>»,
«MHCTpyKUMM no npuMeHeHuto [129BM ¢ ycTaHoBNEeHHbIMM KoMmnnekcamu C3U
«AKKOpA» AONS pa3fINYHbIX KaTeropum AO/MKHOCTHbIX nuy v ap.). B paspaboTtke
Heobxoanmon aokymeHTaumm OKB CAIP MoXeT oka3aTb He06X0AMMYIO MOMOLLb.

9. OrpaHun4yeHms NO NpMMEHEeHUI0 KOMIJ1IeKca

1. MAK C3N HCO «Akkopa-AM3» MOXeT UMcnonb3oBaTbCs B cocTtase [M12BM
C UeHTpanbHbIM npoueccopoM apxutekTypbl Xx86 (IA-32) unu x86-64 (AMD64), c
obbeMOM AMHaMuyeckon onepaTtmBHon namaTM (RAM) He MeHee 128 M6, npwu
Hannuyun ceoboagHOro pasbemMa Ha MaTepuHCKonm nnate [12BM, cooTBeTCTBYHOLLENO
T™Mny KOHTponnepa AM/A3. Tunbl KOHTpON1epoB «Akkopa-AMA3» C
COOTBETCTBYIOLWNMN UM LWNHHBIMKU UWHTepdencamMm Ha MaTepuHckon nnate [2BM
npeactasfeHbl B Tabnuue 1. PacnonoXxeHme 3/1eMeHTOB M pa3beMOB Ha naaTax
KOHTpOMNepoB <«AKKOpA» pasfiMyHbiX Moaudukaumm cM. B <«PykoBoacTteBe o
yCTaHOBKe>» (11443195.4012.006 98/11443195.4012.038 98/
11443195.4012.054 98).

Ta6nunua 1 - Tunbl KOHTpoONNepoB «Akkopa-AM[A3»

LUnHHbIN nHTEepdeic cnota CBT Tun KOHTpoOAJsiepa
PCI-express Akkopa-GX
mini PCI-express Akkopa-GXMH
M2 Akkopa-GXM2
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2. MAK C3UW HCO <«Akkopa-AMA3» npeanonaraeT Hanuvuyme Ha [19BM
nobon n3 OC, noanepxusarowen dpannosble cuctembl FAT12, FAT16, FAT32, NTFS,
HPFS, Ext2, Ext3, Ext4, FreeBSD UFS/UFS2, Solaris UFS, QNX4, MINIX, ReiserFS.

10. NMpaBoBble acneKTbl NTPUMMEHEHUA KOMIJIEKCa

MporpaMMHoO-annapaTHbiM  KoMnnekc <«Akkopa-AMA3» w©n conyTcTByloWwas
OOKYMeHTaumns 3aliMmiuleHbl 3aKOoOHOM Poccmum 06 aBTOpCKMX nMpaBax, a Takxe
nosioXxkeHnammn MexayHapogHoro [lorosopa.

Jlloboe wucnonb3oBaHMe [AHHOrMO KOMMJeKca B HapyweHue 3akoHa 06
aBTOPCKUX NMpaBax WM B HapyweHue nonoXxeHnn 3 Ha komnnekc «Akkopa-AMA3»
6yneT npecnefoBaTbCs B YCTAHOB/IEHHOM nopske.

ABTOpCKMe npaBa Ha nporpaMMHoO-annapartHbii kommiekc C3U HC/A
«Axkkopa-AM/A3» un nocrassiseMmMoe C HMM cneymnasbHoe O npunHagnexar
OKb CAITP

Paspewaetca Aenatb apXuBHble KOMWUW  CreuuanbHOro MNpPOrpamMMHOro
obecneyeHnss komnnekca <«Akkopa-AMA3» pans wucnonb3oBaHus [loTpebutenewm,
KOTOpbIN Npnobpen KOMNAeKC B YCTAaHOBIEHHOM MNopsiaKe.

Hn npn kaknmx obcTosaTenbCTBax MNoCTaBnsieMoe crneunanbHoe MnporpaMMHoe
obecneyeHne He pacnpocCTpaHsAeTcs Mexay ApyrMMu npeanpuatuamm (dpupmamm) m
nvuamu.

Ypanate B npoaykumn OKB CAlP yBesomneHue 06 aBTOPCKMX MNpaBax He
A0oNyCKaeTCsa HWU NMpu Kaknx obctosTenbCTBax.

Mpn Heob6XxoAMMOCTM NPUMEHEHUS CPeacTB KoMmnnekca «Akkopa-AMA3» ans
ApYrnx uenem peweHue 3STOro BOMPOCAa BO3MOXHO TOJMIbKO MpPU  Hanuumm
NMMCbMEHHOro cornacus paspaboTumKkos.

OTMeTuM, 4TO npeabliaylwime OorpaHudeHus He 3anpewarT JierajsbHbiM
nosib30BaTesiAM  pacrnpocTpaHAaTb COBCTBEHHble WCXOAHble KOAbl WAWM  MOAYSIN,
CBsi3aHHble C npuMmeHeHmeMm cneuymanoHoro MO ana komnnekca «Akkopa-AMA3».
OaHako, TOT, KTO TMoOJiydyaeT Takue WUCXOAHble KOoAbl WM  MOAYAU, LOJIKEH
npuobpectn cobCTBEHHYK KOMUIO Hawero cneumanbHoro MO, 4yTobbl Ha 3aKOHHOM
OCHOBaHMM UCMOIb30BaTb €ro n nMeTb cepTudmnKaT COOTBETCTBUA.

OTHOCMTENbHO (MU3MYECKMX 3SK3EeMMNAAPOB annapaTtypbl M AOKYMeHTauuu,
nocrtaBnseMbiX B coctaBe kKomriekca «Akkopa-AMA3», OKB CAIP rapaHTupyeT ux
MCNPaBHOCTb B COOTBETCTBUM C rapaHTUMHbIMW 0653aTeNnbCTBaMM, yKa3aHHbIMU B
dopmynspe.

Mpu o06HapyxeHun owunbok wnnu pedekToB Monb3oBaTeNb HanpasnseT
noapobHyto peknamaumio B OKB CAIP B ycTtaHoBneHHOM nopsiake. [lpu 3ToM
obs3aTenbHbIM SBASIETCS HaM4Me CEPUMHOro HOMEepa Ha nnaTte KOoHTposepa W
dopMynsipa Ha KOMMJEKC.

Komnnekc «Akkopa-AMA3» nocTaBnsgeTca Mo MnpuHUMNY «as is», T.e.
BNnajenblbl aBTOPCKMX MpaB HU MpU Kakux obcTtosaTenbCTBax He npeasycMaTpuBatoT
HMKaKOM KOMMNEHCauuMun 3a AONONHUTENbHbIE YObITKM Mosib30BaTeNns, Bka4yas nobbole
notepu npmbbianM, MOTEPU COXPAHHOCTU WAW  Apyrue YybbITKU, BCNeacTBue
aBapUMNHbIX CUTYaUUN NN UX NOCNEACTBUN, YObITKMN, KOTOPbl€ MOFYT BO3HUKHYTb MU3-
3@ UCMOJSIb30BaHUA UM HEBO3MOXHOCTU MCMNO/b30BaHMSA HAWeEN NpoayKLUMU.
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Mpn nokynke v npuMeHeHUU Kommniekca <«Akkopa-AMA3» npegnonaraeTcs,

4YTO nMoKynaTtesb 3HAakKOM C AaHHbIMU Tpe6OBaHMF|Ml/I M cornaceH C noJsIoXKeHnAMU
HacTodLWero pasaena.

11. TexHunyeckana noaaepIKKa

B cnydyae HeobxoammocTtm koHcynbTaumm AO «OKB CAIP» npeanaraeTt 6e3
AOMONTHUTENBbHOM oOnNnaTbl C MoHeaenbHuMkKa no naTHuuy ¢ 10-00 go 18-00 (nmo
MOCKOBCKOMY BpeMeHM) obpawatbcsd no TenedoHam: +7(495)994-49-96,
+7(495)994-49-97, +7(926)762-17-72 wnn no ajpecy 3NeKTPOHHOW MoYyThbl
help@okbsapr.ru. Haw aapec B NHTepHeTe http://www.okbsapr.ru/.



