< [ % OCOBOE KOHCTPYKTOPCKOE BIOPO

CUCTEM ABTOMATU3IUPOBAHHOIO TMNMPOEKTUPOBAHWS

NPOrPAMMHbIA MOA4Y/1Tb ABTOMATU3NPOBAHHOIO
POPMUPOBAHNA NACINOPTOB MNPOrPAMMHOIO U ANMNAPATHOIO
OBECINEYEHNA ABTOMATU3NPOBAHHbIX PABOYUNX MECT M
CEPBEPOB

«MNACHOPT NO»

(Bepcusa 1.1.9)

OBLLEE ONMNCAHMUE

37222406.501410.080 94

Jluctos 11

MockBa
2023



AHHOTALUMUA

Hactoawmnn p[oOKyMeHT gBngeTca obwmm onuMcaHneM MnporpaMmMHOro
moaynsa (MM) «Macnopt MNO», npegHa3sHayYeHHOro Ass8 asBToMaTu3auuum
NMpOLLeCCOB KOHTPOJIA 3@ U3MEHEHMEeM CoCTaBa NporpaMMHOro U arnnapaTHoro
obecneyeHms M KOHTpons uenoctHoctn dawnnoe MO, yCTaHOBNEHHOro Ha
cpeacTBax BblYUCNNTENbHON TEXHUKW, COCTaB/IeHUS U 3aBepeHMs MnacnopToBs
MO, n coaep>xuT onmcaHuve:

— Has3HayeHusa M «[llacnopT MO>»,
—  CTPYKTYpbl U pyHKUMOHMpoBaHus MM «Macnopt MO».
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1. HasHa4yeHue MM «IMacnopT NMNO»

MporpaMMHbIN MOAYAb NpeaHa3HadeH Ana aBToMaTM3auumu NpoueccoB
KOHTpPOSIA 3a WM3MEeHeHMeM CcocCTaBa MNpoOrpaMMHOro W  annapaTHOro
obecneyeHns nU KOHTpons uenoctHoctn damnos MO M annapaTHOWM 4yacTu
CBT, cocTtaBneHuss U 3aBepeHust nacrnopToB MPOrpamMMHOroO M annapaTtHoro
obecneyeHus.

OcHoBHOM 3apadven, pewaemon moaynem «[lacnopt MO», gaBnseTcs
KOHTPOJIb N (PUKCaLms COCTOSIHUS NPOrpamMMHON U annapaTHon cpeabl CBT.

O6beKTaMM aBTOMaTM3aLMN ABNSIOTCA NPOLECChI KOHTPONA U duKcauunm
cocTaBa MPOrpaMMHOro W annapaTHoOro obecrnedyeHuss Ha MOAKOHTPOJIbHbIX
o6bekTax (MKO) ¢ uenblo BbISIBIEHUS HECAHKLMOHUPOBAHHbLIX M3MEHEHWUI B
HEeM.

MoakoHTponbHbIMKM ob6bekTamMu MM «[MMacnopt MO» gasnawTca APM un
cepBepbl noa ynpasneHnem OC Microsoft Windows XP SP3/7/8/10,
Server 2003 R2 SP2/2008 wn Bblwe, (YHKUMOHMPYKOLWME KaK B COCTaBe
NOKaNbHbIX BbIYNUCINTENbHbLIX CeTEN, TaK MU B aBTOHOMHOM peXuMe, a Takxe
APM u cepsepbl nog ynpasneHnem OC Linux, paboTtatowmx ¢ deb-naketamm un
rpm-naketamy, QYHKUMOHUPYHOWME TOMLKO B  COCTaBe  JIOKaslbHbIX
BbIYNCINTENbHbIX CETEN.

MM «Macnopt NMNO» npeaycmatpuBaeT oOAMH U3  ABYX BapWaHTOB
dYHKUMOHNPOBAHUSA:

— «CoBMecTHada paboTta c Akkopa-Win32/64»;

— «CaMocToAaTeNbHbIN NPOAYKT».

Bblbop BapuaHTa QYHKUMOHWMPOBAHWUS  BbIMOJIHAETCA BO BpeMms
BbINOJIHEHNSA Npouenypbl ycTaHoBkU M «lNacnopT MO>».

Mpun BblbOpe  BapuaHTa paboThbl «CoBMecTHas paboTa C
Akkopa-Win32/64» TM «[MacnopT NO» dyHKuMoHnpyeT coBMmecTHo c [MAK
C3UN ot HCAO «Akkopa-Win64» wnn MNAK C3U ot HCO «Akkopa-Win32» (B
3aBMCMMOCTU OT pas3psaHOCTM ONepaunMOHHOM CUCTEMBI).

Mpu BbIbOpe BapwuaHTa paboTbl «CaMocToATeNbHbIN MpoaykT»> [1M
«Macnopt MNMNO» PYHKUMOHUPYET KaK MOSHOCTbIO CAMOCTOATENIbHbIN MPOAYKT.

MporpammHubin Moaynb (MM) «MacnopTt MNO» obecneunsaeT:

— aBToOMaTu4eckoe un py4yHoe dopmuposaHune cnmucka MNKO c pasbuskon
no noapasaeneHusm;

— CO34aHMe CcoCTaBa CKaHMpoBaHUsS (NepedyHs  KOHTPOSIMpyeMblX
pacwmpeHni arnnos, obnactu ckaHmpoBaHusa) ansa kaxaporo MKO;

— BeaeHune yyvyeta kateropun MO (cnpaBoydHuka M0O);

— CKaHupoBaHue nokanbHbiX anckos NMKO no 3agaHHOMY pacrnucaHuio
M MO KOMaHAe nepcoHana B COOTBETCTBMU C 3aZl@aHHbIM COCTaBOM;

— CKaHMpoOBaHMe cocTaBa NporpaMMHoro obecneveHus Ha MKO;
— CKaHupoBaHWe cocTaBa annapaTtHoro obecneyeHus Ha MKO;



— ¢dopMunpoBaHume npoekta nacnopta MO;

— 3aBepeHue NpoekTa nacnopTa NMpoCcTon 3/1IeKTPOHHOM NOANUCKIO;

— NpoBepKa 3/1eKTPOHHOM NoAMNMUCKU 3aBepstowero nacnopT;

— ¢dopMmnpoBaHMe OTYETHLIX POopM chopMmpoBaHHbIX nacnopTtos MMO;
— CpaBHeHWe NpoeKTa rnacnopTta C 3aBepeHHbIM MacnopTomMm;

— NpoCMOTp MHPOopMaumm 06 M3MeHeHUsIX cocTaBa MpPOrpaMMHOro
annapatHoro obecnedyeHnss U COCTOSSHMS  MPOrpaMMHON U
annapaTtHomn cpeabl;

X

— CpaBHeHMue ABYX 3aBepeHHbIX NacnopToB Mexay cobou;

— peructpaumst AencTemn nonb3osaTtenen (M3 ymcna nepcoHana M
«Macnopt MO») Ha ynpaBAstoWweM KOMNOHEHTE;

— perucrtpaumns cobbiTuin Ha NOAKOHTPO/IbHbIX 06beKTax.

2. CtpykTtypa n cpyHkumoHupoBaHue MM «IMacnopTt MNO»

2.1. OcHoBHble anemeHTbl MM «IMacnopTt NMO» u nx B3aumoagencTeue

OcHoBHble 3nemMeHTbl [1TM «[acnopT MO»:
1)cepBuc obMeHa coobieHnsamm RabbitMQ (ananee RMQ);

2)6a3a aaHHbIX MM «MMacnopt MO»;
3)cepBepHbIt kKoMnoHeHT MM «lMacnopT MNO» (nanee - cepsep);

4)KOMNOHeHT ynpaBneHma [IM  «Macnopt NMNO» (panee - APM
ynpasneHus);

5)KNneHTCKnn KoMnoHeHT M «[acnopTt MNO», ycTaHaBAMBaeMbI Ha
NOAKOHTPONbHblE 06bEKTLI cncTeMbl (aanee — MNMKO).

Bca cTtpyktypa M «[Macnopt MNO» cTpouTCcs BOKpPYr cepsBuca obmeHa
coobuweHnammn RabbitMQ. Yepes 3T0T cepBuc npomcxoant obMeH AaHHbIMU U
oTnNpaBkKa KoMaHA Ans BbinonHeHUsA onepauunn MM «Macnopt MO».



Cepsep b3, Cepsep MM
«MNacnopt MO»

APM Cepsep RMQ
ynpaBneHus

PucyHok 1 - OcHoBHble an1ieMeHTbl MM «MNacnopTt MNO>» n nx B3amMoaencreme

Bce cepBepHble KOMMNOHEHTLI (cepBep 6a3bl AaHHbIX, cepBep Rabbit MQ
N cepBepHbin KOMMOHeHT MM «[MMacnopT MNO») MoryT 6bITb Kak pa3HeCeHbl
(KkaK rmokasaHo Ha cxeme), Tak n obbeanHEHbl HA OAHOM CepBepe, B OAHOMN
cepsepHon OC. HacTtponka B3aMMOAENCTBUSA MeXAY KOMMOHEHTaMum OonucaHa
B JOKYMeHTe «PyKOBOACTBO MO 3KCnayaTaumm».

LleHTpanbHbIM KOMMNOHeHTOM [IM «[lacnopT MNO>» gaBnsgercs cepsep,
KOTOPbIA OCYLLECTBNSAET B3ammoaencrtene c 6a30M AaHHbIX KOMMEKca u
BbICTYNaeT B KayecTBe aHaJMTUYECKOro LueHTpa npoAayKTa: Ha HeM
dbopMMpylOTCS NpoOeKTbl nacnopTta, MNpPOM3BOAUTCA CpaBHEeHWe nacrnopTos,
oTcnexusaeTtcs pacnmcaHue onpocos NMKO n skntoveHne/BbikntodeHue MKO.

Ons B3anmoaencteusa cepsepa c MNKO B pexunme peanbHOro BpEMEHWU Ha
cepBepe n Ha KO noctossHHO paboTatoT cepBucbl SPPOServerService.exe
(Cepuc coobuweHun Macnopt IO (cepBep)) wu SPPOClientService.exe
(CepBuc coobuwennin Macnopt MO (KAMEHT)), KOTOpble B3aUMOAENCTBYIOT C
cepsucoMm RMQ. Taknm obpaszoM, anga ctabunbHon pabotbl MMM «lMacnopt MNO»
AOMKHbI  6bITb  3anylweHbl W MNOCTOSAHHO  (YHKUMOHWPOBATb CEPBUCHI
SPPOServerService.exe, cepBuc RabbitMQ w©n  knneHTCKMKM  cepBUC
SPPOClientService.exe.

OcTtaHoBKa ogHoro m3 cepsucos, cepeepa M «[lMacnopt MNO» nnu RMQ,
NPUBOAUT K BbIBOAY M3 CTPOS BCEN CUCTEMBI.

Ecnn Ha MNKO He 3anyckaeTcss unm npekpawaeTr cBok paboTy cepsuc
knueHTa, SPPOClientService.exe, 310 He BnnseT Ha paboTty MNMKO B uenom, HO
NMKO cTtaHoBUTCA He AOCTYMHbLIM ANS yAaneHHOro ynpasneHus B pamkax M
«MacnopT MNO»: npoBeaeHnss onpoca, MoJiyd4eHUsa pesysnbTata onpoca,
»xypHanos [KO.

APM ynpaBneHus B3auMOLENCTBYET C CepBepoOM TO/bKO BO BpeM4
pabotbl ytunntel SPPOARMControl.exe (ytunuta «Moaynb ynpasneHus M
«Macnopt MNO») N TakxXe B3aMMOAENCTBYET C cepBepoM yepe3 RMQ.



2.2. MporpammHbie moaynu MM «IMacnopTt MO» n nux
B3anmogeucTeme

KntoyeBbiMM nporpaMMHbiMmn mMmoaynamm B MM «[lMacnopt NO» gaBnsaoTCcs
cepsucbl SPPOServerService.exe (cepsepHbin cepsuc M «[lacnopt MO»),
SPPOClientService.exe (knueHTcknn cepsuc NM «Macnopt MNO»), RabbitMQ.

BsaumopeiicTBme cepBMCOB ApPYr C APYrOM OCYLLECTBASETCS NOCPEACTBOM
KnneHTckon 6mbnmotekn RabbitMQ.Client.dll, koTopas Bkn4YeHa B COCTaB
BCeX KoMNoHeHToB MM «[llacnopT MNO»:

LLLITTITTT] EEEEEENEENNEENENNENESENNENNENESSNNESEENENENEEEEEEE  ANEEENAEN NN N ANANNENEANEENNEENENNENENENEENEEEEEEEEREEREEE [

Komnosent ynpasacHua INM elNacnopr NO» : KomnoxeHT ynpaeneHna INM elacnopr nos:

SPPOARMControl.exe SPPOARMControl.exe

CommandLibrary.dll

RabbitMQ.Client.dll

RabbitMQ.Client.dll

Knuenrckmid xomnonent NMM eMNacnopr MNO»

SPPOARMControl.exe

RabbitMQ.Client.dll

PucyHok 2 - lNMporpamMmmHbie moaynu MM «Macnopt MNO>» n nx B3BamMmoaencreme

B cepBepHOM W  K/IMEHTCKOM  KOMMOHEHTax C 6ubnmortekon
RabbitMQ.Client.dll paboTatoT HenocpeacTBeHHO cepBuchl MM «[MMacnopTt MO».
Ha APM ynpaBneHus B3anMoAencTBnme NpomcxoauT rnocpeacTtsoM 6mubnmoreku
CommandLibrary.dll, koTopasa  TpaHCAuMpyeT JAaHHble W KOMaHAbl,
nepenaBaeMble cepBepoM 1 ob6paTHoO.

Kak BnaHo n3 cxembl, obpaweHue Kk NMKO npomsBoamTCs TONbKO yepe3
cepBep: CHayana KoOMaHZa oTnpaeBnsieTcs Ha  cepBep, OTKyda
nepeHanpasnseTcs Ha cooTeeTcTBytowmn MNMKO, ecnu oH BkAtoYveH. Ecnn MKO
BbIK/IKOYEH, TO KOMaHAa OTMeHseTcsd C (popMMPOBAHMEM COOTBETCTBYHOLLErO
coobuweHmnsa 1 3anmcbio ero B XypHan cobbitni. OxuaaHusa skntoyeHms MKO ¢
COXpaHeHueM o4yepean KoMaHa He NpoM3BOAUTCS.

YTeHne v 3anncb AaHHbIX M3 6a3bl AaHHbIX TakKXXe BbIMOJSIHSAETCA 4vepe3
cepsep M «[Macnopt MO».

[Janee npuBeaeH npuMmep MOTOKa KOMaHA M AaHHbIX 4719 KOMaHAbl
onpoca [KO.



KomnoHeHT ynpas/ieHus CepsepHblid KOMMNoHeHT MM
MM «Nacnopt NO» «lMacnopr NO»

Cepsuc
RabbitMQ

SPPOARMControl.exe

ba3a aaHHbIX TM

KAMEHTCHMII KOMIMOHEHT «Macnopt NO»
MM «MNacnopt NO» : i

SPPORequestDIl.dll

PucyHok 3 - lMpuMep noToka KOMaHA M AaHHbIX AN KOMaHAbl onpoca NMKO

KomaHaa onpoca npoxoauT cneayroLme 3Tanbl BbINOJIHEHUSA:

1. Jllobas komaHaa ot APM ynpaBneHusi, B TOM 4yucne Ha BbINOJHEHUE
ckaHmpoBaHusa MNKO, Bcerga B nepBylo o4yepenb noctynaeT Ha cepsep RMQ.

2. Cepnc  RMQ aHanum3ampyeT nMOJIyYEHHbIXW NaKeT AaHHbIX W
nepeHanpassgeT ero Ha cepBep.

3-4. CepBuc MM «lMacnopt NO» SPPOServerService.exe BblYUTbIBAET U3
6a3bl AaHHbIX MapaMeTpbl onpoca, ykasaHHoro MKO.

5. KomaHpaa Ha BbinonHeHue ¢ napametpamu NKO nepepnaetcsi cepBuUcy
RQM.

6. Cepnc RMQ aHanumanpyeT MoJIy4eHHbIN NakeT W nepeHanpasngeT
KoMaHAy YkasaHHoMmy [1KO. Ecam TKO BbikatovyeH wan  paboTtaer B
aBTOHOMHOM pexuMe, TO KoMaHaa He 6yaer nepejaHa W cepBUC
SPPOServerService.exe NoNy4YnT OTBET B BMAE OWNOKN CBA3N.

7. Cepsuc knmenta SPPOClientService.exe, NMKO, B oTBET Ha nosiyyeHue
KOMaHAbl CKaHMPOBAHWS Bbi3blBaeT ANS NpoBeAeHus onepauun bubnuorteky
SPPORequestDIl.dll n oTcbinaeT Ha cepBep OTBET «OMNPOC 3anyLUeH».

8. Mo 3aBeplieHNnN CKaHMpoOBaHUSA bubnunoTeka nepenaeT KIANEHTCKOMY
CepBuCy pe3ysibTaT onpoca.

9. CepBuc SPPOClientService.exe nepecbliaeT MakeT AaHHbIX CepBUCY
RMQ.
10. Cepenc  RMQ aHanum3umpyeT nMOJIy4EHHbIN NakKeT AaHHbIX U
nepeHanpasngeTt ero Ha cepsep M «[NacnopT MO».

11-12. CepBuc SPPOServerService.exe npoussoanT pa3bop nakeTa,
dopmMupyeT NpoeKT nacnopta u 3anucbiBaeT ero B 6a3y AaHHbIX.

13. CepBuc SPPOServerService.exe co3gaeT 3annucb B XXypHane cobbiTui
0 3aBeplieHnmn onpoca MNMKO n otcbinaeT AaHHble cobbiTna B APM ynpaBneHus
yepes cepsuc RMQ.

14. APM ynpaBneHms nony4dYaet 3anucb XypHana cobblItTun o
3aBepLUeHnn npouecca onpoca m 3anmcb npoekrta nacnopta MKO.



2.3. CocrtaB 6a3bl gaHHbIx MM «IMacnopT NMO»

B Tabnuue npeacrtaBneHo onucaHue Tabnuuy 6asbl  gaHHbiX M
«[MMacnopt MNO»
Ne HanmeHoBaHue HasHaueHue 3amMmeuyaHun
Tabnunubl
1 Divisions Tabnnua nogpasgeneHun
2 ExcludedPaths Tabnuua, cogepxalias Crnnmcok

WUrHOPUPYEMBIX NyTEN,
BKJTIOYEHHbIX B COCTaB OMnpoca
MKO

3 FileExtensions Tabnuua, cogepxxawas Cnmcok
dhannoBbIX paclMpeHunia,
BKJ/THOUEHHbIX B COCTaB Onpoca
NnKO
4 IncludedPaths Tabnnua c nytamm onpoca lMKO,
BKJ/THOYEHHbIX B COCTaB Oonpoca
5 Logs Tabnuua xypHana MNM
«Macnopt NO»
6 Passports Tabnuua nacnopTos CopepXXunt onucaTenbHyo
YyacTb NacnopTa: onucaHue
MKO, paTty co3aaHus
npoekTa nacrnopTa, AaTy
noanmcm, Nnoanucb
nacnopTa v npou.
7 RequestTimes Tabnuua, coaepxallasa 3anmcu
pacnucaHuin onpoca NKO
8 Roles Tabnuua ponen nonb3oBaTenen
MM «Macnopt MO»
9 SppoFileBlobs Tabnuua, cogepxalwas cxartble Conep>XuT pesynbTtaThl
AaHHble CKaHupoBaHua gainoson
cuctemol NMKO B
COOTBETCTBUMU C
HacCTpoMKaMmn ornpoca
10 | SppoHardwareDevices | Tabnuua, cogepxxawas CNMcKu
obopynoBaHus, yCTaHOBNEHHbIX
Ha MKO
11 | SppoProductsBlobs Tabnuua, cogepxallas cxaTtble CoaepXXuT pesynbTtaTbl
OaHHble CKaHMpPOBaHMS
yCTaHOBNEHHbIX Ha MNMKO
NpPOrpaMMHbIX NPOAYKTOB
12 | SppoProducts Tabnuua, cogepxawas CrncKu
MporpaMMHbIX NPOAYKTOB C
3a4aHHbIMW KaTeropmsiMm
(rpynnamu)
13 | Templates Tabnnua wabnoHoB onpoca
14 | UserDivisions Tabnuua cBA3un nosab3oBaTesnen 1
nogpasaeneHumn
15 | Users Tabnuua nonb3oBatenen MM
«Macnopt NO»
16 | Workstatios Tabnaunua NKO MM «Macnopt MNO»
17 | _MigrationHistory Tabnnua Murpaumin

CxeMa cBszen Mexay Tabnnuamm npeacraBsieHa HNXeE.
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PucyHok 4 - Cxema cBfzei Mmexay Tabnuuyamm 6a3bl gaHHbix MM «Macnopt

no»
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CBEAEHWUA O BHECEHHbBIX USMEHEHUAX U OOMNMOJIHEHUAX

OcHoBaHue
(HanMmeHOBaHue
, HOMep
AOKYMEHTa n
aara)

Aata
BHeECeHuUsA
M3MEeHeHus

CoaeprkaHue N3MeHeHuN,
AOMNOJIHEHUM

A OJHKHOCTD,
dbamunnsa n
noanuchb anua
OTBETCTBEHHOI0 3a
BHeceHue
M3MEHEeHUM
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