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AHHOTALUNWA

HacToawmnmn OKYMeHT SBMASIETCS PYKOBOACTBOM MO YMpPaBJEHUIO MeXaHM3MaMun
3aWmMTbl NpoOrpaMMHO-annapaTHOro KoMmmnaekca 3awuTbl WHopMmaumm ot HCA
«Akkopa-Win32» v.4.0 (TY 4012-036-11443195-2010) w» npeaHasHavyeH AN
KOHKpeTM3aumm 3agad U QyHKUMN AO/DKHOCTHbIX NUL opraHusaumu (npeanpusaTus,
dbupMbl), NAAHMPYIOLLUMX U OPraHU3ylWwmMx 3awuty MHoOpMauum B CUCTEMAX WU
cpeacTeax nHdopmaTmsaumm Ha 6ase CBT ¢ npuMeHeHMeM KoMMaeKkca.

B nokyMeHTe npuBeaeHbl OCHOBHblE (PYHKLUUM aAMUHUCTpaATOpa 6e30MacHOCTM
WHpOpMaumMK,  MOpSAOK  YCTaHOBKM  MpaB  AOCTyna  nosib3oBaTeneh K
MH(POPMALIMOHHBLIM pecypcaM, opraHusaunun KoHTpons pabotbl CBT ¢ BHeApPEHHbIMU
cpeacTBaMM  3alWMTbl U Apyrue CBeAeHust Heobxoaumble ANns  yrnpasfieHus
3alMUTHLIMU MEXaHM3MaMM KOMMIeKca.

na nydwero nNOHMMAHMA U UCMONb30BAaHUA  3aWUTHbIX MEXaHU3MOB
KOMIMJ1EKCa pekoMeHayeTCA npeaBapuTesibHO O3HAaKOMUTbCA C KOMMJIEKTOM
3KCI'IJ'IyaTaLI,VIOHHOl71 AOKYMEHTaLUMN Ha KOMIUIEKC, a TaKXe MpUHATb HeobxoanMble
3dWlUTHblE OPraHN3aunNOHHbIE MEPDbI, pEKOMEHAYEMbIE B AJOKYMEHTALUUN.

MpUMeHeHMe 3alUUTHbIX Mep KOMMJeKca [AO/MKHO AONONHSATbCS 06WwmMun
MepaMu NpeaoCcTOPOXHOCTU U pusnyeckon 6esonacHoctn CBT.
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NMPUHATbBIE TEPMUHbI N COKPALLEHUSA

ApMuHucTpatop BM
Umsa_nonb3oBaTtensn
UpeHTndukarop

O6beKT aocrtyna

MapameTpbl
nonb3oBaTens

MNMonb3oBaTesnb
nena

MpeabaBnTb
naeHTucdpmkartop

YpnaneHue
nosib3oBaTtens

CUHXpOHU3aLus
napaMeTpos
nonb3oBaTens

Co3paTtb
nojsib3oBaTtens

Coob6ueHuns

TM-npeHtndmkartop
(vnn TM)

Yucno npoxonos
npv yaaneHum

SHN

- aAMUHUCTpaTOp cnyx6bl 6€30MacHOCTN MHpOopMaL MK

- MMS$, NoA KOTOPbIM MOJib30BaTe b 3apPErMcCTPUPOBaH B CUCTEME

- CcneuManbHOE YCTPOWCTBO, COAEpXXalllee YHUKalbHbIA MNpU3HaK
nonb3oBaTensi, C KOTOPbIM 3aperncTpupoBaHHbIA  MONb30BaTesb
BXOAUT B CUCTEMY W KOTOPbIA MCMNOMb3YETCA CUCTEMOW Ans
onpeaeneHns ero npas, a Takxke ANs peructpaumm dakrta gocTyna u
XapaKTepa BbINOMHAEMbIX UM paboT UM NpeaoCTaBASAEMbIX EMY YCNYT

- noa o06beKTOM A[oCTyna MOHMMaeTcss OAMH W3 MepeYUC/IEHHbIX
pecypcoB CBT: auck, katanor, dawnn, pasgen winm Ky peecTpa,
npouecc (3agava), ApanBep yCTPOMUCTBA.

-  unaeHTuduumpylowme npusHakum nonb3osatens (MMs, Homep
naeHTndukaTopa, naposb) U ero npasa No AocTtyny K pecypcam CBT B
COOTBETCTBUM C €ro NosIHOMO4YNAMU

- cybbeKkT goctyna Kk obvektam (pecypcam) CBT
- NpaBuna pasrpaHU4yeHns 4ocTyna
- MPUIOXNTb UAEHTUDMKATOP K KOHTAKTHOMY YCTPOMCTBY CbEMHUKA

uHdopmaumn, ambo  BCTaBuTb  unageHtudpukatop B  USB-nopt
KoMnbloTepa (B 3aBUCUMMOCTM oT TMnNa NCNoJIb3yeMOro
naeHTndunkatopa)

- yAaneHue MMeHMU, NoA KOTOpbIM MoONb30OBaTeNlb 3aperMcTpupoBaH B
CUcTeMe, M3 CrNucka 3apernMcTpupoBaHHbIX nosb3oBaTtenern B DHI
KOHTponnepa «Akkopa»

- conocTasneHune B[ nonb3oBaTtenen B DHI KoHTponnepa «AKkopa» C
napametpamMn B[] nonb3oBaTenen MNOACUCTEMbl  pa3rpaHUYeHus
[OCTyna M y4eTHbIMM 3anmcsaMu nonb3osatenen Windows

- 3apernctpupoBaTb NOSb30BaTensd B MNOACUCTEME pa3rpaHUYEHUs
pocrtyna

- WHdoOpMauMs, BbIBOAMMAs Ha AUCnen,
OEeNCTBMAX NoMb30BaTeNsd, O COCTOSHWUM MpOrpaMMbl
3aBepLlUeHHbIX gencrTeusx, cbosx B cucteme u ap.

- nepcoHanbHbin unpgeHTudukatop DS-199x («Touch-memory» -
«MaMaTb KacaHmsa») nonb3oBaTens

- KO/JINYEeCTBO MpPOX0AO0B  C/lyYamHOM
coaep>XnuMomy caiina npu ero yaaneHum
— DHeproHesaBUCUMas NamMsaTb KOHTposiepa «AKkopa»™

KoTopasi coobuaetr o
M HOpManbHO

nocneanoBaTtesibHOCTN Mo
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BBEAEHWUE

MporpaMMHoO-annapaTHblM  KOMMJEKC CpeacTtB 3awuTbl  WHGoOpMaumu  OT
HeCaHKLUMOHMPOBAHHOIro AocTtyna «Akkopa-Win32» v.4.0 (TY 4012-036-11443195-
2010), panee no TekcTty - komnnekc «Akkopa», MAK C3U HCO «Akkopa» wniu
KOMMJIeKC - 3TO NPOCTON, HO 4Ype3Bbl4anHO 3HDEKTUBHbBIM KOMMAEKC TEXHUYECKUX U
NPOrpaMMHbIX CpeaCTB, MWCMNOJb3ys KOTOPbIA MOXHO HaAeXHOo 3awuTuTb OT
HEeCaHKUMOHUPOBAHHOIro Aoctyna wuHdopmaumio Ha CBT, yHKUMOHMPYOLWMX MoA4
ynpasneHnem OC  Windows NT/2000/XP/2003/Vista/2008/7/8/8.1/10, 6e3
Moandumnkaumm NpuobpeTeHHbIX NPOrpamMMHbIX CPeaCTB.

KoMmnnekc obecrneumBaeT A/19 NOAb30BaTeNs «Mpo3padHbin» pexunMm paboThl,
Npy KOTOPOM OH, KakK MpaBu/o, He 3aMeydyaeT BHeAPEHHOW CUCTEMbI 3aWmnTbl. Takum
obpa3oM, AONONMHUTENbHAs Harpyska, CBsi3aHHas c akcnnyaTtaumen C3U HCO, He
NOXWUTCA Ha nMosb30oBaTeNs, a 3aMblKaeTcsa Ha aagMUHUCTpaTope 6e30nacHoOCTH
nHpopmaumn  (agmmHuctpatope BW). B 3tom  cBA3n  ana  obecnedyeHus
adpdekTnBHOCTNU paboTbl CBT agMuHuctpatop BU o06s3aH AOCKOHANbHO U3Y4YUTb U
NpaBU/IbHO YMNpPaBAsTb BO3MOXHOCTSMWU CUCTEMbI 3alinTbl MHPopMmaumm ot HCO K
MHpopMaUMoHHbIM pecypcaM AC, NOCTpOeHHOM Ha 6a3e KoMMNiekca «AKKOpA».

Komnnekc C3U HCO «Akkopa-Win32» v.4.0. Nn03BOMSIET HaaeXHO obecneunThb:
e 3aLLUMTY OT HeCaHKUMoHnpoBaHHoro agocrtyna Kk AC (CBT) u ee pecypcam;

e pasrpaHmyeHne poctyna kK pecypcam CBT, B T.4. K BHELWHWUM YCTPOMUCTBaM,
yrnpaBneHneM noTokamu UWHGOpMaUMM B COOTBETCTBMM C YPOBHEM MOSIHOMOYUMN
nosib3oBaTtesien, UCMNosb3ysd AUCKPEUMOHHbIN W MaHAaTHbIM Ccnocobbl yrnpaBneHus
AOCTYyNnOM nofb3oBaTtesien K MHpopMaunoHHbIM pecypcam CBT;

e 3aLUNTY OT HECAHKLUMOHUPOBAHHbIX MoAUMUKAUMA MNPOrpaMM M [AHHLIX U
pas/IN4YHOro poda NpoHMKaKWLWKUX paspywatwmx sosgenctemn (MPB);

e KOHTPOJIb LE/IOCTHOCTM KOHMUIypaumm TexHmdeckmnx cpeacts CBT, nporpamm
N AaHHbIX C peanusauuein NowaroBoro airopuTMa KOHTPONS LEeNOoCTHOCTH;

e CO34aHNE WU30NPOBAHHOW nporpamMmHon cpeabl (UMC) ¢ ucknoyeHnem
BO3MOXHOCTU HeCaHKUMOHMpoBaHHOro Bbixoga B OC, 3arpyskm ¢ FDD wu
HEeCaHKLMOHMPOBAHHOIO NMpepbiBaHUSA KOHTPOJIbHbIX Npoueayp C KnaBuaTypsbl;

e BBOA LUMPOKOrO rMepeyHss AOMNOAHUTENbHbIX 3alUUTHbIX MEeXaHM3MOB B
COOTBETCTBUM C MOSINTUKOM MHEPOPMAUMOHHON 6e30MacHOCTM, MNPUHATOM B
opraHusauuu (Ha npeanpuatum, dupme u T.4.).

He yManss [OCTOMHCTB KOMMJEeKCa, npexzae BCero CUbHOW annapaTHOM
noanepXKn 60MbWNHCTBA 3aLUUTHBIX MEXAHM3MOB, HAAO CKasaTb, YTO KOMMJEKC He
MOXeT pewuTb Bce npobseMmbl N0  CO34AHUIO  KOMIMJIEKCHOM  3aluuThl
MHPOPMALMOHHbBIX CUCTEM. Hago 4eTKo MOoHMMaTb, YTO KOMMAeKC «AKKopa» - 3TO
VWb XOPOLWMMN WMHCTPYMEHT, MNO3BOMSAKOWMN cnyxbe 6e3onacHocTM MHOpMauum
(aaMuHUcTpaTopy BWN) 3HauMTenbHO Npowe M HagexHee pewwaTtb O4HY M3 CTOSLWMX
nepes Hen 3agady - 3awmty ot HCA k CBT u nHdopMmaumoHHbIM pecypcam AC,
pa3rpaHnyeHne Aoctyna K obbekTam aocTtyna, obecneyeHue LENOCTHOCTU Nporpamm
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M AAHHbIX B COOTBETCTBUM C NPUHATOW B OpraHusauun (npeanpuatum, dpupme mn 1.4.)
NOSIMTUKON MH(POPMaLMOHHOMN 6e30MacHOCTM.

Ncnonb3oBaHne CBT C BHeapeHHbIMM CpeAacTBaMM 3alluuTbl KOMMJEKca He
TpebyeT M3MeHeHusa CcyllecTByowero nporpamMmmHoro obecneyeHus. Heobxoammo
VWb KBanudUUMPOBAHHOE TMpPUMEHEHWE KOMMJieKca - MnpaBwWibHas YCTaHOBKA,
HacTpoMKa W 3KCnayaTauusa B COOTBETCTBMU C NPUHATbIMKU Ha npeanpuatiu MPL, n
obecneyeHne opraHM3aUMOHHOW NOALEPKKMU.

Kak nokasbiBaeT NpakTWUKa AOBOJSIbHO AJIMTENBbHOrO NMpUMEHEHUS KOMMJIeKCOB
C3N HC[O cemenctBa «Akkopa»™, 4yacTo TPYAHOCTM 3aK/HOYAKTCA B OTCYTCTBUMU Y
6onbwKMHCTBA nNonb3oBaTenen (opraHusauuin, ¢uUpM U T.4.) YCTAHOBJIEHHOMO
nopsiaka M 4YeTKMX NpaBua pasrpaHUyeHns [OoCTyna K 3aluwaemMbiM pecypcam.
Mo3TOMYy, UMEHHO BbISICHEHME TOro, YTO U KoMy B CBT AOCTYMHO, @ YTO HET, N Kakue
OENCTBUA C AOCTYMHbIMU pecypcaMu pa3peLlleHo BbINOJIHATb, @ Kakue HeT, siBngeTcs
OCHOBHbIM coAepXaHneM HeobxoaMMOMN OpraHn3aLMOHHOW NOAAEPKKMU.

Ona BbINONHEHMSA 3TUX 3a4ad, a Takxe Aans obecrneyeHuns HernpepbiBHOW
OpraHusaumMoHHOM noaaepxku paboTbl MNpPUMEHSIEMbIX MPOrpaMMHO-TEXHUYECKNX
CpeACTB 3awmnTbl MHpOpMaUMM, B TOM 4YuCie U KoMniekca «Akkopa», Heobxoanma
cneumanbHaa cnyxba 6e3onacHoct  uHpopmaumm (CBWN), B  HebonbLnx
opraHusaumax m noapasgeneHusax - agMmHucTpatop 6e3onacHoCTM MHGopMauumu
(agmunHuctpatop bW). Ha CBW (agmuHuctpatopa BW) Bo3naratwTca 3agayv no
OCYLLECTB/IEHNIO €QMHOro PyKOBOACTBA, OpraHusaumu rnpuMeHeHuns cpeacTB 3awmThbl
M yrnpaBneHMsa UMM, a TaKXe KOHTposa 3a cobnogeHneM BCEMU KaTeropusimm
nonb3oBartesien TpeboBaHMM Mo obecneyeHnto 6e30MacHOCTU MHGOPMALMOHHbBIX
pecypcoB aBTOMATU3MPOBaHHbIX cucteM. [lpaBoBon ctatyc CBW, o06s3aHHOCTM K
HeKoTopble pekoMeHaaumn no opraHmsaunn CbM npueeaeHsl B MNpunoxeHun 1.

BHUMAHME! [MpnMeHeHue KoMMnaeKkca «AKKopa>» COBMECTHO C
cepTudununpoBaHHbiMM nporpaMmMHbiMu CK3W n cpeactBaMm pasrpaHuyeHusa 4oCcTyna
NO3BONAET 3HAUUTENbHO CHU3UTb HArpy3sKy Ha OpraHuM3auMoOHHbIE  Mepbl,
onpeaensgemble yC/0BUAMWU TMNMPUMEHEeHUA 3TUX cpeacrts. [lpn  3TOM  Kacc
3alWMLLEHHOCTMN HE CHUXAEeTCSA.

Ona sdpdekTmBHoro npuMeHeHuns [MAK C3UN  «Akkopa» W noanepxaHus
TpebyeMoro ypoBHs 3awmweHHocT CBT HeobxoanMbl:

e busmyeckas oxpaHa CBT wn ee cpeacrs, B T.4. obecnedyeHme Mep no
HEW3BNEYEHNIO KOHTPONepa KOMMNEKC];

e ucrionbzosaHne B CBT  TexHMYeCKMX W  MPOrpaMMHbIX  CpPeacTs,
cepTndunumpoBaHHbiX kKak B Cucteme NOCT P, Tak n B cucrteme locyaapCTBeHHOM
cucrtembl 6e3onacHocTu nHgpopmaummn (FC3U);

e NIEPpUOAMNYECKOE TECTUPOBAHNE CPEACTB 3alLlNTbl KOMIJIEKCA,

e pa3zpaboTka U BeaeHue y4YeTHOM U 06beKTOBOM AOKYMeHTauuu (MHCTPYKUKUSA
aAMUHUCTpATOpPA, UHCTPYKLUMUA MNONb30BATENEN, XYPHAN ydeTa MAEHTUEHOUKATOPOB U
OTUYXAAEeMbIX HOCUTENen nonb3oBaTenem u ap.). Bce pa3paboTaHHbie y4YeTHble U
06BbEKTOBbIE AOKYMEHTbl AO/IKHbI 6bITb COrnacoBaHbl, YTBEPXAEHbl Y PYKOBOACTBA U
AoBefleHbl 0O COTpPyAHWKOB (nosib3oBaTtenen). 3To HeobxoamMmo And Toro, 4tobobl
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MnaH 3awmTbl opraHusauuun (Npeanpuatusa, dupmbl U T.4.) U aencrteus CBU
(aaMunHucTpaTtopa BU) nonyumnun ropnanyeckyro OCHOBY.

enpuemM B 3Kcnnayataumto TMAK C3UN «Akkopa» odopMaseTcs akTtoM B
yCTaHOBNEeHHOM nopsiake, B dopmynsape Ha komnnekc (11443195.4012-036 30)
aaAMMHUCTpaTopoM BU aenaetcs cooTBeTCTBYHOWAsa OTMETKA.
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1. CopeprxaHue pabotbl AgMMHUCTpaTOopa 6e30nacHOCTH
nHpopmMaumm No NPpMMEHEHUI0O KOMIJIeKca

OcHOBHbIM cofepxaHneMm paboTbl aaMmHucTpatopa BU no npumeHeHuto MAK
C3UN «Akkopa» gaBMAKTCA Crieayowme MeponpusaTus:

e NJ1TaHNPOBaHMNE NMPUMEHEHNA KOMIJ1EKCA,

e OpraHm3aumns yCTaHOBKM KOMMJieKCa WM HacTpoMKa ero 3aluMTHbIX CpeacTB B
COOTBETCTBUU C yCTaHoBNeHHbIMK T1P;

e 3KCcnNlyaTaums CBT c BHeapeHHbIM KOMMJIEKCOM, B T.4Y., OpraHusauus
KOHTPONS 3a NMPaBUbHOCTbIO MPUMEHEHUS 3aLLNTHBIX MEXAaHM3MOB KOMIMJIEKCA;

e CHATME 3alUnThl.

1.1. NMnhaHnpoBaHne NnpMMeHeHUs KOMIMJieKkca

NMnaHnpoBaHne NpUMEHEHUs KOMMeKkca «AKKOpA» OCYLLUEeCTBASAETCA C y4eToM
obwen nonntnuknm obecrieyeHma 6e30MacHOCTM B opraHm3aumm (Ha NpeanpusaTuu,
dupMe n 1.4.). OCHOBHOE coAepXXaHue 3TON NOAUTUKK A0KHO OoTpaxaTtbcs B MnaHe
3aWKMTbl opraHusauum (NpeanpusaTtusa M T.4.) - OOKYMeHTe, oTpaXarwuweMm Takxe
noaxoAbl K 3awute uHdboOpMauMm wn  (PUKCUPYIOLWLEM COCTOSIHME 3alimLLAeMOM
aBTOMATM3MPOBAHHOM cuUCTeMbl. B yactu 3awmTtbl  MHMOpMauUMM B  HEro
uenecoobpasHo BKOYATb CBeAEeHUsI O XapakTepe UM coctaBe obpabaTbiBaemMon
MHpOpMaummn, coctaBe TEXHMYECKNX N nporpaMmHblx cpeacts AC (CBT), BO3MOXHbIX
yrposax cucrteme m Haumbonee BepoOATHbIX crnocobax uX peanusaunm, OonmcaHue
BbIOpaHHbIX MeTOAOB M CpeACTB 3aluMTbl OT 3TUX Yrpo3, npaBwuia pasrpaHuyeHus
AO0CTyrna K MHMOPMaUMOHHbIM pecypcaM 1 Apyrme BOMpochl.

ONna HacTpoWKW CpeacTB 3aliMTbl KOMMekca <«AKKopA» B COOTBETCTBUM C
paspaboTaHHbIMM W YTBEPXAEHHbIMM B opraHusaumu (PO aamuHucTpatopy BN
Heob6xoaAnMO npeaBapuTesibHO BbISCHUTb M OTPa3nTb B MJlaHe 3alunTbl cneaylowime
XapaKTepucTnkmn 3awmwaemon cncremol (CBT):

e MepeveHb 3aJay, pelaeMbliX CTPYKTYPHbIMW noapasfeneHnssMn opraHusauum
(coTpyaHukamm) c ncrnonbsosaHmem AC (CBT);

e fEeTaNbHbIN nepedyeHb UCNOJIb3yeMbIX TMNpn peeHnmn KaXaon 3apauymn
nporpammMm;

e NE€Ta/IbHbIN nepedyeHb UCNOJZIb3yeMbIX TNMpn peeEHnn Ka)xaon 3apaun
(COBMeCTHO NCNOJ1Ib3yEMbIX HECKOJIbKUMU Baﬂ,a‘—laMM) AJAaHHbIX C YKa3aHMEM MECT UxX
pa3MeLEeEHNA, PEXNMOB O6pa6OTKVI M npasua AOCTyrna K HUM;

e KOHDUrypaumo CBT Cc ykasaHMeM nepeydHs WUCMOoSIb3yeEMbIX TEXHUYECKUX
cpeanctB (NPUHTEPOB, CKAHEPOB U T.A4.) N UX XapaKTEPUCTUK;

e MPN WCMNOMb30BaHUM KoMniekca Anga 3awmtbl JIBC - nogpobHbin nepevyeHb
MMEKLWMXCS B 3alUMLLAEMON CeTun cepBepoB, paboumx CTaHUMK U T.4. C yKa3aHUeM
MX cOoCTaBa, KOHMUrypaumm, XxapakTepnucTtuk UCrosib3yeMblX TEXHUYECKUX CPEeaCTB U
MeCT UX pa3MeLleHuns;
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e NepeyeHb pasMmelleHHblX Ha CBT (kaxpon pabouen ctaHumum JIBC 1 Kaxxaom
dannoBoM cepBepe) CUCTEMHbLIX U MPUKIAAHbLIX NporpamM, dannos n 6a3 AaHHbIX;

e NepeyeHb YCTaHOBNEHHbIX Ha CBT (pabouux CTaHuusAX W cepBepax)
nporpaMMHbIx cpeacts 3awnTbl (CK3W n C3U HCA);

e CNMCKKM nonb3oBaTtenen CBT c ykasaHueMm pewaemblX UMW 3agady U3 obuero
nepeyHst 3agady M NpeaocTtaBfieHHbIX MM (B COOTBETCTBMM C MX 0693aHHOCTSAMMN)
nonHomoumn no pgocrtyny B CBT (pabouum craHumam, cepsepam JIBC) wu
MHPOPMALMOHHbBIM pecypcaM.

eHa »>Tane opraHm3auuMm CUCTEMbl 3aWwuTbl WU MNPUMEHEHUSA KOMMeKca
«AKKopa» Heobxoammo, wucxoasa w3 uenen 3awmtbl CBT n ee cneundukuy,
paspaboTaTb ps4 AOKYMEHTOB, OnpeaenaowmxX:

e MOPAAOK W nNpaBuna npenocTaBNeHns, U3MEeHEeHUss W yTBepXAeHus
KOHKPETHbIM AOJ/IKHOCTHbIM JIMLOM HeobXOoAMMbIX MOJIHOMOYMWA NO  AOCTYNy K
pecypcam CBT;

e NNIOPAAOK OpraHmnsaunmm ydyerta, Bblgayun, UCNMob30BaHUA U XPaHEHUA CbEMHbIX
MarHUTHbIX HOCUTenewn MHCbOpMaLl,MM, coaepxXxawnx pesepBHbie KOMnMn nporpamMmm u
AaHHbIX N T.M.;

e NOPSAOK OOHOBMEHUS WCMONb3yeMbIX BEPCUM, NpueMa B 3IKCNayaTauuio
HOBbIX CWUCTEMHbIX W TMPUKNAAHbIX MporpamMMm Ha 3awwmwaembix CBT (paboumnx
CTaHUMAX, cepBepax) - KTo obnagaeT NpaBOM pas3pelleHuss Takux AEeUCTBUK, KTO
OCyWecTBNseT, KTO KOHTPOAMPYET, W 4YTO MNpuv 3TOM OHM [O/KHbl Aenatb -
rapaHTUpyoWwmnn nx 6ezonacHocTb 1 otcytcTeme PlB;

e NOPSAO0K MCNONb30BaHMS, XPAaHEHUS N KOHTPONS LEIOCTHOCTM NPOrpaMMHbIX
NpoOAYKTOB;

e MOPSAOK 3aMeHbl W pPEMOHTA CpPEeACTB BbIYUCIUTENIbBHON TEXHWUKWU Ha
3awmwaemon CBT (B AC) - kTo obs1agaeT npaBoOM paspelleHns Takux AeNCTBUN, KTO
NX OCYLLECTBASIET, KTO KOHTPOSIMPYET, N UYTO MPU 3TOM OHWU AOSIKHbI AenaTb;

e NOPSAAOK M MNEPUOANYHOCTb aHanm3a CUCTEMHbIX XYPHANOB permcrpaumm m
NPUHATUSA Mep MO 3aperncTpmMpoBaHHbIM  HECAHKLUMOHUPOBAHHLIM  AENCTBUSM
nonb3oBaTtenen CBT.

Ona  peanusaumu  BMNoCneaAcTBMM  BO3MOXHOCTM  co3paHus  nobomy
NoNb30BaTeNt0 M30/MPOBaHHOM nporpamMmHon cpeabl (UMNC) HeobxoamMmo, 4TObbI
BbllleHa3BaHHblIE [AOKYMEHTbl W MnpaBufia pasrpaHuyeHns [oCTyna K pecypcam
rapaHTUpoBanu:

e MCKJIIOYEHNE BO3MOXHOCTW AOCTYMNa HEMPUBUAErMPOBaHHbIX MoJib30BaTeNen K
Haxoaawmuxcs B CBT WMHCTpYMEHTaNIbHbIM M TEXHONOrMYEeCKUM rMnporpamMmmamM, C
MOMOLLbIO KOTOPbIX MOXHO MpoaHanmsupoBaTtb paboty C3M v npeanpuHATbL NOMbITKA
Mx «B3/IOMa» WM obxoda, BHEAPEHMUS pa3pyLlUaloWmnxX MNpPOrpaMMHbIX BO3A4ENCTBUM
(PMB);

® UCK/IIOYEHNE BO3MOXHOCTM pa3paboTkuM nporpaMm B 3aLULIEHHOM KOHType
CBT (cuctembl);

® UICK/IIOYEHNE  BO3MOXHOCTU  HECAaHKUMOHWPOBAHHOM  Moaudukaumm U
BHEAPEHUS HECAHKLIMOHNUPOBAHHbIX NPOrpaMMm;
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e XKECTKOE OrpaHuyeHue Kpyra nauu, obnagaroWwMMn paclUPEHHbIMU UK
HeorpaHM4YeHHbIMM MOTHOMOYMSMWN MO AOCTYNY K 3alMLaeMbiM pecypcam.

C y4yeTOM BbIWEN3NOXKEHHOIO HeobxoamMMO Takxe paspaboTaTtb M BHeCTU
HeobxoAnMble U3MEeHEHUS BO BCe OpraHuM3auMoHHO-pacnopsianTesbHble AOKYMEHTbI
(nonoXxxeHns o nogpasneneHnax, @yHKUMOHaNbHble 0643aHHOCTM COTPYAHWKOB,
MHCTPYKUWM Nnosib3oBaTenen u T.4.) no BonpocaM MHpopMaumoHHoOW 6e30nacHOCTU n
npasunam pabotbl Ha CBT (B AC) ¢ BHeApeHHbIMN CpeACTBaMM 3alUUTbl KOMMAEKCa,
AEeNCTBUSAM B C/lydae BO3HUKHOBEHMS HELWTaTHbIX CUTyaunn.

Mpu HeobxoamMmocTn 3awmTbl 6onbworo konudecrtsa CBT wau npu Hannuum
TeppuTopuanbHO pacnpeesieHHbIX NoApa3fesieHnn OpraHu3auum pekoMeHAyeTCs
MCMosib30BaTb MacwTabupyeMmoe peleHne no LUeHTpasIM30BaHHOMY YyrpasB/ieHUto
obbekTaMu, Ha KOTOpPbIX YCTaHOBJ/IeH KoMnnekc «Akkopa» - CucteMy yzaneHHoro
LEeHTpann30BaHHOro  ynpaBfeHus  cpeaCTBaMM  3alinUTbl  MHGOpMauum  oT
HeCaHKLUMOHMPOBAHHOIro Aoctyna <«Akkopa» (CYUY C3M HCO <«Akkopg»). OHa
obecneymBaeT He TO/IbKO cOOp, XpaHeHNe N aHann3 AaHHbIX CO BCeX KOMMbIOTEpPOB C
YCT@HOBJ/IEHHbIM KOMMJEKCOM <«AKKOpA», HO W BO3MOXHOCTb YNpaBasaATb 3TUMU
OAHHbIMN — KOHTPOJZIMPOBATb aocTtyn K nepmdepuimnHbIM YCTPOMCTBaM,
MCNOJSIb30BAHUIO OTUYXAAEMbIX MALWIWMHHbBIX HOCUTENEN.

1.2. YcTaHOBKa M HacTpoMKa KOMIUJIeKca

AoMmunHucTpatop bW opraHusyeT yCcTaHOBKY KOMMNAeKkca «AKKOpA», ucxoasa U3
NPUHATOM B  OpraHm3aumm NOAUTUKM  MHPOPMAUMOHHOM  6e3onacHoCcTn un
OCYLLEeCTBNAET KOHTPO/1b 38 KAa4YeCTBOM €€ BbIMOJIHEHUA.

NMopsaok  YyCTaHOBKM M HACTPOMKM  KOMIMJIEKCa B COOTBETCTBMM  C
KoHdurypaumen CBT copepxutcsa B «PykoBoacTee no yctaHoBke» (11443195.4012-
036 98).

BHMUMAHME! YcTtaHoBKa nporpamMMHbIX CpeACcTB KOMM/iekca AOJ/IKHA NpoBOAUTLCA B
NPUCYTCTBUN agMUHUCTpaTopa BU.

BHUMAHME! Cneayet noMHuTb, 4To B OC cemenctea Windows, HauMHas C Bepcumn
Vista, gpaneep AcXAllow.sys (3anpet goctyna K obwmm pecypcaM) BblK/KOYaeT
BECb Bxoaawmnn Tpaduk Ha PC.

B HacTosiwem pasgene paccMaTpuMBaeTCcs MOPSiAOK HACTPOMKKM  3alUMTHbIX
MEXaHM3MOB KOMIMJIEKCa B COOTBETCTBMM C MpaBuiaMu pasrpaHnyeHus AoCTyna
(NPAO) K nHdOpMaLmmM, NPUHATBIMU B OpraHusaunm (Ha npeanpusatTnm, pupme u T.4.).

CopepxaHneM 3ToM paboTbl sgBNgeTCAa Ha3HavyeHue nonb3oBatenam CBT
MOJIHOMOYMI NO A[OCTYNy K pecypcaM B COOTBETCTBMM C pa3paboTaHHbiMM (M
BO3MOXHO YTOYHEHHbIMM B XOoA4e HACTPOWMKW KOMMAeKca) OpraHM3aunoOHHO-
pacnopsanTesibHbIMWU AOKYMEHTaMM.
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MonHOMoOuUMs nonb3oBaTenen nNo goctyny K pecypcam AC (CBT) Ha3sHauatoTcs C
nomollblo nporpammel ACED32.EXE! nyTemM cooTBeTCTBYHOLWEN HAaCTPOMKMU:

e CPeACTB MAEHTUIUKAUMM W ayTeHTuduKaumm nosb3oBaTenen, C y4yeToMm
Heob6XoAMMON ANWHbLI Maponss W BPEMEHW ero >XWU3HW, OrpaHUYeHWEeM BpeMEHMU
Aoctyna cybbekTta Kk CBT;

e MEXaHM3Ma ynpaBfieHns AOCTYNOM K pecypcam C UCcnosb3oBaHueMm aTtpnbytos
AOCTyrna, KOTopble yCTaHaBMBAKOTCSA aAMUHNCTPATOPOM BM B COOTBETCTBME KaXKAOM
nape «cybbekT aoctyna - 06beKT [oCTyna» npu perncrpaumu nosib3oBaTesnen
ncxoas M3 Ux GyHKUMOHaNbHbIX 06s3aHHOCTEN;

e CPEACTB  KOHTPONSE  LENIOCTHOCTM  KPUTUYHBIX C  TOYKM  3peHUsN
MH(OPMALIMOHHOM 6€30MacHOCTN NPOrpaMM U AaHHbIX;

e MEXAHN3MaA CDYHKLI,VIOHaﬂbHOFO 3dMblKaHUA I'IpOFpaMMHOI‘;I cpeabl
nosib3oBaTtenemn cpeacreaMum 3aliUTbl KOMIJ1EKCA,

e MEXAHU3MOB ynpaBneHus CTaHAapTHbIMMU npoueanypamm neyaTu,
npoueaypamMmm BBoAa/BbiBOAA Ha OTUY)XAAEMble HOCUTENU MHMOPMaLMK;

e JOMOJSIHUTENbHbIX 3aLMTHbIX MEXaHWU3MOB, TaKMX Kak 6/10KMpOBaHME 3KpaHa
N KNaBuaTypbl B CNy4vasiX, B KOTOPbIX MOFyT peasin3oBbiBaTbCs Yrpo3bl MHPOpMaLUuK,
a TaKXe noJayn COOTBETCTBYKLIMX 3BYKOBbIX W BU3yallbHbIX CUrHanN0B nMnpu
MonbITKAxX HECAHKLUMOHMpPOBAHHOIo aoctyna K CBT u ee pecypcaM.

1.3. Okcnnyatauus KOMIJiekca

Mpu 3KcnayaTauuuM KOMMJeKca aAMUMHUCTpaTop BW pewaet cneaytowme
3a4auu:

e MOAAEPXMBAET CpeaCTBa 3alUUTbl KOMMAeKca B paboToCcnocobHOM COCTOSIHUM
N KOHTPONMPYET NPaBUILHOCTb UX paboThbl;

e MPOM3BOANT W3MEHEHUA B HACTPOMKE CPEeACTB 3alUTbl KOMIMJIEKCA Ha
OCHOBAHMW W B TMOJIHOM COOTBETCTBUM C WU3MEHEHUSAMU MpaBU pasrpaHUUeHus
poctyna. OHM MoOryT O6biTb BbI3BaHbl PasfiMYHbIMKM  MPUUYUHAMU, HaNpuUMep,
M3MEHEHMEM CcOoCTaBa nMosb30BaTeNen, UX [AO/HKHOCTHbIX W GYHKLWUOHAbHbIX
06513aHHOCTEN, PpaCWUMPEHUEM HOMEHKMIATYPbl WCMONb3YEMbIX TEXHUUYECKUX W
NPOrpaMMHbIX CPeACTB, 3a4a4y U T.M.

e OCYLLECTBASET TEeKYLWUM KOHTpONb 3a pabotonm nonb3oBatenem CBT c
BHeAPEHHbIMM CpeACTBaMM 3alUMTbl KOMMEKCa;

e aHANU3NPYET COAEPXKMMOE XypHana perucrtpaunm cobbituii, dopMUpyemMoro
CpeacTBaMM  KOMMJIEKCA M Ha 3TOM OCHOBEe BbipabaTbiBAeT MNpeasioXeHus no
COBEPLUEHCTBOBAHUIO  3alMTHbIX  MEXaHM3MOB,  peanu3yeMbiX  CpeacTBaMu
KOMMJEKCa, MNPUHUMAET Heo6XoAUMble Mepbl MO COBEPLUEHCTBOBAHUIO CUCTEMBI
3aWKUTbl MHOPMaLMKN B LLENOM.

1 OnucaHue nporpamMmbl M MNOPSAOK €€ MNPUMEHEHUS - CM. AOKYMEeHT "YcTaHoBKa npaBun
pasrpaHunuyenus pocrtyna. [porpamma ACED32." (11443195.4012-019 97 01), noctaBnsieMbiii B
KOMMJIEKTE 3KCM/yaTauMOHHON AOKYMEHTaUMN Ha KOMMNEKC
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BHMMAHME! HenpepblBHass opraHM3auMoHHas noaaepxka QYHKLUMOHNPOBAHUS
CpeAacTB 3alMTbl KOMMJeKca npeanonaraer obecneyeHme CTpororo cobntoaeHus
BCeMu nonb3oBaTtenamm tpebosaHun CbUN (aammHucTpaTtopa bU).

1.4. CHAaTMe 3almThl

CHaTue (OTKN4YEeHME) CpeacTB 3aWMTbl KOMMAEeKca MoXeT notpeboBaTtbcs Ans
YCTQHOBKM Ha XECTKUM AUCK KOMMbKTEpa Kakoro-nmbo HOBOroO MporpaMMHOro
obecneyeHuns - onepaumMoHHOM cncTeMbl, NnpuknagHoro MO u T.4.

BHMMAHME! CHatue 3awunTbl paspeleHo TOoNbKO  aaAMUHUCTpaTopy BU
(cynepsusopy).

Ons cHATUA 3aWnTbl aaMUHUCTpaTopy BU HeobxoanMMo OTKAOUUTL NOACUCTEMY
pa3rpaHuUYeHmns A0CTyna U CHATb annapaTHYH YacTb KOMMNEKca, Ass Yero cienyer:

1) 3arpy3utb CBT 1 BOoMTM B cMCTeMy C NapaMeTpaMm agMUHUCTpaTopa bU.

2) 3anyctutb nporpamMmy ACSETUP.EXE n3 katanora C:\ACCORD.NT. Mpun aTOoM
3anpalumBaeTcs nageHTudunkaTop agMmHucTpatopa bU.

3) Echu uaeHTUdUKauMa npowna YChnewHo, TO Ha 3KpaHe nosBAseTcs
AVanoroBoe OKHO, NMOKa3aHHOEe Ha pUcyHke 1.

4) B nyHkTe MeH «KomaHabl» cnegyeT BblbpaTb NOAMNYHKT «CHATME» U
BbIMO/THUTb AENCTBUS, peKOMeHAyeMble nporpaMMon. lNocne BbINOSHEHUS KOMaHAbI
«CHATME» noAacucTeMa pasrpaHuyeHums poctyna 6OyaeT oOTKA4YEeHa, WM npu
cneaywowen sarpyske He byaet aktuBusmposaTbcs. Katanor ACCORD.NT ocTtaeTtcs
Ha >XXeCTKOM aucke. Npn HeobXxoaAMMOCTU MOXHO MOSHOCTbI AeuHcTannmposaTtb 10
KoMmnsekca. B naHenn ynpaeneHuss BblbupaeM <«[lporpaMmMbl U KOMMOHEHTbI»,
HaxoamM un Bblaensem cTtpoky «Komnnekc C3N HCA Akkopa-Win32», nanee KkomMaHaa
«YpanuTb».
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Hacrpoiika Komnaeke C31 HCA uﬁncmpn,—?ﬁnSZ:_ L=l S|

Paiin  Komanger Mapametper  Momows
CocToAHKE: Mpu cTapTe:
AKEOpO YT SHOE NEH; Na CrpalMEaTE paspeleHMeE] [
Bepous AcRun. sys; 409 Mepesarpyska npy owMGKax; B
Bepcua AcGina.dl: 4027 ABTOMETHYECKME norkd & OC: v
MNpoeepare BOOT cekTopa: [w
Moooepxka USE knasuarype: B
b ERaHMZMEl pASTPAHMYEHHMA LOCTYNE: CHHAPOHMSSLMA;
v [HckpelHoHHEN C tazoi & 03 [
[ MaHgaTHEE C fazoil nonesogarensd MNT: ~
[ Ypanare Hesaper. NoNES0BaTE e, [
Mo eHTHPME ATOR: AupHan koraHn;
CTpaHULa B Wl eHT HME AT OpE: 0 =

PucyHok 1 - OKHO yCcTaHOBKU/yaaneHus NoACUCTEMbI pa3rpaHMUYeHUs [OCTyna KoOMIuiekca
«AKKOpA»

5) Janee Heob6xoanMMo OTKOUNTb NuTaHne CBT.
6) BckpbITb KOpnyc cnctemHoro 6noka CBT.
7) N3Bneub annapaTHylo YacTb KoMMsiekca (KoHTponnep).
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2. OCHOBHble MeXaHM3Mbl peasiusalymm 3alnUTHbIX PYHKLUN

KoMnjaekca

3alNTHbIE MeXaHM3Mbl KOMMJieKca «AKKOpA» peasin3oBaHbl B COOTBETCTBUU C
TpeboBaHUAMMU «P. ABTOMaTU3NPOBAHHbIE CUCTEMBI. 3awumTa oT
HEeCaHKUMOHMPOBAHHOIO AocTtyna K MHpopMaLmn. Knaccndumnkauums

aBTOMaTU3MPOBaHHbLIX CUCTEM K TpeboBaHusA no 3awmte MHbopMauumn.», un «PL.
CpeactBa BblUMCINTENBHON TEXHUKW. 3alunTa OT HECAHKLUMOHUPOBAHHOINO A0CTyna K
nHpopmaumun. MokasaTenn 3aWMWeHHOCTU OT HeCaHKUMOHMPOBAHHOIMO A0CTyna K
nHdopmaummn.» lFoctexkomuccusas Poccum, 1998. Peanmsauus 3alMTHbIX DYHKLUN
BbIMOJIHEHA B COOTBETCTBUU C TpeboBaHnsaM no knaccy 1B ansa AC n 3-My knaccy ans
CBT.

Huxxe onucaHbl 3aliUTHble MeXaHu3Mbl KoMnnekca «Akkopa-Win32» no cxeme:
«TpeboBaHue - peannsaumnsa».

2.1. TpeboBaHue naeHTupmkaumm m ayteHTUUKaunm

B cooTBeTCTBMM C HOPMATUBHbLIMWU AOKYMEHTAMM, KOMMNEKC CpeacTB 3aluuThbl
(KC3) ponmxeH TpeboBaTb OT Nonb3oBaTenen naeHtuduymposaTtb cebs npu 3anpocax
Ha poctyn. KC3 poskeH noaBepraTb MpoBepke MNOA/IMHHOCTL umaeHTudukatopa
cybbekTta - ocywecTtBnATb ayTeHTudukauumwo. KC3  go/mkeH  pacnonaraTb
HeobXoAMMbIMN AaHHLIMKM AN MAeHTUdUKaumm n ayteHTudukaumm. KC3 ponxeH
NpensaTcTBOBaTb AOCTYyNy K 3aWMlaeMbiM pecypcaM He WAEHTUDUUMPOBAHHbIX
nonb3oBaTtesied W nonb3oBaTenen, 4Ybsd MOAJMHHOCTb MNpU ayTeHTUdPUKAUMKU He
noaTeepaunacb. B TpeboBaHmax kK AC ykKasblBaeTCd MWUHMMaAsNbHas AJIMHA Mapons,
KOoTopasi A0JI)KHA COCTaB/NATb He MeHee 6 6yKBEHHO-LUNEPOBbLIX CUMBOJIOB.

Peannsayns

Peanunsauma 31ux TpeboBaHWUW CBA3aHa C BbIMNOSIHEHWEM YCNOBUW CO34aHUS
N30/IMPOBAHHON NporpaMMHon cpeabl (cM. OnucaHue npuMeHeHns. 11443195.4012-
036 31), B TOM yucne:

1) UpeHTndukaumsa [oMKHa BbINOHATLCA TPYAHO KOMUPYEMbIM YHUKANbHbIM
NAEHTU(PUKATOPOM A0 3arpy3Km onepaunoHHON CUCTEMBI.

2) AyTeHTUdUKaAUNSA OO/MKHA BbIMOMHATECA C  obecnevyeHuMeM 3awuTbl  OT
pacKpbITUS Napons - Mo KpanHenm Mepe, Naposb A0/KeH 6biTb AOCTAaTOYHOMN ANMNHbLI U
NPOBEPATLCSA OH AO/IKEH TaKXe A0 3arpy3ku onepaunoHHon cuctembl (OC).

3) JomkeH obecneuynBaTbCsi KOHTPOJIb LIE/IOCTHOCTM MPOrpaMM M AaHHbIX M Ha
3TOM OCHOBE 3aWmMTa OT HECAHKLUMOHUPOBAHHbIX MOAMMUKALMA NPOrpaMM M AaHHbIX
(C ocywecTBNeHMEM OCHOBHbIX KOHTPONbHbIX MYyHKUMI Ao 3arpy3km OC).

4) B coctaBe cpeactB 3awmtbl oT HCA aomkHbl 6bITb CpeacTea, no3sonswouime
obecneunTb KOHTPO/Ab 3amnycka 3agady WM Ha 3TOM OcCHOBe QYHKUMOHaNbHOE
3aMblKaHue MHMOPMALMOHHbIX cucTem C NUCKJTIOYEeHneM BO3MOXHOCTM
HecaHKUMOoHMpoBaHHOro Bbixoga B OC.
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OCobeHHOCTbI0 M, HECOMHEHHO, TMpenMMyLWecTBOM KoMMaekca <«AKKopa»
SBNsieTCA NpoBeAeHMe Ha annapaTHOM YypoBHe npoueayp uaeHTudukaumm u
ayTeHTUdPUKaumMn A0 3arpy3km onepaumoHHON cucTeMbl. DTOo obecneumBaeTcsa npu
NOMOLUM MporpaMMHOro obecneyeHusi, 3anMCaHHOro0 B 3HEpProHesaBMCUMON G3LW-
namMaTu nnaTtbl KOHTposnepa «Akkopa-AM/3» U3 cocTaBa KOMMNIeKca «AKKOpA».

BctpoeHHoe O «Akkopa-AMA3» 13 cocTtaBa KoMMiekca «AKkopa» nosyyaer
ynpaeneHne Ha cebsa BO BpeMsa TakK HasbliBaemon npouenypbl ROM-Scan, cyTb
KOTOPOM 3aK/K4YaeTCs B CNeayoLleM:

B npouecce HayanbHOro CctapTa nocse NpoBepKM OCHOBHOro obopynoBaHus
BIOS komnbloTepa HaudmMHaeT noumck BHewHux M3Y B gmanasoHe oT C800:0000 po
E000:0000 ¢ warom B 2K. lpn3HakoMm Hanunuua [3Y gBnserca Hanuuue cnosa
AA55H B nepBoM cnose npoBepseMoro wuHTepBana. Ecin agaHHbIM  Npu3Hak
obHapyXxeH, TO B cneaywoweM bante coaepxutca annHa MN3Y B cTpaHuyax no 512
6anT. 3aTeM BblYMCAAETCSH KOHTPOJibHasi cymMma Bcero M3Y, n ecnn oHa KOppeKTHa -
byneT npousBedeH BbI30B MNpoueaypbl, pacnosioxeHHon B [3Y co cMmeweHunem 3.
Takas npoueanypa o06blMHO wcnonb3lyeTcsas ANns  wuHuunanusaumm BIOS nnat
pacwmpeHns. C3U «Akkopa» B 3TOM npoueaype npoBoAUT MAeHTUdUKauumi un
ayTeHTUdMKaumMo nonb3oBaTens, KOHTPOJSb LEeNOoCTHOCTM annapaTHon 4dactm CBT,
nporpamMM u AaHHbIX. Mpu nwobon owmnbke BO3BpaT M3 Npoueaypbl HE NMPOUCXOAMT,
T.e. 3arpy3kKa BbINOJHATLCA He byaerT.

CTOMKOCTb npoueayp waeHTUPUKaumMm wn ayTeHTuduUKaumm onpesensieTcs
annHon napons. [lpuMep pacyeta TpebyeMon ANMHbI Napons npueedeH B
«OnucaHun npuMmeHeHna» (11443195.4012-036 31). OTMeTUM, 4TO B KOMMJeKce
«AKKOpA>», WUCMNONb3YKTCA WU HEKOTOpble AOMOJHUTEsNbHbIE MEeXaHW3Mbl 3aWwmuTbl OT
HCA k komnbloTepy. Tak, B HaCTHOCTU, AN Nonb30oBaTens agMmHuctpatop bW moxeT
YCTaHOBUTb:

e BpeMd XMU3HU MNaposid U €ero MMHUMaJabHYHO AJIMHY - HanpuMmep, Uncxoasa U3
pacyeToB, npmnBeaeHHbIX BbILUE;

e BpEMEHHbIE OrpaHU4YeHuUss - WHTepBan BpeMeHW Mo [HAM Hegenu (C
anckpetHoctbtdo 30 MKWH), B KOTOpbIM pa3peweHa 3arpy3ka CBT AaHHbIM
nonb3oBartesieM (CybbekToM AocTyna);

e MapaMeTpbl YMNpaB/ieHNs 3SKPaHOM - TralleHne >KpaHa 4yepe3 3apaHee
onpeneneHHoln WHTEpBan BpeMeHW (B c/yyae, eCc/iM B TedeHue YyKasaHHoro
WHTEepBana AenCTBUSA OonepaTopoM He BbINOAHSAIUCDE);

e [10Ja4a COOTBETCTBYHOLWNX 3BYKOBbIX U BN3YyaJibHbIX CNUTHA/OB.

2.2. Tpe6oBaHUe rapaHTMM NPOEKTUPOBaHUSA

Ha HayanbHOM 3Tane npoekTupoBaHus KC3 ponkHa CTPOUTbCS MoAEeNb
3alKTbl, 3ajatolas MpUHUMN pasrpaHUYeHus AOCTyrna M MexaHU3M YrnpaBieHus
[IOCTYNOM. 3Ta MOJe/Nb A0JIXHA COAEPXKaThb:

e HENpPOTUBOpPEUYMBbIE NpaBuna nameHeHuna MNPA;
e Npasuia paboTbl C yCTpOMCTBaMM BBOAA M BbIBOAA;
e (hOpManbHy MoAesb MeXaHM3Ma yrnpaBieHns 4OCTYMOM.
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[omkHa npeanaraTtbCs BbICOKOYpPOBHEBas cneumdukaums dyactn KC3,
peannsylolWero MexaHW3M YyrnpaBneHuss AOCTYNOM W ero WuHTepdencoB. 3ITa
cneumdukaums [OMKHa 6biTb BepuduUMpOBaHa Ha COOTBETCTBME 3aldaHHbIX
NPUHUMNOB pasrpaHMYeHuns aocTyna.

Peannzauyums
Onucanune nonbiTok HCH B cpege Windows

B naHHOM cny4dae unmeeTtcs B Bmay Bce ceMenctso OC Windows, NOCTPOEHHbIX
Ha TexHosnormm NT - Windows NT/2000/XP/2003/Vista/2008/7/8/8.1/10. MonbITKK
HEeCaHKLMOHMPOBAHHOIO AOCTYyMNa MOryT 6bITb NpoOBeAeHbl Yepes:

1) Onepaunn dannoBon CUCTEMbI

MoaobHble onepaunn Hambonee 4acto BCTpedatoTcs npu paborte ¢ Windows. K
HUM OTHOCSITCS MOMbITKU YTEHUS, 3anucu, Mmoandukaumm n 1.4. Gannos U KaTaaoros
nokanbHon wnn ceteson CBT. OTCyTCTBME KOHTPOAS Hah TaKMMKU MOMNbITKAMU
Nno3BoNsieT HeaBTOPMU3OBAHHOMY MO/b30BATENO MOJAYYUTb AOCTYyNn K  Jobon
nHdopmaumm Haxoasawencs B CBT.

2) Onepauunun paboTbl ¢ peectpoM Windows.

3T onepaunm nNpenocTaBnAT BO3MOXHOCTb A/ HEeCAaHKUMOHUPOBAHHOIO
AOCTyna W HapyweHUs UeNnoCTHOCTM cucteMbl (nogMeHa CUCTeMHbIX annos,
BHeApeHMe BpedoHOCHbIX nporpamMm). lNepexeBaTtuB onepaumn paboTbl C peecTpoMm
Windows, MOXXHO aHanM3npoBaTb 3anpocbkl U NpecekaTb nonbiTkn HCA.

3) 3arpy3ka mMoaysier n 3anyckK rnporpaMm.

MepexBaTnB 3arpy3ky MoAyfieln MOXHO OTCneauTb/3anpeTuTb 3arpysky
cTopoHHuUx moaynen (EXE, DLL, VXD, SYS) B cucteme, 4to nossonser usbexarb
NOAMEHbI CUCTEMHbIX Moaynen. lNepexBaTuUB 3amnyckK UCMNOSIHAEMbIX MOAYNEN, MOXHO
oTCneanTb/3anpeTuTb 3arnycKk CTOPOHHUX MNpPOLECCOB B CUCTEME, 4YTO MNO3BONSIET
n3bexaTb 3anycka Bpe4OHOCHbIX NpOrpamMMm.

Pa6ora gpaviBepa ACRUN.SYS

OnepaunoHHble cuctembl Windows NT/2000/XP/2003/Vista/2008/7/8/8.1/10
NMEIOT ABYXYPOBHEBYIO apXUTEKTYpY:

1) CuctemHbin ypoBeHb (kernel mode) - numeeT AOCTYyNn K annapaTHOMY YPOBHIO
nnbo yepes nopTbl BOAA/BbiBOAA NMBO Yepes 3ape3epBUpoBaHHbie 061aCcTM NamMsaTw;

2) Monb3oBaTtenbCkmn  ypoBeHb (user mode) - 06bl4HO (MCKAOYEHME
cocTtaBnsieT, noxanym Win9x) He nMeeT NpsAMOro AoCTyna K annapaTHOMY YPOBHIO a
AOCTYN K CUCTEMHOMY YPOBHIO OCYLLECTBASAETCS Yepe3 CMCTEMHbIE Bbl30Bbl;

Monb3oBaTenb MMeeT AOCTYM TOAbKO KO BTOPOMY - MOJIb30BaTe/IbCKOMY.
O4yeBMAHO, YTO KOHTPO/b AOCTYyNa K pecypcaM Jyylle OCyWeCcTBMATb Ha CUCTEMHOM
ypoBHe. EAMHCTBEHHbIM CNOCOb60OM 3acTaBmMTb Haw Koa ucnonHatbcs B kernel mode
3TO NOMECTUTb 3TOT KoA B ApamBep. AdpamBep 3170 dakTnyeckm 4vactb sapa OC co
BCEMU BbITEKALWMMMN OTCHOAA NOCNEACTBUAMMU.

Takum obpas3om, 3arpy3nB CBOW ApanBep U NepexsaTus, K NpuMepy, onepaumm
dannoBon cUCTEMbl NOSBASAETCSH BO3MOXHOCTb:

1) NnepexBaTbiBaTb OMepaunnm Co3AaHUsA, OTKPbITUS, UYTEHUs, 3anucm B arbon
dann (y Hac npusunerun aapa CUCTeMbI);
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2) NnepexBaTbiBaTb ONepaunm CKaHMPOBaHMS KaTasoros;

3) NnepeHanpaBnaTb annosbie onepaunn (HanpuMep nepeHanpasBuTb BblIBOA B
log-chann).

B HawemMm gpariBepe nepexsaTt A0CTyna K ansioBon CUCTEME, BbINOSIHEH MyTEM
nepexsaTa CUCTEMHbIX BbI30OBOB S4pa, NEepexBaTbiBAlOTCS CNeayrolmne CUCTEMHbIE

dyHKUUNN:
e ZWwCreateFile — co3gaHne nnu oTKpbITME cyuwecTBylwWwmMx obbekToB (dannos,
nanok, ApanBepos...);

e ZWOpenFile - oTKpbITMe cyuwecTByowmnx obbvekToB (dannos, nanok,
ApanBepos...);

e ZwCreateSection - co3gaHue HoBoro npouecca Win32;

e ZwSetInformationFile - nepenmeHoBaHne 06beKTOB, yaaneHne o6bLEKTOB;
e ZwDeleteFile - ynaneHue 06b1ekToB;

e ZWWriteFile — 3anuce MHMOpMaunm B 06bEKT;

e ZWQueryDirectoryFile — npocMOTp cogep>XMMOro nanku;

e ZWSetSystemTime - ycTaHOBKa CUCTEMHOIO BpEMEHMU, AaThl;
e ZwDeleteKey - ynaneHune knio4da peecTpa;

e ZWOpenKey - OTKpbITME KJ1l0Ya peecTpa;

e ZWCreateKey — co3gaHue Ko4a peecTpa;

e ZwDeleteValueKey - ynaneHne nepeMeHHON peecTpa;

e ZWSetValueKey — ycTaHOBKa 3Ha4YeHUA NepeMeHHON peecTpa;
e ZWQueryValueKey - yTeHue 3HaYeHNs NepeMeHHON peecTpa;
e ZWClose - 3akpbIiTUe 06BbEeKTa;

e ExFreePool, ExFreePoolWithTag — ocBoboxaeHne namaTu.

MouTn BCe NogobHble BbI30BbI (ZW*) nMeloT B Tene dyHKUMKU cneayrouee:
mov eax, NumberFunction

lea edx, [esp+04h]

int 2eh,

rae NumberFunction ectb HOMep Bbi3biIBaeMoW pyHKUMM B Tabnnue CUCTEMHbIX
CepBMCOB, KOTOpas HaxoAuTCA NO ajpecy, coaepxawemycsa B rnobanbHoun
nepemMeHHon KeServiceDescriptorTable. [aHHass nepeMeHHass YykKa3blBaeT Ha

cnenyrowyro CTpyKTypy:
typedef struct SystemServiceDescriptorTable
{
SSD SystemServiceDescriptors[4];
> SSDT, *LPSSDT;
Hunxe NnpMBoAATCS ONUCAHUSA OCTaNbHbIX CTPYKTYp:
typedef VOID *SSTAT[];
typedef unsigned char SSTPT[];
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typedef SSTAT *LPSSTAT,;

typedef SSTPT *LPSSTPT;

typedef struct SystemServiceDescriptor

{

LPSSTAT IpSystemServiceTableAddressTable;
ULONG dwFirstServicelndex;

ULONG dwSystemServiceTableNumEntries;
LPSSTPT IpSystemServiceTableParameterTable;
} SSD, *LPSSD;

DescriptorTable Ha koTopyto yka3sbiBaeT KeServiceDescriptorTable goctynHa m3
KernelMode.

ba3oBble cepBUChblI a4pa HaxoaaTcsA B KeServiceDescriptorTable-
>SystemServiceDescriptors[0].

Kaxxabin anemMeHT Tabnuubl npeacrasnsieT cobon CTpykTypy Tmna SSD, kKoTopas
COAEPXMUT cneaytowme AaHHble:

e [pSystemServiceTableAddressTable - MaccuB appecoB @GYHKUMK, KOTOpble
BbI3bIBAlOTCS NPU COOTBETCTBYIOLLEM BbI30OBE CepBUCa 4pa;

e dwFirstServicelndex - ctapToBbIn MHAEKC B Tabnuue agpecoB MYyHKLNN;
e dwSystemServiceTableNumEntries - konnyecTBo cepBuUCOB;

e [pSystemServiceTableParameterTable - mMaccuB  6anT  copepXxalmx
KonumyectBo 6anT KoTOpoe HeobxoaAMMO BbIAENUTb Ha CTeke ANs nepenayun
napaMeTpoB B yHKUMUIO.

TakuMm obpasom, 4Tobbl NepexBaTUTb CepBUC sApa, AOCTATOYHO 3aMeHUTb B
KeServiceDescriptorTable> SystemServiceDescriptors[0] B Maccuse
IpSystemServiceTableAddressTable Hy>XHbIN agpec Ha CBOW.

2.3. TpeboBaHMue peannsaumm ANCKPELMOHHOIro MexaHmMsma
pa3rpaHuMyeHus gocrtyna

KC3 pomkeH  KOHTponmpoBaTb  AOCTYN  HAaMMEHOBAHHbIX  Cyb6bekToB
(nonb3oBaTenen) K HaMMeHOBaHHbIM obbekTaM (dannam, nporpammam, TOMam u
T.4.).

KoHTponb goctyna fo/mkeH 6biTb MPUMEHUM K KaXAoMy OOBbEKTY U KaXXaoMy
cybbekTy (MHAMBUAY WK rpynne paBHOMPaBHbIX UHANBUAOB).

Ona kaxgon napbl (cybbekT - 06bekT) B CBT f0/KHO 6biThb 3a4aHO SIBHOE U
HeABYCMbICIEHHOe rnepeyncneHne AonyCcTUMbIX TUMNOB AocTyna (4mTaTb, NMcaTb U
T.4.), T.e. Tex TWNOB A0CTyna, KOTOpble HABMAAKTCA CaHKUMOHMPOBAHHbLIMKU AN
AaHHoro cybbekta (MHAMBMAA UM Fpynnbl MHOAMBWAOB) K AaHHOMY pecypcy CBT
(06bekTy).

MexaHu3M, peanu3yLlnm AUCKPELUMOHHbIN NPUHLMN KOHTpPONsS A0CTyna,
LO/KeH npenycMaTpmBaTb BO3MOXHOCTU CAHKUMOHMPOBAHHOIO mamMeHeHua [P, B
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TOM 4UCfie BO3MOXHOCTb CaHKUMOHMPOBAHHOINO M3MEHEHWUS CNUCKa Mosib3oBaTenen
CBT w»n cnucka 3awmwaeMblx obbekToB. [lpaBa wu3MeHaTb [P AOMXKHbI
NpeaoCcTaBnATbCA BblAeNEHHbIM CybbekTaM (aaMMHUCTpauun, cnyxbe 6esonacHocTun
n T1.4.). JOMKHbI 6bITb NpeayCMOTpEeHbl CpeacTBa YyrpasfieHUsl, OorpaHn4YuMBatoLLme
pacnpocTpaHeHWe npas Ha AOCTyn.

Peannsayms

Ona peanusauuMm AOUCKPELMOHHOTO MexaHuM3Ma pasrpaHuMyYeHust AocTyna
Heo6xoaMMO MO KpalHel Mepe KOHKPEeTU3NpoBaTb TEPMUHbI, WCMONb3yeMble B
¢dopmanbHOM onucaHuu. [lpu 3ToM Uenecoobpa3HO MUCXOAUTb W3  TOro, YTO
nonyyeHHass MoAenb AOJIXKHA, C OAHOW CTOPOHbI, 6biTb MOHSATHA MONb30BaTENO, C
APYron - He orpaHuM4yMBaTb MOJIb30BATENSA B peanmsauumu npoueayp pasrpaHuyeHus
AOCTYyNna W KakK MOXHO 65mxe COOTBETCTBOBATb OCOBEHHOCTAM apXUTEKTYPbI
TEXHUYECKNX CPeAcCTB KOMMNbIOTEPA U 0COBEHHOCTSIM onepauMoHHOM cnuctemsl. C aToMn
TOYKWN 3peHus HeobxoanMo onpeaennTb, YTO LenecoobpasHo BbibpaTb B KayvecTBe
06bEKTOB pasrpaHuMyeHnss AoCcTyna, W Kakue AonyCTuMble Tumnbl  AOCTyna
LenecoobpasHoO MCNOsb30BaTh.

Cneayer OTMETUTb, 4TO B KayectBe o0b6bektoB B 6onbwmnHcTtBe OC
MCMOMb3YOTCA: ANCKK — KaTanorun (nankun) - dannbl (3agayn).

Beibop TunoB pgoctyna uenecoobpasHo cBA3aTtb C  dyHkumamu  OC,
NOCPeACTBOM KOTOPbIX OCYLUECTBASAETCA AOCTyNn K pecypcam. [lepexBaT BblI30BOB
3TUX PYHKUNIN NO3BONUT peanunsoBaTh MNP ansa sBHbIX A€ACTBMIN NoMb30oBaTens.

Peanuzauma TP] A[na CcKpbITbIX AEWCTBUMW MNosb3oBaTenss MoxeT 6biTb
OCYyLLEeCTB/IeHa 3a CYET OrpaHuU4YeHnsa rnepeyHs 3ajay, KoTopble nosib3oBaTeslb UMeeT
npaeBo 3anyckaTb. 3DTO O3HayaeT, 4To cpeactea [P 4omkHbI coaepxaTb
BO3MOXHOCTb SABHOIM0O W HEABYCMbICNIEHHOrO OMUCAaHUA MNepeyHda 3ajad, 3anyck
KOTOpPbIX pa3pelleH MNonb30BaTesito, U CPeACTB KOHTPO/IA 3@ MUCMONb30BaHUEM 3TUX
3a4a4. dopMmmpoBaHue nepeyHsa AO0/KHO OCYLLeCTBNATbCA agMUHWUCTpaTopoM BU B
nopsiake, npeaycMoTpeHHoM ang dopMmnpoBaHmns n nameHenus MPA.

B koMnnekc <«AKKOpA» AUCKPeuMOHHble npasBuia pasrpaHuyeHmnst AoCTyna
yCTaHaBNMBaKTCA  MNpucBoeHMeM  obbekTaM  goctyna aTtpubyTtoB  gocrtyna.
YcTaHOBMEHHbIN aTpubyT O03HaA4aeT, YTo onpeaenseMas aTpmMbyTomM onepaums MOXeT
BbIMOMHATLCA HaA AaHHbIM 06bekToM. B Komnnekce NpUMEHSIIOTCS chneayrouime
aTpubyThI:

e R - OTKpbITUE (hannoB ANg 4YTeHUs;

e W - OTKpbITME (pannoB AN 3anucu;

e O - nogMeHa aTpubyta R atpnbytamMmn RW Ha 3Tane oTKkpbITMA danna;
e C - co3paHue annos;

e D - ynaneHue ¢annos;

e N - nepenmeHoBaHue pannoB M NoAKaTanoros;

e\ - BUONMOCTb (hannos;

e M - co3naHne KaTanoros;

e E - ynaneHune kaTtanoros;



21
11443195.4012-036 90

e N — NepeMMeHoBaHMe KaTanoros;
e G - 4OCTYNHOCTb A@HHOro KaTtanora (T.e. nepexoa K HEMY);

e X - UCNOJIHEHNE 3a4ay;

e S - HacneaoBaHMe noakatanoraMmm aTpnbyToB poaAUTENBLCKOrro KaTtanora;

YcTaHoBneHHble aTpubyTbl onpeaensoT BaxHenwyto Yactb MNP nonb3oBaTtens.
OT npaBuIbHOCTM BblbOpa W YyCTaHOBKM aTpubyToB BO MHOMOM 3aBUCUT
addekTnBHOCTL paboTbl C3N. B 3TOM CBA3W aAMUHUCTpPATOP Cnyx6bl 6e3onacHoCTu
MHpOpMauMKM A0/HKEH SSICHO NpeaCTaBnsATb, OT Yero U Kak 3aBmcuT Bbibop aTpmbyToB,
Ha3Ha4YaeMbiX 06bekTaM, K KOTOPbIM MMeeT AOCTyn nonb3oBaTesb. Kak MUHUMYM,
HEeO6X0AMMO WM3Yy4YUTb MNPUHUUM pasrpaHUYEeHns [OCTyna C MNOMOLWbK AaHHbIX
aTpmbyToB, a TakXe 0cobeHHOCTM paboTbl MPOrpaMMHbIX CpeAcTB, KOTopble 6yayT
NpUMeEHATbCSA Nosb3oBaTenieM npu paboTe.

CneumanbHas nporpamMmma - pedakTop npaB  AoCTyna, MO3BOJSET
aaMUHUCTpaTopy BU ans kaxaoin napbl Cy6beKT - 06BbEKT onpeaenunTsb:

Ans AnckoB:

e IOCTYMNHOCTb, T.e. MNOJb30BaTeN0 AOCTYMHbl TOJSIbKO Te JIOrMYecKkne ANCKU,
KOTOpble 4BHO onwucaHbl B MNMPA4;

Ans karanora:
e JOCTYMNHOCTb (Nepexoa K AaHHOMY KaTanory);

e BUAMMOCTb (AaHHbIM KaTanor 6yaet BuMAeH nonb3oBaTento u3 GaniosBbiX
obonouek Tvna Windows Commander vnn Explorer);

e Hac/nefoOBaHWe nogkatasnoramm atpubyToB KaTanora;
Ansa cogep>xkuMoro karasora:

e CO34aHMe NoAKaTanoros;

e yAasieHne NoaKaTanoros;

e MepenMeHoBaHMe NoaKaTanoros;

e OTKpbITME aNoB ANS 3anNnUCK;

e OTKpbITME (PaNNOB ANS YTEHUS;

e cO3aaHMne hannos;

e NepemMmeHoBaHue ¢hannos;

e yaaneHue ¢annos;

e BUAMMOCTb (halnnos;

e «OUKTMBHOE» OTKPbITUE (PannoB AN 3anucu;
Ansa 3agad:

e ICMOJTHEHUE;

JlononHUTenbHO MOryT onpeaensaTbcs NpaBa fAocTyna K oTaenbHbIM dannam (c
yKasaHMeM TMOSIHOro nyTW AocTyna) - 3T npasBa 6yayt obecneumBaTtbCs B
6e3ycnoBHOM nopsake, Aaxe ecnu dann pacnonoxeH B KaTanore, Aoctyna K
KOTOPOMY JaHHbIKM Mosib30BaTeNb He uMmeeT, unam atpmbyTbl aocTyna pnsa danna
OT/IMYHbLI OT aTpubyToB KaTanora, B KOTOPOM OH HaxoauTtcs. [MpeaycMOTpeHo
onpeneneHne cneayrowmx rnpas:
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e OTKpbITME PannoB AN 3anucu;

e OTKpbITME HanNoB ANS YTEHUS;

e cO3aaHMe dannos;

e yaaneHue ¢annos;

e NepenMmeHoBaHmne hannos;

e BUAMMOCTb (pannos;

e «DUKTMBHOE» OTKPbITUE (hannoB ANs 3anucu;
e 3aMycCK 3ajau.

CyliecTByeT TaKXXe WU «4YepHbIM CMUCOK». DTO dannbl, WanM KaTtanorm, Kotopble
NPUCYTCTBYIOT B CNMUCKe 06beKTOB, AN KOTOPbIX HE YCTaHOBMEH HU OAMH aTpubyT
poctyna. O6bekTbl, ONMCaHHble B <YEpPHOM CMNMUCKe», CTAHOBATCA HeAOCTYMHbIMU
nosb30BaTesito, JaXe ec/iM OHW  pacrofioXeHbl B KaTanorax, K KOTOpbIM
nonb3oBaTtesib MMeeT [OCTyn. B <«4yepHbIn CAOMCOK» MOXHO BK/OYATb TaKXe
Norn4yecKkne MMeHa yCcTpoMUCTB U ApanBepbl YCTPOUCTB. DTU 06beKTbl NOCNE Takoro
onucaHus CTaHOBATCSA HEeAOCTYMHbI nonb3oBaTento. Takum obpasom,
OCYLLEeCTB/IAETCSA COMoCTaBeHne Nosib3oBaTtesid U AOCTYMHbIX eMy YCTPOMCTB.

KpomMe 3TOoro, B noacucreMe [AUCKPEUMOHHOro AOCTyrna peann3oBaHbl ABa
AONONHUTENbHbLIX aTpubyTa, npeagHa3HayeHHbIX A8 peructpaumm  obpalweHus
nonb3oBaTtenia K OTAeNbHbIM pecypcaM. ATpubyT «r» - onpeaenser perncrpauuio
onepauun 4YTeHus Ans oTaenbHoro obvekTa, aTpnbyT «w» - permcTpaumio onepaumm
3anncn. Wcnonb3oBaHue 3Tux aTtpumbyToB Uenecoobpa3sHo B c/yyae, Koraa
aAMUHUCTpaTopy 6e30nacHOCTU HeobXxoaMMO MMEeTb MHpOopMauMo 0 BCeX Cly4asax
obpaweHnsa (aaxxe CaHKUMOHMPOBAHHbLIM) K KPUTUYHbLIM pecypcaM, a He TOJIbKO
coobuweHuns o6 HC/.

2.4. TpeboBaHMe No peanunsaumm MaHAATHOrro NpuHUuMna
KOHTpONA AocCTyna

ans peanusaumm 3TOro npuHUMNa AOJIKHbI COMOCTaBNATbCSA
KJlacCUUKALMOHHbIE METKM KaXaoro cybbekTa M Kaxaoro obbekTa, oTpa)karowme
MX MEeCTO B COOTBETCTBYHOLWEN Mepapxuu. locpeactBoM 3TUX METOK CybbekTaM wu
ob6bekTaM A0JIXHbl Ha3HaYaTbCsA KNaccudUKauMOHHbIE YPOBHU (YPOBHU YSI3BMMOCTM,
KaTeropMm CEKpeTHOCTU W T.M.), ABASIOWMECS KOMOMHAUMAMU MepapXUYecKux u
HeMepapxmuyeckmx KaTeropun. [laHHble MEeTKM AOJSKHbl  C/YXWTb  OCHOBOW
MaHAaTHOro NpuMHUMNA pa3rpaHMyeHns AocTyna.

KC3 npu BBOAE HOBbIX AA@HHbIX B CUCTEMY AOJ/IXKEH 3anpalinBaTb U NoayyaTb OT
CaHKUMOHMPOBAHHOIO Nofb3oBaTens KinacCMdpuKaumMoHHble METKM 3TUX AaHHbIX. [pu
CaHKUMOHMPOBAHHOM 3aHeCeHMU B CMMUCOK MNOoJSib30BaTesie HOBOro cybbekTa AOIKHO
OCYLEeCTBNATbLCSA COMOCTaBleHWe eMy KNacCUMPUKALMOHHBLIX MeToK. BHewHue
KNnaccudunKaunmoHHbIe MEeTKU (cybbekToB, 06beKkTOB) AOJIKHbI TOYHO
COOTBETCTBOBATb BHYTPEHHMM MeTKaM (BHYTpu KC3).

KC3 pomkeH peanum3oBbiBaTb MaHAATHbIA  NPUHUMN  KOHTPOAS AO0CTyna
NPUMEHUTENBHO KO BCeM 06bekTaM Mpu SIBHOM W CKPbITOM AOCTyrne CO CTOPOHbI
nboro n3 cybbekToB:
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e Cy6beKT MOXET uMTaTb 06BHEKT, TOSIbKO €C/IN nepapxmyeckas Kiaccmpukaums
B KJaccUdMKAUMOHHOM YypoBHe cybbekTa He MeHble, 4YeM unepapxmyeckas
Knaccudumkaums B KnacCMUKauMOHHOM YypoBHe ob6bekTa, U Heumepapxudeckue
KaTeropum B KacCMPUKALUMOHHOM YpoBHe cybbekTa BKIYalT B cebs Bce
nepapxmyeckme Kateropmm B KnaccuukaumoHHOM ypoBHe obbekTa;

e CyOBEKT OCYLLUECTBASET 3aNMCb B 06bEKT, TONbKO €CAn KacCUOUKaUNOHHbIN
YpOBEeHb CybbekTa B Wuepapxumyeckonm knaccumdukaumm He 6onbwe, 4yem
KNnaccudUKauMOHHbIN YpOBEeHb 0b6beKkTa B MepapxXmMyeckon Kraccudukaumm, mn Bce
nepapxmyeckme Kateropum B KnaccudmkaumoHHOM ypoBHe CybbeKkTa BK/IKOYAlTCS B
Henepapxmyeckme Kateropmm B KnaccnumkaumoHHOM ypoBHe obbekTa.

Peanusauna w™MaHpaTtHbix [P  pgo/mkHa npeaycMaTpuBaTb  BO3MOXHOCTU
COMPOBOXAEHMUS: U3MEHEHNS KNacCUDUKALMOHHbBIX YPOBHEN CYHBHEKTOB M 06beKTOB
cneuvanbHO BblAeNeHHbIMU CybbeKkTamu.

B KC3 pomxeH O6blTb peanu3oBaH Aucnetyep A[ocTyna, T.e. CpPeacTso,
ocyuwlecTBnsolWee nepexBaT Bcex obpaweHunit cybbekToB K 06bekTaM, a Takxke
pasrpaHnyeHne AoCTyna B COOTBETCTBUM C 3a4aHHbIM MPUHUMMNOM pa3rpaHUYeHuns
aoctyna. MNpu 3ToM peleHne 0 CaHKUMOHWMPOBAHHOCTM 3anpoca Ha AOCTYyn AO/KHO
NPUHMMATBLCS TONbKO NPU OAHOBPEMEHHOM pa3pelleHnn ero n AUCKPEeUNOHHbIMU, U
MaHaaTHbiMn  TMPA. TakuM o6pa3oM, [O/KEH KOHTPOSIMPOBATbLCA HE TOJIbKO
eAVMHUNYHbIN aKT A40CTyna, HO N MOTOKU MHMOPMaLUN.

Peannsayms

PasrpaHnyeHne [Joctyna C  WCMNOMb30OBaHMEM  MaHAATHOMO  MexaHu3Mma
ynpaBneHus AOCTYNOM KOMMjekca «AKKOpA» OCYLWeCTBASeTCs MNyTeM MPUCBOEHUS
(3apgaHns) obbekTamM  AocTyna KaTteropum  AoOCTyna (rpuda), KOoTopble
XapakTepusyTca ypoBHeM goctyna oT 0 (cambli HU3KMIK) A0 15 (MakcuManbHbIn).
YcTaHoBNeHHbIM  ans obbekTa  Aoctyna rpud  SABASIETCS ero  MeTKOM
KOHMMAEHUNANBHOCTW.

Monb3oBatensaM wu npoueccam (onNuUMOHaANbLHO) MpPUCBAMBAKOTCSH KaTeropum
aoctyna (ypoBHM pgonycka), Takxe wu3MeHsitowmecs ot 0 pgo 15. [doctyn
nosib3oBaTens Wau npouecca BO3MOXEH Toraa v TOSIbKO Toraa, Korga ero ypoBeHb
Aornycka He Huxe rpuda obbekTa aocTtyna.

KaTeropun goctyna MoryT 6biTb MOMMEHOBAHbI KakK YPOBHWU CEKPETHOCTU, nnbo
apyrmm, 6onee ynobHbiM ana AaMmnHuctpatopa bW obpasom.

Ana  akTuBM3auuMuM MaHAATHONoO MexaHu3Ma pasrpaHWyeHnss  AO0CTYNoM
Heobxoaumo B danne ACCORD.INI B cekumn [ACED] ycCTaHOBUTb KJIHOY
MandatoryAccess=Yes. Ecnnm B MaHAaTHbIM MexaHuM3M HeobxoanMMO BBECTU
KOHTPONb AO0CTyna MpoueccoB Toraa, B 3TOM Xe cekuum HeobxoauMO YyCTaHOBUT
kntoy CheckProcess=Yes.

Ha3zBaHMs 1 KONM4YeCcTBo KaTteropmim (MeTok KoHpUAEHUMANbHOCTN) 3a4atloTcs B
danne ACCORD.INI B cekumn [MANDATORY]. o ymMonyaHuio B KOMMekce
onpeneneHbl 5 KaTeropmimn KoOHPUAEHUNaNbHOCTMN (CEKPETHOCTHN):

Level0=06wenocTynHo
Level1=0BWMWN_PECYPC
Level2=KoHdunageHumanbHO
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Level3=CekpeTHO
Level4=CoBeplIeHHO CEKPETHO

AaMmuHuctpaTop BU nmeet npaBo M3MeHATb Ha3BaHUSA N KOJIMYECTBO KaTeropum
KOH(PUAEeHUNaNbHOCTM - HO He 6onee 15-Tn. C yBesnMyeHMEM HOMepa KaTeropum
NOBbILIAETCA KOHMUAEHUMaNbHOCTb JAaHHbIX. [anee HeobxoAMMO YCTaHOBUTb
YPOBEHb AOMNyCKa Mnosib3oBaTtenen. JTO AenaeTcsa ¢ noMowbio nporpammbl ACED32 -
NMYHKT MeH «KoMaHAbl», Aanee «YpoBeHb AocCTyna». [locne 3toro AAMMHUCTpaTop
BU MoxeT Ha3zHauaTb Kak Ansa KaTtanoros, Tak U ANS OTAeNbHbIX dannos Tpebyemble
YPOBHU AocTyna.

MpoBepka npaB poctyna cybbvekta (nonb3oBaTenss MAM npouecca) K Kakomy
nmbo obvekty poctyna (pecypcy CBT, nmb6o AC) ocywecTtBnsieTcss B Clenyrouwem
nopsiake:

1) MpoBepsieTca, UMeeT N1 Nosb3oBaTeNb MNpaBa Ha AOCTYM, YCTAHOBJIEHHbIE
ANCKPELUMOHHBIM MEXaHMU3MOM KOMIJ1EKCA.

2) ECcin nonb3oBaTento yCTaHOB/EHbl MNpaBa Mo AOCTyny ANCKPELMOHHbIM
MEXaHW3MOM KOMIJIEKCA, TO MPOBEPSIETCS YPOBEHb AOMYyCKa Nosb3oBatens u rpud
(MeTka KOHdMaeHUmnanbHoCcTn) obbekTa aoctyna (pecypca CBT, nubo AC).

3) Aoctyn 6ypeTr pa3pewéH ToNbKO B TOM Cllyyae, ecnm ypoBeHb Aonycka
nonb3oBartens 6onbwe, NMb6o paseH rpudy (MeTke KOHPUAEHUNANBHOCTM) 0b6beKTa
poctyna (pecypca CBT, nu6o AC).

B komnnekce  <«AKKOpA»  peanu3oBaHa  AononHuTenbHas  dyHKuus,
NO3BOMSAIOLANA YCTaHABAMBATb YPOBEHb AOCTYyNa MCNOJIHAEMOMY MNpoLueccy, Koraa oH
3arpyxaeTcd B onepaTuBHYy namMatb. WcnonHaemomy danny (nporpamme)
npucBamBaeTcss MeTKa KOHduAeHuManbHOCTU (ypoBeHb AOCTyna) Kak 06beKkTy Ha
ancke CBT. Mpwu 3Tom dhann (nporpamma) 6yaeT 3anyckaTbCsa TOMIbKO NOJSib30BaTeNeM
C onpefenéHHbIM YPOBHEM AOoNycKa.

Mocne ycnewHOW 3arpy3ku B OMepaTUBHYK MaMATb WCAOAHSAEMbIM dann
(nporpamma), nony4yaeT MeTKy YPOBHS AOCTyna Kak cybbeKkT A0oCTyna, KOTOpbIN
paboTaeT ¢ obbekTamm (pecypcamun). B 3TOM cryyae npoBepka AOCTyna K pecypcy
OCYLLECTB/ISIETCH B CleAyHLEM NOpsSiAKe:

1) NMpoBepsaeTcd, MMeeT N1 NoJsib3oBaTeslb NpaBO Ha AOCTYN B COOTBETCTBUU C
ANcCKpeunoHHbIM MEXaHN3MOM.

2) Mpy HanuunM [AUCKPEUMOHHbIX MNpaB AOCTyrna nosb3oBaTenss CpeacTtsammu
MaHAATHOrO MexaHu3Ma KOMIJIeKCa MpPOBEPSIETCS YPOBEHb €ro gonycka u rpud
(MeTka KoOHdMaeHUnanbHoCcTK) obbekTa Aoctyna (pecypca).

3) Ecim pocTtyn paspewéH, TO NpoBepseTcs, MMeeT M TeKylWuin npouecc
ypoBeHb gonycka 6onbwe nmbo OH paBeH YpOBHIO AocTyna obbekTa (pecypca), K
KOTOpOMY 06paTmicsa Nosb3oBaTeslb C MOMOLLbIO 3TOro npoLecca.

4) Joctyn 6yAeT paspelleH TONbKO B C/ly4yae YCMELWHOro BbINOMHEHUS TPEX
BbILUEOMNMNCAHHbIX NMPOBEPOK.

5) Mpn Takol peanu3auMm MexaHuM3Ma YynpaBfieHMst MoToKaMu WHdbopMauuu,
obpaboTka MHopMaLmn onpeaenéHHoro  YpOBHS KOHMUAEHUNANBHOCTH
BbIMOJIHAETCS TONIbKO C MOMOLLbIO BblAENEHHbIX NpPorpaMM (MpoLeccos).
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2.5. TpeboBaHue ynpaBsieHUss NOTOKaMu MHpopMmauumm

[JO/MKHO OCYyWeCcTBNATLCSA YynpaBieHue rnoTokaMm MuHdopMaunmm C MNOMOLLbIO
MEeTOK  KOoHduaeHumanbHoctn. [llpn  3TOM  ypoBeHb  KOHMUAEHLUMANBbHOCTHU
HakonuTesnen AOMKEeH 6blTb HEe HMXKE YPOBHS KOH(MUAEHUMaNbHOCTU 3anmcbiBaeMomn
Ha Hero nHdopMauunu.

Peannzayums

B koMmnnekce <«AKKOpA» peanM30BaH MexXaHW3M YyrnpaB/ieHUss MoTOoKaMu
MHpoOpMauMM, OCHOBAHHbLIA Ha MPMHUMNAX MaHAATHOrO pasrpaHUYeHns AOCTYMNOM
(cM. Bbiwe n. 2.3.). MNpu Takon peanusaunmm MexaHuM3Ma ynpaB/ieHUS MNOTOKaMmu
nHpopMaumu, obpaboTka nHpopMaumu onpeaenéHHoro YPOBHS
KOHDMAEHUNANBbHOCTM BbIMOSHAETCA TONIbKO C MOMOLLbIO BblAENEHHbIX MNPOrpamm
(npoueccos).

Kak gns katanoros, Tak v Ans oTAaenbHbiX (annoB MoxXeT 6biTb YCTaHOBNEHA
MeTKa KOH(MWUAEHUMANbHOCTU, a KaXAOMy MNONb30BaTeto MpPUCBAMBAETCS MeETKa
ypoBHS agoctyna. AaMmunHuctpatop B B danne koHpurypaumn ACCORD.INI moxeTt
YCTAaHOBUTb, WAM OTKAKUMUTb nar MCNOAb30BaHUA MaHAATHOro YynpasBJieHus
AoCTynoMm. EcCim MexaHu3sM MaHAaTHOro AoCTyna BKJKOYEH, TO NOJb30BaTesb
NONYYUT AOCTYMN TONIbKO K TeM 06bekTaM, MeTKa KOHMOUAEHUMNANIbHOCTU KOTOPbIX HEe
BbllLle YPOBHSA A0CTyna cybbekTa (nonb3osatens).

B komnnekce peanu3oBaHa A[OMoONHUTENbHas @GYHKUMS, KOTOopasi MO3BOMSET
YCTaHOBUTb YpPOBEHb AOCTyrna npoueccy B onepatuBHOMW namaTn. Takmm obpasoM,
NCMoSIHSAeMbIn pann (NporpamMma) MMeeT MeTKY KOHPUAEeHUManbHOCTU, Kak obbekT
Ha aucke CBT M MOXeT 3anyckaTbCs TOJSIbKO MNOJib30BaTesieM C onpeaeneHHbIM
YPOBHEM [A0CTyMa, a Mnocfe 3arpy3kyu B OMNepaTMBHYK MaMsaTb MONy4daeT MeTKy
YPOBHSI A0CTyna, Kak cybbekT, KoTopbii paboTaeT C ob6bekTamMu, UMeLUMU
COOTBETCTBYIOLLYIO METKY KOHpUAeHUManbHOCTU. MNMpu Takon peanmsaumm MexaHm3Ma
ynpasneHusa noTtokamm wuHdbopMaumm obpabotka uWHOpMauMM onpeneneHHoro
YPOBHSI KOH(MUAEHUMANBHOCTU BbINOSIHAETCS TOJIbKO C MOMOLWbLK BblAESeHHbIX
nporpamMMm (npoueccoB). [lpu 3TOM npoueccy aBTOMATUYECKM MNpPUCBaAMBAKOTCS
aTpubyTbl AOCTYyMa, KOTOpble 3anpeLwarT 3annucb MHPOpMaUMM Ha HOCUTENb, MeTKa
KOH(UAEHUNANBbHOCTM KOTOPOr0 HMXe YPOBHS A0CTyna npouecca.

2.6. Tpe6oBaHue perucrpaumm cobbiTum

KC3 pomxeH 6biTb B COCTOSIHUM OCYLLUECTBASATb Perncrpauunto cneaytowmx
cobbITn:

- Mncnonb3oBaHUe VID,eHTMCbMKaLI,VIOHHOFO n aYTeHTMdJMKaLI,VIOHHOI'O
MEeXaHUn3Ma,

- 3anpocC Ha AOCTyn K 3aluwaeMoMy pecypcy (oTkpbiTve danna,
3anycK NporpamMmbl U T.4.);

- CO3[4aHMe U YHUYTOXEHME 06beKkTa;
- pencrteus no nameHenuto MPA.



26
11443195.4012-036 90

Ona Kaxagoro w3 3TuUX CcO6bITUM AO/MKHA perucTpupoBaTbCs  criefyoLas
nHdopmaums:
- paTa v BpewMms;
- CcybbeKkT, OCYLLeCTBASAWMNIN perncTpmpyemoe 4encrene;

- Tun cobbiTna (ecnu perncTpupyeTcsi 3amnpoc Ha [AocTyn, TO
cneagyeT oTMedaTb 06BbEKT U TUM A0CTYyna);

- yCnewHo M OCYyLeCTBMIOCb cobbiTne (obcnyxeH 3anpoc Ha
AOCTYN WU HET).

KC3 ponmxkeH coaepxaTb cpeacTBa  BblIOOPOYHOro  O3HAKOMIEHUS  C
perncTpaunmoHHON MHpopMaumen, a Takxe perncTtpupoBaTb BCe MOMbITKU AOCTyrMa m
OENCTBMUSA BblAeNeHHbIX nonb3oBatenen (aAMMHUCTPATOPOB 3aluuTbl U T.M.).

O6cy>xkpeHne

MNpencrtasnseTcs HeuenecoobpasHbIM NOCTOSIHHO OCYLEeCTBNATb
NONHOMacWTabHyO perncTpaumio BCex MOnbITOK AOCTyna BCeX Mosb3oBaTenen Ko
BCEM pecypcaM - B MNepPBYI0 o4yepenb, U3-3a BbICOKMX HAKIaAHbIX pacxoaoB. B To xe
BPEMSl, BMNOJIHE NpeAcCTaBMMbl CUTyauun, Npu  KOTOPbIX HeobxoamMma nosiHas
TpaccupoBKa COb6bITMIM. B 4acTHOCTM, MMEHHO TakoMW cnocob cneayeT NpPUMEHSTb,
n3y4yas, Kakme pecypcol TpebyeT HOBas nporpaMma - nepes Tem, Kak nepenaTtb ee
ONs 3KCnayaTauMu nonb3oBatensaMm. B aTton cBsA3uM uenecoobpasHo BblAENUTb
HECKOJIbKO YPOBHEN AETaNbHOCTM >XypHasa. YCTAaHOBKY YPOBHS AETanbHOCTM ANs
nonb3oBaTtens cnepyet NOpy4nTb aAMUHUCTpaTopy BU B nopsiake,
npeaycMOTPEHHOM 419 YCTaHOBKU U nameHeHus MNPA.

Peanuzaumn

Kak ans katanoros, Tak u Ans otaenbHbIX annoB MoxeT 6biTb YCTaHOBEHA
onumsa perncrtpaunm AocTyrna K KaTasory u ero CoAepXuUMOMYy B perncrpauyMoHHOM
XypHane. Perncrpauns ocyLecTBNSETCS B cnefytowem rnopsake:

1) ANS KaXkaoro nonb3oBaTens aaMuHucTpatop bW ycTaHaBnuBaeT ypoOBeHb
AEeTanbHOCTU XYypHana - HU3Kas, CpefHss, BblCOKas;

2) ana nwboro ypoBHA AeTasibHOCTUM B XXypHane oTpaxakwTcs napaMeTpbl
perncTtpaunmm nosb3oBaTens, AOCTYN K YCTPOWUCTBaM, 3anyCK 3azad, MonbITKK
HapyweHus MNP, nameHenuna MNP (B 4aCTHOCTU, U3MEeHeHWe naponen);

3) ANg cpefHero ypoBHSA AeTaslbHOCTU B XXYpHane oTpaXatTcs AOMNONHUTENbHO
BCE MNOMbITKM AOCTYyMa K 3awuMuaeMblM AUCKaM, KaTanoram n otaesnbHbiM dannam, a
TakKXXe MOMbITKN U3MEHEHUSI HEKOTOPbIX CUCTEMHbIX NMapaMeTpoB - AaTbl, BPEMEHU U
Aap.;

4) ANS BbICOKOro YPOBHS AeTanbHOCTU B XYypHasie oTpaXkatoTcs AOMOSHUTENbHO
BCE MOMbITKX AOCTYyNa K COAEPXXUMOMY 3allMLlaeMblX KaTanoros.

Kpome 3TOro, npeaycMOTpeH MexXaHW3M MpUHYAUTENbHOM perncrpaunmn
aoctyna Kk obbektaMm. [nsa 3Toro BBeAeHbl ABa [AOMNOJSIHUTENbHbIX aTpubyTta, a
WMEHHO:

e I - GUKCMPOBaTbL B XYpHane BCe MOMbITKN AOCTYyMNa K 06beKTy Ha uTeHue;

oW - CbMKCMpOBaTb B XypHaJji€ BCE MNMOMNbITKN AOCTYMNa K O6'beKTy Ha 3anucob.
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Ncnonb3ys atm atpubyTbl, aAMMHUCTPATOP MOXeT obecrneynTb perncrpauuto
CobbITUIM, BaXHbIX AN noaaepXaHus HeobXxoAMMOro YpoBHS MHGOPMALMOHHOWM
6e3onacHocTu.

NMporpamma LogView.EXE no3BonsgeT oCyLwecTBnTb NPOCMOTP, BbIBOA Ha Ne4vyaTb
M apxmBauMIO >XYypHana perucrtpaunmm cobblTun KoMmnnekca 3awmTtbl oT HCA
«Akkopa». XypHan otobpaxaetca B Buae Tabnuubl. Kaxpaa cTpoka Tabnuupbl
COOTBETCTBYET O4AHOMY COObITUIO, 3aperncTpupoBaHHOMY B XypHarne.

XXypHan coaepXxuT cneaytowyo nHdopMauuio:

e 1aTa N TOYHOE BpeMs perucrpaumm cobbitus;

e 1IeTaNIbHOCTb XYypHasa, yCTaHOB/IEeHHasd Ha MOMEHT perucrpaumm cobbitns;
e UMA paboyen CTaHUUU;

e TN onepauunn - B Tabnuue BbiBOAMTCA KpaTkaa abbpeBuaTypa;

e 06beKT pgoctyna - B Tabnuue BbIBOAUTCHA MOSHOE HaMMeHOBaHWe obbekTa
aoctyna. O6bekToM AocCcTyna MoXeT bbiTb dawnn, KaTtanor, AUCK, YCTPOMUCTBO. Ecnu
cobblITeM £BNSIETCA M3MEHEHME npaB AoCTyrna - B 3TOM nose oTtobpaxatoTcs
obHoBneHHble MpaBa aocTyna.

e Pe3ynbTaT cobbiTUA. MNMpU NONOXUTENBHOM 3aBeplleHnn cobbiTua pesynbTaT -
"OK", npu oTpuuaTenbHOM - perncTpmpyeTcsa HeCaHKUMOHMpoBaHHbIN aoctyn (HCA)
unn owmnbka poctyna (B cayyae HapyweHus LenocTHoCTM coobuwaeTtca 06
N3MEHEHUW NAapaMeTPOB KOHTPOA).

e IMa lpouecca - nporpamMma, OCyLLecTBASAKOWAs AOCTYN K 06beKkTy B MOMEHT
permcrtpaunm cobbitnsa. OAna ynobcrea npocMoTpa M aHanusa MHGOpMauUnMM MOXKHO
BbINONHATL  (PuUAbTpaunto Mo OAHOMY WM  HECKOSIbKMM nonam  Tabnuubl. B
MpunoxeHun 2 npuBeaeH CNpPaBOYHWK, KOTOPbIM COAEPXWUT KaK KpaTkoe, TakK W
NOSIHOE HaMMEHOBaHWe onepaunin, permcTpmpyeMbliX NOACUCTEMON perncTpauunn.

2.7. TpeboBaHMe LENOCTHOCTN KOMIJIEKCa CpeaACTB 3aliMTbl
(KC3)

B CBT Ao/mxHbl 6bITb NpeayCMOTpeHbl CpeacTBa Nepnoanvyeckoro KOHTpons 3a
LEeNOCTHOCTbIO MNporpaMMHOM M WH@opmaumoHHon dactu KC3. [Mporpammbl KC3
OOJIKHbI BbIMOSIHATLCS B OTAENbHOM 4YacTu onepaTtuBHOM NaMATw.

O6cy>xpeHne

O6bIYHO AN KOHTPO/IS LEeSOCTHOCTU UCMNOSIb3YETCS BblUMCNIEHNE KOHTPOJSIbHOM
CYMMbl. BbluncneHHoe 3HayeHuMe CpaBHMBAETCS C 3TaNlOHHbIM, W pe3ynbTaT
CpaBHEHMS MNO3BOJISIET CYyAUTb O COCTOSIHMM NPOrpaMM M AaHHbIX - OCTA/IUCb /I OHWU
HEW3MEHHbIMWU, BbIIN NN HECAHKUMOHUPOBaHHble Moandukaunn. Kasanocb 6bl - BCe
HOpManbHO, HO BOT 6eaa - Kak ybeanTbCcs B LEeNOCTHOCTM Npoueayp KoOHTpons? Beab
MOXHO MoAudUUMpOoBaTb U Npoueaypy pacyeTa KOHTPOJIbHbIX CyMM, W rnpoueaypy
KOHTPONS npoueaypbl pacyeta KOHTPO/bHbIX CYMM U T.4. KaxeTcs, 4To BbiXoda W3
3TOro Kpyra HeT - HEBO3MOXHO obecrneynTb LEeNI0OCTHOCTb MPOrpaMMHbIX CPeaCTB 3a
CYeT ApYruX MNporpaMMHbIX CpPeAcCTB, KaK HEBO3MOXHO BbITalWWTb camMoro cebs 3a
BONOCbI U3 6os10Ta (HO MonbITKM 6bINK, @ B 06nacTn nHpopMaunoHHoOM 6e3onacHoOCTH
OHM NpoAoXKAKTCA M A0 cuX nop). C 3TOM HESICHOCTbKD MOXHO MOKOHYUTb TOSIbKO
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OAHMM CNOCO60OM - BbIHECTM Mpoueaypbl KOHTPONA 3a npeaesnbl KOMMbkoTepa, T.e.
BbINMOJIHATb MX annapaTHo (MK C UCNONb30BaHWEM annapaTHbIX CPEeACTB).

Ewe ogHa npobnema - 3TO KayeCTBO CaMuX npoueayp KoHTposd. PaccMoTpum
cneaywwmm  cayydyam - Aons KOHTPOAS  MPUMEHSsIeTCS  KOHTpPO/sibHas CyMMa,
Bbluncnsgemas no anroputmy CRC (MMeHHO Tak 06bl4HO W npoucxoauT). [Ans
HarnagHoOCTU nNpeanonoXxuMm, 4to ucnonesyetrcas CRC-3 (peanbHO, eCcTeCTBEHHO,
ncnonosyetca ot CRC-8 po CRC-32, HO YC/IOXXHEHMEe TrMpu 3TOM HOCUT 4YUCTO
TexHuyeckmn xapaktep). Ana CRC-3 konuyectBo 3HadeHun - 8 (ot 0 pgo 7).
JonyCcTuM, KOHTpO/SbHas CyMMa WCXoAHoro (npaBunbHOro) Habopa AOKYMEHTOB
C1=3. K aTOMy nakeTy 3M0yMbIlNEHHUK A0baBNsSeT elwe HeCcKosIbKo, TakKnx, 4To ux
KOHTpOJ1IbHas CyMMa C2=2. Takum obpasom, KOHTpOJIbHas CyMMma
MoaAndunuMpoBaHHOro naketa AokymeHtoB Cm=(Cl + C2)mod8 = 5. Tenepb ans
TOoro, 4tobbl 3Ta Moamdukauuss He 6blna obHapyXeHa, 3/10yMblIWAEHHUK BMOJIHE
MOXeT K yXe MoaAnduuMpoBaHHOMY nakeTy n06aBUTb elle HECKOJIbKO AOKYMEHTOB,
TaKNX, YTO UX KOHTposibHas cymma C3=6. KoHTponbHas cyMmMa MoanduumMpoBaHHOIo
naketa craHoButcas Cm=(C1 + C2 + C3)mod8 = (3 + 2 + 6)mod8 = 3, T.e. Cm =
C1l, n moandukaumsa He byaeT 3aMedyeHa KOHTPOJSbHbIMM npoueaypamu. B obuwem
cny4ae, AOCTaTo4yHO nofjobpaTtb Takon naket, ang kotoporo (C2 + C3)mod8 = 0, u
MHpOopMaLMOHHaa aTaka MoxeT 6biTb ycrnewHon. O6WwWmMin NCTOYHUK BO3MOXHOCTHU
TaKNX aTakK COCTOUT B TOM, UYTO 3HAYEHMUS MPUMEHSEMbIX anropuTMOB BblYMUCNEHUS
KOHTPO/IbHbIX CYMM pacrnpefeneHbl paBHOMEPHO (MM NPOCTO U3BECTHbLIM 06pa3om).
CoOTBEeTCTBEHHO, XOpOLWEeN 3alUTON MOXET CIYXWUTb NpPUMEHEeHWe anropuTMoB C
CYLWEeCTBEHHO HeJIMHENHbIM pacnpeaesieHneM 3Ha4YeHUn.

Peannsayuuns

KOHTpPONb LENOCTHOCTM B KOMMIEKce <«AKKOPA» BbINOJHAETCA Creaylowmm
ob6pasom.

LLlenocTHOCTb CaMOM KOHTpPONbHOM npoueaypbl obecneumBaeTca TeM, 4TO
XPaHUTCA OHa He Ha aAucke, a B JHI1 koHTponnepa komnnekca C3U HCO «AkkopAa-
AMA3», 6yayunm TeM cambiM 3awumweHa oT moaudukaumin. [pn HOpMasnbHOM
ocywecTtBiieHnn npoueayp 3awutel ot HCOA (naeHTudukaumm mn ayteHTudumkaummn)
KOMWS KOHTPONIbHbIX Mpoueanyp nOMewaeTcs B chneuuanbHO oTBeAeHHyk obnacTb
O3Y un 3aTteM 3anyckaeTcss Ha WUCMosiHeHue. MHTepec npeactaBnseT U CneayroLwmn
BOMNpocC. B peanbHbIX ycnoBusaX HeO6XO0AMMO KOHTPOSMPOBATb LESIOCTHOCTb MHOMMX
dannos. ECTeCTBEHHO, UTO XpPaHUTb 3TaJIOHHbIE 3HAYEHUSA KOHTPOJIbHbIX CYMM ANS
BCEX HUX HA BHELIHEM HOCcuTesle C OrpaHUYeHHbIM 06 beMOM NaMATU HEBO3MOXHO.

B komMmnnekce «AKkopa» NPUMEHSETCS CNeayroLwWwmnin MeXaHU3Mm:

1) KOHTpONb LENOCTHOCTU CUCTEeMHbIX obnacten paucka, ddannos OC u
npuknagHoro MO, pa3genoB peectpa Windows OCyLWeCTBASETCS Ha anmnapaTHOM
ypOBHe KOHTposnepom «Akkopa AMA3» no 3arpysku OC.

2) Ecnn npoueaypa KOHTponst u3 M. 1 BbIMOSIHEHA@ YCNEWHO, TO B MOMEHT
3anycka MOACUCTEMbl pasrpaHvyeHus AOCTyna MOXeT BbIMNOSHATbCA KOHTPOSb
LeNnoCTHOCTM pannos, MO WHAMBMAYANbHOMY CMUCKY KaXAoro nofb3oBaTend. Ha
ANCKe XpaHuTca dann, cogepXxawmm nepevyeHb KOHTPOAMpPYEMbIX (annos u
3TA/IOHHbIE 3HAUYEHUS KOHTPOJIbHbIX CyMM. [0 3TMM pAaHHbIM  onpeaensercs
LLeSIOCTHOCTb KaXAo0ro KOHKpeTHoro danna.
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3) LlenocTHOCTb Xe caMoro atoro dawnna Ha aucke obecneumBaeTCcs TeM, 4TO
3Ta/IOHHOE 3HA4YeHUEe €ero KOHTPOJIbHOM CYMMbl BbIYMCISETCA C WCMOJSIb30BAaHUEM
K/Ito4a, KOTOPbIN XpPaHUTCA B uMAEHTUdMKATOpe nMonb3oBaTens. ITOT  KJIOY
reHepupyeTcs npu perncrpauuMm uaeHTMdukaTopa C WCNOAb30BaHMEM AaTyuKa
CNy4YalHbIX 4YuMCen, YCTAHOBMIEHHOrO Ha MNnaTe KOHTponnepa, U Ana Kaxaoro
NoNb30BaTeNs ABNAETCHA YHUKAbHbIM,

B koMnnekce «Akkopa» npeaycMOTpeH AMHAaMUYECKUMn KOHTPOSb LLeNOCTHOCTHU
NMCMOJSTHSAEeMbIX Moaynen (3agad). DTOT KOHTPO/b BbIMOSIHAETCA NpU KaXAoM 3anycke
MOAY/1A, HE3aBUCUMO OT TOro, BbIMOJSIHAETCA NN 3Ta onepauus rnosib3oBaTeneM, Unm
OC. lpwn HecoBnageHun sbluncrieHHon KC c aTasioOHHbIM 3HayeHmeM 61oKMpyeTcs
3anyCcK Takoro Moayn4.

[ONONHUTENIBHO B  KOMIJIEKCE MPeAyCMOTPEH AWMHAMUUYECKUA  KOHTPOIb
LleNIOCTHOCTM COB6CTBEHHO MOHMTOpPA pas3rpaHUYeHUss A0CTyna. ITOT KOHTPOIb
BbIMOJIHAETCS Nepnoanyeckm n ob6ecneuynBaeT AOMNOJHUTENbHbBIN YPOBEHb 3aLUUTbI OT
CNny4YalHbIX UNW NpeaHaMepeHHbIX NOKYLEeHU Ha oTkatoveHne C3U.

B paspene 2.13. «TpeboBaHusA K Knaccy 3awumweHHocTn 1B» Pykosoasiiero
AOOKyMeHTa [octexkomuccmm Poccun, 1998 - «ABTOMaTU3NPOBAHHbLIE CUCTEMBI.
3aWmMTa OT HEeCaHKUMOHMPOBAHHOINo AocTyna K wWHdopmaumun. Knaccmpukaumsa
aBTOMaTU3NPOBaHHbLIX CUCTEM M TpeboBaHMA Mo 3awmTe MHbOpMaunmM» NpuBenEHO
TpeboBaHue o TectupoBaHun pyHkumm C3N HC, a NMEeHHO: «A0/IKHO NPOBOAUTHLCS
nepuoanyeckoe tectnposaHue scex dyHkumn C3UM HCL c nomowbio crneumanbHbiX
NPOrpaMMHbIX CPeACTB HE pexe O4HOro pasa B rog».

MopsiAOK TaKoro TeECTUPOBAHUS onpeaensieTcs nNaaHoM 3alnTbl U BbINOIHSAETCS
C MNOoMOWbI Ccrneurann3npoBaHHbIX MNPOrpaMMHbIX CpeacTB HernocpeacTBEHHO Ha
TexHunyeckmnx cpeacrtsax AC. TeM He MeHee, eCTb OAMH MNPUHUMNMANBHO BaXHbIN
anemMeHT C3MNM HC[, TecTupoBaHuMe KOTOpPOro cneanyetr OCYyWecCcTBNATb Ha
cneumanusmpoBaHHbiX pabounmx Mectax. TakuMM 31EMEHTOM SBASKOTCS MPOrpaMmbl
cuctemHon BIOS v pacwupennin BIOS.

denctButenbHO, Kak 6bl10 NOKasaHo Bbile, HajdexHas 3awuta ot HCA
obecneumBaeTcs co3gaHMEM W30MPOBAHHOW nporpamMmHoun cpeabl (UMNC), npuyem
nogaepxaHue UMNC BO3MOXHO TONbLKO MPU UCMOSIb30BAHUM MOLIAroBOro ajaroputMa
KOHTPO/IS LEeN0CTHOCTU, KOTOpPbI, B CBOK o4vepedb, OTTA/IKMBAETCS OT HEKOTOpOro
Ha4yanbHOro COCTOSAHUS CUCTEMbI, MNPU KOTOPOM LESIOCTHOCTb MWCMOJIb3yeMbIX Ha
[aHHOM 3Tane KOMMOHeHT 3adMKCupoBaHa.

Ons CBT tnna IBM PC Ha nepBOM 3Tane 3arpy3ku UCMNONHSETCAa nporpaMma
cuctemHoro BIOS. WMMeHHO 3Ta nporpamMma onpegendeTr npoueaypbl 4YTeHus
peanbHbIX JAaHHbIX AN9 chegywuwero 3Tana. TakmMm  o6pa3oM, MUCMoNb30BaTb
npoueaypbl UTeHus, 3arpyxeHHble n3 MN3Y BIOS, ang KOHTpONSA LEeNoCTHOCTM CaMOoro
BIOS 6bino 6bl abcontoTHO HEKOpPpPEeKTHO, M co3gaBano 6bl BO3MOXHOCTb ANS
BHeapeHua PIMB. TeM He MeHee, UENIOCTHOCTb MNporpaMMHbiX cpeacrts BIOS
HeobxoanMo obecneunTb. B AaHHbIX ycnoBusax 31o TpeboBaHue criefgyeT BbINOAHATb
3@ CYeT MNpPUMEHEHUSA OpraHuU3auuMoHHbIX Mep W MepuoanYecKn BbIMOJIHAEMOrO
TectupoBaHud. lpun 3TOM TecTupoBaHMe U nNpoBepka uenoctHoctn BIOS posmxHa
OCYLLeCTBNATLCA Ha CrneuumanbHbIX CTeHAax CcOo crneuuasibHbiM MpPOrpaMMHbIM
obecneyeHmeM. Takonm cTeHA MOXeT ObiTb BkAtoudeH B coctaB AC, nnbo MoxeTt
HaxoAUTbCs B CrNeuMasn3vpoBaHHOM OpraHuM3auum, KoTopasi BbIMosHSANa 6ol
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dYyHKUMM KOHTPONS MO J[A0roBopy C opraHusaumen, skcnnayatupywouwen AC Ha
OCHOBaHuUu nuueH3nm loctexkomMmccum Poccumn.

2.8. TpeboBaHMe OUYNUCTKMN NAMATHU

Mpy nepBoHayanbHOM HAa3Ha4YeHUW WAU MPpU NepepacnpeseneHnn BHeLHEN
namatn KC3 pgosmkeH npepoTeBpawatb AOCTYN Cyb6bekTy K OCTaTOYHOW MHGOpMauuu.
KC3 ponmkeH OCylWecTBAATb OUYMCTKY OMNepaTUBHOWM M BHewHen namatu. Ouuctka
AO/HKHA NPOU3BOANTBCS NMyTEM 3anucu Mackupyowen nHdopmaunm B NnamMsaTb Npu ee
ocBoboXaeHUn (NepepacnpeneneHnmn).

O6cy)xxaeHne

Ecnn c BHewHen namsaTblo BCe SICHO, TO C onepaTuMBHOM eCcTb Npobnembl. B
4YacTHOCTM - cpeactBamm DOS 610K namaTu BblaenseTcs 3ajadve, U cama 3ajava
CBOMMMU CpeACcTBaMM MOXeT 3axBaTbiBaTb 610kn namatu. MNpu peanusaumm GyHKLUN
OUYUCTKN MaMSATU BaXXKHO OYULLATb Kak TO, TaK U Apyroe.

Peannsayuns

B koMnnekce «AKKOpA» OCYyLLeCTBAsieTcs nepexBaT yHKUM ocBoboXxaeHMus
namMsTM W 3aBepweHus 3agayn. MMeHHO npu 3TOM U  BbINOSIHAETCS O4YUCTKA
onepaTtmBHon namaTn (ocsoboxkgaemoro 6noka). OunMCTKa BHELWHEW NaMsaTu Ha
ANCKE BbINOIHAETCS OMNLUMOHHO.

CooTBeTcTBYOLWAA onuma «4Ymcso npoxoaoB Npu yaasieHUM>» - KOJINYECTBO
NpPOXoA0B CNy4YanHOW nocnenoBaTeNbHOCTU MO COAEPXMMOMY daina Ha AUCKE Mnpu
ero vyaaneHuu, ycTaHaBnmMBaeTcd aaMUHUCTpaTopoM bW npwu co3ganHun TP
nosib3oBaTesns.

OMNUMOHHBIN MexaHW3M MPUMEHEH B CBSI3M C TeM, 4YTO OUYMUCTKA BHELUHEWN
namMsaTy TpebyeT onpeaeneHHbIX BpEMEHHbIX 3aTpaT, KOTopble He Bceraa (ucxoas us
3HAYMMOCTM 3alUMLLAEMbIX PECYPCOB) OMNMpaBAaHbl.

ATpnbyTbl YyCTaHaBnmMBalTCad C nomowbio pegaktopa [MPOA k CBT wu
MHpopMaumoHHbIM pecypcaM AC. Pepaktop oOnucaH B [AOKYMeHTe <«YCTaHOBKa
npaBua pasrpaHnyeHmnsa goctyna. Nporpamma ACED32.» (11443195.4012-036 97).
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3. HekoTopble 0CO6eHHOCTH AeNCcTBUA aTpubyToB M
noarotosku NP4

Yacto nepea HOpManbHOM MNOMbITKOW OTKPbITb cywecTeyowmn dann
NporpaMMbl BbIMOMHSAKT MNPOCMOTP COAEPXWMMOro kKaTtasnora. B aToM cnydae, ecnwm
aTpnbyT «V» He ycTaHoBfneH, ¢dyHKkumn FindFirst n FindNext Bo3BpaTaAT pe3ynbTaT
«owmnbka». B HekoTopbIX cny4dasax (Npy HEKOPPEKTHOM yCTaHOBKEe aTpmbyToB) 3TO
MOXET 6bITb NCTOYHUKOM KOJTIU3UN.

OTMeTUM, UTo BCe aTpubyTbl, KpoMe aTpubyTa «G», OTHOCATCS K COAEPXUMOMY
KaTanora. ATpnbyT «G» OTHOCUTCSA K COBCTBEHHO KaTanory.

Mpn HanucaHWM MporpaMM <«XOpPOLIMM TOHOM» CUMTaEeTCs, Korga nporpaMma
co34aeT «BpeMeHHble» dalfbl B KaTtanore, MMsi KOTOPOro XpaHWUTCSA B NepeMeHHOoM
okpyxeHusa TEMP. Hanpumep, OC Windows n Bce nporpammbl ansg Windows upmbl
Microsoft BHayane nNbITalOTCA HAUTU MNepeMeHHY OKpyxeHus TEMP, n npu ycnexe
MCMONb3YKT AaHHbIM  KaTanor Ans  pa3MeweHuns MPOMEXYTOYHbIX  AaHHbIX.
NMpuMeHUTENbHO K <«AKKOpPA» MOXHO pekoMeHaoBaTb chneaywuwee: Ecnm y Bac
3a/laHa nepemMeHHasi okpyxeHus TEMP, To goctyn K 3TOMy KaTanory AoJiXeH O6biTb
MaKCMManbHO MOSHbIM (CneayeT UCKIYNTD NULWb aTpUbyT «X»- 3anyckK Nnporpamm).

OTAenbHO CTOUT paccMOTpeTb npuMeHeHue aTpubyTta «O». BBepeHue 3T0ro
aTpmnbyTa CBS3aHO C TeM, YTO psi4 NporpaMMm OTKpbIBAOT ann Ha YTEHME U 3anuch,
XOTS peanbHO UCMOMb3YIT TOMIbKO onepaunm 4yteHusa. B 3TOM cnydae nosib3oBaTento
npuxoantcsa paspewaTtb [lpaBa p[octyna M Ha 4YTeHWE, WM Ha 3anucb, 4TO
NOTEHUMANBHO MOXET C/IYXUTb WUCTOYHMKOM WMHGPOPMALMOHHbBIX Yrpo3. YTobsbl
n36aBUTbLCA OT 3TOM OMACHOCTU, MOXHO <«pa3HeCTU» JAaHHble N0 chneumanbHbIM
KaTanoram. 2TO BMOJSIHE BO3MOXHbIA MyTb, OAHAKO, €ro rNpuMMeHeHue NpuBOAUT K
YCNOXHEeHUI0 «lnaHa 3awuTbl» U yBENMYEHUIO KOAMYecTBa KaTanoros. BeBeaeHHbIN
B C3N «Akkopa» aTpubyT «O» no3BongeT pewuTb 3ajadvy ApyrMM MeToAdoM, a
MMeHHO: aTpubyt «O» noagmeHsieT (A4ng 3agayun) aTpmbyT «R» Ha COBOKYMHOCTb
aTpmbyToB «R» n «W». Npn 3TOM onepauns oTKpbITUS danna NnpoxoauT HOPMAsibHO,
a nonbiTKa 3anucu B 3TOT dann knaccmpuumpyetca kak HCA. PeweHue o
npuMeHeHun ana onucavua [P nonb3oBaTtenen atpumbyta «O» npuHMMaeTcs
aaAMMHUCTpaTopoM BU B TOM cnydae, korga dann no naaHy 3awmTbl OKeH ObiTb
OOCTYNeH nonb30BaTentd TOMbKO 4S9 4TeHus, a npuMeHsaeMmas ansa obpaboTku
AAHHbIX MporpamMMma nbiTaeTCcsa OTKPbITb 3TOT dann M Ha 4YTeHWe, M Ha 3anuce.
AHanuMs cuTyaumm MoXeT OblTb BbINOJIHEH MYTEM WU3YYEHUA OKypHana npu
TECTUPOBaAHUM MNporpamMMHOro obecneyvyeHusa, nNAAHUPYEMOro A8 BKJIKYEHUS B
CoCTaB nporpaMMHbix cpeacts AC.

HekoTopble pegakTopbl TEKCTOB (B 4YacTHocTU, Microsoft Word n «J1eKCUKOH>»)
COXpPaHSAT nMpu peaakTuposaHum uHdbopMaumio B dannax, wuMs KOTOpPOro
OT/IMYaeTCa OT MMEHU peaakTupyemoro ¢danna (ykasaHHble peaakTopbl 3aMeHST
nepBblI1 CUMBOJST MMEHW Ha CUMBOJST <«TUNbAa» - BOJHUCTAs NWHUSA). Ecnn Het
BO3MOXXHOCTWU He MCMNOJ1b30BaTb Takue penakTopbl, TO Heo6XoAMMO Mo - KpanHewn
Mepe npocneamtb, 4TOoO6bl 3TKM  dannbl  OCTaBanMCb HEAOCTYNHbIMKM  ANS
nonb3oBaTesier, He UMeLWMX Ha 3TO NOSTHOMOYMNA.
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ObpatuTe BHMMaHMe Ha AOCTaBKYy MHGOpMauun B BUAE ncnonHsemoro danna -
He BaXHO, B KaKOM BWAEe OCyWeCcTBAseTcd AoCTaBka - MO CeTUu, C MNOMOLWbIO
oTyuyxagaemoro Hocutenss u Ap. O4yeHb 4acTO MMEHHO TakoM cnocob ucnonblyeTcs
ONA BHeApPeHUs NporpaMMHbIX 3akiagok, U odeHb Yyacto nonblTkn HC Takoro poaa
OKa3blBaKTCA yCrnewHbIMU. BapuaHT BO34eNCTBUS, BbiBEAWMN U3 CTPOoS He ogHYy BBS
- MOCblJIKa apxXmMBMpOBaHHOro danna, coaepxawero Heckonbko Gb Hynen. B
apXMBMPOBAHHOM BuAe TakKon ann 3aHMMaeT BeCbMa HEMHOro Mecrta, a npu
pPacKpbITUMN OYeHb BbICTPO 3aHMMAET BCe NPOCTPaHCTBO AMCKA.

Ans Toro, 4utobbl M36exaTb HEMPUSTHOCTEM TakKOro poAa, HY>XHO 3anpeliaTb
3aMycK 3a4ay M3 BCEX KaTasioroB, KpOMe TeX, B KOTOPbIX XPAHSATCA MPOBEPEHHbIE
moaynu. Cneayetr Takxke o6paTuTb BHMMAHME Ha WCMNOb30BaHME OTUYXAAEMbIX
HOCUTENel - Kak B MaHe paspelleHUss Ha WUCMosb30BaHMe (Aaneko He KaXaoMmy
NoJib30BaTeNt0 3TO HEO6X0AMMO), TaK U B MJiaHe perncrpaumm u ydeta.
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4. NMpumepbl THNOBbLIX NP AnA TUNOBbIX CUTyauun
pa3rpaHuyYeHmsa aocrtyna

BHUMAHME! lNpaBuna pasrpaHnyennsa goctyna (MNPL), npuBeaeHHble B HACTOsILLEM
PYKOBOACTBE - 3TO /iMWb MNpUMepbl MUCNOJMIb30BaHMA aTpubyToB A0CTyna, a He
onMcaHme NonnTuknM 6e3onacHOCTU. B KaxXaoOM KOHKPETHOM cny4vae agMUHUCTpaTop
BU pnonxeH onuceiBaTb peanbHble pecypcbl AC (CBT)

Bynem cuutaTb, 4UTO (PU3MYECKMM [AUCK Ha KOMMbloTepe pa3buT Ha ABa
normyeckmnx agmcka. Kak Ha gucke C, Tak n Ha D pa3MelleHbl KaTanoru, AOCTYyn K
KOTOPbIM MOryT UMETb pa3Hble Nosib3oBaTesin. [lporpaMMHbie cpeacTBa B OCHOBHOM
pa3MelleHbl Ha C.

4.1. NMNpumep 1. CybbeKkTy pa3pewieHo pabortatb B KaTtanore
C:\DOC

B atom cnydae [P ans nonb3oBatens AO/KHbl coAepXaTb CneayroLwmmn
nepevyeHb aTpnbyTOB:

MpaBa pocrtyna:

C:\ [R Vv G X S]
C:\ACCORD.NT\ [R Y G X 0]
C:\DOC\ [R W C D N V M E G X 0]
C:\TEMP\ [R W C D N V M E G 0]

MosicHeHus: npu 3ToM BeCb AMCK C:\ AOCTYMNeH TONbKO AN YTeHUs, B KaTanore
C:\ACCORD.NT\ pa3speleHo 4yTeHune dannos n 3anyck nporpamm, katanor C:\DOC\
aoctyneH nonHoctbto. K katanory ...\TEMP\ cnepayer Bcerga 3agaBaTb MOJHbIN
AOCTYN, 3a UCKJIIOYEHMEM, pa3Be 4YTo, 3anycka nNporpaMmMm - 4acTto oH TpebyeTca ans
pa3sMelleHns BpeMeHHbIX dannoB npuknagHblx 3agad. ®annel AUTOEXEC.BAT u
CONFIG.SYS nonHOCTbIO HeAOCTYMNHbI («CKpbITbie» dannol).

4.2. NMpumep 2. NMNonb3oBaTesnio Ha AUCKe 6yayT BUAHbI U
AOCTYMHbI TOJIbKO ABHO ONMUCaHHbIE KaTaJsiorm

MpaBa pocrtyna:

C:\ [R W C D N V M E G X 0]
C:\ACCORD.NT\ [R Vv G X 0]
C:\DOC\ [R W C D N V M E G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
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Katanor C:\NORTON\ onucaH, Tak KakK W3 Hero 3anyckakwTcsa 3ajayv - no
kparHen Mmepe, NC.EXE, HO B HEeM 3anpelweHo yaaneHume n nepemMeHoBaHue
dannos. KopHeBow KkaTanor onucaH 6e3 HacnepoBaHus npas goctyna. MMeHHO
Takon BapuaHT [P npepoctaBnsieT nosb30BaTeNt0 AOCTYN TONbKO K SBHO
ONMMCaHHbIM KaTajnoram m ¢annaMm — ocTasibHble pecypCbl HEAOCTYMHblI U HEBUAUMBI
n3 nobbix pannoBbix 0bosoyek.

Obpatute BHMMaHWEe - MpuM Taknx aTpumbyTax BWUAHbI W [OCTYMHbI dannbl,
pa3sMelleHHble B KOpHEBOM KaTanore aumcka C:. Onsa Toro, 4tobbl 3Tn dannbl 6binn
HeAOCTYMHbl MOMb30BATENI0, M3 ONUCaHUSA KOPHEBOro KaTasora HYXHO yAanuTb
aTpnoyT «V>»,

OoHako TakoW BapuaHT HenpuemneM npu pabote ¢ Windows, T.K. AaHHas
onepauMoHHas CcucTteMa nMpomM3BOAUT UTEHME W 3anucb HECKONbKUxX dannios,
pa3MelleHHbIX B KOPHEBOM KaTasjiore. BoT npumep onucaHmsa npasB AoCTyna Ans
paboTbl ¢ Windows.

MpaBa pocrtyna:

C:\ [R W C V. M E G X 0]
C:\ACCORD.NT\ [R Vv G X 0]
C:\DOC\ [R W C D N V M E G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\PROGRAM FILES\ [R W C V M E X 5]
C:\RECYCLED\ [R W C V M E X S]
C:\TEMP\ [R W C D N V M E G S]
C:\WINDOWS\ [R W C D N V M E G X S]

BoT Tenepb Mbl NONYYUIN TO, YTO XOTENMN.

4.3. NMpumep 3. PazpeweHo paboTaTtb ToONbKO € haniyiaMm m
TOJZIbKO B Bbll€JIEGHHOM KaTtanore

B 3TOM cny4dae nonb3oBaTesito HeobxoanMo 3anpeTnTb 3anycCcK 3a4a4, co3gaHune
N yaaneHmne noaKaTtasiorosB.

MpaBa gocryna:

C:\ [R W C V M E G X 0]
C:\ACCORD.NT\ [R Vv G X 0]
C:\DOC\ [R W C D N V G 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]

Tenepb MOXHO BepHYTbCs K [pumepy 1, n ybeautbcsd, 4To Co3haTb KaTanor
MOXHO, HO YBWAETb WX, Nepentn K HuMM U Boobuwe paboTtaTb C HuMM byaeTt
TPYAHOBATO - NO KpaMHen Mepe A0 Tex Nop, Noka aaMuHUcTpaTop BU He ycTaHoBUT
BHOBb CO3aHHbIM KaTasioraM Heobxoanmblie aTpnbyThbl.
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4.4. Npunmep 4. NpuMmeHeHne aTtpubyToB HacneaoBaHuNA

Ectb n 6onee npocto cnocob6 - yCTaHOBUTb A1 pa3pelleHHOro kartanora
aTpnbyT HacnegoBaHMSA NpaB AOCTynNa.

NpaBa goctyna:

C:\ [R W C v M E G X 0]
C:\ACCORD.NT\ [R \Y G X 0]
C:\DOC\ [R W C D N V M E G S]
C:\NORTON\ [R W C V. M E X 0]
C:\TEMP\ [R w C D N V M E G S]
Tenepb ¢ nogkatanoramu npobnemM b6bITb HE A0KHO.
4.5. NMpumep 5. To ke, HO NOJSIb30BATENIO Hesb3A yAaNATb hannbl
NMpaBa gocryna:
C:\ [R W C V. M E G X 0]
C:\ACCORD.NT\ [R \Y G X 0]
C:\DOC\ [R W C N V. M E G S]
C:\NORTON\ [R W C V. M E X 0]
C:\TEMP\ [R W C D N V M E G S]

AHaNornMyHblM 06pa3oM MOXHO MNpPoOBEpUTb AENCTBUE ApYyrux aTpubyToB W
coyeTaHun aTtpubyToB. DTOT 3KCNEPUMEHT HaBepHsAKa HaBedeT Ha Mbican 06
ONTUManbHOM NPUMEHEHUN pa3rpaHUYEeHns AO0CTyna B Bawen cutyauunn.

4.6. NMpumep 6. Y nonb3oBaTesnisd NOJIHbIA AOCTYN K AUPEKTOPUM
Ha aumcke D

OcCHOBHble NapaMeTpbl:

e NneHTndukaTtop:G2.

e [[paBa agMunHUcCTpaTopa: Her.

e [leTanbHOCTb XYypHana: Huska4g.
NMpaBa gocrtyna:

C:\ [R W C V M E G X 0]
C:\ACCORD.NT\ [R Y G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [R W C D N V M E G X S]
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4.7. Npnmep 7. KondbaeHumanbHoe AenonpousBoaCTBO

O6blyHO 3apava  KOHMUAEHUMANbHOINO Aenonpou3BoACTBa  CTaBUTCH  Tak.
Monb3oBaTentd MOPyYEHO WCMOSHUTb [AOKYMEHT, B3sIB MUCXOAHble MaTepuanbl U3
YKa3aHHOW eMy AUPEKTOpUWU, U nepeaaTb FOTOBbIM AOKYMEHT B APYryH YKasaHHYH
eMy ANPEKTOpUID. DTO O3Ha4yaeT, UYTO Mbl AOJ/DKHbI ONpeaennTb AN NoSib3oBaTens
pa3nuyHble T[lpaBa A[ocTyna K AupekTtopuaM. Tak, U3 O0AHOWM AMPEKTOpUMU
Nosib30BaTes/ib MOXET TO/IbKO KONMpoBaTb annbl (U, eCTeCTBEHHO, 03HAaKOMUTbLCHA C
HUMK), HO HE MOXET HW peaakTMpoBaTb WX, HU yaanaTb. B gpyron («csoen»)
ONPEKTOPMM OH MOXeT obpabaTbiBaTb AOKYMEHTbl 6e3 orpaHu4yeHun, a B TPETbIO
OVPEKTOPUIO MOXET TOJSIbKO 3anncbiBaTb rOTOBblE MaTepuanbl.

MycTb AN WUCNoOAHEeHUss AOKyMeHTa BblaeneH katanor ...\HHH\, a
nosb3oBaTeslb C pa3HbIMX NpaBaMM MOXET UCMOMb30BaTb Noakatanorn Al,A2 n A3.
JTa 3ajava peanmsyeTcsa cneayowmmm atpubytamu.

OcCHOBHble napaMeTpbl

e NneHTudukaTop:G2.

e [lpaBa agMUHUCTpaTOpa: Her.

e [leTanbHOCTb XypHana: Huskas.
NMpaBa gocrtyna:

C:\ [R W C V M E G X 0]
C:\ACCORD.NT\ [R Vv G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Y G 0]

N3 aTOro npmmMepa AACHO, 4YTO Mepea BK/AKOYEHWEM HEKOTOPOro nporpaMmMHOro
CpeAcTBa B nepevyeHb UCMNOJIb3YyEMbIX B CUCTEME pa3rpaHUYEeHUsa AOCTyNa, HY>XHO ero
0CO06eHHOCTU M3yuuUTb. WM3yyeHMe MOXET OCHOBbIBATbCS HA WCMNOAb30BaHUMU
BbICOKOrO YPOBHSA AETaslbHOCTM XYpHana U aHanu3e pe3ynbtatoB. [locse Toro, kKak
CTaHeT 4CHO, KaKue pecypcbl TpebyeT TO MAM MHOE NpPOrpamMMHOe CpeacTso,
HeobxoAMMO Ha OCHOBe aHanuM3a BbISBUTb, MWMEKTCS JIM BO3MOXHOCTM ANns
HapyweHus MNP n MOXHO nun co3aaTtb Takue NP, koTopblie obecneyaT TpebyeMbin
ypoBeHb 6e3omacHocTn uHdopMaumn. TonbkKo BCNeh 3a 3TUMM aaMUHUCTpaTop BU
MOXEeT MNPUHATb pelleHue O BO3MOXHOCTU MPUMEHEHUSA TeX WM WUHbIX CPeacTB.
HekoTopble pekoMeHgauuun no dopmumposaHuto MNP npu ncnonb3oBaHum Hanbonee
pacnpoCTpaHEHHbIX MpPOrpaMMHbIX cpeacts 06paboTkm MHOpMauum NpuBeneHbl B
COOTBETCTBYIOLLEM pa3fesie HUXe.
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4.8. NMNpumep 8. To ke, UTO U 7, HO pa3peLleH AOCTYN TOJIbKO K
KOpPHIO AUCKa A

B aTOoM cnyyae aTtpubyTbl MOryT 6bITb TAKUMMU:
NMpaBa pgocrtyna:

A\ [R Vv G 0]
C:\ [R W C V. M E G X 0]
C:\ACCORD.NT\ [R Vv G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

4.9. NMNpumep 9. To xe, HO NOJsIb30BaTEJIb MOXKET YNTaTb BCe
c¢dannbl, pasMelleHHble Ha A

DTO O3Ha4aeT, YTO MNOJSIb30BaATENO AO/KHbI ObITb AOCTYMHbLI BCE NoaKaTanoru,
T.€. HYXXHO YCTaHOBWUTb aTpubyT HacnenoBaHUs «S».

NpaBa goctyna:

A\ [R Y G S]
C:\ [R W C V. M E G X 0]
C:\ACCORD.NT\ [R Vv G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

4.10.Mpumep 10. YcTaHOBKaA aTtpubyTtoB dpannos

Kak y)xe oTMe4yanocb, AOMOMHUTENBHO MOryT onpeaenaTbcs MpaBa AocTyna K
oTaeNbHbIM dainam - ¢ NpPUOpPUTETOM, Aaxe ecnu dain pacnonoXxeH B KaTanore,
[OCTyNa K KOTOPOMY [JaHHbIi Mofib30BaTeNb He uMeeT. PaccMoTpuM 3aaady,
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aHanornyHyt npueegeHHon B [lpuMmepe 9, HO C TEM OT/IMYMEM, UYTO MCXOAHbIN
MaTepuan Ansa UCMOoSIHEHMS AOKYMeHTa pacnonoxeH B danne C:\BOOK\BOOK.DOC.

OTOT MaTepuan Ao/KeH ObiTb AOCTYMeH Nofib30BaTesnto, HO Apyrue dannbl U3
TOro Xe KaTtasiora A0/IKHbl 6bITb HEAOCTYNHbI. B 3TOM cnyyae atpubyTbl MOryT 6bITb
TakKUMWU:

NMpaBa gocrtyna:

A\ [R Vv G S]
C:\ [R W C V. M E G X 0]
C:\ACCORD.NT\ [R Vv G X 0]
C:\BOOK\BOOK.DOC [R W C Vv ]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W C D N M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

B pe3ynbTtaTe paboTbl MOHUTOpPaA pa3rpaHMYeHnsa A0CTyna, Npu YCTaHOBEHHbIX
TaknuM obpa3oM aTpubyTtax, nonb3oBaTesb HE CMOXET YBUAETb UCXOAHbIN dann (T.K.
He onucaH katanor BOOK), HO BNOSHE MOXET CKOMMPOBaTb €ro KOMaHAou copy
c:\book\book.doc d:\hhh\a2\c1\book.doc.

Obpatute BHWMMaHWe Ha Hanmume atpubytoB W,C un V. O@OyHKuUK,
COOTBETCTBYKOLWME 3TUM aTpmbyTaM, MCNONb3YIOTCA BCTPOEHHOW KoMmaHaon DOS
«COPY», n B aTON CBAA3W yCTaHOBKa UX saABNseTcs obs3aTtenbHoOU. YTo6bl n3basutcs
OT TakKuX HeoAHO3HayHoCTen, BMecTo KoMaHAabl «COPY» fydwe ucnosab3oBaTb
cneuvanbHO NOAroTOBNEHHYO Nporpammy. Ecnn Bbl ncnonblyete He command.com,
a Apyronv uHTepnpeTaTop KOMaHAHOMW CTPOKMU, TO nepeyeHb aTpubyToB MOXeET ObiTb
apyrum. Tak, gna NDOS pgoctatodHo aTpubyToB R U V - OH HanmncaH KOpPpeKTHEN.

EcTtecTtBEHHO, Ha aHaNOrM4yHOM MNpPUHUMNE MOXHO MNOCTPOUTbL M 3anucb B
3apaHee onpeaeneHHbln dann.

4.11.MpumMmep 11. YcTaHOBKa aTpnbyTOoB ANA BblAEeNIEHHbIX
nporpamMmm

NMpeoyCcMOTpeHa TakXXe BO3MOXHOCTb YCTAHOBKW pa3pelleHus Ha UCMNOJIHEHue
3a4a4y, pas3MelweHHblX B BblaesieHHOM danne - BblAefeHHbIX 3agadv. [lycTb
HeobxoanmMo 3anyctutb yTuamty TMTEST. [ng 3Toro ycTaHOBMM cneayrouwme
aTpubyThl:

NpaBa goctyna:

A\ [R Vv G S]
C:\ [R W C V M E X 0]

()
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C:\ACCORD.NT\ [R Vv G 0]
C:\ACCORD.NT\TMTES [ Vv X
T.EXE

C:\BOOK\BOOK.DOC [R W C Vv ]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W C D N M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Y G 0]
D:\HHH\A2\ [R W C D N V M E G X S]
D:\HHH\A3\ [ W C Vv G 0]

B naHHoM npumepe mn3 katanora C:\ACCORD.NT\ pa3speweH 3anyck TO/bKO
nporpammbl TMTEST.EXE.

ObpaTtnTe BHMMaHWe - KpoMme aTpmbyTa «X» HeobxoAMMO YCTaHOBUTb U «V>».
JTO CBA3aHO € ocobeHHOCTAMM 3anycka 3aaad (pyHkuma FindFirst).

4.12.MpumMmep 12. 3anper agoctyna kK pannam

MycTb nonb3oBaTtento A4 3anpeleH 4oCcTyn K dannam c pacwmpeHuem .BAT u
.SYS, pa3melleHHbIM B KOpHEBOM KaTasore aucka C:. B aToM cnydae NP/ Bbirnagar
Tak:

OcCHOBHbIe NapaMeTpbl:

e NaeHTudukaTop: A4.

e [lpaBa agMunHUcTpaTopa: Her.

e [leTanbHOCTb XYypHana: Huska4g.
MpaBa gocrtyna:

C:\ [R W C V M E G X 0]
C:\ACCORD.NT\ [R v G X 0]
C:\*.BAT [ ]
C:\*.SYS [ ]
C:\DOC\ [R W C N V M E G S]
C:\NORTON\ [R W C V. M E X 0]
C:\TEMP\ [R W C D N V M E G S]

4.13.MpumMmep 13. AHanNu3 pecypcos

Mepen TeMm, Kkak BkIouATb B AC HOBOE nporpamMMHoe CpeacTBo,
aaMUHUCTpaTop BU fomxeH n3yyntb ero oCO6eHHOCTU B YacTu AOCTyMna K pecypcam.
He wuckniouyeHo, 4To Tpebyemble pecypCbl HE MO3BOMAT MPUMEHSTb M3ydaemble
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nporpammbl B coctaBe AC, wunM, BO3MOXHO, BO3HUKHET HeobxoAMMOCTb
rnepecMoTpeTb «lnaH 3awnTbl>».

Ans aHanusa pecypcoB uenecoobpasHo yCTaHOBUTb B nporpamme «ACED32»
AN HEKOTOPOro nosib30BaTeNsi BbICOKUIM YPOBEHb AETASIbHOCTU XXYpHana M MOJIHbIN
AOCTYyn K KaTanoraMm wu dannaMm, npoBectn ceaHc paboTbl C M3yyaembiM
NpPOrpamMMHbIM CpeACTBOM, a 3aTeM nocpeactBoM nporpammbl «LOGVIEW» nayuutb
Tpebyemble ansg paboTbl nporpammbl pecypcbl. HeobxoanMMo MOMHUTHL, 4TO 06beMm
XXYPHanoB Mpu BbICOKOM YpOBHe AeTanbHOCTKM byaeT oveHb 60nbwnM, U, B 3TOMU
CBSA3M, ceaHC paboTbl AO/MKEH OblTb He CAUWKOM ASIMHHBIM. Jlyywe, B ciydae
Heo6XxoaANMMOCTHN, U3yyeHne NPOBECTU HECKOSIbKUMU HEBO/bLUMMKM CeaHCaMMN.

4.14.MpumMmep 14. Ucnonb3oBaHue atpubyra «0»

MycTb B coctaB AC BK/lOYEHA HeKOoTopas crneuuannsvpoBaHHas npoueaypa
KOMMpoBaHUs MHGOpMaunm mycopy.exe (ecTeCTBEHHO, 3TO TOSIbKO npumep). MycCTb,
Takxke, no lnaHy 3awmTbl NONb30BaTeNO AOCTYMHbI Katasnoru, Kak B [lpumepe 7.
MonblTaeMca BOCMO/Ib30BATbCA 3TOW MpoLeaypOon MpU CAeayrowmX YCTaHOBAEHHbIX
aTpubyTax:

MpaBa pocrtyna:

C:\ [R W C V M E G X 0]
C:\ACCORD.NT\ [R \Y; G 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W C D N M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R v G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Y, G 0]

Bocnonb3yemcs ansa konupoBaHusa wuMmewwenca B AC nporpamMmon mycopy
d:\hhh\al\test.txt d:\hhh\a2\test.tst.

Mpn aTOM 6yaeT BblaaHo coobuieHmne 06 owmnbke - 0 HEBO3MOXHOCTU OTKPbITb
dann. N3meHnMm Tenepb aTpubyTbl AOCTyna, a WMMEHHO B 4aCTM OMNMWCAHWUS MpaB
aocrtyna Kk katanory d:\hhh\a1l:

D:\HHH\A1\ [R Vv O G 0]

MNpwn 3TOM nNpoueaypa 6yaeT ycnewHo BbINOJIHEHA.
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4.15.Mpumep 15. OnuncaHme ceTeBoro pecypca

NNnocTpaunio MCNosib30BaHUA CEeTEBbIX PECYpCOB MNPOAEMOHCTPUPYEM Ha
3ajlaye, aHanorn4yHom npueBeaeHHo B [pumepe 7. 34ecCb, OAHAKO, KaTanoru
pasMelLLalTCs Ha cepBepe, a NMosb30BaTeNn MMeKT pas/indHblie npasa. MpueBoanmas
Lernoyka NnoKa3sbIBaeT, Kak  MOXHO  OpraHu3oBaTb  KOHdMAEHUMaNbHOE
AenonpousBoAcTBO B ceTU. Heobxoammo o06paTuTb BHWUMaHME Ha OMNucaHue
KaTasioroB, pacrosIOXeHHbIX Ha cepBepe.

Monb3oBarenb: Al

OcCHOBHble NapaMeTpbl:

e NoeHTudunkaTop:Al.

e [lpaBa agMunHUcCTpaTopa: Her.

e [leTanbHOCTb XypHana: Huskag.
MpaBa pocrtyna:

C:\ [R W C v M E G X 0 §S]
D:\ [R wW C D N V M E G X O 0]
\SERVER\VOL2\ [ G 0]
\SERVER\VOL2\A1\ [R Vv G X A 0]
\SERVER\VOL2\A2\ [R wW C D N V M E G X 0 0]
\SERVER\VOL2\A3\ [ W C Vv G O 0]

Monb3oBaresnnb: A2

OcCHOBHble napaMeTpbl

e NneHTudunkaTop:A2.

e [lpaBa agMUHUCTpaTOpa: Her.

e [leTanbHOCTb XypHana: Huskas.

NMpaBa goctyna:
C:\ [R W C vV M E G X 0 ¢S]
D:\ [R W C D N V M E G X 0 ¢9]
\SERVER\VOL2\ [ G 0]
\SERVER\VOL2\A1\ [R Vv G X A 0]
\SERVER\VOL2\A2\ [R w C D N V M E G X 0 0]
\SERVER\VOL2\A3\ [ W C Vv G O 0]

Monb3oBaresnb: A3

OcCHOBHble NapaMeTpbl

e NaeHTudunkaTop:A3.

e [lpaBa agMunHUCTpaTopa: Her.

e [leTanbHOCTb XypHana: Huskag.
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MpaBa pocrtyna:

C:\ [R W C V M E G X O S]
D:\ [R W C D N V M E G X 0O 9]
\SERVER\VOL2\ [ G 0]
\SERVER\VOL2\A3\ [R Vv G X A 0]
\SERVER\VOL2\A4\ [R W C D N V M E G X 0 0]
\SERVER\VOL2\A5\ [ W C Y G O 0]

MpuMmeyaHune: 4yTobbl AaTb MNOAb30OBATENO MOJSIHbIA AOCTYN KO BCEM CETEBbIM
pecypcaMm, HYXHO B OMMUCaHMM KaTasoroB BBECTU CUMBOJST « \ » W AaTb MOJIHbIN
apoctyn - [RWCDNVMEGXO S]. B 3ToM cnyyae [AOCTyn onpenensieTcss ToNAbKO
HacCTpoMKaMu CeTeBOro aAMMHUCTPUPOBAHUA.

4.16.Mpumep 16. CozgaHne N30JIMPOBAHHOW NPOrpaMMHOM
cpeabl (UMNC) B OC Windows

Windows obnagaet A0OCTaTOYHO O6WMPHLIM HAabopoM YHKUMA U YTUAUT AN4
N3MEHEHUS KOHpUrypaumm n rnoakNoYeHnst HOBbIX YCTPONCTB M pecypcoB. C ogHOM
CTOPOHbI 3TN PyHKUKMKN obneryatoT paboTy KBanmduumMpoBaHHOMY MOSib30BaTEsND, HO
C OpPYrom - MOryT CNy>XuTb uUcTodHWMKOM HC[. Hawnbonee adpdekTnBHLIM cnocoboMm
co3gaHma WUMNC asnaetca co3gaHuve <«b6enoro» Crnucka npoueccoB C MOMOLLbIO
MaHOATHOroO MexXxaHu3Ma pasrpaHMyYeHns [OoCTyrna C KOHTPOJEM MpoueccoB w
AVHaMUYeCKOro KOHTpONns  uUenocTtHoctn  dannoB w3 3Toro  cnucka  (cM.
MpunoxeHune 3  AOKYMeHTa  «YCTaHOBKa nMpaBwa  pasrpaHMyeHuMs  AocTyna.
Mporpamma ACED32» 11443195.4012-036 97), KaK UCNonb3ys, Tak U HE UCMOMb3yS
yTnnuty Actskmng.exe.

Mpn MCNonb3oBaHMM MaHAATHOrMO MeXaHM3Ma B peaakTope npas AoCTyna
ACED32.EXE aBTOMaTuyeckum BKAwo4YarTcss B cnucok [P Bce 3agayun, KoTopble B
OaHHbIK  MOMEHT HaxoasaTcs B namMatu. B panbHenweM 3TOT CNMCOK  MOXET
KOpPpPEeKTUPOBATbLCA aAMMHUCTPATOPOM HA OCHOBe WHOpMauMM B XKypHane
pernctpaunn. Tllonb3oBaTtenb (MAM onepaunMoHHass CUCTEMA B CeaHce 3TOoro
nosib3oBaTensl) He CMOXeT B npouecce paboTbl 3anyCcTuTb MNPOLLECC, KOTOPbIN
NblTaeTcsa Noay4YnuTb AOCTYN K pecypcy, HO He BKJHOYEeH B 3TOT CMUCOK, WU ero
YPOBEHb AOCTYyNa HMXe MeTKM [octyna pecypca. [lpoueccy MOXHO Ha3HauuUTb
YypOBEHb A0CTyna TakuM obpa3oM, 4Tobbl obpabaTbiBaTb AaHHble(06beKTbl) C
onpeaeneHHONn MeTKOM A0CTyrna nosib30BaTes/lb CMOI TONIbKO npoueccamu(3agadamn)
C onpenesieHHbIM YpOBHEM AOCTyna.

JocTyn K nonb3oBaTeNbCKUMM KaTanoram wu dannam cneayetr nponucaTtb B
COOTBETCTBUM C MOSIHOMOYUSMU, YCTAHOBJIEHHbIMM ANS AAHHOro nosib3oBaTtensa (c
MCNONb30BAHMEM AUCKPELMOHHOINO MM MaHAaTHOro Mertoga). JocTtyn K ¢dannam um
nankaM onepaunMoHHOM CUCTEMbl OMUCbIBAKOTCA Tak, 4Tobbl obecneuunTtb
paboTocnocobHOCTb CUCTEMbI, HO UCKIKYUTb BO3MOXHOCTb HECAHKLMOHUPOBAHHOIO
N3MEHEHMUS. Mocne  nepe3arpysku KoMMNblOTEpAa M BXOAa B  CUCTEMY
3aperncTpupoBaHHoro nonb3osaTtens 3anyctmtca OC Windows, B KoTOpou
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nonb3oBaTtesib MoXeT paboTaTb TONBKO B pas3pelleHHbIX KaTanoraxX WM TOJMIbKO C
ycTtaHoBneHHbIM MO, MNP B 3TOM cfiyyae MOryT BbIrsS4eTb Tak:

e [lonb3oBaTtenb: MAIN_USER.
e [lpaBa agMunHUCTpaTopa: Her.
e [leTanbHOCTb XypHana: Huskasg.

——————————————— ObbeKTbl--------=-=-=----
A\ R VO G S] OBwenmocTynHO
\ R VO G X0] OBmemocTyIIHO
:\ACCORD.NT\ S] OBmemoCcTyIIHO
:\BOOT.INT
:\DOCUMENTS AND SETTINGS\ RWCDNV MEGn XS] OfBmemocTyIIHO
:\PROGRAM FILES\ R VO G XS] OBmenoCcTynHO
:\PROGRAM FILES\MICROSOFT OFFICE\ R v G S] OBmenmocTyIHO
:\PROGRAM FILES\MICROSOFT OFFICE\*.DLL R \ X
:\PROGRAM FILES\MICROSOFT OFFICE\*.EXE R \Y X
:\RECYCLED\ RWCDNV MEGn S] OBmenocTyIHO
:\WINNT\ R VO G XS] OBmenocTynHO
:\WINNT\SYSTEM32\ACCESS.CPL
:\WINNT\SYSTEM32\ACCORD.SCR R \Y X
:\WINNT\SYSTEM32\ACGINA.DLL R \Y X
:\WINNT\SYSTEM32\ACRUNVDD.DLL R \Y% X
:\WINNT\SYSTEM32\ACRUNVDD.EXE R \ X
:\WINNT\SYSTEM32\APPWIZ.CPL
:\WINNT\SYSTEM32\AUTOEXEC.NT R
:\WINNT\SYSTEM32\AZIAHLP.DLL R \ X

:\WINNT\SYSTEM32\BDEADMIN.CPL

:\WINNT\SYSTEM32\DESK.CPL

:\WINNT\SYSTEM32\DRIVERS\ACRUN.SYS

:\WINNT\SYSTEM32\FAX.CPL

:\WINNT\SYSTEM32\HDWWIZ.CPL

:\WINNT\SYSTEM32\IAMCPL.CPL

:\WINNT\SYSTEM32\INETCPL.CPL

:\WINNT\SYSTEM32\INTL.CPL

:\WINNT\SYSTEM32\IRPROPS.CPL

:\WINNT\SYSTEM32\JOY.CPL

:\WINNT\SYSTEM32\MAIN.CPL

:\WINNT\SYSTEM32\MMSYS.CPL

QlQl Ql Q| Q| Q] Ql Q] Q] Q] Q] Ql Ql Ql Ql Ql Q| Q| Q| Q] Q] Q] Q] Q] Q] Q] Ol Ol Q| Q| Q| | »
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:\WINNT\SYSTEM32\ALSNDMGR.CPL [
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:\WINNT\SYSTEM32\NCPA.CPL
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C:\WINNT\SYSTEM32\NWC.CPL [ ]
C:\WINNT\SYSTEM32\ODBCCP32.CPL [ ]
C:\WINNT\SYSTEM32\POWERCFG.CPL [ ]
C:\WINNT\SYSTEM32\STICPL.CPL [ ]
C:\WINNT\SYSTEM32\SYSDM.CPL [ ]
C:\WINNT\SYSTEM32\TELEPHON.CPL [ ]
C:\WINNT\SYSTEM32\TIMEDATE.CPL [ ]
C:\WINNT\SYSTEM32\TMATTACH.DLL [R \Y X ]
C:\WINNT\SYSTEM32\TMDRV32.DLL [R \Y% X 1]
C:\WINNT\TEMP\ [RWCDNV MEGn S] OBuenoCcTyIIHO
D:\ [R VO G 0] ObmemocTymnHO
D:\OPEN DOC\ [RWCDNV MEGn S] CekpeTHO

E:\ [R \ G 0]

E:\RECYCLED\ [RWCDNV MEGn S]

E:\SYSTEM VOLUME INFORMATION\ [RW V G S]

ACCORD.SCR
ACRUNNT.EXE
AUTOCHK.EXE
CSRSS.EXE
EXPLORER.EXE
INTERNAT.EXE
LSASS.EXE
MPNOTIFY.EXE
NDDEAGNT . EXE
OSA.EXE
PSTORES .EXE
REALPLAY .EXE
RPCSS.EXE
SERVICES.EXE
SETUP.EXE
SMSS .EXE
SPOOLSS.EXE
SYSTEM
SYSTRAY.EXE
TASKMGR.EXE
USERINIT.EXE
WINLOGON.EXE
WINWORD.EXE
_AVPCC.EXE

ObmenoCcTyIIHO
OBbmengoCTYIIHO
OBbwengoCTyYyIIHO
OBbuwengoCTyIIHO
ObmenoCcTyIIHO
OBbmengoCTYIIHO
OBbwengoCTyYyIHO
OBbuwengoCTyIIHO
ObmenoCcTymIHO
OBbmengoCTYIIHO
OBbwengoCTyYyIHO
OBmengOCTYIIHO
ObmenoCcTyIIHO
OBbmengoCTYIIHO
OBbwengoCTyYyIHO
OBmegOCTYIIHO
ObmenoCcTyIHO
OBbmengoCTYIIHO
OBbwengoCTyYyIIHO
OBmegOCTYIIHO
ObmenoCcTyIHO
OBbmengoCTYIIHO
CexpeTHO]

OBbuwegoCTyIIHO ]

S S S ST ST T T N S S S SN ST ST ST T VT T N S (S|
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Monb3oBaTenb CMOXeT paboTaTb C AOKyMeHTamu B katanore D:\OPEN_DOC
ToNnbko cpeacrtsamm WinWord, n He MOXeT U3MeHUTb KOH(PUrypauuo CUCTEMBI.

4.17.MpumMmep 17. Perncrpaumvsa BbiBoAa AOKYMEHTa Ha
nevararouiee yCTpomcrtso

Monb3oBaTtenb: MAIN USER.
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e [lpaBa agMunHUCTpaTopa: Her.
e CtapTtoBbit KaTtanor: C:\.
e [leTanbHOCTb XypHana: Huskag.

A\ [R W C D N V O M E G X S]
C:\ [R W V O G X 0]
C:\ACCORD.NT\ [R W V O G S]
C:\DRWEB\ [R W V O G S]
C:\MSOFFICE\ [R W C D N V O M E G X S]
C:\PROGRAM FILES\ [R W C D N V O M E G X 9]
C:\TEMP\ [R W C D N V O M E G S]
C:\WINNT\ [R W C D N V O M E G X S]

ana pernctpaumnn BblBOAaAa AOKYMEHTA Ha MNedaTtauliee YCTpOl‘;ICTBO 7
MapKUPOBKH KOHd)VILI,EHLI,VIaJ'IbHOFO AOKYyMEeHTa HYXHO YCTaHOBUTb MNOACUCTEMY
KOHTPONS ne4yatu W BK/IKYUYUTb MONb30BATENO ONUUID <«AKTUBUPOBATb KOHTPOJIb
ne4vyaTtum>.,

Ona pernctpaumn TONbko akTa BbiBOAA AOKYMEHTaA Ha Meyartawulee
YCTPOMCTBO AOCTATOYHO YCTaHOBUTb aTpubyT w (perucrpauusi 3anmcu) B Crnucke
aTpnbytos ob6bekTa C:\WINNT\SPOOL\PRINTERS\.
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5. NMNpaBoBble acneKkTbl NpUMeHeHUsA KoOMMJieKkca

MporpaMmMHo-annapaTtHbin komnnekc C3U HCO «Akkopa-Win32»™ v.4.0 u
COMyTCTBYOLWAA AOKYMEHTaumMs 3awmuieHbl 3aKkoHOM Poccum 06 aBTOpCKUX npasax,
a Takxe nonoxeHuamm MexayHapogHoro [orosopa. Jlioboe wucnonb3oBaHue
AAHHOro KOMrJiekca B HapylleHue 3aKoHa 06 aBTOPCKUX MpaBax WaM B HapylleHune
nonoxeHun 2[ Ha komnnekc 6yaer npecneposatbcs OKB CAlNP B cuny Hawmx
BO3MOXHOCTEN.

ABTOpCKME MpaBa Ha AaHHOEe m3genue, B TOM 4ucie annapaTHble cpeacTtBa U
cneuymanbHoe MO, npuHagnexat OKB CAIP, Poccusa, 115114, r. MockBa, 2-#
KoxxeBHuueckmnn nep. .12, ten. (495) 994-72-62, dakc: (495) 234-03-10, E-mail:
okbsapr@okbsapr.ru.

OKB CAIlP pa3pewaer Bam pgenatb apxuBHble KOMUM MNPOrpaMMHOro
obecneveHnsa komnnekca AKKOPA™ pagna  wmucnonb3oBaHUs  noTpebutenem,
npuobpetwmnm komnaekc AKKOPA™ B ycTaHoBAeHHOM nopsake. HuM npu Kakumx
obcTtoaTenbCcTBax nporpaMMHoe  obecneveHue kKoMnnekca  AKKOPO™ He
pacrnpoCcTpaHaeTca Mexay ApYrMMun npeanpuatmammn (pupmamm) m nmuamu.

Yoanate B npoaykumm komnnekca AKKOPA™ yBeaoMneHue 06 aBTOPCKUX
npaBax HW NpU Kaknx obCToATeNbCTBaxX He AOMyCKaeTcs.

MpuMmeHeHue cpeacts komnnekca AKKOPL ana gpyrmx uenem BO3MOXHO
TOIbKO MpW Hann4mu nnucbMeHHoro cornacma OKB CATP.

OTMeTuM, 4To npeablaywme orpaHMYeHnsa He 3anpeLaroT Bam pacnpoCcTpaHsTb
Bawuy cobCTBEHHble UCXOAHblE KOAbl WNM MOAY/MN, CBSA3aHHble C MNPUMEHEHUEM
nporpaMmMHoro obecneuveHus komnnekca AKKOPA. OpgHako, TOT, KTO nony4vaeTr oT
Bac Takme ncxogHble KoAbl MU MOAYNWN, AOMKEH nNpmobpectn COOBCTBEHHYIO KOMMUIO
Halwero nporpaMMHoro obecrneyeHus, 4Tobbl Ha 3aKOHHOM OCHOBAHWUW UCMOIb30BaTb
ero u nMeTb cepTndmnKaT COOTBETCTBUS.

OKB CAIP rapaHTUpyeT McnpaBHOCTb DU3NYECKUX IK3EMMNASAPOB annapaTypbl
M AOKYMeHTauuu, nocTtaBnseMblx B coctaBe komnnekca AKKOP/, cornacHo
dopMynsipy Ha 3TOT KOMMJEKC.

Mbl npocuM nonb3oBaTens npu  obHapyXeHun owunbok unm aedekToB
HanpaBuTb HaM MNOAPOOHbIM OTYET O BO3HMKLWMX MNpobnemax, KOTOpblM MNO3BOAUT
HanTn u 3admKcnposaTb Npobnemy.

Komnnekc AKKOP/, noctasnsgeTrca no npuHumny «as is», 1.e. OKB CAlP Hu npu
Kakmx obcToaTenbCTBax He npeaycMaTpMBaeT HWMKAKOWM KOMMeHcauuu 3a Bawwu
AONOSIHUTENbHbIE YObITKM, BKAKOYasa Nobble notepu Npmbblainv, NOoTEpU COXPAHHOCTU
wnu ppyrme yb6blITKM BCNeacTBMe aBapUMHbIX CUTyauun WM wUxX NOcCneacTBuUn,
ybbITKN, KOTOpble MOryT BO3HUKHYTb W3-3a WCMNO/Ab30BaHUSA WM HEBO3MOXHOCTMU
ncrnonb3oBaHusa komnnekca AKKOP/I. Tem He MmeHee, nwobble Bawun notepun MoryT
6bITb BO3MeLleHbl B TOM ciy4dae, ecnm Bbl opopMuTe CTpaxoBOW MOAMC Mo pasgeny
«CTpaxoBaHue WHpopMaumoHHon 6e3onacHoctu». CTpaxoBka odopMnaseTcs no
Bawemy TpeboBaHUIO HENOCPEACTBEHHO Y MOCTaBLUMKA.
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Mpn nokynke v npumeHeHunm komnnekca AKKOP[ npeanonaraercsa, 4to Bbl
3HaKOMbl C JaHHbIMM TpeboBaHMSAMM aBTOpPOB pa3paboTKM M  U3roToBAEHUS
koMmnnekca AKKOP/Z v cornacHbl C NOMOXEHNAMU HAcTosWeEro pasaena.
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6. TEXHUYECKASA NOAAEPXKA

B cnyuyae Heobxoaumoctn koHcynbTauunm 3A0 «OKB CAMP» npegnaraet 6e3
OOMNOSHUTENIbHOW onnaTbl C noHegenbHuMka no naTHuuyy ¢ 10-00 go 18-00 (no
MOCKOBCKOMY BpeMeHn) obpaliaTtbcs rno tenedoHaM:

+7 (495) 994-49-96
+7 (495) 994-49-97
+7 (926) 235-89-17
+7 (926) 762-17-72

WIN MO aApecaM 3N1EKTPOHHOWN MOYThbl:
help@okbsapr.ru
support@okbsapr.ru

Bonpocbkl No 3kcnayaTauMym KOMMJEKca MOXHO TakKXXe 3a4aTb Ha OpyMe Ha Hallem
canmte www.accord.ru.

Haw agpec B UHTepHeTe http://www.okbsapr.ru/.
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MpunoxxeHue 1. PekoMeHaaumm no opraHMsaymm cnyxxb6bl
nHpopMaUMOHHON 6e30nacHOCTH

OTBeTCTBEHHbIMW 3a 3awuty wuHdbopmaumm B AC (CBT) gaBnsawTCca Bce
PYKOBOAUTENN N OTAENbHbIE NONb3oBaTenn (onepaTtopbl) B npeaenax nx cnyxebHowm
KOMMNeTeHUNN.

[na HenocpeacTBEHHOM opraHmsaumm u obecrneyeHmss GYHKUMOHUPOBAHUS
CUCTeMbl 3aWnTbl UHPOpMauMM, Kak KomnoHeHTa AC, B opraHusaumm (Ha
npeanpusatun, dupMe - pganee Mo  TEKCTy OpraHusauum) A0/KHbl - 6biTb
npeayCcMOTpEeHbl CneuuanbHble OpraHbl WMAM  OTBETCTBEHHble nuua - cnyxba
6e3onacHocTn nHdopmaummn (CBN) nnmn agmmHmncTpatop 6e30nacHOCTU MHMOPMaLUKnN.

CotpyaHukn CBW (agMmuHuctpatop BW) nommmo 6e3ynpedHon penytauum u
MONHOrO [A0Bepusi CO CTOPOHblI pPYKOBOACTBA OpraHm3auuMu A0/KHbl obnapaTtb
onpeaeneHHbIM YPOBHEM 3HAHMN M HaBbIKOB B 061aCTU BbIYUCAUTENBHONW TEXHWUKMW,
OOCTATOYHbIM ANS  SCHOrO MOHWMMaHMS BCEX BMAOB Yrpo3 annapaTHbIM WU
NnporpaMMHO-UHGoOpMaUmMoHHbIM  pecypcam AC (CBT) w©n HeobxoaummbiM  Ans
FPaMOTHOIrO ynpasneHus n 3d@PeKTUBHOrO NpMMEHEHN CPeaCTB 3alUnThbl.

OpraHu3aymnoHHo-rpaBoBow cratyc CbU (aamuHnctpatopa bU).

e CbM (agMuHuctpatop BW) [OMXKHbI MOAYMHATLCS TOMY JfinLy, KOTOpoe B
OAHHOW OpraHusauum HeceT MepcoHanbHYl OTBETCTBEHHOCTb 3a cobnwaeHune
npasun obpalieHus c 3awmuwaeMon nHdpopmaymen;

e COTPYAHUKKN Ccnyx6bl (agMuUHUCTpaTop BU) A0MXKHBbI MMETb NpaBo AOCTyNa BO
BCe nNOMelleHUsl, rae YycrtaHoBneHa annapatypa AC v npaBoO npekpawaTb
aBTOMaTU3MPOBaHHYD 06paboTKy MHOpMaUMM NpU HAAUUYUK UNN YIPO3e YTEeYKMU
3awmuaeMon nHdopmauum;

e pykosoautento CBW (agmuHuctpatopy BW) pnomkHO 6bITb npeaoctaBneHo
npaBo 3anpewaTb BK/WYEHWEe B UYUCNO OEUCTBYIOLUMX HOBblE 3/IEMEHTHI
KoMnoHeHToB AC, ecnm oHKU He oTBe4valoT TpeboBaHMAM 3alUnTbl MHDOpMaLUm;

e ciyx6e BU (agMuHuctpatopy BW) momxHbl obecneumBaTbCa BCe YCNOBUSA,
HeobxoanMble ANs BbINOSHEHUS CBOUX DYHKLMOHANbHbIX 06593aHHOCTEN;

e UACNEHHOCTb CNyX6bl Ao/mkeH O6bITb AOCTAaTOYHbIM  AN1S  BbIMNOJHEHUS
nepeyvyncrieHHbIX Bblle (PYHKUWN, NMPU 3TOM LUTATHbLIA COCTaB He AO0/HKEH uMeTb (Mo
BO3MOXHOCTWN) APYrMX 0693aHHOCTEN, CBA3aHHbIX C PYHKUMOHMpoBaHmneM AC;

e CO34aBaeMasi CTPYKTypa 3awutbl MHbopmauumm B CBT npm npuMeHeHuu
komnnekcos C3MNM HCO <«Akkopa»™ [o/mKHA nNoaaepXuBaTbCd  MeXaHM3MOM
YCTAHOBJ/IEHUS MOSHOMOYUMA nonb3oBaTensam CBT m ynpaBneHMeM mxX [OCTYMNOM K
MHpopMaumoHHbIM pecypcaM. Ons atoro CBU (agmnHuctpatop BU) paspabatbiBaer
N BBOAUT B AENCTBME YCTAHOBMIEHHbIM B OpraHusaumu rnopsakoM OpraHmM3aunmOHHO-
npaBoBble AOKYMEHTbl NO npuMeHeHuto CBT Cc BHeApPeHHbIMKU CpeaCTBaMU 3alUuTbl C
y4yeTOM AENCTBYHOLWMX HOPMATUBHbIX M 3aKOHOAATENbHbIX OKYMEHTOB.

O6s3aHHOCTM agMuHuUcTpaTtopa bW no npumeHeHutio komnnekcos C3UM HCA
«AkKopo»™:

1) Ha ocHoBe «[lnaHa 3awWwuTbl», BBEAEHHOro B opraHusauum, paspabaTtbiBaTb
Tabnuubl pasrpaHnyeHns AoCTyna K 3awuuiaembiM pecypcaMm, BBOAUTbL (npu
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YCTaHOBKE KOMIM/eKca) MNOSIHOMOYMS MOoNb30BaTeNenm M KOPpPEKTUPOBATb UX B XoAe
akcnnyatauun CBT.

2) YcTaHaBnmBaTb KoMriekc 3awumtel B CBT u“  oOpraHu3oBbiBaTb ee
3KCnayaTayunio C BHeAPEHHbIMU CpeaCTBaMy 3aLUmnThI.

BHUMAHME! lMocne yctaHoBkM koMmnnekca B CBT A0/mKHbI 6biTb NPUHATLI Mepbl MO
obecneyeHUo HeusBrieYeHMS MaTbl KOHTpossaepa (onedaTblBAHME MACTUYHOWM
neyaTblo, MOKPbLITOM CUINKATHbIM KneeM (OKUAKUM CTEKIOM) WUAn ap.

3) TwaTtenbHO aHanu3MpoBaTb Mpoueccbl (YHKUMOHUPOBAHUS MpPOrpammMm,
KoTopble 6yayT 3akpenfeHbl 3a Nosib30oBaTeNsiMn, B COOTBETCTBMU C 3TUM CO34aBaTb
ONA KaXaoro M3 HUX M30JIMPOBaHHYK MPOrpaMMHYI0 Cpefy MCNOSIHEHUSA 3ajauyu,
ncxoas U3 UX PyHKUMOHaNbHbIX 0693aHHOCTEN.

BHUMAHME! HexenaTtenbHo, 4yTOObI nporpaMmel, 3aKpeneHHble 3a
nosb3oBaTtensiMyu, WMeNu BO3MOXHOCTb JAOCTyna K AuMckaM Mo abContoTHbIM
CeKTOpaM, BO3MOXHOCTb NPSIMOro peAakTUpOoBaHUS NaMAaTu.

4) Oby4yaTb nonb3oBaTtenen npasunam obpaboTkm 3awmwaemon MHdbopmMaunm,
KOHTPO/IMpOBaTb MNPaBUIbHOCTb MNPUMEHEHUss UMW CpPeacTB 3aWMTbl KOMMNAEKca W
OKasblBaTb MOMOLWb B 4acTu opraHumsaumnm pabotel Ha CBT ¢ BHeApeHHbIM
KOMMJIEKCOM 3aLUThbl.

5) KOHTponmpoBaTb Ha LENOCTHOCTb (Ha ypoBHE KOHTpossepa), ciepytowme
dannbl:

\WinNT\System32\Drivers\ACRUN.SYS;

\WinNT\System32\Drivers\TMACxx.SYS (cumBONbI XX MOTYT
pa3nyaTtbCs B 3aBMCUMOCTU OT BEPCUM KOHTponepa);

\WinNT\System32\TMDRV32.DLL;
\WinNT\System32\TMATTACH.DLL;
\WinNT\System32\MSGINA.DLL;

\WinNT\System32\ACGINA.DLL;

\WinNT\System32\ACRUNNT.EXE.

6) BbiiBNATb BO3MOXHble KaHanbl HCA K wHpopMaumm npu npuUMeHeHUu

KOMIMJ1IEKCa, TOTOBUTb NMPEATIOXKEHNA MO UX YCTPAHEHUIO.

7) CncteMaTMyeckn aHannsnpoBaTb COCTOSIHME KOMMJeKca M ero OTAENbHbIX
CpeacTB, nepuvoauyecku nNpoBOAUTb UX TeCTUMpOBaHME W MNPOBEpPKY 3aWMUTHbIX
dyHKUMN KOMMNEeKca, 0 YeM aenaTb OTMETKY B popMynspe.

8) PeryndpHo dHaJIN3NpoBaTb coaepxXxaHune CNCTEMHOIO XXYypHala 7
p83pa6aTbIBaTb MEpPbl MO UCKIKYEHUK HEMNpPaBuU/bHOIO MpMMEHEHUA KOMIJIEKCA
no1b30BaTeENAMMN.

BHUMAHME! AgMnHUCTpaTop AO0J/IKEeH AOBECTU A0 Nnofib3oBaTesien pacnopsikeHue o
3anpeTe CHATUA 3ajayd C BbIMOJIHEHUS MPU MOMOLWLKM BbIK/IKYEHUA NMUTAHUA UM MO
Ha>aTun knasuwun <RESET>.
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9) PazpabaTtbiBaTb M BBOAUTb YCTAQHOBJIEHHLIM MOPSAAKOM Heobxoanmyto
YUYETHYIO U O06BbEKTOBYH AOKyMeHTauuto (KypHan ydyeTa uAEHTUPUKATOPOB,
WHCTPYKUWM Monb3oBaTensM un ap.).

10) PaspabaTbiBaTb M yTBEpPXAATb B YCTAHOBJIEHHOM MOPSiAKE CUCTEMY MEP U
OENCTBUI Ha Ciyyan HenpeasBuAeHHbIX ob6cTtoaTenbCcTB (3apaxeHune obbekta BT
HOBbIM TuMNOM Bupyca, ddakrtoB HCO K wWHdopMaumu, HapyLlweHUs npaBu
dYHKUMOHNPOBAHUS CUCTEMbI 3aLlLUTbI N T.4.).

11) B nepuosn npodunaktnyeckmx pabor Ha CBT cHumaTtb, npu
HeobXxoANMMOCTN, KOMMAEKC C 3KCMnyaTauun, o 4em genaTtb OTMETKY B popMynspe.

12) MpuHnMaTb Mepbl npu nonbiTtkax HCA K 3awuwaemMon MHGOpMauum m
HapyweHun npasun  QGYHKUMOHUPOBAHUSA  CUCTEMbl  3awuTtbl. 0O693aHHOCTH
aaMMHUcTpatopa BW pgomxHbl 6bITb OTpa)eHbl B «WHCTpyKUMM aaAMMHWUCTpATOpa
6e3onacHoOCTM WHMOpMaumMn», YTBEPXAEHHON COOTBETCTBYOWMM AOSKHOCTHbIM
NINLOM.
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MpunoxxeHue 2. Onepauunmn, pmkcmpyembie NOACUCTEMOMN
perucrpauvmm KoMnsekca

B Tabnnue 1 npmBeaeHa pacwmdpoBKka KOA0OB COBbLITUN XypHana perncrpaunm

CrNoO «Akkopa».

Ta6avuya 1 - PacuundpoBka koaoB cobbiTnit CMO «Akkopa>»

Kop cobbiTnsa

| PacwmndpoBka koga co6bITus

Koabl cobbiTuit paitnos n katanoros

ChangeDir CMeHa kaTanora

ChMod YcTtaHoBKa/cMeHa aTpubyToB

CloseFile 3akpbiTne danna

CreateDir Co3gaHue KaTtasora

CreateFile Co3gaHue danna

DeleteDir YpaneHue katasora

DeleteFile YpaneHnue danna

DriveAccess JocTyn K ANUCKy

Exec 3anycK Nporpammel

Exit 3aBepLlieHne nporpamMmmel

OpenFile OTkpbiTME anna

RenameDir [MepeMMeHOBaHMe KaTanora

RenameFile MNepenMeHoBaHWe daina

Search Mowuck danna/karanora

SetDate YcTaHOBKa CUCTEMHOMN AaThl

SetTime YCTaHOBKa CUCTEMHOIO BpEMEHU

Traverse MpoBepKa CyLlecTBOBaHMS NyTu
Koabl cobbiTuit kNtoOUYein peecrtpa

RegCloseKey 3aKpbITMe KK4va peectpa

RegCreateKey Co3naHue Kkn4a peectpa

RegCreateValue

Co3aaHne NepeMeHHoMn B K4e peectpa

RegDeleteKey

YpaaneHue K4va peecrtpa

RegDeleteValue

YaaneHve nepeMeHHol 13 KaKya peectpa

RegEnumKey MNMounck Kaw4yer peectpa
RegEnumValue9 [MoncK nepeMeHHbIX B K/o4e peecTtpa
RegOpenKey0 OTKpbITHE K/IOYa peecTpa

RegQueryValue

YTeHne nepeMeHHON U3 K/oYa peecTpa

RegSetValue

M3MeHeHMe 3HaYeHUs NnepeMeHHON B KoYe peecTtpa

Kopabl cO6bITUIA XpaHUTeNs 3KpaHa

SSOffAtAdmin ScreenSaver

Pasbnokuposka ¢ nomouibio TM agMnHmuctpatopa APM ABU

SSOffAtRemoute ScreenSaver

Pazbnoknposka ¢ APM ABU

SSOffAtTM ScreenSaver

Pazbnokmposka ¢ nomouwbtio TM

SSOffBadTM

MonbiTka pa3bnokuposatb He TeM TM, KOTOpPbIM OCYyLWECTBASIAaCb
610KMpoBKa

SSOnAtHotKey ScreenSaver

BNoKMpoBKa C NMOMOLLbK K/1aBMaTypbl

SSOnAtRemoute ScreenSaver

Bnoknposka ¢ APM ABA

SSOnAtTimeout 0 ScreenSaver

BNoKMpPOBKa MO BPEMEHW HEAKTUBHOCTU

SSTimeDisable

BbIK/t04EH BPEMEHHOW KOHTPOJIb ScreenSaver-a

SSTimeEnable

Bkto4eH BpeMeHHOW KOHTPO/b ScreenSaver-a
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Koabl cobbiTnini nposBepku dainnos

EndCheck KoHel, npoBepku cnucka daiinos
EndUpdate KoHel obHoBNeHUs cnncka ganaos
FileCheck MNposepka danna

GetPrivateKey [Mony4yeHne ceKpeTHOoro KJw4a
StartCheck Hayano npoBepku cnmncka daiiaos
StartUpdate Hayano o6bHOBNEHMS cnucka dhanios
TotalEDS MNoanuck cnucka gannos

TotalHash X3w cnucka dannos
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MpunoxxeHue 3. Cnucok cobbiTni NAK «Akkopa-Win32»,
perncTtpmpyembix B CUCTEMHOM >ypHane OC

CobbiTna TAK

«AKKopa»,

pernctpmpyeMmbole B CUCTEMHOM XypHane OC,

BO3MOXHbl€ NMPUYNHbI UX BO3SHMKHOBEHMS N NOPAAOK AENCTBUIA B Cllydae NosiBNEeHus
coobuleHunsa oTpaxeHbl B Tabnuue 2.

Ta6nuuya 2 - CobbiTna NAK «Akkopa>», permcrpmpyembie B CUCTEMHOM XypHane OC

Coob6eHune

BO3MO>XKHble
MPUYUHDI
BO3HUKHOBEHMUA
coobuieHmn

Mopaaok AevcTBUiA B cllyyae NosiBJIeHUus
coobweHuns

He HaaeH knto4yeBon
JIMLEH3NOHHbIN hann!

OTcyTCTBYET K/IOH4EBOW
dann nuueHsnm

1) Heobxoanmo
NpoBEpPKM
(TmExplor.exe);
2) npucnatb 3HadeHume nonen <«S/N» n
«UID» no agpecy 3/eKTPOHHOW MOYThbl
key@okbsapr.ru;

3) nNpou3BOACTBEHHbIA oTaen cdhopmupyeT
dann nMUeH3nm n oTNPaBuUT ero 3aKas4ymnky;
4) nonyyeHHblh dann  ckonmpoBaTb B

KaTasior C ycTaHoBfeHHbiMM dalinamm C3U
«AKKOopa» nog nmeHem «accord.key»

3anycTuTb
paboTbl

TectT ansa
KOHTposepa

HeBepHbIN KKO4YEBON
dann nnueH3snm!

dann nuueHsnm
noespexaeH (T.e.
UMEITCH MOBpeXAEHUS
noanucu, aatbl
cosganus cdanna
NNLEH3MN, CEPUIAHOIO
HOMepa u T.4.)

1) Heobxoammo coobwmnTb 0 NoBpexaeHumn
danna nMuUeH3nn U NpucnaTb NMOBPEXAEHHbIN
danmn  no agpecy INEKTPOHHOM  MOuYThI
key@okbsapr.ru;

2) nNpou3BOACTBEHHbIN oTAen cdhopMupyet
KOPPEKTHbIN daia AMULEH3UN N OTNPaBUT ero
3aKa34vnky;

3) nony4YeHHbIn darn HY>XHO CKOMMPOBaTb

B KaTasior ¢ ycraHoB/fieHHbIMN dannamm C3U
«AKkopa» noa nmeHem «accord.key»

Kntouesoi daiin
NNLEH3MN HE NoAXOAUT
ANS AaHHoM nnaTbl!

Nmetowmincsa dann
ANLEeH3un
npegHasHadeH ans
Apyroro tuna
KOHTposepa
«Akkopa-AMA3»

1) HeobxoauMmo coobwutb 0 TOM, 4YTO (ann
NVNLUEH3UN NpeAHa3HayYeH Ans Apyroro Tvna
KOHTpoONepa, 1 npucnatb MMewwminca dann
no aapecy 3NEKTPOHHOM noyTbl
key@okbsapr.ru;

2) nNpou3BOACTBEHHbIN oTAen cdhopMupyet
KOPPEKTHbIN (ain AMULEH3UN N OTNPaBUT ero
3aKa34vuky;

3) nony4YeHHbIn darn HYXHO CKOMMPOBaTb

B KaTasior ¢ ycraHoB/fieHHbIMKN dannamm C3U
«AKkopa» noa nmeHem «accord.key»

McTek cpoK AencTBus
nnuyeHsnn!

Cpok gericteusa danna
NNLLEH3UN NCTEK

1) HeobxoaMmo coobwmnTb 0 TOM, UYTO CPOK
OENCTBMS  NULUEH3UMM  UCTEK, a TaKxe
npucnatb uMewwuinca danwn no agpecy
3/1eKTPOHHOM nouTkl key@okbsapr.ru;

2) TnMpoOn3BOACTBEHHbLIN oTAen chopMmupyeTt
KOpPpPeKTHbINn danin NNLEH3UN N OTNPaBUT ero
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3aKasuuKky;

3) nony4YeHHbI dain HY>XHO CKOMMpPOBaTb
B KaTasior C yCTaHOBNEHHbIMN darnamu C3U
«AKKopa» nog nmeHem «accord.key»

KntoueBon cdann
NIMLEH3UN HE NoAXOoAUT
ANnst 3Toro npoaykral!

Nmetowmiica dann
NNLEH3UN

npeaHasHayeH ans
ApYyroro npoaykra

1) HeobxoamMmo coobwutb 0 TOM, 4TO ann
JIMUEeH3Un  He npegHasHadyeH anga  [TAK
«Akkopa-Win32», a Takxe npucnaTtb
nmewwmncsa dann no agpecy 3eKTPOHHOM
noutsbl key@okbsapr.ru;

2) TnMpOM3BOACTBEHHbLIN oOTAEN chopMUpyeT
KOpPpPEeKTHbIN dain NUUEH3UN N OTNPaBUT ero
3aKa34ynky;

3) nony4deHHbIn dann HYXXHO CKONMpPOBaTb
B KaTasior C yCTaHOBNEHHbIMKN darnamu C3U
«AKKOpA» nog nMmeHem «accord.key»

HeBepHasa curHaTtypa
Kntoyesoro ganna
nmueHsum!

MoBpexaeH dann
nvueH3un (Hanpumep,
npn HaMepeHHOM
N3MEHEHUN CpOKa
AeNCTBMS NMLUEH3MN CO
CTOPOHbI NoJsib30BaTens
nnu dann nospexaeH
npu KONMpoBaHUU B
KaTasor c
ycTaHoBneHHbIM C3U
«AKKOpA»)

1) Heobxoaumo coobwmnTb O NoBpeXAeHUn
darina nMueHsum, a TakKxe npucnaTb
MOBPEXAEHHbIN dann rno agpecy
3NEKTPOHHOM nouThbl key@okbsapr.ru;

2) nNpouM3BOACTBEHHbIN OTAen cdopMupyer
KOpPPEKTHbIN dain NMUEH3UN N OTNPaBUT ero
3aKa3uyuKy;

3) nony4YeHHbI (ann HY>XHO CKOMUpOBaTb

B KaTasior ¢ yCraHoB/ieHHbIMN dannamm C3U
«AKKOpA» noa nmeHem «accord.key»

Kntouesor dann
NINLEH3MN HE NoaXoAUT
AN 3TOM onepauMoHHOM
cucrtemsbl!

dain nuueH3nu
npegHasHaudeH ang Mo
«Akkopa-NT>» nnm
«Akkopa-2000».
JaHHbi dann
NINUEH3UN
npegHasHadeH ans
ncnonb3osaHusa Ha OC
Windows NT/2000/XP

1) Heobxognmo coobLWKnTb T™N
ncnonosyemoro MO MAK «Akkopa», a Takxe
npucnatb uMewwmiica ¢ann no aapecy

3N1eKTPOHHOM nouTkl key@okbsapr.ru;

2) TnMpOM3BOACTBEHHbLIN oOTAEN CchopMUpyeT
KOpPpPEeKTHbIN dain NUUEH3UN N OTNPaBUT ero
3aKas34ynky;

3) nony4deHHbIn dann HY)XHO CKONMpPOBaTb
B KaTasor C yCTaHOBNEHHbIMN darnamu C3U
«AKKopa» nog nmeHem «accord.key»

JlnueH3sunsa ncrekaert
yepes XXX! gHeli!

Cpok genicteus danna
NNLEH3UN UCTEKaeT
yepes XXX gHen

1) Heobxoaumo coobwutb 06 wucTeuyeHun
CpoKa [AeNCcTBUS JIULEH3UM W MpucnaTb
nMewwmnncs danni no aapecy 31eKTPOHHOM
noutbl key@okbsapr.ru;

2) nNpou3BOACTBEHHbIN oOTAen cdopMupyer
KOpPPEKTHbIN dann NMUEH3UN N OTNPaBUT ero
3aKa3uyuKy;

3) nony4YeHHbI (ann HY>XHO CKOMWUpOBaTbhb

B KaTasior ¢ yCtaHoB/ieHHbIMN dannamm C3U
«AKKOpA» noa nmeHem «accord.key»

1) «XXX» - KONMYEecTBO AHEN
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MpunoxxeHune 4. CoobweHmnna o6 ownbkax NAK «Akkopa-

Win32»

CoobuieHnss 06 owmnbkax, MPUUYMHBI UX MOSABNEHUS U MeTOAbl YCTpaHeHus

npueeneHbl B Tabnuue 1.

Ta6nuuya 3 - CoobuweHnna 06 owmnbkax NMNAK «Akkopa-Win32»

Coob6LieHne Ha aKpaHe

MpnunHbI NoOABNEeHUNA
coobuieHunn

Mopspok pencreui

«Owmnbka yteHus koya'»

Owmnbka YTeHUs AaHHbIX
nU3 naeHtudunkartopa

HaxaTb KHonky <OK>, noBTOpuTb
onepaumio. Ecnn owwnbka noBTOpUTCSH,
CreHepupoBaTb HOBbIN K04

«Owwnbka 3anycka | 3anyck nporpammsbl | MpuceonTtb nNapametpy WaitEndTask

nporpammbl [ErrCode=193]» | AcTskMng.EXE C | 3HaveHne <«No». 3aTeM BbINOAHUTb
YCTaHOBNEHHbIM 3anyck nporpaMmbl AcTskMng.EXE
napamMeTpom
WaitEndTask=Yes

«Owwunbka cozgaHusa knoval!» | Owmnbka 3anucm | Haxatb kHonky <OK>. T[loBToputb
MHpopMauum B | onepauuto

naeHTndunkaTop
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Mpuno>xxeHue 5. NepeyeHb HOPMAaTUBHbIX JOKYMEHTOB,
MCNoJib3yeMbIX NMpU OpraHv3aumm 3awmTtbl MHPoOpMaLUm

1) ®eagepanbHblvt 3akoH OT 21 mona 1993 roga NO 5485-1 (Cc U3MEHEeHMsAMU n
AonoNHeHUAMM OT 6 okTabps 1997 roga N° 131-03) «O rocynapCTBEHHOW TanHe».

2) ®epepanbHbin 3akoH OT 4 Maa 2011 r. N2 99-®3 «O nuueH3npoBaHuUu
OTAENbHbIX BUAOB AEATENbHOCTU>.

3) ®engepanbHbin 3akOH OT 6 anpens 2011 r. N2 63-®3 «O6 3neKTpoOHHOM
noANnUCKN>.

4) GepepanbHbli 3aKOoH OT 7 nionsa 2003 r. N2126-03 «O cBa3u».

5) ®egepanbHbIM 3aKOH OT 27 wiona 2006 r. N9149-03 «0O6 wuHdopmaumu,
MHPOPMaALMOHHbIX TEXHONOMMAX U 3amTe MHbopMaUnm».,

6) ®egepanbHbin 3aKOH oT 27 wona 2006 r. N2152-®3 «O nepcoHasnbHbIX
OAHHbIX>.

7) Yka3 lpe3ungeHta Poccurckon depepaumnn ot 16 aBrycta 2004 r. N2 1085
«Bonpocbl ®eaepanbHOn cnyx6bl N0 TEXHUYECKOMY M 3KCMNOPTHOMY KOHTPOJO».

8) «lokTpnHa wHdoOpMaumnmoHHOM 6e3onacHocTn Poccunckon depepaumnn>»,
yTBepxaeHa [pe3smaeHToM Poccuinckon @depepaumm 9 ceHTtsbpsa 2000 r. NO Mp.-
1895.

9) Yka3 Tlpe3smpgeHta Poccuinckon depepaumm ot 12 mas 2009 N 537 «O
cTpatermm HaumoHasnbHoOW 6e3onacHocTn Poccuinckon depepaumm ao 2020 roga».

10) Ykas lpe3uaeHTta Poccunckon depepaumm ot 6 mapta 1997 r. N2 188
«[MNepeyeHb cBeAeHNI KOHMUAEHUMANBHOIO XapaKkrepa».

11)  Ykas lNpe3ungeHTta Poccuinckon depepaumm ot 17 mapta 2008 r. N2 351
«O Mepax no obecnedyeHuto wUHPOpMaUMOHHOM 6e3onmacHOCTU PoccuMncKom
depepaunm B chepe MexayHapoaHOro MHMOpPMaLMOHHOro obMeHa» .

12) MoctaHoBneHue [lpasutenbctBa Poccuinckon Odenepaumm oT 3 HoA6ps
1994 r. N21233 «[llonoxeHne o0 nopsake obpalleHusa co cnyxebHon nHdopmaumen
OrFpaHUYEHHOro pacnpocTpaHeHnss B deaepanbHbiX OpraHaxX WCMNONHUTENbHOM
BNacTun».

13) ®epepanbHbll 3akoH oT 04.05.2011 N 99-03 «O nuueH3npoBaHUM
OTAE/IbHbIX BUAOB AEATENIbHOCTU>.

14) NMocTtaHoBneHune lMNpasutenbcTBa Poccunckon degepaunm ot 3 despans
2012 r. N979 «O nMUEH3NPOBaHUU AEATENIbHOCTU MO TEeXHUYECKOW 3awumTe
KOH(pUAeHUNnanbHoOM nHdopMmaumnm».

15) «CHOpHWK pyKOBOASALWMX [AOKYMEHTOB MO 3awmte WHdopMaumu oOT
HEeCaHKUMOHMPOBAHHOIo AocTtyna», loctexkomuccma Poccun, Mockea, 1998 r.

16) [TOCT P 51275-99 «3awwuTta uHdopMmauun. O6bekT MHdopMaTU3aLUMN.
dakTopbl BO3genNCcTBYOWME Ha MHDOopMaunto. ObLure NonoxXeHnsa».

17) TOCT P 50922-96 «3awwuta wuHbopMaumm. OCHOBHblE TEPMUHbLI W
onpeneneHns».
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18) FOCT P 51583-2000 «[lNopsgok co3aaHMsa aBTOMATU3MPOBAHHbLIX CUCTEM
B 3alMLLEHHOM UCMOAHEHUN> .

19) [TOCT P 51241-98 «CpeanctBa M CUCTEMbl KOHTPOASA W YynpasB/eHus
OOCTYMOM. Knaccudbukaumsa. Obwme  TexHuyeckme  TpeboBaHuUs. MeToAbl
NCMbITAHNI>,

20) FOCT P UCO 7498-2-99 «NHdopMaumoHHas TexHonorunsi. Bzanmmocssasb
OTKPbITbIX CUCTEM. ba3oBaa 3TasioHHasd ™Mogenb. YacTtb 2. ApxuTekTypa 3awuThbl
MHpopMaLmn>.

21) TOCT 34.201-89 «NHdopmMaumoHHasa TexHonornsa. Komnnaekc ctaHaapToB
Ha aBTOMaTU3MpPOBaHHbIE CUCTEMbl. Buabl, KOMMNEKTHOCTb U 0603HayeHue
AOKYMEHTOB Npu CO34aHUMN aBTOMATU3UPOBAHHbIX CUCTEM>,

22) FOCT 34.602-89 «NHdopMaumoHHas TexHonormsa. KoMmnnekc ctaHaapTos
Ha AaBTOMATU3MPOBAHHblE CUCTEMbIl. TexHuU4yeckoe 3aJaHMe Ha co34aHue
aBTOMaTU3NPOBAHHbIX CUCTEM>.

23) FOCT 34.003-90 «NHdopMaumoHHasa TexHonornsa. Komnnekc ctraHaapToB
Ha aBTOMAaTM3UPOBAHHbLIE CUCTEMbl. ABTOMATM3UPOBAHHbLIE CUCTEMbI. TEPMUHbI W
onpeneneHns».

24) IOCT 34.601- 90 <«WMHdopmauymoHHas  TexHonorms. Komnnekc
CTaHOApPTOB Ha aBTOMATU3MPOBAHHbIE CUCTEMbl. ABTOMAaTU3NUPOBAHHbIE CUCTEMBbI.
Cragnsa co3paHusa».

25) TOCT P NCO\M3K 9126- 93 «WHpopMaunoHHasa TexHonorms. OueHka
NpOrpaMMHON MpPOAYKUMM. XapaKTepucTMka KadeCcTBa W PYKOBOACTBA MO WUX
NPUMEHEHUIO> .

26) FOCT P 50739-95 «CpeactBa BbIYMC/IUTENBHON TEXHUKWU. 3awuTta OT
HEeCaHKLMOHMPOBAHHOIO A0OCTYMa K MHpopMaummn».

27) Pl locTtexkommccunm Poccum «3awmta OT HECaHKUMOHWMPOBAHHOIO
aoctyna K umHdopMmaumu. Yacte 1. lporpamMmHoe obecneyeHune cpeacTB 3awUThl
nHdbopmaummn. Knaccudbunkaumsa nNo YPOBHKO KOHTPONSA HeaekIapupoBaHHbIX
BO3MOXHOCTen», MockBa, 1999 r.
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MpunoxxeHune 6. Cnucok dannos NAK «Akkopa-Win32»,
peKkoMeHAYyeMbIX AN KOHTPO/IA LeJIOCTHOCTU Ha annapaTHOM
ypoBHe

Cnucok dannos nporpammHon dvactu C3UM ot HCO <«Akkopa-Win32»,
peKOMeHAYEMbIN AN KOHTPOAS LeNoCTHOCTM Ha annapaTHOM ypOBHeE:

\WINDOWS\SYSTEM32\ACCORD.SCR

\WINDOWS\SYSTEM32\ACGINA.DLL

\WINDOWS\SYSTEM32\ACRUNNT.EXE

\WINDOWS\SYSTEM32\ACRUNVDD.DLL

\WINDOWS\SYSTEM32\ACRUNVDD.EXE

\WINDOWS\SYSTEM32\ACUSRMOD.DLL

\WINDOWS\SYSTEM32\AZIAHLP.DLL

\WINDOWS\SYSTEM32\DRIVERS\ACBOOT.SYS

\WINDOWS\SYSTEM32\DRIVERS\ACLOCK2K.SYS

\WINDOWS\SYSTEM32\DRIVERS\ACRUN.SYS

\WINDOWS\SYSTEM32\DRIVERS\ACXALLOW.SYS

\WINDOWS\SYSTEM32\DRIVERS\ACXLMSRV.SYS

\WINDOWS\SYSTEM32\PSAPI.DLL

\WINDOWS\SYSTEM32\TMATTACH.DLL

\WINDOWS\SYSTEM32\TMDRV32.DLL
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Mpunoxxenue 7. Cnucok ¢gamnos OC Windows XP x32,
PeKoOMeHAYyEeMbIX AN KOHTPOJISl LIeJIOCTHOCTU NpU YCTaHOBKe
koMmnnekca C3N HCA «AKKOP4 - Win32»

Ha annapatHoM ypoBHe (c noMolwybio BCcTpoeHHoro N0 Akkopa-AMA3)

\NTLDR

\NTDETECT.COM

\BOOT.INI

\Windows\System32\CSRSS.EXE

\Windows\System32\HAL.DLL

\Windows\System32\KERNEL32.DLL

\Windows\System32\LSASRV.DLL

\Windows\System32\LSASS.EXE

\Windows\System32\NTDLL.DLL

\Windows\System32\NTOSKRNL.EXE

\Windows\System32\PSAPI.DLL

\Windows\System32\REGAPI.DLL

\Windows\System32\RUNDLL32.EXE

\Windows\System32\SECUR32.DLL

\Windows\System32\SERVICES.EXE

\Windows\System32\SMSS.EXE

\Windows\System32\CTFMON.EXE

\Windows\System32\SVCHOST.EXE

\Windows\System32\USERINIT.EXE

\Windows\System32\USER32.DLL

\Windows\System32\WINLOGON.EXE

Ha nporpaMmMmHOM ypoBHe (¢ noMmowbio peaaktopa NP ACED32.EXE)

\WINDOWS\SYSTEM32\ADVAPI32.DLL

\WINDOWS\SYSTEM32\ADVPACK.DLL

\WINDOWS\SYSTEM32\ATL.DLL

\WINDOWS\SYSTEM32\AUTHZ.DLL

\WINDOWS\SYSTEM32\BASESRV.DLL

\WINDOWS\SYSTEM32\BROWSER.DLL

\WINDOWS\SYSTEM32\BROWSEUI.DLL

\WINDOWS\SYSTEM32\CERTCLI.DLL

\WINDOWS\SYSTEM32\CLUSAPI.DLL

\WINDOWS\SYSTEM32\COMSVCS.DLL

\WINDOWS\SYSTEM32\CRYPT32.DLL

\WINDOWS\SYSTEM32\CRYPTDLL.DLL

\WINDOWS\SYSTEM32\CRYPTNET.DLL

\WINDOWS\SYSTEM32\CRYPTSVC.DLL
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\WINDOWS\SYSTEM32\CRYPTUI.DLL

\WINDOWS\SYSTEM32\CSRSRV.DLL

\WINDOWS\SYSTEM32\DNSAPI.DLL

\WINDOWS\SYSTEM32\DNSRSLVR.DLL

\WINDOWS\SYSTEM32\EVENTLOG.DLL

\WINDOWS\SYSTEM32\GDI32.DLL

\WINDOWS\SYSTEM32\ICAAPI.DLL

\WINDOWS\SYSTEM32\ICMP.DLL

\WINDOWS\SYSTEM32\INETPP.DLL

\WINDOWS\SYSTEM32\IPHLPAPI.DLL

\WINDOWS\SYSTEM32\IPSECSVC.DLL

\WINDOWS\SYSTEM32\LMHSVC.DLL

\WINDOWS\SYSTEM32\LOCALSPL.DLL

\WINDOWS\SYSTEM32\MPR.DLL

\WINDOWS\SYSTEM32\MPRAPI.DLL

\WINDOWS\SYSTEM32\MSACM32.DLL

\WINDOWS\SYSTEM32\MSPRIVS.DLL

\WINDOWS\SYSTEM32\MSVCRT.DLL

\WINDOWS\SYSTEM32\MSWSOCK.DLL

\WINDOWS\SYSTEM32\NETAPI32.DLL

\WINDOWS\SYSTEM32\NETLOGON.DLL

\WINDOWS\SYSTEM32\NETMAN.DLL

\WINDOWS\SYSTEM32\NETMSG.DLL

\WINDOWS\SYSTEM32\NETRAP.DLL

\WINDOWS\SYSTEM32\NETSHELL.DLL

\WINDOWS\SYSTEM32\NETUIO.DLL

\WINDOWS\SYSTEM32\NETUI1.DLL

\WINDOWS\SYSTEM32\NTDSAPI.DLL

\WINDOWS\SYSTEM32\REGSVC.DLL

\WINDOWS\SYSTEM32\SAMLIB.DLL

\WINDOWS\SYSTEM32\SAMSRV.DLL

\WINDOWS\SYSTEM32\SCESRV.DLL

\WINDOWS\SYSTEM32\SECLOGON.DLL

\WINDOWS\SYSTEM32\SENS.DLL

\WINDOWS\SYSTEM32\SETUPAPI.DLL

\WINDOWS\SYSTEM32\SFC.DLL

\WINDOWS\SYSTEM32\SFCFILES.DLL

\WINDOWS\SYSTEM32\SFC_OS.DLL

\WINDOWS\SYSTEM32\SHELL32.DLL

\WINDOWS\SYSTEM32\SRSVC.DLL

\WINDOWS\SYSTEM32\SRVSVC.DLL

\WINDOWS\SYSTEM32\TAPI32.DLL

\WINDOWS\SYSTEM32\USERENV.DLL
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\WINDOWS\SYSTEM32\VERSION.DLL

\WINDOWS\SYSTEM32\VSSAPI.DLL

\WINDOWS\SYSTEM32\WEBCHECK.DLL

\WINDOWS\SYSTEM32\WEBCLNT.DLL

\WINDOWS\SYSTEM32\WIN32SPL.DLL

\WINDOWS\SYSTEM32\WININET.DLL

\WINDOWS\SYSTEM32\WINIPSEC.DLL

\WINDOWS\SYSTEM32\WINMM.DLL

\WINDOWS\SYSTEM32\WINRNR.DLL

\WINDOWS\SYSTEM32\WINSCARD.DLL

\WINDOWS\SYSTEM32\WINSRV.DLL

\WINDOWS\SYSTEM32\WINSTA.DLL

\WINDOWS\SYSTEM32\WSOCK32.DLL

\WINDOWS\SYSTEM32\WTSAPI32.DLL
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Mpunoxxexnue 8. Cnucok pannos OC Windows 7 x32,
peKoOMeHAYyEeMbIX ANl KOHTPOJIA LeJIOCTHOCTU NpPU YCTaHOBKeE
koMmnnekca C3N HCA «AKKOP4 - Win32»

Ha annapatHoM ypoBHe (c noMolwybio BCcTpoeHHoro N0 Akkopa-AMA3)

\Windows\explorer.exe

\Windows\system32\audiodg.exe

\Windows\system32\autochk.exe

\Windows\System32\CLFS.SYS

\Windows\System32\comctI32.dll

\Windows\System32\csrsrv.dll

\Windows\system32\csrss.exe

\Windows\system32\DlIHost.exe

\Windows\System32\drivers\acpi.sys

\Windows\System32\drivers\ataport.SYS

\Windows\System32\drivers\blbdrive.sys

\Windows\System32\drivers\bowser.sys

\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\disk.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys

\Windows\System32\drivers\http.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\npfs.sys

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\ntfs.sys

\Windows\System32\drivers\pacer.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys
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\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\system32\Dwm.exe

\Windows\System32\dwmcore.dlIl

\Windows\System32\gdi32.dll

\Windows\System32\halmacpi.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dll

\Windows\System32\LogonUI.exe

\Windows\System32\Isasrv.dll

\Windows\system32\Isass.exe

\Windows\system32\Ism.exe

\Windows\System32\ntdIl.dll

\Windows\System32\ntkrnlpa.exe

\Windows\System32\ntoskrnl.exe

\Windows\System32\rundll32.exe

\Windows\system32\SearchIndexer.exe

\Windows\system32\SearchProtocolHost.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\system32\svchost.exe

\Windows\system32\taskhost.exe

\Windows\System32\user32.dll

\Windows\system32\userinit.exe

\Windows\System32\win32k.sys

\Windows\system32\wininit.exe

\Windows\system32\winlogon.exe

<Auck c katanorom Boot>\Boot\memtest.exe

Ha nporpaMmMHOM ypoBHe (c noMmoubio peaaktopa NP4 ACED32.EXE)

\Windows\System32\advapi32.dll

\Windows\System32\aelupsvc.dll

\Windows\System32\apphelp.dll

\Windows\System32\audiosrv.dll

\Windows\System32\authui.dll

\Windows\System32\authz.dll

\Windows\System32\bcrypt.dll
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\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dll

\Windows\System32\ci.dll

\Windows\System32\crypt32.dll

\Windows\System32\cryptbase.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\cscsvc.dll

\Windows\System32\devrtl.dll

\Windows\System32\dhcpcore.dll

\Windows\System32\dhcpcore6.dll

\Windows\System32\dnsrslvr.dll

\Windows\System32\dps.dll

\Windows\System32\dui70.dll

\Windows\System32\duser.dll

\Windows\System32\es.dlIl

\Windows\System32\esent.dll

\Windows\System32\gdi32.dll

\Windows\System32\gpapi.dll

\Windows\System32\gpsvc.dll

\Windows\System32\HotStartUserAgent.dll

\Windows\System32\Imhsvc.dll

\Windows\System32\mmcss.dll

\Windows\System32\MMDevAPI.dll

\Windows\System32\msctf.dll

\Windows\System32\MsCtfMonitor.dll

\Windows\System32\mssrch.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\msxml6.dll

\Windows\System32\ncobjapi.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsi.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\PeerDist.dll

\Windows\System32\PlaySndSrv.dll

\Windows\System32\propsys.dll

\Windows\System32\radardt.dll

\Windows\System32\RpcRtRemote.dll

\Windows\System32\rpcss.dll
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\Windows\System32\rsaenh.dll

\Windows\System32\samsrv.dll

\Windows\System32\schedsvc.dll

\Windows\System32\sechost.dlIl

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\srvsvc.dll

\Windows\System32\sxs.dll

\Windows\System32\taskcomp.dll

\Windows\System32\tquery.dll

\Windows\System32\trkwks.dll

\Windows\System32\ubpm.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\umpo.dll

\Windows\System32\usp10.dll

\Windows\System32\UXInit.dll

\Windows\System32\uxsms.dlIl

\Windows\System32\uxtheme.dll

\Windows\System32\wbemcomn.dll

\Windows\System32\wbem\fastprox.dll

\Windows\System32\wbem\repdrvfs.dll

\Windows\System32\wbem\wbemcore.dlIl

\Windows\system32\wbem\wmiprvse.exe

\Windows\System32\wbem\wmiutils.dll

\Windows\System32\wdiasgmmodule.dll

\Windows\System32\wevtsvc.dll

\Windows\System32\winmm.dll

\Windows\System32\winsrv.dll

\Windows\System32\winsta.dlIl

\Windows\System32\wlanapi.dll

\Windows\System32\wlansvc.dll

\Windows\System32\wlgpcint.dll

\Windows\System32\wpdbusenum.dll

\Windows\System32\xmllite.dll




67
11443195.4012-036 90

Mpunoxxenue 9. Cnucok ¢annos OC Windows 8.1 u3 x32,
peKoMeHAYEeMbIX AN KOHTPOJISl LIeJIOCTHOCTU NpU YCTaHOBKe
koMmnnekca C3N HCA «AKKOP4 - Win32»

Ha annapatHoM ypoBHe (c noMolwybio BCcTpoeHHoro N0 Akkopa-AMA3)

\Windows\explorer.exe

\Windows\system32\audiodg.exe

\Windows\system32\autochk.exe

\Windows\System32\comctl32.dll

\Windows\System32\csrsrv.dll

\Windows\system32\csrss.exe

\Windows\system32\DlIHost.exe

\Windows\System32\drivers\acpi.sys

\Windows\System32\drivers\ataport.SYS

\Windows\System32\drivers\bowser.sys

\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\CLFS.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\disk.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys

\Windows\System32\drivers\http.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\npfs.sys

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\ntfs.sys

\Windows\System32\drivers\pacer.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\srv.sys
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\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\system32\Dwm.exe

\Windows\System32\dwmcore.dlIl

\Windows\System32\gdi32.dll

\Windows\System32\halmacpi.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dll

\Windows\System32\LogonUI.exe

\Windows\System32\Isasrv.dll

\Windows\system32\Isass.exe

\Windows\System32\ntdIl.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\rundll32.exe

\Windows\system32\SearchIndexer.exe

\Windows\system32\SearchProtocolHost.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\system32\svchost.exe

\Windows\system32\taskhost.exe

\Windows\System32\user32.dll

\Windows\system32\userinit.exe

\Windows\System32\win32k.sys

\Windows\system32\wininit.exe

\Windows\system32\winlogon.exe

<Auck c kaTtanorom Boot>\Boot\memtest.exe

Ha nporpaMmMHoM ypoBHe (c noMmoulbio peaaktopa NPA ACED32.EXE)

\Windows\System32\advapi32.dll

\Windows\System32\aelupsvc.dll

\Windows\System32\apphelp.dll

\Windows\System32\audiosrv.dll

\Windows\System32\authui.dll

\Windows\System32\authz.dll

\Windows\System32\bcrypt.dll

\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dli

\Windows\System32\ci.dll
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\Windows\System32\crypt32.dll

\Windows\System32\cryptbase.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\cscsvc.dll

\Windows\System32\devrtl.dll

\Windows\System32\dhcpcore.dll

\Windows\System32\dhcpcore6.dll

\Windows\System32\dnsrslvr.dll

\Windows\System32\dps.dll

\Windows\System32\dui70.dll

\Windows\System32\duser.dll

\Windows\System32\es.dlIl

\Windows\System32\esent.dll

\Windows\System32\gdi32.dll

\Windows\System32\gpapi.dll

\Windows\System32\gpsvc.dll

\Windows\System32\Imhsvc.dlIl

\Windows\System32\mmcss.dll

\Windows\System32\MMDevAPI.dll

\Windows\System32\msctf.dll

\Windows\System32\MsCtfMonitor.dll

\Windows\System32\mssrch.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\msxml6.dll

\Windows\System32\ncobjapi.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsi.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dlIl

\Windows\System32\PeerDist.dll

\Windows\System32\PlaySndSrv.dll

\Windows\System32\propsys.dll

\Windows\System32\radardt.dll

\Windows\System32\RpcRtRemote.dlIl

\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\samsrv.dll

\Windows\System32\schedsvc.dll

\Windows\System32\sechost.dlIl

\Windows\System32\setupapi.dll




70
11443195.4012-036 90

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\srvsvc.dll

\Windows\System32\sxs.dll

\Windows\System32\taskcomp.dll

\Windows\System32\tquery.dll

\Windows\System32\trkwks.dll

\Windows\System32\ubpm.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\umpo.dll

\Windows\System32\usp10.dll

\Windows\System32\UXInit.dll

\Windows\System32\uxtheme.dll

\Windows\System32\wbemcomn.dll

\Windows\System32\wbem\fastprox.dll

\Windows\System32\wbem\repdrvfs.dll

\Windows\System32\wbem\wbemcore.dlIl

\Windows\system32\wbem\wmiprvse.exe

\Windows\System32\wbem\wmiutils.dll

\Windows\System32\wdiasgmmodule.dll

\Windows\System32\wevtsvc.dll

\Windows\System32\winmm.dll

\Windows\System32\winsrv.dll

\Windows\System32\winsta.dlIl

\Windows\System32\wlanapi.dll

\Windows\System32\wlansvc.dll

\Windows\System32\wlgpcint.dll

\Windows\System32\wpdbusenum.dll

\Windows\System32\xmllite.dll
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Mpunoxxexnue 10. Cnucok pamnnos OC Windows 10 x32,
PeKoOMeHAYyEeMbIX AN KOHTPOJIA LeJIOCTHOCTU NpPU YCTaHOBKeE
koMmnnekca C3N HCA «AKKOP4 - Win32»

Ha annapatHoM ypoBHe (c noMolwybio BCcTpoeHHoro N0 Akkopa-AMA3)

\Windows\explorer.exe

\Windows\system32\audiodg.exe

\Windows\system32\autochk.exe

\Windows\System32\comctl32.dll

\Windows\System32\csrsrv.dll

\Windows\system32\csrss.exe

\Windows\system32\DlIHost.exe

\Windows\System32\drivers\acpi.sys

\Windows\System32\drivers\ataport.SYS

\Windows\System32\drivers\bowser.sys

\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\CLFS.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\disk.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys

\Windows\System32\drivers\http.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\npfs.sys

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\ntfs.sys

\Windows\System32\drivers\pacer.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\srv.sys
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\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\system32\Dwm.exe

\Windows\System32\dwmcore.dlIl

\Windows\System32\gdi32.dll

\Windows\System32\halmacpi.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dll

\Windows\System32\LogonUI.exe

\Windows\System32\Isasrv.dll

\Windows\system32\Isass.exe

\Windows\System32\ntdIl.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\rundll32.exe

\Windows\system32\SearchIndexer.exe

\Windows\system32\SearchProtocolHost.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\system32\svchost.exe

\Windows\system32\taskhostw.exe

\Windows\System32\user32.dll

\Windows\system32\userinit.exe

\Windows\System32\win32k.sys

\Windows\system32\wininit.exe

\Windows\system32\winlogon.exe

<Auck c kaTtanorom Boot>\Boot\memtest.exe

Ha nporpaMmMHoM ypoBHe (c noMmoulbio peaaktopa NPA ACED32.EXE)

\Windows\System32\advapi32.dll

\Windows\System32\apphelp.dll

\Windows\System32\audiosrv.dll

\Windows\System32\authui.dll

\Windows\System32\authz.dll

\Windows\System32\bcrypt.dll

\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dli

\Windows\System32\ci.dll

\Windows\System32\crypt32.dll
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\Windows\System32\cryptbase.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\cscsvc.dll

\Windows\System32\devrtl.dll

\Windows\System32\dhcpcore.dll

\Windows\System32\dhcpcore6.dll

\Windows\System32\dnsrslvr.dll

\Windows\System32\dps.dll

\Windows\System32\dui70.dll

\Windows\System32\duser.dll

\Windows\System32\es.dlIl

\Windows\System32\esent.dll

\Windows\System32\gdi32.dll

\Windows\System32\gpapi.dll

\Windows\System32\gpsvc.dll

\Windows\System32\Imhsvc.dlIl

\Windows\System32\MMDevAPI.dll

\Windows\System32\msctf.dll

\Windows\System32\MsCtfMonitor.dll

\Windows\System32\mssrch.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\msxml6.dll

\Windows\System32\ncobjapi.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsi.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\PeerDist.dll

\Windows\System32\PlaySndSrv.dlIl

\Windows\System32\propsys.dll

\Windows\System32\radardt.dll

\Windows\System32\RpcRtRemote.dlIl

\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\samsrv.dll

\Windows\System32\schedsvc.dll

\Windows\System32\sechost.dlIl

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll
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\Windows\System32\srvsvc.dll

\Windows\System32\sxs.dll

\Windows\System32\taskcomp.dll

\Windows\System32\tquery.dll

\Windows\System32\trkwks.dll

\Windows\System32\ubpm.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\umpo.dll

\Windows\System32\usp10.dll

\Windows\System32\UXInit.dll

\Windows\System32\uxtheme.dll

\Windows\System32\wbemcomn.dll

\Windows\System32\wbem\fastprox.dll

\Windows\System32\wbem\repdrvfs.dll

\Windows\System32\wbem\wbemcore.dlIl

\Windows\system32\wbem\wmiprvse.exe

\Windows\System32\wbem\wmiutils.dll

\Windows\System32\wevtsvc.dll

\Windows\System32\winmm.dll

\Windows\System32\winsrv.dll

\Windows\System32\winsta.dlIl

\Windows\System32\wlanapi.dll

\Windows\System32\wlansvc.dll

\Windows\System32\wlgpcint.dll

\Windows\System32\wpdbusenum.dll

\Windows\System32\xmllite.dll

\Windows\System32\drivers\mmcss.sys
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MpunoxxeHnue 11. Cnucok pannos CMNO «MNMAN LUNNKA>» ansa
32x 6uTHbIX OC Windows, pekoMeHAYyEeMbIX AN KOHTPONSA
LLeJIOCTHOCTU Ha annapaTtHOM ypOBHeE MNpu yCTaHOBKe
koMmnnekca C3N HCA «AKKOP4 - Win32»

‘ \WINDOWS\SYSTEM32\OSCIAPI.dII
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NIUCT PETUCTPALUN UBMEHEHUN

CoaeprkaHue nameHeHusa (o6HoBNeHUN)

Oata

NMpuMeyaHue

MpoBeaeHa agopaboTka AOKYMEHTaUMKM B CBS3U C BbIXOAOM
Bepcmmn x.0.10.53.




