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AHHOTALUUA

HacTtosawmnmn [OKYMEHT 4BMAeTCAa ONMUMCaHMEM MNpPUMEHEHUS MNporpamMMHoO-
annapaTtHoro KoMMieKca CpeAacTs 3aWUThI nHdopMaumnm oT
HeCaHKUMOHMpoBaHHOro paoctyna <«WMHA®» (pnanee no TekcTy — <«UNHAOD»,
komnnekc, NMAK «MHA®>», NMAK C31N HC/), asnsatwowerocs cpeacTtsoM AOBEPEHHOMU
3arpysKu.

B AoKyMeHTe npuBeAeHbl OCHOBHble 3awMUTHble (YHKLUMKM, BO3MOXHOCTMU
KOMMfeKca, YC/I0BUA TeXHUYEeCKOro, TEXHOJIONMYECKOro U OpraHM3auuoHHOro
XapakTepa, BXOAHble U BbIXOAHble AaHHble, 3adada npuMmeHeHuns <«UHAD» wu
MeToAbl ee peLlleHuns.

Nepen yCTaHOBKOW W 3kcnsyaTaumen komnnekca <«UNMHA®» Heobxoanmmo
BHMUMATENbHO O03HAKOMUTLCHA C KOMIMJIEKTOM 3KCMJlyaTauMOHHOM AOKYMEHTaumu, a
TakXe NpUHATb HeobxoaAuMble OpraHu3auMOHHble Mepbl 3alUNTbl, YKa3aHHbIE B
HacTosLWen AOKYMEeHTaLUuMun.

NMpUMeHeHMe 3alUTHbIX CPeACTB KOMMJIEKCOB AOJ/IHKHO  AOMOJIHATLCS
obWwmMMM MepaMn NpeaoCToOpPOXXHOCTM U drnsnyeckom 6e30nacHoOCTL.
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NMPUHATBIE TEPMUHbI N OBO3HAYEHUA

AamuHncrtparop bW (mam ABUN) - agmmHucTpatop 6e3onacHoCTu
MHpopMaumm, nNpUBUNErNMPOBaHHbLIA MNOMb30OBaTeNlb - [O/DKHOCTHOE  JnMuo,
nMerowee ocobbin cratyc wu  abconoTHbie nosHoMounsa  (cynepsusopa).
AoMunHuctpatop BW  nnaHupyetr 3awuty uHboOpMauumm  Ha  npeanpuaTumn
(yupexageHun, dupme u T.4.), onpedensieT npaBa AOCTyna nNosb30BaTeNnsMm B
COOTBETCTBUM C YTBEPXAEHHbIM [lNaHOM 3aWuTbl, OpraHu3yeT YCTaHOBKY
KoMnnekca B CBT, akcnnyaTtaumio U KOHTPOJ1b NPaBUAbLHOCTU UCNosib3oBaHmns CBT
C BHeapeHHbIM kKoMmnnekcom <«WMHA®», B TOM 4ucne, YydyeT BblAAHHbIX
MOEHTU(PUKATOPOB, OCYLWEeCTBASEeT nepuoamyeckoe TeCTUpoBaHME CpeacTs
3aWmMTbl KOMMEeKca.

HdoBepeHHas 3arpy3ka - 3arpy3ka OC TonbKO nocne npoBeaeHus
KOHTPOJIbHbIX Mpoueayp wuaeHTUdukaumm/ayteHTudmnkaumm nosib3oBaTenen,
MPOBEPKN LESIOCTHOCTM TeXHWYEeCKMX W nporpamMmHbiXx cpeactB CBT c
NCNosb30BaHMEM anropuTMa NowaroBOro KOHTPOS LLEeNOCTHOCTH.

NpgeHnTncgpnkarop - npu3Hak nonb3oBaTens, C KOTOPbIM
3apernMcTpMpoBaHHbIN MOAb30BaTelb BXOAUT B CUCTEMY M KOTOPbIA MCNONb3YyeTCs
cUCTEeMOW ANs onpefeneHus ero npas, a TakXe Ana perucrpaummn gakrta gocryna
N XapaKTepa BbIMOJIHAEMbIX UM paboT UK NPeAoCTaBNSAEMbIX EMY YCNYT.

MNMonb3oBaresnib — cybbekT aoctyna K obvektam (pecypcam) CBT.

Ownbkn - wvHdopmauusl, BbIBOAMMAS Ha AWUCMAEN, YKa3biBakowas Ha
HenpaBWIbHOCTb AENCTBUI, cOON, aBapmMn KOMMNnekKkca.

CoobuweHns - nHdopMauns, BbIBOAMMASA Ha AMCNEeN, KoTopas coobLaeT o
aencreuax, TpebyeMbix OT nonb3oBaTens, O COCTOSIHAM TMporpamMmbl M O
KOPPEKTHO 3aBEepPLUEHHbIX AENCTBUSAX.
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NEPEYEHb COKPALLUEHUM

AoMUHUCTpaTop 6e3onacHOCTN MHpOopMaunm
ABTOMATM3NpPOBAHHAsA cMcTeMa

JlokanbHas BbIYUCINUTENBbHAA CETb
HecaHKLMOHMPOBAHHbLIN AOCTYM

OnepauynoHHasa cucrema

MporpaMMHO-annapaTHbIA KOMMeKC
MepcoHanbHbI KOMNbLIOTEP

MporpaMMHoe obecneyeHune

MpaBuna (NONNTUKN) pa3rpaHnYeHns 4ocTyna
lMepcoHanbHas 3N1eKTPOHHO-BbIYNCANTENbHAA MalUMHa
Pabouasa ctaHuus

CpeacTtBo BbIYNCIUTENBHON TEXHUKU

CpeactBo AOBEPEHHOM 3arpy3Ku

CpeacTtso 3awmTbl MHDOpMauumn

TexHn4yeckue ycnosumsa

OyHKUMOHaNbHOEe nporpammMHoe obecneyeHmne
DHeproHesaBMCcHUMas NaMaTb

basic input/output system - «6a3oBas cucrtema BBoga-BbiBOAA»
master boot record - NnaBHasa 3arpy3o4Hasi 3anmcb
Random access memory

Universal serial bus



1. HazHayeHue KoMnJekca

MNAK C3N HCO «MHA®» npeactasnsger cobon nporpaMMHO-TEXHUYECKoe
CpeAacTBo, KOoTOpoe peanusyet dyHKLUMN no npeaoTBpaLLEeHNIO
HECaHKUMOHMPOBAHHOIO A0CTyrna K MporpaMMHbIM U (UAKN)  TEXHUYECKUM
pecypcaM cpeacTtBa BbIUMCIUTENbHON TEXHWKM Ha 3Tane ero 3arpysku B
COOTBETCTBUM C TpeboBaHMAMU [OKYMeHTOoB «[lpodunb 3alumnTbl CpeacTsa
AOBEPEHHOWN 3arpy3Kku YpOBHS MaTbl paclMpEHUs YeTBepToro Ksacca 3awmThbl.
NUT.CO3.MP4.M3» wn «[lporpaMMHO-annapaTHbiM KOMMJEKC CpeaCTB 3aluThbl
MHdOpMaLuMM OT HeCaHKUMOoHMpoBaHHOro poctyna <«WMHA®». 3apaHne no
6e3onacHocTn» (11443195.4012.046 3b).

NMAK C3W HCO <«WHA®» npepgHasHadeH Ana npuMeHeHus Ha IBM-
coBMecTUMbIX K (aBToOHOMHbIX K, cepBepax MU paboumx CTaHUMAX SIOKANbHOM
ceTn) n obecneuymBaeT 3aWNUTy YCTPONUCTB U MHGOPMALMOHHbIX pecypcoB oT HCA,
KOHTPOJIb LEesIOCTHOCTU dannioB MU obnacten XeCcTKux AUCKOB (B TOM 4ucrie wu
CUCTEMHbIX) NPWY MHOIOMOJIb30BATENbCKOM peXnMme sKcrnyataunu.

NMAK C3M HCA <«WMHA®» obecneumBaeT HeUTpanumsauumio Ccneayowmnx
OCHOBHbIX Yrpo3 6e30nacHOCTU MHpOpMaLNK:

— HECAHKUMOHMPOBAHHbIM AOCTYN K WHMOPMAUMM 3@ CYET 3arpysku
HewWwTaTHOM OnepauuoHHOM cUcTeMbl M 0b6xoada MpaBwui pasrpaHUYeHus
AOCTyna wWwTaTHOWM onepauuoHHOM cucteMbl M (MNN) APYrnx CpeacTts
3aWnTbl MHpopMaumm, paboTawwmx B cpefe WTaTHOM onepaunoHHOWN
CUCTEMDI;

— HapyleHune LuenoCTHOCTM NMporpaMMHON cpeabl CpeACcTB BblUMCAUTENBbHOM
TEXHUKM U (MK) cocTaBa KOMMOHEHTOB anmnapaTHoro obecneveHus
CPEeACTB BblYNCANUTENbHON TEXHUKW B MHHDOPMALIMOHHON CUCTEME;

— HapyleHue UesloCTHOCTM  nporpaMMHoro obecneyeHuss cpeacTea
AOBEPEHHON 3arpys3Ku;

— HEeCaHKUMOHMPOBAHHOE  W3MEeHeHue  KoHdwurypaumm  (napameTpoB)
CPeACTB AOBEPEHHOM 3arpys3Kku;

— npeogoneHne nnn obxoa dyHKUMM 6e30MacHOCTU CpeacTB AOBEPEHHOM
3arpysKku.



2. XapaKTepucTuKa KoOMmJiekca

KoMnnekc HaudmHaeT paboTy cpaly nocse BbINOHEHUS KoAa CUCTEMHOro
BIOS koMmnblTepa - A0 3arpy3kuM onepauroHHOM CUCTEMbI, W NO3BONSET
obecneunTb BO3MOXHOCTb AOBepeHHOM 3arpy3ku! ana OC, noaaepXuBatoLnx
dannosble cuctembl: FAT12, FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, Ext4,
ReiserFS, FreeBSD UFS/UFS2, Solaris UFS, QNX4, MINIX.

NMAK C31N HCA «MHA®>» obecneyunBaert:

naeHTMduUKaumo un ayteHTudukaumio nonb3oBatesied Npu BXo4e B
CUCTEMY MO MepCcoHanbHOMY WAeHTUdUKaTopy nonb3oBatens u no
naposito BpeMeHHOoro gencremsa annHom ot 0 go 12 6ykBeHHO-UNEDPOBbIX
CMMBOJIOB, BBEAEHHbIX C KJ1aBNATypbl;

naeHTUdUKauno 1M ayTeHTuduKaumio nonb3oBaTesien nNpu AOMNycke K
cpeactBaM  HacTpomkum U aaMuHucTpupoBaHusa TMAK «MHA®» no
rnepcoHanbHOMY maeHTudmnkKaTopy nonb3oBaTtens u no naponto 0 go 12
6yKBEHHO-UNPOBLIX CUMBOJIOB, BBEAEHHbIX C KNaBuaTypbl;

annapaTtHbIn  KOHTPOJIb  LENOCTHOCTM TEeXHUYECKUX, MNPOrpaMMHbIX
CpeacTB, YC/OBHO-MOCTOSAHHOMN MHGopMauun MIBM go 3arpy3ku OC, ¢
peanusaumen nowarosoro asroputMa KoOHTpons;

BO3MOXHOCTb [0OBEPEHHOI 3arpy3ku OMnepauuMoHHON CUCTEMbI, @ TaKXe
CUCTEMHOro UM npuknagHoro MO nNpu OAHOBPEMEHHOW YCTAHOBKE Ha
ANCKaX U B NOFMYeCcKMX pasgenax ancka NM3BM Heckonbknx OC;

MHOIOMO/b30BaTENbCKUN pEXUM aKcnayaTaunmm NIBM Cc BO3MOXHOCTbIO
pernctpaunn (B aHeproHesaBucumon namatu) ao 1024 nonb3osaTenen
Ha oaHon MN2BM;

aAMUHNCTPUPOBaAHME, BKJKOYaKLee:

- perucrpauuio  nonb3oBatenem U UX  UAEHTUHUKATOPOB,
reHepauuio rnapons nofb3oBaTenis U onpeaeneHune  ero
napaMeTposB;

- TMOCTpOEHMEe CNMUCKOB OOBHLEKTOB AN KOHTPOAS LESOCTHOCTU WU
yKasaHune pexXuMoB KOHTPOSIS;

- paboTy C XypHanoM permctpaumm CUCTEMHbIX COBbITUI W
LEVNCTBUW MOJSib30BaTeNeMn.

BO3MOXHOCTb pPEe3epBHOr0 KOMMPOBAHWUS Ha OTYYXAAaeMbli HOCUTENb WU
BOCCT@HOB/EHUS 6a3bl AAHHbIX nosib3oBaTenemn n cnucka
KOHTPO/IMPYEMbIX 06BbEKTOB;

perncTpaunto U y4eT CUCTEMHbIX COBbITUN U AEUCTBUA MOSib30BaTeNEN B
CUCTEMHOM )XXypHasne, pa3MeweHHOM B 3HEProHe3aBUCUMMOM MNaMsATH
annapaTHOM YacTu KoMMaekca.

NMporpaMMHO-MHpOPMALMOHHAsA 4YacTb KOMMAEKca, BKA4vawwas B cebs
NPOLMBKY KOHTpossiepa, 6asy KOHTPOAA, XypHan perncrpaumm cobbitmm wu

1) nogpo6Hee cM. pa3gen «lMpuHATbIE TEPMUHBI, 0603HAYEHUSI M COKPALLEHUS» HACTOSLLEro
NOKYMEHTa
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cpeactBa aAMUMHUCTPUPOBAHUS, pas3MeleHa B 3HeproHe3aBMcMMOM MNaMATU
KOHTponnepa. 3TuM obecrnedymBaeTcs BO3MOXHOCTb MNpoBeAeHUs npoueayp
KOHTPONS  LENOCTHOCTM  TeXHUYEeCKUX W  nporpamMmHbix  cpeacts  CBT,
AAMUHNCTPUPOBAHNA U ayauTa cpeactBamMum «MHA®» Ha annapaTHOM YpOBHe A0
3arpy3ku OC.

KoMmnnekc obecneymBaeT BbINOJIHEHME OCHOBHbIX MYHKUMM 3awmnTbl oT HCA
Kak B cocTtase JsiokanbHon CBT, Tak n Ha paboumx crtaHuuax JIBC B cocrtase
KOMMJIeKCHOW cuctembl 3awmTbl oT HC JIBC, B TOM 4Mcne HAaCTPOWKY, KOHTPOJb
(PYHKLUMOHNPOBAHUSA N yNpaBsieHNe KOMMIEKCOM.

NMockonbky KoHTponnep <«WHA®» peanusoBaH B Qopm-pakTope USB-
yCTpOMCTBA, OH He TpebyeT Ansa cBoen ycTaHOBKM Hanumumsa Ha CBT cBobogHOro
PCI-cnoTa M MOXET MpPUMEHATbCA B Cay4asXx, Koraa wucnonb3ytTcs blade-
cepBepbl, B KOTOpbiXx OTCcyTCcTBYOT PCI-cnoTbl, HO wuMelTCa cBob6oaHbIE
BHYTPEHHME WAN BHewHue USB-pa3beMbl (NoapobHee 0 BO3MOXHbIX crnocobax
yCTaHOBKM KoHTposnnepa B CBT cM. 6.4).



3. CoctaB koMmnnekca «MHA®>»

Komnnekc «MHA®>» BbinycKaeTcss B NporpaMMHO-annapaTHOM UCMOJIHEHUM.

Coctas koMnnekca «MHA®>:

— cneuvanu3npoBaHHbIM KOHTponnep (Aanee no TeKCTy — KOHTponnep) B
dopm-akTope, obecneumBarwweMm noagknwyeHme K wuHe USB c
npeayCcTraHoOB/IEHHOM Ha 3Tane N3roToBNEHUS pe3naeHTHOM
onepaumoHHOM cpeaon (cneuvanunsnpoBaHHoe nporpaMMHoe
obecneuvenne, CIMO), KoTopblin He peanumsyeT @GYHKUMOHANbHbIE
TpeboBaHnsa 6e30MacHOCTM KOMMAeKca W npeacraBnser cobon cpepny
dYHKUMOHNPOBAHUS ans dyHKUMOHaNbHOIo NpoOrpaMMHOro
obecneyeHuns;

— (MYHKUMOHaNnbHoe nporpaMmMHoe obecneveHune (aanee no tekcrty — OrMO),
KoTopoe ABNsieTcs A4pOM 3aWmThl KoMnnekca, peanusyet
dyHKUMOHaNbHble TpeboBaHns 6e30NacHOCTM KOMMJEKCa U UCMNOHSETCS
B pe3naeHTHOM onepaumoHHOWM cpeae, nNpeayCcTaHOBAEHHOM  Ha
cneumanm3npoBaHHbIN KOHTpoOep.

Pe3naeHTHas onepauMoHHas cpeda BKJKOYaeT:
pe3naeHTHble ApalBepbl CNELVann3npoBaHHbIX KOHTPOJIIEPOB;

pe3naeHTHble ApalBepbl NepPCOHaNbHbIX NAEHTUHOMUKATOPOB.

B coctaB ®IN0O koMnnekca BXoAaT cneayowme dyHKUMOHANIbHbIE MOAYIN:
— cpeacTBa uaeHTUdUKaumMm nonb3oBaTenen;

— cpeacTtBa ayTeHTUdMKauMM Nonb3oBaTesnen;

— CpeacTBa KOHTPOISA LENOCTHOCTM TexHuyecknx cpeacts NMN3BM (PC);

— CpencTBa KOHTPOJIA LENOCTHOCTU CUCTEMHbIX 0bnacTen XecTKoro AncKa;
— CpencTBa KOHTPOJIA LEeNOoCTHOCTM NPOrpaMMHbIX CPeacTB;

— CpeacTBa KOHTPONS LENOCTHOCTM OTAEeNbHbIX BeTBen peectpa (ans OC
cemencrtea Windows);

— cpeacTea ayauta (paboTta € XypHanom permcrpaunmn cobbituin);
— CpeAacTBa aAMMHUCTPUPOBaHMSA KOoMMJiekca (cpeaa aAMUMHUCTPUPOBAHUS).

Joctyn K cpeacTBaM  aAMUHUCTPUPOBaAHUA W ayauTa  KOMIJIeKca
npepocrasngeTcd Tobko agMmmHuctpatopy NAK «MHAO®».

Cpena aAMUMHUCTPUPOBAHUA dABNgeTca 4dactbto Komnnekca «NHA®» u He
TpebyeT ycTaHOBKM Kakoro-nnbo pononHutenbHoro [10. C noMmowbio Hee
aaMuHuctpatop C3UM MoxeT nobaBnaTe UM yAanaTb MNosb3oBaTesien, Ha3HadaTb
nonb3oBaTensM MAeHTUPUKaTOPbl N NAPOAN, KOHTPOSIMPOBATb annapaTHY 4YacTb
M2BM, npuknagHble WU CUCTEMHble dannbl, nony4daTb AOCTYN K CUCTEMHOMY
XXYPHany KoHTponnepa.
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4. YcnoBua npuMeHeHus

Komnnekc «MHA®>»:

MOXeT wucnonb3oBatbcss B coctaBe CBT (PC) ¢ ueHTpanbHbIM
npoueccopoM apxutektypbl x86 (IA-32) wnn x86-64 (AMD64), c
o6beMOM gnHaMmyeckom onepatmsHon namatTn (RAM) He meHee 128 M6;

TpebyeT Ansa yctaHoBku cBobogHbin USB-pa3beM Ha kopnyce CBT wunu
WTbIPbKOBbIN USB-pa3bem Ha MaTEepPUHCKOM nnarte CBT,
COOTBETCTBYHOLWMN  BapuaHTy  UCMNOJHEHUs  cneumasnn3mpoBaHHOIMo
KOHTponnepa «MHA®>»;

npeanonaraetr Hanuume Ha CBT nwbon un3 OC, wucnonb3yrouwlen
noanep>XMBaAEMy0 KOMMNIeKCOM (hansioByto CUCTEMY.

Mpu 3kcnayataumn TMAK  «MHA®» Ha obbekTax WHQOpMaTU3aLMK
HeobxoanMo obecneunTb 0b6s3aTesibHOE BbINOIHEHNE CNeayloLWnX YC/I0BUI:

pernameHtauusa 3anpeta mcnonb3oBaHusa MAK «MHA®» ana obpaboTku
MHpopMaummn, coaepxallen cBeeHns, COCTaBMALWNE roCyAapCTBEHHYIO
TanHy;

Hanuune aaMUHUCTpaTopa 6e30nacHOCTU, OTBEeYalLWero 3a NpaBUbHYIO
akcnnyaTtauuio NMAK «MHA®», B TOM yucne:

- perynsipHoe BbIMOSIHEHME KOHTPONS LENOCTHOCTM NPOrpaMMHOMN
4yacTu usaenus;

- pa3paboTKy opraHM3auMOHHO-PaCNOPAANTENbHBLIX AOKYMEHTOB,
onpeaenalWMx  MNOpsSAOK  [AonNycka  MoJfib3oBaTenei K
MH(POPMALIMOHHBIM pecypcaM aBTOMaTU3MPOBAHHOW CUCTEMbI U
Ha3HAUYEHMS UX MNOJIHOMOUNIA;

- nepuoguyeckoe pernamMeHTHoe TecTupoBaHue
(dYHKUMOHANBbHbLIX BO3MOXHOCTEM W MEXaHU3MOB 3alUMThI
ns3genus npm nsMmeHeHmm Hacrtpoek MNMAK «MHA®>»;

- npepoTBpalleHne HECaHKLMOHUPOBAHHOTO AocTyna K

naeHTndukKaTopam n napossim NpUBUIErMpoOBaHHbIX
nonb3oBaTtenen (aaMmMHUCTpaTopa 6e3onacHoCcTun);
- obecneyeHue dunsmnyeckom COXPaHHOCTU Nn>BM C

yctaHoBneHHbiM [MAK «NHA®» u wucCKkN4YeHne BO3MOXHOCTU
[0CTyna K HeN/HUM NOCTOPOHHUX NuUL;

- 3ajaHMe W OTCNeXuBaHWe COOTBETCTBUS Maposen Yy4eTHbIX
3anucen nosb3oBartenen cnegyrowmm TpeboBaHUAM CNIOXHOCTU:
O/TMHA Naposiss He MeHee BOCbMW CMMBOJI0B, andaBuT napons
He meHee 70 CMMBOJIOB.

ANS HEeUTpanusaummn ysa3BmMocTu B TexHonormax Intel Trusted Execution
Technology (TXT) SINIT gnsa Authenticated Code Module (ACM) (CVE-
2013-5740) B BIOS «KkoMnbkTepa, Ha KOTOPOM NJaHUpPyeTCcH
ucnono3oBsatb [lIAK <«NHA®», pekoMeHAyeTCA OTKNYUTbL OMuUUIo
Intel®TXT. Ecnu ana pab6otbl MIBM Heobxoamma onuusa Intel®TXT, To
HeobxoanMo O6HOBUTL MoAyNb ayTeHTuduumpoBaHHoro koga SINIT
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ACM. O6HoBneHHble UHCTpyMeHTbl SINIT ACM MOXHO 3arpy3mtb C
http://software.intel.com/en-us/articles/intel-trusted-execution-
technology/. Intel;

ANS HenTpanumsaumm Yys3BMMOCTUM ayTeHTuduumpoBaHHoro koaa Intel
SINIT, KOTOpbIN NO3BOMSAA JNIOKaNbHbIM MNOb30BATENAM MNONYy4YaTb
nosblweHHble npuBunermn (yassmmoctb CVE-2009-4419) Heobxoanmo
npomssectn o6HoOBNeHWe pAaHHOro koga. O6HOBAEHHbLIN KO4 MOXHO
3arpysuTb Ha cante pa3paboTumnka security-
center.intel.com/advisory.aspx?intelid=INTEL-SA-
00021&languageid=en-fr
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5. OnucaHue 3apaum

«NHA®» — 3TO0 npocTon U 3PPEeKTUBHbIAN KOMMNAEKC MNPOrpaMMHO-
annapaTHbIX CPeACcTB, NO3BOMAKOLWNMIA opraHm3oBaTb 6e3 gononHutenbHoro MO B
coctae OC, <«31EeKTPOHHbIN 3aMOK» C GYHKUMSAMU KOHTPONS LENOCTHOCTU
CUCTEMHbIX 0bnacTen »XecTkoro AMcKa v MpukKIagHbiX nporpamm (dannos) ans
Nto6bIX pacnpoCcTpaHeHHbIX TUMOB MannoBbIX CUCTEM.

Komnnekc cootBeTcTBYeT TpeboBaHMAM MO 4 yPOBHKO KOHTPOSS OTCYTCTBUS
HeAEeKapUPOBaHHbLIX  BO3MOXHOCTel?, no 4 Kjhaccy 3alunTbl CpeacTsa
J[IOBEPEHHOW 3arpy3ku YpOBHSI nnaTbl pacwmpeHuss, TpeboBaHMsaM 3aaaHus no
6e3onacHoctn 11443195.4012.046 36 n TpeboBaHUSAM TexHUYECKUX YCII0BUI
TY 4012-046-11443195-2015.

ObecneunBaeTcsi BO3MOXHOCTb WCMOSIb30BaHUA KOMMJIeKca AN 3awuTbl
nHdopmaumm B AC A0 Knacca 3alneHHoCcTy 1M, BKAUYMTENBHO.

O6ecneunBaeTcs BO3MOXHOCTb MCMO/Ib30BaHMS KOMMeKca ANs peanvsaumnm
Mep 3almnTbl MHPOPMaALUMKN B roCcyAapCTBEHHbIX MHMOPMALMOHHbIX cucteMax Ao 1
K/acca 3aluWeHHOCTN BKIKYUTENBHO?.

O6ecneunBaeTcs BO3MOXHOCTb MCMO/Ib30BaHMS KOMMeKca ANs peanvsaumnm
Mep no obecrneyeHnto 6e30MacHOCTU MNEepPCOHasbHbIX AaHHbIX A0 1 YpOBHSA
3aLMULLEHHOCTU BKIHOUMTENBHO®.

3apaven pyHkumoHuposaHusa «MHAD» aenaetcsa 3awuta MHPoOpMauum oOT
HCL nocpeactsomM obecrneyeHMss BO3MOXHOCTM  BbINOSIHEHUS  AOBEpPEHHOMN
3arpy3km OC c npyuMeHeHneM cnefyrwmx MeXaHn3MoB:

— KOHTPOJIS LEeNOCTHOCTM TeXHNYeCcKux cpeacts MN2BM;
— KOHTPO/IS LEeNOCTHOCTU CUCTEMHbIX 061aCTeN XXeCTKOro ANCKa;
— KOHTpPONA LENOCTHOCTU NMpOrpaMMHbIX CPeacTB;

2 B COOTBETCTBMM C TpeboBaHUAMW pPYKOBOASALLEro AOKYMEHTa <«3awmrta oT
HECaHKLUMOHUPOBAHHOIo AoCcTyna K uHdopmauun. Yacte 1. MNporpamMmmHoe obecrneyeHue cpeacrts
3aWwmnTbl MHPopMaumn Knaccudukauma no ypOBHIO KOHTPOSSA OTCYTCTBUA HeAeKNapupOBaHHbIX
BO3MOXHOCTEN», YyTBEpPXAEHHOro peweHnem npeacegatens [0CyaapCTBEHHOM TeXHMYECKOWn
koMmmnccmm npu MNMpesuaeHte Poccuinckon ®egepaumm ot 4 noHa 1999 r. N2 114,

3 B COOTBETCTBUWN C METOAMYECKUM AOKYMEHTOM «[poduib 3almTbl cpeacTsa AOBEpPEHHOM
3arpy3km YpoOBHS nnaTbl paclWwMpeHus 4deTBepToro knacca 3awutbl. WUT.CAO3.MP4.M3»,
yTBepxaeHHbIM ®CT3IK Poccum ot 30 aekabps 2013 r.

4 B COOTBETCTBUM C TpebOBAHUAMM PYKOBOAALIEr0 AOKYMEHTa <«ABTOMAaTU3WPOBAHHbIE
CUCTeMbl. 3awmTa OT HeCaHKUMOHMPOBAHHOro Aoctyna K uHopmaumn. Knaccndukauyms
aBTOMATM3MPOBAHHbLIX CUCTEM W TpeboBaHuMA No 3awmTte WHdopMmauun. Knaccubukaums
aBTOMATM3MPOBAHHbLIX CcUCTEM WU TpeboBaHUs NO 3awute UWHMOpMaAUNKU», YTBEPXAEHHOrO
peweHneM npeacenatens focrexkommccum Poccmm ot 30 mapta 1992 roaa.

5 B cooTBeTCTBUM C <«TpeboBaHMSMU O 3alunTe WHGOpMaLMKW, He COCTaBASAOLLEN
rocyAapCTBEHHYIO TalHy, coaepXalleincs B rocyAapCTBEHHbIX MHQOPMaLUMOHHbIX CUCTEMax»,
yTBepxaeHHbIMKU Mpukaszom N2 17 ®CTIK Poccum ot 11 dpeBpans 2013 r.

6 B cooTBeTcTBUM C «COCTAaBOM U COAEPXKAaHWEM OPraHM3aLMOHHbIX U TEXHUUYECKUX Mep Mo
obecneyeHnto 6e30MNacHOCTM MepCOHasbHbIX AaHHbIX NpuU ux obpaboTke B MHEOPMALMOHHbIX
cucTeMax nepCoHaNbHbIX AaHHbIX», yTBepXxaeHHbiMM [lpukasom N° 21 OCTIK Poccum ot 18
desBpans 2013 r.
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— pernctpaumm wn y4yeta CUCTEeMHbIX cobbITM (paboTbl C >KypHanoM
perncrpaunm cobbitmnin);

— aAMUHUCTpupoBaHuna «NHAD».

KoHTponb uUenoctHocTn annapatypbl [M3BM ocywectBnserca Ha
annapaTHOM ypoBHe KoHTposiiepoM «MHA®>» no 3arpysku OC.

KOHTpPO/b LE/SIOCTHOCTM CUCTEMHbIX 06/1acTeM >XEeCTKUX AMCKOB,
nporpaMMHbixX cpeactB M3BM ocyuwecrengerca kKoHTposiniepoMm «MHAD®» Ha
annapaTHoM ypoBHe A0 3arpy3km OC B yKasaHHbIX Bbllwe (hanioBbiX CMCTEMAX.

B npouecce BbINOMHEHUS MexXaHU3Ma MPOBEPAKTCA  X3W-PYHKLMMU
KOHTpONMpyeMbiX obnacren XecTtkoro amcka (3arpy3ou4Hblii CEKTOP, Nlormyeckue
anckn un T1.4.). B cnydae coBnageHMs 3HAYeHWUM C ISTANIOHHbIMM NPOUCXOAUT
AanbHenLwun npouecc  3arpysku, B NPOTUBHOM cny4ae 3arpys3ka
npMoCcTaHaBNNBAETCA.

MexaHM3M permcrtpaumMm M yudeTa CUCTEMHbIX co6biTun (paboTbl C
XXYpPHanoM peructpaumm cobbituin) obecneumBaeTr perncrpaumo mn  ydet
cnenyrowmx CUCTEMHbIX COBbITUN N AEeUCTBUI NONb30BaTeENS:

— Hayasio ceaHca nosib3oBaTens;

— MpoxoxXxAaeHue npouenypbl ayTeHTUdMKaUMmM Nnonb3oBaTesnem;

— OCyLUeCTB/IEHNE KOHTPOS LeNoCTHOCTM annapaTtypsl [12BM;

— OCYyLUecCTB/eHNE KOHTPOISA LEeNOCTHOCTMN OTAENbHbIX (panfoB U NporpamMm;

— OCYLUECTBNIEHNE KOHTPONS LENOCTHOCTU CUCTEMHbLIX 06NacTen XeCTKUX
ANCKOB (CEKTOpoB);

— OCYLWECTB/IEHME KOHTpONs cucteMHoro peectpa (ans OC cemeicTBa
Microsoft Windows);

— CO34aHue XypHana CUCTEMHbIX COBbITUN U AENCTBUI NONb30BaTeNeN;
—  M3MEHeHWe NOJIHOMOYMIN MoNb30BaTeNen.

XypHan perucrtpauum cobbltmi  ans Kaxaoro cobblTust  coaepXuT
cneayowyo nHbopMauutio:
— JaTa u TOYHOoe BpeMs perncrpaummn cobbitns;
—  Tun cobbITus;
—  unaeHTudunkaTtop cybbvekTa;
— pe3ynbTaT cobbITMS (YCNELWHbIN AN HEeYCNEeLHbIN).

AaMuHucTpupoBaHue Kommnsiekca <«VMHAO®» MOXeT npoBOAUTb TOJIbKO
nofb3oBaTe b, 3aperncTpupoBaHHbIM B rpynne «AgMuHucTpatopbl». CoOCTosiHMeE
HacTpoeK KOMMAeKca OAHO3Ha4YHO onpegensier pexuM QYHKUNOHNPOBAHUS
KOMrJekKca.
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6. Mopsaok npuMeHeHus

6.1. O6bwme cBegeHus

KOHTpO/Ib LEeNOCTHOCTM TeXHUYEeCKUX W nporpaMmHbix cpeacts CBT (PC)
BbINO/IHAETCA KOHTPOJIIEPOM KOMMJeKca A0 3arpy3kum ornepaumoHHON CUCTEMBbI,
yctaHoBneHHon B CBT (PC).

KoMnnekc obecrneymnBaeT BbIMOJIHEHNE OCHOBHbIX PYHKUMN 3awnTbl oT HCA
Kak B cocTaBe sokanbHom CBT, Tak n Ha paboumx ctaHuusax JIBC B cocrtase
KOMMJIeKCHOW cuctembl 3awmTbl oT HC JIBC, B TOM 4McCne HAacTPOWKY, KOHTPOJb
(PYHKUMOHNPOBAHUS M yripaBleHne KOMMIEKCOM.

B 3aBMCMMOCTM OT KOHCTPYKTMBHbIX BO3MOxHocTen CBT (PC) BO3MOXHa
yCTaHoBKa KoHTponnepa <«WMHA®» BHyTpn kopnyca CBT (PC) B KauecTtBe
WwTaTHoro ycrponctea ¢ USB-pa3beMOM wWAM ycTaHoOBKa BO BHewHune USB-
pa3beMbl. Anga noaknoyeHns no USB-uHTepdency mcnonbsyercs tun «A» USB-
pa3beMa. TakXe BO3MOXEH BapuaHT MOAK/YEHUS K WTbIpbKOBOMY pa3bemy
HenocpeaCTBEHHO Ha MaTepuHckon nnate CBT.

Komnnekc <«WHA®» npeaHasHavyeH Ana obecnevyeHuUss BO3MOXHOCTHU
AosepeHHon 3arpy3kn OC.

6.2. 0Oco6eHHOCTM NpUMEeHEeHUs

B C3N HCO <«WNHA®» pocTynHa permcrpauns nonb3oBaTenen, cpeau
KOTOPbIX:

— nonb3oBaTtenb «[n. AoMuHUCTpaTop» (Kak npaBuao, aaMWUHUCTPaToOp
6e3onacHoCcTM WHOpMaunM) — nonb3oBaTeflb, KOTOPOMY MOJSIHOCTbIO
AOCTYMNHbl BCe (YHKUMM aAMUHUCTPUPOBAHUSA (Co3paHMe U yaaneHue
rpynn nofib3oBaTesier, a TakXe Yy4YeTHbIX 3anMcer agMWUHUCTPATOpPOB U
nonb3oBartenen), @QYHKUMM  NOACUCTEMblI  KOHTPOSSA  LESOCTHOCTU
(KoHTpONb annapaTtypbl, AUCKOB, (annoB U BeTBen peectpa), GyHKUUU
noaACUCTEMbl ayauTa (CUCTEMHBIA >XYPHan KOHTposnepa) n yHKuum
pe3epBHOro0 KOMMpoOBaHWA. YdeTHasa 3anucb «In. AAMUHUCTpaTOp>»
co3JaeTcsd aBTOMaTUYeCKU Npu NepBoOM 3arycke KOMMNaeKca;

— nonb3oBaTtenn rpynnbl «AAMUHUCTPATOPbLI». AAMWUHUCTPATOPbl MMEIT
BO3MOXHOCTb (npwn HaIM4nm COOTBETCTBYHOLWMX NOSIHOMOYNI)
pefakTupoBaTb CMWUCKU U HACTPOMKKM rMoOJsib30BaTeNen, OCyLeCTBAATb
NOCTAHOBKY PpeCypCOB Ha KOHTPOJib LENOCTHOCTM W npocMaTpmBaTb
CUCTEMHbIN XYpPHan KOHTponnepa;

— nonb3oBaTtenu rpynnbl «O6blyHble». [Monb30BaTeNn MMEKT BO3MOXHOCTb
paboTbl Ha [3BM nocne npoxoXxaeHus npoueayp uaeHtTundukaumun u
ayTeHTUdUKaUMN, a Takxe ecnm ob6beKkTbl, NOCTaBNEHHble HAa KOHTPOJb
LeNoCTHOCTU, Npownun npoueanypy NpoBEPKMU.

Mpn MHMUMaANM3aUMM KOHTPOJI/IEepa CO34at0TCs [ABe 3ape3epBMpPOBaHHbIE
rpynnbl  nonb3oBatenem - «ADMINS» (panee - <«AOMUMHUCTPATOpPbI») W
«EVERYONE» (panee-  «O6blyHble»). DTM aABe rpynnbl  Heb3s  HWU
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nepenmMeHoBaTb, HW yAanuTb. [ns KaxXaonm wu3 rpynn MOXHO 3aaaTb obwme
napameTpbl, KOoTOpble 6yayT YyCTaHaB/AMBATbCA MO YMOMAYAHUIO MpPU CO34AHUMU
nonb3oBatens B rpynne. [Ns KaXAoro 3apernctpupoBaHHOro Mosib3oBaTens
MOXHO WM3MEeHWUTb AaHHble napaMeTpbl Npu MHAMBUAYANbHOW HacTpouke. Takue
Xe npaswna  6yayT  BbINOAHATBCA UM Ang  nwbon  rpynnbl, CO34aHHOM
aAAMUHUCTPATOPOM.

6.3. NMNopspaok pab6boTbl

Ons pabotbl ¢ koMnnekcoM «NMHA®» HeobxoamMMO BbINONHUTL Creayrouwme
nencTeus:

— ycCTaHoBMTb KOHTponnep «MHA®» B cooTBeTCcTBYOWMIA nopT CBT;
— YyCTaHOBMTb Naponb Anga exona B BIOS;

— nocne Bknw4eHnsa nutaHusa CBT B BIOS Heobxoanmo BbibpaTb BapuaHT
3arpy3skm «MHA®» KakK C XXeCTKOro gucka;

— nocne 3arpy3km OC KoMnjekca C XeCTKoro JAucka Heobxoammo
BbINOJIHUTb yCTaHOBKY napamMeTpoB y4yeTHOM 3anmcu
«'n. AAMUHUCTpaTop>;

— MO 3aBepleHun npoueaypbl YCTaHOBKM MapaMeTpoB YYETHOW 3anucu
«n. AoMnHucTpaTtop» BblinonHsetTcs Bxog B OC Linux noa ydyeTHou
3anucbio «I'n. AAMnHuUcTpaTop>, roe OOCTYMHbI rnapameTpsbl
KOHMUrypaumm onsa noacuUCTeM KOHTPOIS LEeOCTHOCTU U ayanuTa;

— co3gaTb HeobxoamMoe KOMMYeCcTBO YYETHbIX 3anucen agMUHUCTPaTopoB
M 0OblYHbLIX MOSIb30BaTENEN, KaXAOMYy W3 KOTOPbIX perncrpupyertcs
naeHTUUKaToOp nNosb3oBaTesis M Ha3HayvaeTca naponb. [Ona Kaxaoro
noab3oBaTeNid KOMMAeKca HacTpamBalTCa MHAMBUAYANbHbIE NapaMeTpsbl
nonb3oBaTtesnen (NepcoHanbHble NnapamMeTpbl, NapamMeTpbl aBTOpU3aumn um
T.M.);

— BblIbpaTb ANS Kaxaoro noab3oBaTenid KoMnaekca Heobxoammblie 06bEKTbI
ANSs KOHTPONS LEeNOCTHOCTH.

6.4. CueHapuu NnpuMeHeHu A
6.4.1. O6imne cBeaeHunn

KoMnnekc MOXeT WCNosib30BaTbCA B paMKax peanmsauuu ABYX TUMNOB
CueHapueB:

— CTaumoHapHasa yctaHoBka B CBT. B 3aBUCMMOCTM OT KOHCTPYKTUBHbIX
BO3MOXHocTen CBT BO3MOXXHa KakK yCTaHOBKA BHYTPM Kopryca B KayecTBe
WTaTHOro ycrponcrtea ¢ USB-pa3sbeMoM Tuna «A», TaK U NOAKIKOYEHME K
WTbIpbKOBOMY pa3beMy HernocpeaCTBEHHO HA MaTEPUHCKOW nnaTe;

— MWCNosib30BaHMe B KayecTBe MOOMNBHOro YCTPOMCTBA C MOAK/IIOYEHUEM
KoHTponnepa «MHA®» Bo BHelwHne USB-pa3sbemMbl CBT (PC).
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6.4.2. CraumoHapHasa yctaHoBka B CBT

[JaHHbIN TUN cueHapus UCNONb3YeTCss B TOM cflyyae, Koraa Heobxoauma
HenpepbiBHasa peanusaums dyHkumoHana «NMHAO®». B 3TOM cnydae KOHTponnep
cooTBeTCTBYOWMM o06pa3oM HacTpoeH M nogknwydeH K USB-nopty CBT
noctossHHO. Kaxxabih pa3 nepea 3arpy3kon OC nonb3osateneMm CBT kKoHTponnep
«MHA®>» BbINONHSAET Npoueaypy KOHTPOAA LEeNOoCTHOCTM onpedesieHHbIX 3apaHee
obbekTOB. B cCnyyae HapyweHus ULenocTHocTn 3arpy3ka OC 6nokupyetcs u
TpebyeTcs BMelwaTenbCTBO agMuUHuUcTpatopa «MHA®» (nonb3oBaTenb U3 rpynnbl
«AAMUHUCTPATOPbLI», obnagatowmmn COOTBETCTBYHOLWMNMHU npasamu Ha
AAMUHUCTPUpPOBAHNE KOMMIEKCa).

Ons KoppekTHOM paboTbl MO AaHHOMY TUNY cueHapus HeobxoamMMo:
1. yctaHoBuTb B BIOS BapuaHT 3arpy3ku ¢ «MHA®>» KakK C >XeCTKOro AncCKa;
2. YCTaHOBUTb naposib Ha Bxon B BIOS;

3. NPpUHSATb AAMUHUCTPATUBHbIE Mepbl, UCKo4vaLme
HeCaHKLUMOHNPOBAHHOE OTKOUeHMe ycTponctea ot USB-nopTa:

— orpaHmuynTb pusmnyeckum goctyn Kk CBT u/mnu

— 3admKcnMpoBaTb YCTPOMCTBO C MOMOLbIO CreunanbHbIX KpenaeHun n/mnu
rosiorpauyeckon HakIemkn UM YCTAaHOBUTb KOHTPOJIIep BHYTPb
kopnyca CBT.

6.4.3. Ucnonb3oBaHMe B KauecTtBe MO6MJIbHOIO YCTPOUCTBA

[JaHHbIN  TUN CcueHapusi MWCNOAb3yeTca B TOM C/fiyyae, Korga HeT
HeobXoAMMOCTM BbIMOSIHATL Npoueaypbl KOHTPOAA LEeNOCTHOCTU 06beKkToB
MOCTOSAHHO W 3anpewaTtb An4 nonb3oBatenen CBT 3arpydky OC B cnydae
HapyWweHUs UeSIOCTHOCTU, @ HYXXHO TOJIbKO BbISBUTb caM aKT HapyleHus
LLeNIOCTHOCTU YCTAHOBJ/IEHHbIX HA KOHTPO/Ib 06BHEKTOB.

B aTOoM cnydae cHavana BbIMOMHAKTCS BCe HeobXxoauMMmble HACTPOMKM
noakntoyeHHoro Kk CBT koHTponniepa «MHA®», 3aTeM KOHTpO/1Ep U3BNEeKaeTCs
n3 CBT u XpaHuUTCA B HaZeXHOM MmecTe (HanpuMmep, B cende). MNMonb3osaTtenu CBT
paboTatoT B 06bl4HOM pexume, a obnagaroWwmMn COOTBETCTBYIOLWMMU MNpaBaMu
nonb3osatenb «NHAO®» nepuoanyeckmu noakntodaetr kK CBT cBOW KOHTposanep
«MMHA®» c uenbto ybeantbCca B HeM3MeHHOCTU coctaBa CBT uM yCTaHOBNEHHbIX
paHee Ha KOHTpob 06bEKTOB.

Bo3moxxeH Takxe BapuaHT pabotbl ¢ «MNHA®», korgaa KOHTposnep
nogkntoyaeTcsa kK CBT Kaxabln pa3 nepen Ha4vanom ceaHca paboTbl U n3BNEKaeTcs
n3 CBT nocne ee BbIKNOYEHUS.

NS KOPpPEeKTHOro ocyuwecTBneHms paboTbl N0 AaHHOMY TUNy cCcuUeHapus
ob6sa3aTenbHO A0MKHbI O6bITb NpefyCMOTPEHbI CneunanbHble perfiameHTbl 4eNCTBUI
nonb3osatenen [M2BM, B ubu 06s13aHHOCTM BXoauT 3anyck [MI23BM, Tak kak
Hannume «MHA®>» B USB-nopTy AO0/IKHbI KOHTPO/IMPOBATb MMEHHO OHM.

CnepyeT NMOMHUTbL O TOM, YTO NOCKONbKY Ansa pabotel ¢ «MHA®» TpebyeTtcs
HacTpamBaTb nopsaok 3arpy3km OC B BIOS komnbiTepa, Heobxoammo
HakfaablBaTb onpeaesieHHble orpaHuyeHus (0cobeHHO B cayyae CTauMoHapHOM
yctaHoBkn «NHA®» B CBT) Ha pgoctyn nonb3oBatenenm CBT k BIOS (nyrtem
yCcTaHoBKkM naponsa Ha BIOS), a TakXe KOHTponuMpoBaTb ULeNocTHOCTb BIOS
cpeacteaMu «MHAD®».
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7. BxoaHble M BbIXOAHbIE AaHHbIE

7.1. BxoaHble AgaHHbIe

BxoaHbiMM pgaHHbIMU ana «MHAD» aBnaTCa:
—  uaeHTuduKaTop nonb3oBaTens;
— naponb and exoaa B «MHA®>»;

— napaMeTpbl  MOACUCTEMbI KOHTPONS LLleNIOCTHOCTU KOMIMeKca,
peanusyroLme 3aWmTHble PyHKUNK:

-  KOHTPOJ1A4 UENNOCTHOCTUN NPOrpaMMHbIX CpeEACTB,

- KOHTpONS UesIoCTHOCTU OTAeNbHbIX BeTBen peectpa (ana OC
cemencrtea Windows);

- KOHTpPOAS LUeNOCTHOCTM CUCTEMHbIX 06nacTen XecTkoro AnNCKa;
- KOHTPONSA LESIOCTHOCTM TexHuyeckux cpeacts NM3BM (PC).

— napaMeTpbl HACTpOWMKM noacucTeMbl ayauta (pabota C  XXypHanom
perncrpaunm cobbituin);

— napaMmeTpbl NOACUCTEMbl aAMUHUCTPUPOBAHUS;
7.1.1. UpenTncpmkaTop nonb3oBarTens

WoeHTudukaTop nosb3oBaTensa npeacrasnser cobon yCTPOUCTBO, Ha
KOTOPOM 3anucaHa uHdopMaums, naeHtnduumpyrowas rnonb3osaTtens npu Bxoae
B CUCTEMY.

Komnnekc noaaepxuBaet paboTy C nepcoHasbHbIMU naeHTUdUKaTopamm,
CMMCOK KOTOpbIX npueeaeH B Tabnuue 1.

Tabnuua 1 - lMepcoHanbHble UAEHTU(UKATOPOB MNoOJib30BaTeNns, noaAep>XuBaemMble
koMmnaekcom «MHAO®D>
HavMmeHoBaHue n NMpousBoautenb XapakTepucrtuka
o6o03HayeHue (cTpaHa, dompmMa)
JaCarta PKI! Poccus, 3aWwnWEHHDBIA CMapT-KapTO4YHbIN YK, UMEOLWMIA

3A0 «AnagavH P.O.» cneumanbHy cepTUdOULMPOBAHHYIO 3aLUnUTY U
Ha annapaTHOM, M Ha NPOrpaMMHOM YPOBHSX

7.1.2. Naponb

Maponb — YyCNoOBHOE CNoBO uAuM Habop 3HaAKoOB, NpeAHa3HaYeHHbIM AN
noaATBEPXAEHUS TNYHOCTU NpU BXOAE B CUCTEMY.

B «MHA®» wucnonb3yeTcsa naposb AAnHOM Ao 12 cumBonoB. Komnnekc
noaaepXunBaeT BO3MOXHOCTb reHepaunm ciyydyanmHoro napons tpeébyeMmon AnnHbl.

Ona npoBepeHus npoueaypbl ayTeHTUOUKAUMM NpPeayCMOTPEH PeXuM
oTobpakeHNs Napofsi B CKPbITOM BMAE NpU BBOAE - B BUAE CMMBONOB <*>. DTUM

1 Ceptudukart cootBetctBua NO 2799, BblaaHHbii OCTIK Poccum 28 pekabpsa 2012r,
AencrteuteneH ao 28 aekabps 2015r, npoaneH no 28 aexkabps 2018r.
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3aTpyAHSEeTCS BO3MOXHOCTb PacKpbITUS JIMYHOIMO NAaposis M MUCNOJIb30BaHUS
yTpayeHHoro (NoXuLeHHOro) naeHtndmukaTopa.

7.1.3. MapamMmeTpbl NOACUCTEMbI KOHTPOJNS LIEJIOCTHOCTHU

BXxogHble AaHHble MOACUCTEMbI KOHTPOJSA LENOCTHOCTU NpeacTaBasioT cobom
nons B nHtepdence «MHA®», npu 3anosIHEHNM KOTOPbLIX 3aaatoTcsl 06beKTbl ANs
KOHTPONS LEeNOCTHOCTU. TakKMMuM [AaHHbIMM  SBASAKOTCA NOAs, coAepXawume
MHpopMaumio:

— O NpOrpaMMHbIX CpeacTBax;

— 06 oTaenbHbixX BeTBAX peecTtpa (ansa OC cemenctea Windows);

— O CUCTEMHbIX 061acTsAX XEeCTKoro ANCcKa;

— 0 TexHuuyeckunx cpeactsax N2BM (PC);
7.1.4. MNapamMmeTpbl NOACUCTEMbI ayamuTa

BxogHble paHHble noacucTteMbl ayamTta paboTbl CUCTeMbl - MOMS B
nHtepdpence <«MHAD®», pepakTMpoBaHMe KOTOPbIX MNO3BOMISIET COCTaBAATb
HeobXoANMYI0 KOH(MUIypaumio XypHana permcrpaumm cobbiTui.

7.1.5. MapaMeTpbl NOACUCTEMbI aAMUHUCTPUPOBAHNUSA KOMIJIEKCA

BXxogHble AaHHble NOACUCTEMbI aAMUHUCTPUPOBAHUA NPeAcTaBAsOT Coboi
nons C nHdopMaumen o} HacTponkKax Y4YeTHbIX 3anucen BCEX
3aperncTpMpoBaHHbIX B KOMMIEKCE MOoSib30BaTeNEN.

7.2. BbixogHble AaHHbIe

BbixoagHbIMWU AaHHbIMKU And «MAHAD» aBna0TCA:

— TrOTOBble CMNUCKU nporpamMm, dannos, TexHuyeckmx cpeacts [12BM,
CUCTEMHbIX obnacrtenm >XeCcTKoro JAucka W BeTBEW peecTpoB, Mo
pe3ynbTaTaM aHanm3a KOTOpPbIX BbIHOCUTCH peLeHne O MPOXOXAEHUU
npouenypbl KOHTPOIA LEeNOCTHOCTH;

— pesynbTar, BbIHOCUMbIM noaCUCTEMON naeHTUdUKaunm n
ayTeHTUduKaumm nonb3oBaTenen;

— annbl noros, dopMupyloWwmMecs No pesynbTataM paboTbl NOACUCTEMbI
ayauTa;

— CNUCKK nonb3oBaTtenen komnnekca «MHA®» ¢ onpeaeneHHbIMU A8 HUX
napamMeTpaMm Yy4eTHbIX 3anucen, CcHOpMUpPOBaHHbIE B pe3ybTaTte
paboTbl NOACUCTEMbI aAMUHNCTPUPOBAHUS.
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8. TexHuyeckan noaaepIKkKa

B cnyyae HeobxoanmocTn kKoHcynbTaumm AO «OKBE CATMP» npeanaraet 6e3
AONOSIHUTENIbHOW onnaTtbl C NoHeaenbHMKa no naTHuuy ¢ 10-00 go 18-00 (no
MOCKOBCKOMY BpeMeHU) obpaliatbcs no tTenedoHam:

+7 (495) 994-49-96

+7 (495) 994-49-97

+7 (926) 762-17-72

WNn Mo aapecy aneKTpoHHOM nouTbkl help@okbsapr.ru
Haw agpec B UHTepHeTe http://www.okbsapr.ru/
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MpunoxxeHue 1.
dopMMpoOBaHUE U NOAAEPIKKA U30JIMPOBAaHHOW NPOrpaMMHOM cpeabl

Mpeanonoxum, yto Ha N23BM (PC) paboTtatoT N cybbekToB-nonb3oBaTenen,
KaXablh  i-h M3 KOTOPbIX XapaKTepulyeTcd HEeKOTOpPOM MNepcoHabHOM
nHpopmaumen Ki, He M3BECTHOM APYrMM TrOSIb30BATENAM M XPaHAWENCA Ha
HEKOTOPOM MaTepuasibHOM HocuTene. CyLlecTBYeT TakXe BblAeNeHHbIN CybbeKT —
aaMmnHucTpaTop bW, koTopbin 3HaeT Bce Ki. AaMuHucTpaTtop bW npuceamnBaet i-my
nonb30BaTeN0 MOAHOMOYUMS, 3aK4yalwwmecs B BO3MOXHOCTU MCMNOSHEHUS UM
TONMbKO 3ajaHHOro noaMHoxectBa nporpamm  Ti={Pil, Pi2, ... Pit}.
HecaHKUMOHMPOBAHHbLIM AOCTYNOM SBASETCSH WCMNO/b30BaHME WMEKLWMXCA Ha
XectkoM aucke M3BM (PC) nporpamm nmbo cybbektom, He Bxoaswmm B N
AoNyLleHHbIX, NMbo i-M nosb3oBaTesieM BHE MOAMHOXECTBa CBOMX MOJIHOMOYUN
Ti.

CybbekT, nbiTalOWKUNACA npoaenatb JAaHHble AeNCTBUS, Ha3bliBaeTcs
3noymbliwneHHukoMm. HC[  ocyuwecteBnsetcs  obs3aTenbHO Npu NoMoLWwMm
nMetrowmxcsa Ha NMN3IBM (PC) nnu goctaBfieHHbIX 3/10YMbILWAEHHUKOM NPOrpaMMHbIX
cpeacts (B AAHHOM C/lyyae He pacCMaTpMBAETCs BO3MOXHOCTb HapylleHus
LLeNoCTHOCTM annapaTHbix cpeacts M2BM (PC).

HC MOXeT HOCUTb HENOCPEeACTBEHHbIN M ONoCpeaoBaHHbINM xapakTep. MNpu
HenocpeancteeHHoM HC/[ 3/10yMblIWNEHHUK, MCcnonb3ysa HekoTopoe 1O nbiTaeTcs
HEenoCpeACTBEHHO OCYLWEeCTBUTb onepaumm 4YTeHus unm 3anmcu (U3MeHeHus)
MHTepecyouwen ero nHdpopmaunn. Ecnm npegnonoxuTb, 4TO B Ti HET Nporpamm,
AaloLWwmnx BO3MOXHOCTb npounssectn HCA (3TO rapaHTUpyeT agMUHUCTpATOp nNpwu:

— yCTaHoBke rnosiHomo4unn), To HC mMoxeT 6biTb npomnsBeneH TObKO Mpu

3anycke;

— nporpamm, He Bxoaswumx B Ti.

OnocpenoBaHHbI HC/[ o6ycnosneH obWHOCTbIO pecypcoB nosb3oBaTenen um
3aKa4vaeTcs BO BAMSHMUM  Ha paboTy Apyroro nosb3oBaTtend  yepes
ncnosnb3lyemble WM Nporpammbl  (Nocne npeaBapuTenbHOro M3MeHeHUs KX
COAEPXAaHUS UM UX COCTaBa 3/10YMbIWIEHHUKOM). porpamMmebl, yyacTeyowme B
onocpegoBaHHoM HC/, 6yaeM HasbiBaTb paspylwarowMMyM nNporpamMmMHbIMU
Bosgenctensamu (PMNB), wunm nporpaMMHbIiMM 3aknagkamu. PIMB Moryt 6biTb
BHeApeHbl i-M nosib3oBaTtenem B 1O, npuHaanexatllee j-My nosb3oBaTesNto TObKO
nyTemM U3MeHeHus nporpamm, sxoaswmx B Tj. CnepgoBaTesibHO, CcUCTeEMa 3aliMThI
ot HCO M3BM (PC) pgonmxHa obecneymBaTb KOHTPOJb 3@ 3arnycKoM MNporpamm,
NnpoBepKy WUX LEeNoCTHOCTM W  aKTMBU3MpOBaTbCA Bcerga Aanga awboro
nonb3oBatens. BbINONHEHME KOHTPONS UEeSIOCTHOCTM W KOHTPOJIA 3aryckoB
BefeTcs Ha ocHoBe Ki ansa Kaxaoro rnosib3oBaTens.

Mpn 3ToM BHegpeHHbin B [2BM (PC) 3aWMUTHbIA MeXaHU3M [OO0JIKeH
obecneuunBaTb cnegytoulee:
— B HEKOTOpblIA HayasbHbli MOMEHT BpeMeHu TpeboBaTb Yy cybbekTa
npeabsaBrieHns  ayTeHTuduumpyrowen  uHdbopmaumm U1 No  Heu
OAHO3HA4yHO onpefenaTb cybbekTa M ero nosnHoMouunsa Ta,

— B TeyeHume BcCero BpeMeHu paboTbl i-ro nonb3oBaTesid BbIMNOJHAKTCA
nporpamMmMmbl TO/IbKO U3 MNoAMHOXecTBa Ti,
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— HEBO3MOXHOCTb W3MEHEHMS NOoJIb30BATENEM NOoAMHOXecTBa Ti wn/wmnm
UCKNKOYEHUS M3 AanbHenwen paboTbl 3alUMTHOrO MexaHu3ma, WU ero
OTAENbHbIX YacTen.

Mpeanonoxum, yto B MNM3Y (BIOS) n onepaunoHHON cpeae, B TOM 4YuCie U B
ceteeoM [10, ycTaHoBfieHHOM Ha T[19BM (PC), OTCyTCTBYIOT cneumanbHO
WHTErpMpoBaHHble B HUX BO3MoXxHocTu HCA. MNycte none3osatens N2BM (PC)
paboTtaeT C NporpamMMon, B KOTOPOW TaKXe MUCKIYEHO Hannmume Kakmx-nmbo
CKpbITbIX BO3MOXHocTe (Ha TM2BM (PC) ycTtaHoBAEeHbl MNpOBEPEHHbIe
nporpaMmsl). NoTeHUManbHO 310yMbILW/IEHHbIE AENCTBUSA MOTYT ObiTb TAKUMK:

1) TlpoBepeHHble nporpamMMmbl byayT 3anyckatbCqd Ha apyronm [19BM ¢
aApyrum BIOS mn B 3TUX yCNOBUSAX MOTYT UCMNOJIb30BaTbCA HEKOPPEKTHO.

2) lMpoBepeHHble nporpamMmmbl 6yayT UCMONb30BaHbl B @HA/IOTMYHOMN, HO He
NMpPOBEpPEeHHON  OrnepaunMoOHHOW cpede, B  KOTOPOW OHW  TaKXe  MOryT
NCMOSIb30BaTbCS HEKOPPEKTHO.

3) MNpoBepeHHbie NporpamMMbl MCMNOMbL3YKOTCA Ha nposBepeHHon M2BM un B
NnpoOBEepeHHON OrnepaunoOHHOW cpede, HO 3arnycKaloTCs elwe U He MNpOoBepeHHble
nporpamMmMmbl, NOTeHUMANbHO Hecylwune B cebe Bo3MoxxHoCcTM HC/.

HecaHkumoHmnpoBaHHbIM goctyn B NM2BM (PC) rapaHTUpoBaHO HEBO3MOXEH,
€eCNn BbINOJIHAKTCA cneayrouime ycnoBus:

— ¥Y1. Ha MN3BM (PC) c npoBepeHHbiM BIOS ycTraHoBneHa npoBepeHHas
onepaumuoHHas cpeaa;

— Y2. [ocTtoBepHO ycTaHoBneHa HeumsaMeHHocTb OC u BIOS ana paHHoro
ceaHca paboTbl;

— ¥Y3. KpoMe NpoBepeHHbIX NporpaMM B AaHHOWM MporpaMMHO-annapaTHOM
cpefie He 3anyckanoCcb M He 3anyckaeTcsl HUKAKUX MHbIX Nporpamm.
MpoBepeHHblIe MNporpaMMbl nepea  3anyckoM KOHTPOMMPYIOTCS  Ha
L€NOCTHOCTb;

— Y4, Vicknto4yeH 3anycKk NpoBepeHHbIX NporpaMMm B Kakom-nbo MHowm

— CcuTyaumum, T.e. BHE NpOBEPEHHON cpeabl;

— Y5. Ycnosusa Y1-4 BbINOAHAKOTCA B N11060M MOMEHT BpeEMeHU ANns Bcex
nonb3oBartenen, ayTeHTUPUUNPOBAHHbIX 3aWLNTHLIM MEXaHU3MOM.

Mpy  BbINO/IHEHUM  MEPEYUCNEHHbIX  YC/OBMA  MNporpaMMHasl  cpeaa
Ha3blBAeTCs M30/MpoBaHHOW (pnanee 6yaeM wucnosb3oBaTb TepmuH WNC -
N30MMpOBaHHas NporpaMMHas cpeaa).

@OYHKUMOHMPOBAHME MNporpaMM B WM30JIMPOBAHHOM NpPOrpaMMHON cpeae
(MNC) cywecTBeHHO CHMXaeT TpeboBaHusa k 6azosomy MO - UMNC KoHTponupyeT
aKTMBM3aAuUMIO  MPOLIECCOB  4epe3  OMNepauuMoHHYl  cpeny, KOHTponupyet
Le/SIOCTHOCTb MCMOJSIHAEMbIX MoAy/ner nepen WX 3anyCkoOM WM paspellaer
WHUUMMPOBaAHME npouecca TOJIbKO MNpuM OAHOBPEMEHHOM BbINOJIHEHUN ABYX
YCNOBWUI - NPUHAANEXHOCTU K paspelleHHbIM U HEM3MEHHOCTU. B Takom cnyuvae
oT 6a3oBoro MO TpebyeTcs TONbKO:

1) HeBO3MOXHOCTb 3anycka nporpamMm MnoMMMO KOHTponupyembix WUIC
cob6bITUI.

2) OrtcytctBue B 6aszosoM [1O BO3MOXHOCTEM BAMATL Ha cpeny
(dYHKUMOHNPOBAHUS yXe 3anylleHHbIX nporpaMm (paktnyeckn, ato tpeboBaHune
HEBO3MOXHOCTU peAaKTUPOBaHUS OonepaTUBHOM NaMaATK).
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Bce npoune pencreus, asnsowmecs HapyweHnem Y1-3, B oCTaBLIEencs mnx
yacTtn 6yayT BbIABNATLCA U 6nokmposaTbcs. Taknum obpasoM, UMC cywecTBeHHO
CHuXaeT TpeboBaHmsa K MO B 4acTn HaNNMUYNSA CKPbITbIX BO3MOXHOCTEN. OCHOBHbIM
3/IEMEHTOM NOAAEPXAHUS  U30/IMPOBAHHOCTU  Cpeabl  SBMSETCA  KOHTPO/b
uenoctHocTtu. MNMpn 3ToM BO3HMKaeT npobsieMa YTeHUA peanbHbIX AAaHHbIX, TaK KakK
KOHTPO/Ib LIeNIOCTHOCTU BCeraa COomnpshkeH C YTeHMeM AaHHbIX (N0 cekTopam, no
dannam un 1.4.). B npouecce uteHma PIB MoxeT HaBsA3blBaTb BMECTO OAHOrO
CeKkTopa ApYron umnu peaakTMpoBaTb HenocpeacTBeHHO bydep namaTtn. C gpyrowu
CTOPOHbI, AaXe KOHTposb camoro BIOS moxeT nponcxoamTb «nog HabnwageHnem»
Kakon-n1nbo AonosIHUTEeNbHOM nporpaMmel («TteHeson BIOS») v He nokasaTtb ero
M3MeHeHMs. AHanorndHbole apdekTbl MOryT BO3HMKATb U Npu obpaboTke danna.

TaknMm obpa3oMm, BHeapeHHoe B cucteMy PIB MoOXeT BAUATL Ha npouecc
YTeHMSA-3anNnUCuU AaHHbIX Ha YypoBHe annoB WINM Ha YPOBHE CEKTOPOB W
npeabsBffATb CUCTEME  KOHTPOJIS  HEeKOoTopble Apyrve, BMeCcTO peasibHO
CYLLEeCTBYHOLWMX, AaHHbIE.

DTOT MEXaHU3M HEOAHOKpPaTHO peanunsoBbiBasca B STELTH-Bupycax.

OoHako  BEepHO  yTBepXAeHue -  ecnu NpoOrpaMMHbIn MoAaynb,
obcnyXnBarLwmm Nnpouecc YTeHMs AaHHbIX, He coaepxan PMB n uenoCcTHOCTb ero
3aukcnmpoBaHa, TO Npu  ero nocneaywwen HeMaMeHHOCTU UTeHue C
NUCMNosib30BaHMEM 3TOro rMporpaMMHOro Moayns 6yaetr uyTteHuem peanbHbIX
AAHHbIX. M3 pgaHHOro yTtBepXAeHus cneayeTr cnocob CTyneH4yaToro KOHTpons
LLeSTOCTHOCTH.
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MpunoxxeHue 2.

Metoauka onpepneneHunsa Tpebyemon (LenecoobpasHon) ANMHBbI Napons,

ncnonbsyemoro B C3M HCAA «MHA®>» npu ayTteHTU(hmMKaymm

OueHka TpebyeMOW ANMHBbI MAposid BaxHa AN Toro, 4tobbl MpaBWAbLHO

BblbpaTb nepumos CMeHbl naposier W3 MpearnosiokeHns, 4YTo uaeHTudukaTop

nonb3oBaTens MoxeT 6blTb yTpayeH, a nojb3oBaTesb, MO TEM WIN WHbIM

npuynHaMm, He noctaBuT 06 3TOM B U3BECTHOCTb aAMUHMUCTpaTopa 6e3onacHOCTU

nHdopMaumn.

NMycTb BeposATHOCTb noabopa napons B pe3ynbTate TpexMeCsYHbIX

perynsipHblX NOMbITOK BBOAA He AOJ/XHa npeBbiwaTte 0,001.

Mo ¢popmyne AHpepcoHa (cM. XoddMmaH J1. CoBpeMeHHble MeTOoAbl 3alWmThbl
nHdopmaumm /Mep.c anrn./ M.:CoseTckoe paano, 1980, -264c.)

4,32 * 10**4 * k(M/P) <= A**S, rpe:

k - KONNM4ecTBO NOMNbITOK B MUH;

M - nepunoj BpeMeHM BO3AENCTBMSA B Mecsiuax; P - BeposaTHOCTb noabopa
napons;

A - 4ncno cMMmBOIOB B andasuTe; S - AnMHa napons.

BpeMa Ha oAHY NOMbITKY MNPW UCNOMb30BaHUW KoMnnekca «NHAD»- He
MeHee 7/ Ccek., T.e.

k =60/7 = 8,57

Ansa aHrnunckoro angasnta A =26mMS = 7:

1,11 * 10*¥*9 <= 8,03 * 10**9,

T.e. napons AAnHOM 7 CUMBOMOB AOCTaTOYHO A5 BbIMNOSIHEHUS YCNOBUSA, a
MMeHHO - ecnun 6yaeT BbibpaH Naponb AIMHHOM B 7 CUMBOJIOB, TO B TeueHue 3-X

MecsiLueB BeposTHOCTb noabopa naponsa éyaet He Bbiwe 0,001. Ecnun BbibnpaeTcs
ANMHa napond B 6 cnMBosioB (S = 6), TO BbINOJIHAETCA HEPABEHCTBO:

3,7 * 10**8 * M <= 3,089 * 10**8,
wim M <= 0,83, T.e. Npu AJMHE napond 6 CUMBOJIOB W perynasspHoM

TECTUPOBaHUN B TeyeHun 25 agHeln BepoATHOCTb noabopa naposss COCTaBUT He
6onee 0,001.



