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AHHOTALMUA

HacToawmnmn AOKYMEHT ABNSETCA ONMCaHMEM MPUMEHEHUS MPOrpaMMHO-
annapaTHoro komnnekca «Cekpet Ocoboro Ha3zHaueHua» (ganee No TEKCTY -
MAK «Cekpet Ocoboro HasHauyeHus», nmb6o [AK), npenHasHayeHHOro Ang
3aWMLEHHONO0  XPaHEHMUSs KOpPNopaTUBHOM  MAM  IMYHOM  MHOpMaUUK
KOHpUMAEeHUMANbHOrO XapakTepa Ha oT4dyxaaemoMm USB-HocuTene wu
npeaocTtaBnsieT BO3MOXHOCTb MPUMEHEHUSA 3TOM0 HOCUTENS WUCKIHYUTENbHO
Ha Tex KOMNblTepax, KOTOpble pa3pelleHbl BragenblemM.

B nokymeHTe npuBeneHbl obuwme cBepeHunss o MNMAK «Cekper Ocoboro
Ha3sHaueHus», BKAOYAs OMUCaAHWE OCHOBHbIX QYHKUMIM, BO3MOXHOCTEN,
ocobeHHOCTen NpuMeHeHus.

NMepen ycraHoBkon wn  3kcnnyataumen [MAK «Cekper  Ocoboro
Ha3sHaueHus» HeobXxoAMMO BHMMATE/IbHO O3HAKOMUTBCA C KOMMAEKTOM
3KCMyaTauMoOHHOM  AOKYMeHTauuu, a TakKxXe [MpuHATb HeobxoamMble
OpraHu3auMoHHbIE Mepbl 3aLlNTbl, YKa3aHHble B HACTOSLLEN AOKYMEHTaLUN.

NMpuMeHeHue MAK «CekpeT Ocoboro HasHaueHns» AOJIKHO

AONoNHATbCA  obwmMm  MepaMn  NpeaoCTOPOXHOCTM U DU3NYeCcKoun
6e3onacHocTu MN3BM.
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1 HASBHAYEHVME NMPOIrPAMMBI
1.1 Ha3HauyeHue KoMIJiekca

MAK «CekpeTr Ocoboro HaszHauyeHua» — 3TO KOMMAEKC NpPOrpamMMHbIX U
annapaTHbIX CpeacTB, KOTopble npefHa3HadeHbl Ans npuMmeHeHusa Ha M2BM
Tmna IBM PC, dyHKumoHupyowmnx non ynpasnenHmem OC Windows 10
Professional/Server2012/Server 2012 R2/Server 2016, Linux Ubuntu, Astra
Linux, AltLinux, Debian, Centos (x32 wnun x64), c uenbto obecneyeHus
6e3onacHOro XpaHeHMs  KOPNoOpaTUMBHOW  WAW  JINYHOW  MHMOpPMaLUN
KOHdUAEHUNaNbHOro Xxapakrepa Ha OCHOBe:

— B3auMMHOW ayTeHTUdMKaUUM HocuTensa wuHdopmaumm u pabouen
CTaHUMK C ncnosb3oBaHmeM 6e30nacHoro Kpunrorpadmnyeckoro NpoToKona;

- napoanon aYTeHTVICbVIKaLI,VIVI nosib3oBaTen4.
1.2 CocraB NAK «Cekper Oco6oro HazHaueHua»

B coctaB TMAK «Cekper Ocoboro HasHauyeHus» BXOoA4AT cneaywouime
KOMMOHEHTbI:

— cneuunanbHbln HocuTenb «CekpeT Ocoboro HasHauveHus» (CH, unn
«CekpeT»);

— nporpammHoe obecneyeHne (MO) pabouenn crtaHuun (PQC),
cocTosilee U3 ABYX MPUIOXEHNI:

— KOHCOJ1b aAMUHUNCTPATOopPAa,
— KOHCOJ1b NOJZIb30BaTeENA.

CneunanbHbih HocuTenb «CekpeT Ocoboro HaszHaueHns» npeacrasnsieT
cobon annapaTHbI MOAY/ b, BbINOMHEHHbLIN B popM-(pakTope dnew-ancka ¢
nHTtepdencom USB, npeaHasHadeHHbIM ANg  3aWMWEHHOro  XpaHeHusd
MHpOopMauMM KoHpUAeHUNANbHOro xapakrepa.

CneunanbHblh  HOCUTENb WMEeT BHYTPEHHIOK 3SHEepProHe3aBMCUMYIO
namate obbemMoM oOT 64 po 256 Kb, npegHasHaudeHHYH ANsS XpaHeHus
BHyTpeHHero N0 CH n ayTeHTMdnKaunoHHOM nHpopMmaunmn HenocpeacTBEHHO
B BblYMCNUTENE, @ TaKXe AOMNOSIHUTENbHbIN 610K NaMaTu 06beMOM He MeHee
4 b, KOTOpbIKM WCNONb3YyeTCA AN XpaHeHUs 3awmwaeMon MHdopMaumun
nonb3oBaTens.

CH MoXeT BbINyCcKaTbCs B pasHbiXx MoauduUKauMsaxX: C peanunsaunen
TEXHOJIOTMYECKMX Mep 3almMTbl OT aTak, CBA3@aHHbIX C HECAHKLMOHNUPOBAHHbIM
M3MEHEHWEM CTPYKTYpbl annapaTHOro moayns M 6e3 peanusauum AaHHbIX
Mep, C BHYTPEHHUMM YacaMn N 6e3 BHYTPEHHUX YacoB.

NMporpamMmmMHoe obecnedyeHue paboyen CTaHUUMKM npeaHasHadYeHo Ans
obHapyxeHuna CH, ayteHTudukauymm (onosHaBaHums) CH Ha PC, nepeaaum
ayTEHTU(PUKAUMOHHBLIX AaHHbLIX Nonb3oBatensa B CH gna nonyyeHms AocTtyna
K BHYTpeHHelr namatn dnew-ancka co ctopoHbl PC, a TakxXe ANns NoaaepXxKu
AAMUHUCTPATUBHbLIX N NMONb30BaTENbCKUX DYHKLMUNA.



2 YcnoBus NpMMEeHeHus
2.1 Tpeb6oBaHUA K TEXHUYECKUM CpeacTBaM

K TexHuyeckmMMm W nporpamMMHbIM cpeactesam paboyen cTaHuuu, Ha
KOTOpOW MCNoJib3yeTcs MAK «CekpeT Ocoboro HasHaueHunsa»,
NpeabABAAITCS cneayrwme MMHUManbHble TpeboBaHUs:

— IBM PC coBMectnmaa [12BM, paboTatowas no4 ynpasrieHUeMm
onepauunoHHon cuctembl Windows 10 Professional/Server2012/Server 2012
R2/Server 2016, Linux Ubuntu, Astra Linux, AltLinux, Debian, Centos (x32
nnu x64);

— cBoboaHbIV pa3zbem USB.

2.2 TpeboBaHusa n yCNnoBusi OpraHM3aLMOHHOrO,
TEXHUYECKOro u TeXHOJIOrM4YeCcKoro xapakrepa

Ona  3hdeKTMBHOro  nNpUMEHeHUs  KOMMJiekca W noaAaepXaHus
HeobXxoANMMOro ypoBHS 3alumweHHoCcTu M2OBM M MHpOpMaUMOHHbBIX pecypcoB
AC HeobxoaAnMO:

— Hanuuue agmumHuctpatopa [MAK «Cekpet Ocoboro HasHauyeHusa» -
NPUBUNErMPOBAHHOINO  MoOsib30BaTens, wuMewwero ocobble cratyc U
nonHoMmoums. O65A3aHHOCTM agMUHUCTPATOpa MO MPUMEHEHUIO KOMMJeKca
N3N0XeHbl B «PykoBoAcTBe agMuHUcTpaTtopa» (37222406.26.20.40.140.094
90);

— Y4eT cneumanbHbIX HOCUTeNewn;

— XpaHeHue B TanHe PUK-koaa n koga astopusauun (KA) CH.



3 ONMNCAHUE 3A0AHYN

3.1 Mopsiaok pa6oTbl

Tunoson paboumn uymkn T[IAK «Cekper Ocoboro HasHaueHus»

cneayowmmn:
— aaAMunHUcTpupoBaHue CH:
— 3anyck KOHCON aAMUHUCTpaATopa aAMUHUCTPATOPOM
6e3onacHocTu;

— perucrtpauusa agMUHUCTpaTopa;

— HacTpoWKa NOSIMTUK UCMNONb30BaHMSA KOAA aBTOpU3aumu;
— HacTpowmka nonuTukn goctyna Kk PC;

— HaCTpoWKa NOAUTUK 3anoSIHEHUS XYpPHana;
permcrpauus nonb3osaTens:

— 3afycK KOHCOIM NoJsib30BaTesnisa NoJsib30BaTesNieM;

— ycTtaHoBka KA n PUK;

ncnonb3oBaHmne CH:

— 3anycK KOHCOJIM Nonb30oBaTesns Nosb30BaTeNeMm;

— aBTopu3auuMda nonb3oBaTend;

— MOHTMpOBaHMe 3akpbiToro ancka CH;

— WCNOSIb30BaHMe  3aKpbITOro  AucKa CH aona  XpaHeHus

KOHduaeHUManbHON MHbOpMaunn.
MoMmmnmo aToro npu akcnnyataumm CH BbinonHsaeTca obcnyxumsaHne CH:

cmeHa KA (nonb3oBaTens);

pasbnoknposaHune CH (nonb3oBaTensb);

CMeHa napons aaMnHuUcTpaTopa (aaMMHUCTpaTOop);
nepeHacTtpomnka nonntuk CH (agMnHmucTpaTop);
NPOCMOTP XypHana cobbiTun CH (aaMmMHUCTpaTop);
3KCMOPT XypHana cobbitnn CH (agMmnHUCTpaTop);
O4YNCTKaA XypHana cobbitnn CH (agMuHUCTpaTop);
obHoBneHue firmware (aaMMHUCTpATOP);
aHHYIMpOBaHMe perucrtpaumu nonb3osatens (aAMMHUCTPATOP);
obwmn cébpoc CH (agMnHUCTpaTop);

yCTaHOBKa BHYTpPEeHHero spemMeHun (aaMMHUCTpaTop).

3.2 3anyck MO PC

MO PC cocTtouUT M3 KOHCOM agMUHUCTPATOpa U KOHCO/IM MOJib30BaTeN4.
Ana pab6otbl Ha PC OC cemenctsa Windows yctaHoBka 1O He TpebyeTtcs:
naHHoe [10 3anucbiBaeTca Ha OTKpbITbIM anck CH npu usrotosneHuun. Mpu
pabote Ha PC OC cemencrsa Linux agMuHucTtpatop yctaHasBnusaeT 1O B
COOTBETCTBUM C «PykoBoACTBOM no yCTaHOBKe»
(37222406.26.20.40.140.094 98). MNpu BkntoyeHnn CH B USB-pasbem PC



aBTOMaTM4YeCKN MOHTUpPYeTCa OTKpbITbin anck CH. BHyTpeHHee T[10 CH
paspewaeT AOCTYyNn K OTKPbITOMY AWUCKY TOJMIbKO And 4TeHus. llocne 3T1oro
KOHCO/Ib aAMUHUCTpaTopa MoXeT O6biTb 3anylweHa agMWHUCTPATOpPOM Ha
ncrnonHeHne. Ha >KpaHe nosABNSeTCd OKHO KOHCOAM aAMWHUCTpATopa,
no3songdwlwee nonb3oBaTtento BbibpaTb HeobxoauMble eMy AeUCTBUA.
HekoTopble pyHKUMN MOTYyT 6bITb HEAKTUBHBIMU B 3@BUCUMOCTU OT COCTOSIHUS
CH.

3.3 Perncrpaumsa agMuHuUcCTpaTopa

Mpn 3anycke KOHCOMWM agMUHUCTpATopa C noaknw4yeHHbiM K PC CH, B
KOTOPOM paHee He 3apernctpupoBaH aAMUHUCTPATOP, AaKTMBHA TOJIbKO
dyHKUMA perncTpaumm agMuHUCTpaTopa. B nosiBMBWwIEMCS ANMANOrOBOM OKHE
aAMUHUCTPATOpP [AOJ/KeH BBeCTM HauMmeHoBaHme CH v 3HadyeHuMe napons
aAMWUHUCTpATOpa C NOATBEPXKAEHUEM.

Mocne BBOAA nMaposib agMUHUCTpaTopa W  HamMeHoBaHue CH
nepepatoTca B CH 1 coxpaHsieTcs BO BHYTpPeHHeN NaMsaTu.

Mocne  perncrtpauuMnm  aaMMHUCTpaTopa, QYHKUMSA  pernmcrpaunm
aAMMHUCTpaTopa 6noKupyeTca W CTAHOBATCA AOCTYMHbIMW  OCTasllbHble
dyHKUMN aAMUHUCTPUPOBAHUA, AN19 aKTUBaUWWM KOTOPbIX aAMUHUCTpATOP
AOJ/KEH aBTOpU30BaTbCA BBOAOM CBOero napond. B cnydae Ttpex noapsaa
HeyJa4dHbIX MOMbITOK aBTOpu3auuMu agMuHUcTpatopa BHyTpeHHee 1O CH He
pearnpyeT Ha npoTtokonbl MMAK «Cekper Ocoboro HasHaueHus» B TeuyeHue
30 cek. 2ITO cocTosiHMe 6noknpoBaHus cbpacbiBaeTcs Mpu MOBTOPHOM
BrkAtoYeHun CH.

3.4 Hactponka MNOJINTUK MCcnosib3oBaHusNA Koaa
aBTopmM3aumm

JKpaH HacTpouku nonmtnk KA no3BonseTr agMUHUCTpaTopy BbibpaTb
cnepywowme napametpbl CH:

— MUWHUManNbHY U MakcmMmanbHyto aanHy KA (KA moxeT 6biTb OT 6 A0
16 andasuTHO-uMdpoBbLIX CcuMBONOB B  koaupoBke Windows-1251;
AaAMUHUCTPATOP MOXET 3aaTb KOHKPETHble 3HaYeHUd B 3TOM Auana3oHe; Mo
YMONY@HMIO UCNONb3YTCHA 3Ha4YeHns 6 n 16, COOTBETCTBEHHO);

— MaKCUMasbHOE YWUC/I0 HeyAdaudHbIX NOMNbITOK asTopu3auuu: nocne
AoCTMXeHna 3toro nopora CH 6nokupyetcs, pa3bioknpoBKa BO3MOXHa
TONIbKO NO npeavsBreHnto PUK; no yMonyaHUIO YCTaHOB/EHO 3HayeHune 3.

DyHKUNS HAacTpoMKKM nonnutuk KA akTmeHa Tosibko B CH, Ha KOTOPOM He
3aperncTpmpoBaH nosib3oBaTesb.

3.5 Hacrpoika nonutuk gocryna k PC

DKpaH HaCTPOMKW MONUTUK AocTyna Kk PC no3BonsieT aAMUHUCTpaTopy
Bbl6paTb O4HO U3 CleAyoLWmMX 3HAUEHUN:

— pa3spewunTb ncnonblosatb CH Ha nobon PC;
— orpaHm4yuTb ncnonb3sosaHme CH Ha PC.

Mpn BbIGOpe BTOpPOM OMNUMM  AAMUHUCTPATOP MOXET YyKasaTb
KOHKpeTHble AoMeHbl Active Directory, a TakXe KOHKpeTHble PC, Ha KOTOpbIX



paspewaeTca ucnofab3oBaTb JAaHHbiM CH. [lpeanonaraercs cuuTbiBaThb
WHpoOpMaumMio O CcocCcTaBe [AOMEHOB MHMOPMAUMOHHOM CUCTEMbI U3
MHpOPMaLMOHHbIX anoB, KOTOpble NPeAoCTaBAAT KOHTPOEPbl AJOMEHOB.
AOMUHUCTpaTOp MoXeT BblbpaTb oTaenbHble PC aoMeHa. Takxe A0oNyCTUMO
ykasatb PC, He BK/IIOUYEHHbIE B JOMEHbI.

Mpn astopmusaumm CH nonydaet ot MO PC mnaeHtndumnkatop AOMEHa U
naeHtTnpunkatop PC B AOMeHe, 4TO NO3BOJISET €My OTKa3aTb B aBTOpuM3aumm
Nnosib30BaTesto Npu HapyLweHun noamTnkn gocrtyna Kk PC.

TakXXe KOMMJIeKC npenocTaBfigseT BO3MOXHOCTb BPEMEHHOro CHATUSA
orpaHuyeHmn Ha poctyn k CH Ha PC. AAMMHUCTpaATOp MOXET YyKasaTb
Ha4yanbHYID W KOHEYHYI AaTbl, onpeaensowme UHTepBan, B KOTOPbIA He
TpebyeTcs orpaHmymeaTtb Aoctyn K CH.

3.6 HacTpoika NnoNMTUK 3anoJiIHeHnA xypHana CH

DKpaH HACTPOMKM MNOMUTUK 3amnosIHEHUS >KypHana cobbituii CH
No3BONISIET aAMUHUCTPATOPY Bbi6paTb 0OAHO U3 CNeAYLWNX 3HAYEHNIA:

— UMKIMYyeckasi nepesanucb XypHana 6e3 6/1I0KMpPOBKHU;
— 6roKupoBaHMe Nosb30BaTENS NPU MEPENOSIHEHUN XypHana.

B nepBoM cnyyae nNpu AOCTUMXEHUMM  XypHan cobbitmn  CH
MaKCMManbHOIro BblAesieHHOro obbemMa OH byaeT 3anucbiBaTbCA CO CTUPaHMEM
CaMbIX CTapblxX 3anucen. Bo BTOpOM cny4yae npu AOCTMXXEHWUU ITOMN rpaHuLbl
BHyTpeHHee [10 CH 6nokupyeT BblNO/HEHWE BCeX MO0JIb30BaTeNbCKUX
dyHkumn CH po Tex nop, noka agMUHUCTPATOP HEe BbIMNOJIHUT OYUCTKY
XYpHana cobbITuin.

3.7 Pernctpauuma nosnb3oBaTtens

Mpn 3anycke KOHCOMM nofnb3oBaTesia C noakawdeHHbiM kK PC CH, B
KOTOPOM He 3apeructpupoBaH Nofb30BaTeNb, M3 AOCTYMHbIX QYHKUNN
aKTMBHA TONIbKO DYHKUMUS perncrpaumm nonb3oBaTens.

Mpun perncrpauunm nosb3oBaTens BbIMOJIHAETCS cnepytouwas
nocnenoBaTeIbHOCTb AENCTBUN:

— nonb3oBaTenb 3agaet uma CH, npu ycnoBun, 4yto ums CH He 6bino
3a[laHO paHee Npwu perucTpauum agMMHUCTpaTopa;

— Nosb30BaTEslb BBOAUT 3Ha4YeHne KA C noaTBeEpXgeHmemM,
CooTBETCTBYHOLLEE YCTaHOBJ'IEHHOﬁ adAMUHUNCTPATOPOM MNOJIUTUKE,

— KA nepepaetca B CH K coxpaHseTcd BO BHYTpPeHHeuW naMsATu
MUKPOKOHTpO/1epa;

— BHyTpeHHee O CH ¢ nomowbio dumsndyeckoro ACH reHepupyet PUK;
— BHyTpeHHee MO CH nepepaet 3HayeHue PUK MO PC;

— BHyTpeHHee 10 CH coxpaHsieT KA u PUK BO BHyTpeHHer namsTu
MUKPOKOHTpON1Epa;

— KOHCO/1b MoNb30BaTeNa BbIBOAUT HA 3KpaH 3HadeHune PUK;
— KOHCOJIb NONb30BaTeNIa No3BoOAdAEeT HanedaTtaTb 3HavyeHus KA n PUK.

Monb3oBaTtenb posmkeH 3anoMHUTb KA n PUK. Ecnn oH 3abyaetr 3Tum
3Ha4YeHns, AOCTYN K AaHHbIM NONb30BaTeNsl, 3anNUCaHHbIM Ha 3aKpbITbIM AUCK



CH 6ypet notepsH. lNpu 3TOM Ana ganbHeunwero ncnonb3osaHma CH gonxeH
BbIMNO/IHUTb Npoueaypy aHHY/IMPOBAHUSA perncTpaumm nosb3oBaTtesns.

NMoMmMMoO BCero 3Toro, nNpu perucrtpaumu rnosib3oBaTenss BHYTpeHHee
MO CH reHepupyeT C NOMOLWbIK BHYTpeHHero dwusmnyeckoro ACH HoBoe
3HayeHMe rnapameTpa, MCNONb3YEMOro MNpu peanusaumm TeXHO0rmyecKmnx
Mep 3aWuTbl OT aTakK, CBS3aHHbIX C HECAHKLUMOHWMPOBAHHbLIM W3MEHEHWeM
CTPYKTYpbl annapaTtHoro Moayns.

3.8 NUcnonb3osaHue CH Ha PC

Ncnonb3oBaHue CH ansa xpaHeHus KoHduaeHumanbHom uHbopMaunm
BO3MOXHO TO/IbKO, ecnn B CH 3aperncrtpupoBaH nosib3oBaTesb.

Ana asTopu3auuu nosib3oBaTeslb AO/IXXKEH BBECTU BepHoe 3HadeHue KA.
Mocne ycnewHOro 3aBeplleHns npoueaypbl aBTopu3aumMm aBTOMATUYECKU
MOHTUPYeTCa 3akpbiTbih aAmck CH, KOTOpbIK CTAaHOBUTCS  AOCTynNeH
onepauunoHHoun cucteme PC.

Ecnn aBTOpM3auuns 3aBepwimnacb Heyaaydyen, MOHTUPOBAHME 3aKpbITOro
AVNCKA He Npou3BOANTCA. B cnydyae AOCTUXKEHMS nopora HeyAaudHbIX NOMbITOK
aBTopusaummn (onpegensietca nonutmkon KA) CH 6nokupyetcsa. JanbHenwee
lWwTaTHoe wucnonb3oBaHne CH BO3MOXHO TOSIbKO MOCAE€  YCMELHOro
BbIMONIHEHNS onepaunn pa3zbnoknposaHus.

3.9 CmMeHa koaa aBTOpM3aLum

PerynsapHo (B COOTBETCTBMM C BHYTPEHHEN MNONUTUKON 6e30MmacHOCTH)
WAN  3KCTPEHHO, B C/Ay4Yae noJo3peHmss o0  kKomnpoMmeTtaumnm KA,
3aperucTpupoBaHHbIi  nonb3oBateslb CH MOXET C  MOMOLWbK  KOHCOMN
nonb3oBaTtenids 3aMeHUTb gencteyrowmn KA Ha HoBbi. [lpy  3TOM
nofb3oBaTesib AO/DKEH aBTOPU30BATbCS, NpeabsBUB MnpexHee 3HadeHue KA,
N BBECTU HOBOE 3HadyeHune C NoATBepXXAeHUeM, KoTopoe coxpaHutcsa B CH.

3.10 Pas6nokumposanue CH

PerynsapHo (B COOTBETCTBMM C BHYTPEHHEN MNOAUTMKOW 6He3onacHoCTu
opraHusaumm) WM 3SKCTPEHHO, B Clyyae noAo3peHus O KOoMMnpoMeTauuu,
aaMmHucTpatop CH MoOXeT € NoMOLWb KOHCOMM aAMMHUCTpATOpa 3aMeHUTb
AENCTBYOLWNI Naponb agMUHUCTpaTopa Ha HOBbIN. MNpu 3TOM agMUHUCTpPATOP
AO/KEH aBTOPU30BaTbCH, NpeabsBMB MpeXxHee 3Ha4yeHue naposisd, U BBeCTU
HOBOE 3Ha4yeHue C NnoaTBepXAeHMneM, KoTopoe coxpaHutcsa B CH.

3.11 CmMmeHa napons agMUHUCTpaToOpa

PerynsapHo (B COOTBETCTBMWM C BHYTPEHHEN MNONUTMKOW 6e30nacHOCTu
OopraHm3aumu) WAnM 3SKCTPEHHO, B CNy4Yyae NoAO3peHuss O KOMMNpOMEeTauuu,
aaMuHuctpatop CH MoXeT C NMOMOLWWbIO KOHCOMM aAMUHUCTPATOpa 3aMeHWUTb
AENCTBYOLWNI Naponb agMUHUCTpaTopa Ha HOBbIN. MNpu 3TOM agMUHUCTpPATOP
AO/HKEeH aBTOPM30BaTbCS, NpeabsBMB NpexHee 3HavyeHne naposs, U BBECTU
HOBOE 3HadyeHWe C noAaTBepXxaeHueM. HoOBbIM Naposib agMUHUCTpaATopa
3anucbiBaetca B CH 1 BbIBOAMTCA Ha 3KpaH 478  3aNoMUHaAHUSA
aagMuHucrtpatopom CH.



3.12 TlepeHacTpoMka nonutuk CH

MNMepeHacTponka NOINTUK ncnonb3oBaHmsa CH BbINOMHSAETCSA Tak Xe, KakK
yCTaHoOBKa nonutuk (cMm. n. 3.4, 3.5 n 3.6).

3.13 MpocMmoTp xypHana cobbitnin CH

Bce onepaumm ¢ CH HaxoaaT oTpaXkeHue BO BHYTPEHHEM XypHane
CobbITMM YCTPONCTBaA, B KOTOPOM obecnedymBaeTcsd perncrpaums, rno KpamHemn
Mepe, cneayrLwmx cobbITUi:

— Hayvano ceaHca pabotbl CH c PC;

— YCTaHOBKa BHYTPEHHMX 4YacoB MUKpPOKOHTposinepa CH;
— ycCTaHoBKa onucaHusa PC;

— perucrpaumsa aaMMHUCTpaTopa;

— CMeHa napons aaAMMHUCTpaTopa;

— YCTaHoBKa nonntuk KA;

— YCTaHOBKa NonuTuK goctyna K PC;

— YCTaHOBKa NosuUTUK 3anucu xypHana CH;

— 0uYucTkKa XypHana CH;

— nonHbin cbpoc CH;

— nony4yeHmne AocTtyna K XypHany cobbituni;

— o6bHoBneHue BHyTpeHHero MO CH;

— perucrtpaums nosb3oBaTens;

— aHHyY/MpoBaHWe permcrTpaumm nonb3oBaTens;
— CMeHa KA;

— 6nokupoBaHue CH;

— pasbnoknposaHue CH;

— aBToOpu3auusd rnosib3oBaTens.

CTpyKTypa 3anucu xypHana cobbiTuii coaepxuT:
— jpaTta n BpeMsd cobbiTus;

— Tnn cobbiTnsN;

— onucaHue cobbITuS.

NHdopmauma o6 ouepeaHoM cobbitn CH Bceraa 3anucbiBaeTcs B
KOHel, XypHana cobbiTuin. B cnydyae [OCTMXeHUs npefena BblAeNeHHOro
obbema, BHyTpeHHee [10 CH noctynaetr B COOTBETCTBUM C MNOJMUTUKON,
YCT@HOBJ/IEHHOW aAMUHUCTpPATOpPOM (CM. M. 3.6).

[JocTyn K coaepXMMOMy BHYTPEHHEro XypHana cobbitun (nNpocMoTp,
3KCNOPT M OYMUCTKA) paspeLleH C MOMOLLb KOHCOMM aAMUHUCTPATOpa TOJIbKO
3aperncTpMpoBaHHOMY aAMWHUCTpATOpPy Mocne ero asTopu3auun. [locne
TOro, Kak aaAMMHUCTpATOp Bblbpan yHKUMIO NPOCMOTPA XypHana CcobbiTui,
NpoOUCXOANAT crnepyowme AeNCTBUS:

— pasgen namsiTi, npeaHasHavyeHHbIN A1 3afucK XypHana cobbiTuiA,
CTQHOBWUTCS AOCTYMHbIM OonepaunoHHol cucteme PC Ha UTeHMeE;



— KOHCOJIb aAMMHUCTpaTopa BbIBOAUT Ha 3KpaH coaepxumoe dainnos
BHYTPEHHEro XYypHana cobbiTUi1, KOTOPbIA OHO CYMTbIBAET C 3TOr0 AMCKa.

3.14 JSkcnopT KypHana cobbitnn CH

B cnydyae HeobxoAMMOCTM npoBeAeHUs SKCNopTa XypHana cobbiTun
aAMUHUCTpATOp, nocne nosydyeHms poctyna kK CH, MoxeT ckonupoBaTb
XXYpHan Ha nbon HocuTenb MHPOPMaLUN.

3.15 Owuwucrtka xxypHana cobbitun CH

Ounctka XKypHana cobbITUM  BbIMOSIHSAETCS  3aperucTpMpoOBaHHbLIM
aagMmHuctpatopom CH pgna Toro, 4tobbl ocBob6boauMTb MecTo noj
NpOTOKONMpOBaHMe byayllen akTUBHOCTU, a TakxXe ANa CHATUS 610KMPOBKU
CH B cny4yae nepenonHeHUs XypHana.

Bbibop 3TOM dyHKLUMN npmesoanT K dopmaTupoBaHuto
COOTBETCTBYIOLWEr0o pasgena namsaTv, npeaHa3HAYeHHOro ANns XpaHeHus
XXypHana. lNMocne aTtoro nHdopmaums o npeablaywmnx coboitnsax CH Tepsaercs.

3.16 O6HoBneHune BHyTpeHHero NO

O6HoBneHne BHyTpeHHero [1O BbIMOMHSAET 3aperncTpMpoBaHHbIN
aAMMHUCTpATOp C nomowbtl yTunautel fmUploader, npu 3TOM OH A[ONXKEH
yKaszaTtb nyTb K danny npowmnsku. Ytunuty fmUploader u HoBbIn dain
NPOWWBKM aAMUHUCTPATOPY AOCTaBaseT npomssoamTenb CH. Takxe yTunuty
fmUploader MOXXHO ckayaTb C canTa npoussoautens http://prosecret.ru.

Mpn obHOBNEHMM BHYTpeHHero [1O BbINOAHAKTCA Chneaywlme
NENCTBUA:

— obHoBneHne BHyTpeHHero MO CH BO BHYyTpeHHEWn naMsTn
MUKPOKOHTpOepa;

— o06HoBneHune CIO PC Ha oTkpbiTOM ancke CH;

— obHoBneHune AJOKYyMeHTauuu, pacnono>|<eHH017| Ha OTKpPbITOM AUCKE
CH.

3.17 AHHYNIMpOBaHMeE perucrtpauum nosib3oBaTtens

AHHYNMpOBaHWE perucTpaunum nosib3oBaTensa nNpUBOAUT K OUYUCTKE
COLEePXXMUMOro 3aKpbITOro AuUCKa U cnyxebHon uHdopMaumm nosib3oBaTens
CH. Onepauusa BbINOJHAETCA 3aperucTpMpoBaHHbIM aAMUHUCTPATOPOM B
cny4ae, Korga Heobxoammo nepepnate CH gpyroMy nosb3oBaTento, UM Koraa
yTepsaH KA n PUK.

Cnenyetr mMeTb B BMAY, UYTO MNpPOLECC OYMUCTKM MNaMATU AOCTAaTOYHO
ANTeNnbHbIN, N noTepsa nutaHmsa CH po ee 3aBeplieHMss He npuBedeT K
cbpocy, a TONbKO K CTUpPaHWUKO 4YacTM 3akpbIToro AaAucka. [loaTomy
aAMUHUCTpATOpPY cneayeT A0XAAaTbCAa OKOHYAHMUSA Npoueaypbl U TOIbKO nocne
aToro mn3senekaTtb CH n3 pasbema USB.



3.18 0O6wunmn c6poc CH

O6bwmnm cbpoc CH npuBOANT K aAHHYNMPOBAHUIO perncrpauumn
aAMMHUCTPATOPa W NOSb30BaTeNs, OUNCTKE COAEPXKMMOro 3aKpbITOro AncKa m
cny>xebHon wHdopmaumn. Onepauns BbINOJHAETCS aAMUHUCTPATOPOM B
c/lyyae, Koraa naposib aAMUHUCTpATopa YTEpPSH.

Cnepyetr mMeTb B BMAY, UYTO MNpPOLECC OYMUCTKM MNaMATU AOCTATOYHO
ANTeNnbHbIN, N noTepsa nutaHmsa CH po ee 3aBeplleHMss He npuBegeT K
cbpocy, a TONbKO K CTUpPaHWUKO YacCTM 3akpbIToro AaAucka. [loaTomy
aAAMUHUCTpATOpPY cneayeT A0XAAaTbCA OKOHYAHMUSA npoueaypbl U TOIbKO nocne
aToro mn3esiekate CH n3 pasbema USB.

3.19 YcraHOBKa BHYTpPEHHEro BpeMeHu

YcTaHoBKa BHYTPEHHErO BPEMEHM BbINOSHAETCS aAMUHUCTpaTopoM CH B
cnydae, ecnn CH cHabxeH BHYTPEHHMMW YacaMWn, U BHYTPEHHME 4Yacbl 6bin
cOpoll€eHbl, HanpuMep, BCEACTBME W3BJIEYEHUS 3SN1eMeHTa nNuTaHus. [Mpu
YCTaHOBKE BHYTPEHHEro BpPEeMEeHM aAMUHUCTpATOPy HeobxoaMMO YyKasaTb
noaxoAsilMe TeKylne aaty 1 BpeMs.

3.20 WUpentTndpukaumsa PC

Ona  wnaeHtudpukaummn PC  wucnonb3yetcs onucaHme PC, koTopoe
BKOYaeT B cebs cneayroLwyo nHbopmauuio:

— cepuiHbin HoMep AMI3 («Akkopa», «Cobonb»);

— CEepWIHbIN HOMEep MaTepMHCKOM NiaTbl KOMNbKOTEPA;
— CepuinHbIn HoMep ancTpmnbyTtmea OC;

— uaeHTudukatop agomeHa Active Directory;

— naeHtudukatop PC B goMeHe (MMa KoMnbloTEpa).

OnucaHune PC cobupaetca NO PC npu 3anycke n rnepepaeTcs KaxXaomy
CH nocne yCTaHOBKM BHYTPEHHMX 4YacoB MWKpOKOHTposnnepa. IO CH
3anucbiBaeT onmcaHne PC BO BHYTPEHHUN XypHan cobbITUN.

NoeHTndpukaTtop PC B npotokonax ceasm MO PC nmeet anmHy 32 6uta um
BblUMCASETCSA KaK 3HayeHue Xaw-pyHKumMn ot onmcaHusa PC.

3.21 CnyxebHasa nHnpopmauunsa CH

CnyxebHas nHdpopmauunsa CH BkIOYaET:
— wuaeHtudukatop CH - cepuiHbii HOMep (32 6buTa), 3anaBaeMbli
N3roTOBUTENEM;

— HauMmeHoBaHme CH (64 cumBona B koampoBke Windows-1281),
3a4aBaeMoe aAMUHUCTPATOPOM;

— napameTp obHoBneHusa (32 6anta), ncnonb3lyembit ansg ob6HoBNeHUS
Mo CH;

— napaMeTp, WUCMOJSIb3YEMbIA MPU peanm3aunm TEXHONOMMYECKUX Mep
3alWKUTbl OT aTakK, CBA3aHHbIX C HECAHKLUMOHUPOBAHHbIM W3MEHEHMWEM
CTPYKTYpbl annapatHoro moayns (32 6anta);



— napofib aaMUHUCTpaTopa (CTpoka ASMHOM OoT 6 Ao 16 andaBuTHO-
undposbiXx cmmonos B koanposke Windows-1281);

— PUK (16 wecTtHaguaTepuyHbiX umndp);

— KA (ctpoka oT 6 pno 16 andasBWTHO-UMPPOBLIX CUMBOJIOB B
koanposke Windows-1281);

— CNUCOK AoMeHOoB 1 PC, B KOTOpPbIX pa3pelleHo ncnosibsosaHne CH.



4 BXOAHbIE U BbIXOAHDbIE AAHHDbIE

Ans pabotbl MO «Cekpet Ocoboro HazHaueHusa» He TpebyeTcs HUKaAKKUX
AOMOSTHUTENbHbIX CNYXebHbIX AaHHbIX, XpaHsawmxcs B N2BM.



CBEAEHNSA O BHECEHHbIX UKSMEHEHUAX N AOMNMOJIHEHUAX

OcHoBaHue
(HauMeHOBaHMe,
HOMeEP TOKyMeHTa 1
aaTa)

Jlata BHeceHUs1
H3MEeHEeHUSs

Coaep:xanue u3MeHeHH,
JOTOJIHEHUH

HomkHoCcTh, hamMuans u
MOANMUCH JIMIA
OTBETCTBEHHOIO 32
BHeCEeHH e U3MEHEHUI




