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AHHOTALUNWA

HacToswmnmn AOKYMEHT ABMsSieTCS pyKOBOACTBOM Mo ycTaHoBke O nporpaMMHo-
annapaTtHoro komnnekca «Cekper Ocoboro HasHauyeHus» (panee no TEKCTy -
NMAK «Cekpetr Ocoboro HasHaudeHus», «Cekpetr Ocoboro HasHaudeHus», COH),
npeaHa3HAYeHHOro A7 3aluMLEeHHOro XpaHeHUs KOprnopaTUBHOM WAW  JINYHOM
MHpopMaumnm KOHpUAEHUMANBHOrO XapakTtepa n obecneymBatowlero
KOHTPO/IMPYEMbIA  JOCTYN K  3awmuaeMomn nHpopMaummn co CTOPOHbI
aBTOPM30BAHHOIO Mosib30BaTenss B COOTBETCTBMM C MNOJAUTMKAMM  AOCTyna,
YCTaHOBJ/IEHHbIMN aAMUHUCTPATOPOM.

MNAK «CekpeT Ocoboro HasHaueHns» npefHasHayvyeH Kak Ansi KopnopaTtuBHOro,
TakK U 4719 JIMYHOIO UCMOJSIb30BaHUS.

Mpn  KOpNOpaTMBHOM  UCMONb30BaHUM  ycTtaHoBky [1O  ocyuwecTsndeT
AammnHuctpaTtop lMAK «CekpeT Ocoboro HasHauyeHuns» - Ha3HaA4YeHHOe AOJIKHOCTHOEe
nvyo, obnagatwuwee He06XoANMbIMU 3HAHUSAMU U NOTHOMOYUAMMN.

B cnyyae nuyHoro mncnonb3oBaHuda ycrtaHoska MO npoussoauTca BragenbLuem
MAK «CekpeT Ocoboro HasHaueHus».

B nAokymeHTe onucaH nopsaaok ycrtaHoBkn [10  T1AK «Cekpetr Ocoboro
HasHaueHunsa».
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1. TexHn4yeckue ycnosus, Heobxoanmbie ANa NpUMeHEHUn
KOMIJIeKca

Ona pabotbl ¢ MNMAK «Cekper Ocoboro HasHaueHusa» HeobxoamM cnepyroLlmii
MWHUMabHbIA HABOp TEXHUYECKUX U NPOrPaMMHbIX CPEACTB:
e ycTaHoBneHHas Ha PC OC Windows 10 Professional/ Server2012/ Server
2012 R2/ Server 2016, Linux Ubuntu, Astra Linux, AltLinux, Debian, Centos (x32
nnun x64);
e cB06OAHLIN pa3beM USB.
Ona nogknioudernnsa Kk NMIBM aByx nnun 6onee CH moxeT ncnonb3oBatbcs USB -
xab. B 3toM cnyyae USB -xab ponxeH 6biTb OCHaWeH BHEWHWM WUCTOYHUKOM
nMTaHUS.
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2. YctaHoBka MO NAK «Cekper Oco6oro HasHaueHusa»

Ona pabotbl Ha PC OC cemenctsa Windows yctaHoBka O He Tpebyetcs:
AaHHoe MO 3anucbiBaeTcs Ha OTKPpbITbIM Anck CH npu narotosneHuun. MNpu pabote Ha
PC OC cemencrtBa Linux agmMuHucTpatop yctaHaBnmeaeT 10 B COOTBETCTBUU C
nocnefoBaTesibHOCTbIO AeNCTBUN, ONUCaHHOM B pa3genax 2.1 — 2.5.

2.1. YctaHoBka MO NAK «Cekper Oco6oro HasHaueHuns» B OC
Ubuntu

MopsaoKk yCTaHOBKM NpuBeAeH Ansa cneaytouwen c6opkm Ubuntu:

Ubuntu 19.10

evice name | ubuntu
Memory 2.9GiB
ocessor Intel® Core™ i7-4785T CPU @ 2.20GHz
sraphics SVGA3D; build: RELEASE; LLVM;
SNOME  3.34.1
e 64-bit
Virtualization VYMware
42.9GB

Check For updates

Ona  yctaHoBkun 1O COH wucnonb3yeTcsas nakeT YyCTaHOBKWM ssecret-all-
1.2.00165.deb.

YctaHoBka naketa MO COH ocywecTBnseTca KoMaHA0M:
sudo apt install ./ssecret-all-1.2.00165.deb

Ha m™mecte napametpa "./ssecret-all-1.2.00165.deb" ponxeH 6bITb YyKa3aH
NOJIHbIA NYTb K danny yCTaHOBKWU, €CNTM KOMaHAa Bbi3blBAeTCHA U3 ApPYroro Kartanaora.

Mpouecc ycTtaHoBkuM nakeTta 1O nokasaH Ha puUcyHkax 1 - 3.
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I+ natalia@ubuntu: ~

:~§ sudo apt install ./ssecret-all-1.2.80165.deb

[sudo] password for natalia:

Reading package lists... Done

Building dependency tree

Reading state information... Done

Note, selecting 'special-secret-software' instead of './ssecret-all-1.2.00165.deb’

The following additional packages will be installed:

libaudio2 libccid libmng2 libqt4-declarative libqt4-network libqt4-script
1libqt4-sql libqt4-sql-mysql libqt4-xml libqt4-xmlpatterns libqtcore4
libgtdbus4 libgqtgui4 pcscd gqtcore4-li@n

Suggested packages:

nas libqt4-declarative-folderlistmodel libqt4-declarative-gestures
libqt4-declarative-particles libqt4-declarative-shaders qt4-qmlviewer
libqt4-dev libicu55 qt4-qtconfig
Recommended packages:
qt-at-spi

The following NEW packages will be installed:
libaudio2 libccid libmng2 libqt4-declarative libqt4-network libqt4-script
1libgt4-sql libgt4-sql-mysql libgt4-xml libqt4-xmlpatterns libgtcore4
1ibqtdbus4 libqtgui4 pcscd qtcore4-li@n special-secret-software

@ upgraded, 16 newly installed, @ to remove and 208 not upgraded.

Need to get 11.0 MB/12.0 MB of archives.

After this operation, 42.6 MB of additional disk space will be used.

Do you want to continue? [Y/n] y

Get:1 /home/natalia/ssecret-all-1.2.00165.deb special-secret-software all 1.2.3 [1,009 kB]

Get:2 http://us.archive.ubuntu.com/ubuntu eoan/universe amd64 libaudioz amd64 1.9.4-6build1l [50.8 kB]

Get:3 http://us.archive.ubuntu.confubuntu eocanfuniverse amd64 libmng2 amd64 2.0.3+dfsg-3 [168 kB]

Get:4 http://us.archive.ubuntu.com/ubuntu eoanfuniverse amd64 qtcore4-116n all 4:4.8.7+dfsg-7ubuntu3 [617 kB]
:/fus.archive.ubuntu.com/ubuntu ecanfuniverse amd64 libgtcore4 amd64 4 8.7+dfsg-7ubuntu3 [1,592 kB]
://us.archive.ubuntu.comf/ubuntu eoan/universe amd64 libqt4-xml amd64 4:4.8.7+dfsg-7ubuntu3 [103 kB]
://us.archive.ubuntu.comfubuntu eoanfuniverse amd64 libqtdbus4 amd64 4:4.8.7+dfsg-7ubuntu3 [194 kB]
://us.archive.ubuntu.com/ubuntu eoan/universe amd64 libqt4-network amdé4 .8.7+dfsg-7ubuntu3 [577 kB]

Get:9 http://us.archive.ubuntu.com/ubuntu eoanfuniverse amd64 libqt4-script amd64 4 8.7+dfsg-7ubuntu3 [864 kB]

Get:10 http://fus.archive.ubuntu.com/ubuntu eoan/universe amd64 libqt4-sql amd64 4:4.8.7+dfsg-7ubuntu3 [101 kB]

Get:11 http:/fus.archive.ubuntu.com/ubuntu eoan/universe amd64 libqt4-xmlpatterns amd64 4 8.7+dfsg-7ubuntu3 [1,164 kB]

Get:12 http://us.archive.ubuntu.con/ubuntu eoan/universe amd64 libqtgui4 amd64 4:4.8.7+dfsg-7ubuntu3 [4,231 kB]

PucyHok 1 - YcraHoBka nakerta MO COH (Hauano)

http://us.archive.ubuntu.com/ubuntu eoan/universe amd64 libqt4-declarative amd64 4:4.8.7+dfsg-7ubuntu3 [1,147 kB]
http://us.archive.ubuntu.com/ubuntu eoan/universe amd64 libqt4-sql-mysql amd64 4:4.8.7+dfsg-7ubuntu3 [30.9 kB]
http://us.archive.ubuntu.com/ubuntu eoan/universe amd64 libccid amd64 1.4.31-1 [72.1 kB]
Get:16 http://us.archive.ubuntu.com/ubuntu eoan/universe amd64 pcscd amd64 1.8.25-2ubuntul [57.8 kB]
Fetched 11.0 MB in 11s (974 kB/s)
selecting previously unselected package libaudioz:amd64.
(Reading database ... 181802 files and directories currently installed.)
to unpack .../00-1libaudio2_1.9.4-6buildl_amd64.deb ...
libaudio2:amdé64 (1.9.4-6buildl) ...
previously unselected package libmng2:amd64.
to unpack .../@1-libmng2_2.0.3+dfsg-3_amd64.deb ...
1ibmng2:amd64 (2.0.3+dfsg-3)
Selecting previously unselected package qtcored-11@n.
Preparing to unpack .../82-qtcore4-118n_4%3a4.8.7+dfsg-7ubuntu3_all.deb .
Unpacking qtcore4-110n (4:4.8.7+dfsg-7ubuntu3) .
previously unselected package libqtcore4:amdé64.
to unpack .../83-libgtcored_4%3a4.8.7+dfsg-7ubuntu3_amd64.deb .
libqtcore4:amd64 (4:4.8.7+dfsg-7ubuntu3) ...
previously unselected package libqt4-xml:amd64.
to unpack .../04-libqt4-
libqt4-xml:amd64 (4:4.8.7+dfsg-7ubuntu3) ...
previously unselected package libqtdbus4:amdé4.
to unpack .../05-libqtdbus4_4%3a4.8.7+dfsg-7ubuntu3_amd64.deb .
libqtdbus4:amd64 (4:4.8.7+dfsg-7ubuntu3) .
Selecting previously unselected package libqt4-network:amd64.
Preparing to unpack .../86-libqt4-network_4%3a4.8.7+dfsg-7ubuntu3_amd64.deb ...
uUnpacking libqt4-network:amd64 (4:4.8.7+dfsg-7ubuntu3) ...
Selecting previously unselected package libqt4-script:amd64.
to unpack .../07-libqt4-script_4%3a4.8.7+dfsg-7ubuntu3_amd64.deb ...
libqt4-script:amd64 (4:4.8.7+dfsg-7ubuntu3) ...
previously unselected package libqt4-sql:amdé4.
to unpack .../@8-libqt4-sql_4%3a4.8.7+dfsg-7ubuntu3_amd64.deb ...
1ibqt4-sql:amd64 (4:4.8.7+dfsg-7ubuntu3) ...
previously unselected package libgqt4-xmlpatterns:amd64.
to unpack .../09-libqt4-xmlpatterns_4%3a4.8.7+dfsg-7ubuntu3_amd64.deb ...
libqt4-xmlpatterns:amd64 (4:4.8.7+dfsg-7ubuntu3)
Selecting previously unselected package libqtgui4:amd64.
Preparing to unpack ... tguid 4%3a4.8.7+dfsg-7ubuntu3 amdé4.deb ..

PucyHok 2 - YctaHoBka naketa MO COH (npoaomxeHue)



Unpacking
Selecting

Selecting
Preparing
Unpacking
Selecting

Selecting
Preparing
Unpacking

previously unselected package libqt4-declarative:amd64.

to unpack

previously unselected package libqt4-sql-mysql:amd64.

to unpack

previously
to unpack
libeccid (1
previously
to unpack
pcscd (1.8
previously
to unpack
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1libqtgui4:amd64 (4:4.8.7+dfsg-7ubuntu3) ...

...f11-1ibqt4-declarative_4%3a4.8.7+dfsg-7ubuntu3_amd64.deb ...
libqt4-declarative:amd64 (4:4.8.7+dfsg-7ubuntu3) ...

...f12-1ibqt4-sql-mysql_4%3a4.8.7+dfsg-7ubuntu3_amd64.deb ...
1ibqt4-sql-mysql:amd64 (4:4.8.7+dfsg-7ubuntu3)

unselected package libccid.

...f13-1ibccid_1.4.31-1_amd64.deb ...
.4.31-1) ...

unselected package pcsed.

...f14-pcscd_1.8.25-2ubuntul_amd64.deb ...
.25-2ubuntul) ...

unselected package special-secret-software.

...f15-ssecret-all-1.2.080165.deb ...
special-secret-software (1.2.3)

up libmng2:amd64 (2.0.3+dfsg-3) ...
up libccid (1.4.31-1)
up pcscd (1.8.25-2ubuntul) ...

symlink /fetc/systemd/system/socket

up libaudio2:amd64 (1.9.4-6buildl) ...

up
up
up
up
up
up
up
up
up
up
up
up

NMocne ycTaHOBKM B KaTanore /usr/bin nosasnstoTca dannbl
(pncyHok 4) n userConsole (pucyHok 5).

qtcore4-110n (4:4.8.7+dfsg-7ubuntu3) ...

libqtcore4:amd64 (4:4.8.7+dfsg-7ubuntu3) ...

libqt4-sql:amd64 (4
libqt4-xml:amd64 (4:

.8.7+dfsg-7ubuntu3) ...
8.7+dfsg-7ubuntu3) ...

1ibqt4-sql-mysql:amd64 (4:4.8.7+dfsg-7ubuntu3)

libqtdbus4:amd64 (4:4.8.7+dfsg-7ubuntu3)

libqt4-xmlpatterns:amd64 (4:4.8.7+dfsg-7ubuntu3) ...

.8.7+dfsg-7ubuntu3)

libgqt4-script:amd64 (4:4.8.7+dfsg-7ubuntu3)

libqt4-declarative:amd64 (4:4.8.7+dfsg-7ubuntu3) ...

special-secret-software (1.2.3)
libqtgui4:amd64 (4:4.8.7+dfsg-7ubuntu3) ...
desktop-file-utils (@.24-1ubuntul) ...
mime-support (3.63ubuntul) ...
gnome-menus (3.32.0-1lubuntul) ...

triggers
triggers
triggers
triggers
triggers
triggers

for
for
for
for
for
for

PucyHok 3 - YctaHoBKka naketa N0 COH (okOoH4YaHue)

libc-bin (2.30-6ubuntu2) ...
systemd (242-7ubuntu3) ...
man-db (2.8.7-3) ...

Computer

D Recent
% Starred
{3t Home

[] Desktop
[E Documents
¥ Downloads
J1 Music
[&] Pictures
= Videos

] Trash

[w Floppy Disk

+ Other Locations

aconneckt

addr2line adminC
ole

alsamixer

amixer

aplay

apport-
collect

apropos

get.wants/pcscd.socket = /lib/systemd/system/pcscd.socket.

[ aa-enabled aa-exec
-
acpi_listen add-apt- addpart
repository
alsabat alsaloop
alsatplg alsaucm amidi
amuFormat apg apgbfm
.sh
-
aplaymidi apport-bug apport=li
-
apport- appres appstream
unpack cli
‘e
apt apt-add- apt-cache
repository
4B

“adminConsole” selected (2.7 MB)

adminConsole
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PucyHok 4 — ®ann adminConsole B katanore /usr/bin

[@ Computer usr
U Recent a
* Starred update- upower uptime usb-
notifier creator-gtk
{it Home
[ Desktop
usb-devices usbhid- usb_ usbreset
[E Documents dump printerid
¥ Downloads .
7 Music users utmpdump uuidgen
e
&7 Pictures
H Videos " "
uuidparse uz vdir VGAuthSer
fij Trash vice
lwl Floppy Disk (7] (7]
vi view viewres vim.tiny
+ Other Locations
vmhgfs- vmstat vmtoolsd vmware-
fuse checkvm
vmwarectrl vmware- vmware- vmware-
hafsclient namespace rpctool
-cmd
vmware- vmware- vmware- vmware-
toolbox- user “userConsole”selected (2.2 MB)

PucyHok 5 - ®ainn userConsole B katanore /usr/bin

Hanee cnepyet BHecTn nHdopmaumio 06 yctponcrtee B dann libccid_Info.plist,
pacnosioXXeHHbINn B KaTanore /etc/ (pucyHok 6).

:~5 cd fetc

$ sudo nano libccid_InfD.plistI

PucyHok 6 — KomaHAabl ansa BO3MOXXHOCTU peaakTupoBaHusa ¢ganna libccid_Info.plist

BHUMAHME! B OC Linux uMeeT 3HayeHue pernctp 6yks B MMeHax ¢annos u
kaTanoros. Heobxoammo ykasaTtb ¢dann libccid_Info.plist ¢ 6onbwon 6ykson "i" B
cnose "Info".

Mocne BbINONHEHUS YKa3aHHbIX KOMaHA OTKPOEeTCS pexuMm peaakTMpoBaHUS
danna libccid_Info.plist (pucyHok 7).
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GNU nano 4.3 libccid Info.plist

CFBundleDevelopmentRegion
English
CFBundleExecutable
libccid.so
CFBundleIdentifier
org.debian.alioth.pcsclite.smartcardccid
CFBundleInfoDictionaryVersion
6.0
CFBundleName
CCIDCLASSDRIVER
CFBundlePackageType
BNDL
CFBundleShortVersionString
1.4.31
CFBundleSignature
77272
CFBundleVersion
0.0.1d1
ifdCapabilities
0x00000000

ifdProtocolSupport
0x00000001

ifdVersionNumber
0x00000001

Read 1451 lines
ol Get Help We Write Out gl Where Is Wy Cut Text Wl Justify §l¥ Cur Pos GV Undo
W Exit Wil Read File #| Replace Wl Paste Text Wl To Spell gl Go To Line i3 Redo

PucyHok 7 - Pexxum pegaktupoBaHusna ¢danna libccid_Info.plist

Hanee cnepyet KypcopoMm nepentn B pasgen danna ifdVendorID (pucyHok 8).
GNU nano 4.3 libccid Info.plist
Ludovic Rousseau (ludovic.rousseau@free.fr)

ifdProductString
Generic CCID driver

ifdvendorID

Ox072F
Ox09C3
Ox09C3
Ox058F
Ox058F
OxeDc3
OxeDc3
Ox1BOE
Ox0783
Ox046A
Ox046A
Ox046A
Ox046A
0x0982
0x413C
0x413C
Ox073D
Ox073D
Ox073D
Ox073D
Ox073D
OXOBE6
OXOBE6
OXOBE6
OXOBE6
OXOBE6
OXOBE6
OXOBE6
OXOBE6

e Get Help WY Write Out Wi Where Is W Cut Text Wl Justify WY Cur Pos
Wil Read File Wl Replace WY Paste Text Wl To Spell Wl Go To Line
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PucyHok 8 — lNepexona B pasaen c¢danna ifdVendorID

N pobaButb B  pasgen CTpoky (naeHTudukaTop Npom3BOAUTENS):
<string>0x17e4</string> (pncyHok 9).

GNU nano 4.3 libccid Info.plist

OX03F0
Ox03F0
Ox04CC
0x0D46
0x0D46
Ox0B97
Ox0B97
Ox08C3
Ox08C3
Ox15E1
0x062D
0x17e4

ifdProductID

Ubuntu Software 0x90CC
0x0013
0x0014
0x9520
0x9540
0x1004
Ox1162
0x16078
Ox0006
Ox0065
Ox0016
Ox002D
Ox003E
Ox0007
0x2100
0x2101
Ox0007
0x0008
0x0B0O
0x0Co0

WY Get Help WY Write Out WY Where Is Wy Cut Text W8 Justify We Cur Pos
W Exit Wil Read File WY Replace WY Paste Text Wl To Spell Wl Go To Line
PMCYHOK 9 - ﬂoGaBneHMe MAeHTMd)VIKaTOpa npoundsoagunuTtens

Hanee cnepyet HanTu pasgen ganna ifdProductID (pucyHok 10).



11
37222406.26.20.40.140.094 98

libccid Info.plist

GNU nano 4.3

0x17e4

ifdProductID

8x90CC
0x0013
0x0014
0x9520
©x9540
0x1004
0x1162
0x1078
0X0006
0X0005
0x0010
8x802D
AXBO3E
axeea7
ax21680
ax2161
0x0007
0x0008
0x0BOO
0x0Co0
0x0Co1
0x1227
0x3437
0x3438
0x3478
0x3480
0x34C0
0x34C3
0x4433
8X5503
OX5504 1

¥ Get Help W Write Out Wl Where Is Wy Cut Text Wl Justify W8 Cur Pos
W Exit Wi Read File WY Replace W Paste Text Wl To Spell Wl Go To Line
PucyHok 10 - Nepexoa B pasgen daina ifdProductID

n nobasntb B pasaen CTPOKY (nageHTudunkaTop yCTpOMCTBA):
<string>0x0016</string> (pucyHok 11).

GNU nano 4.3 libccid Info.plist
0x2200
0x0008
0x100F
Ox6016
@x5800
0x5801
0x5805
0xeee3
0x0503
0x0165
0x0036
0x1024
0x5672
0x4000
0x4001
Ox7762
Ox7772
0x0401
0x0402
0x2007
0x0001
0x0016

ifdFriendlyName

ACS ACR 3BU-CCID
ActivIdentity USB Reader V3
ActivIdentity Activkey_Sim
Alcor Micro AU9520

Alcor Micro AU9560

Athena ASE IIle

Athena ASEDrive IIIe KB
BLUTRONICS BLUDRIVE II CCID
C3PO LTC31 v2

Cherry GmbH SmartBoard XX33

W Get Help &Y Write Out Wl Where Is a Cut Text a8 Justify §e Cur Pos
Wy Exit il Read File @Y Replace WY Paste Text Wl To Spell Wl Go To Line

PucyHok 11 - flo6aBneHune naeHtnpunkaropa ycrpomcrea
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[Nanee nepentun B pasgen ¢danna ifdFriendlyName (pucyHok 69).

GNU nano 4.3 libccid Info.plist

ifdFriendlyName

Al ACR 38U-CCID

ActivIdentity USB Reader V3
ActivIdentity Activkey_Sim

Alcor Micro AUS520

Alcor Micro AU9560

Athena ASE IIIe

Athena ASEDrive IIIe KB

BLUTRONICS BLUDRIVE II CCID

C3P0O LTC31 w2

Cherry GmbH SmartBoard XX33

Cherry GmbH SmartBoard XX44

Cherry GmbH SmartTerminal XX44

Cherry GmbH SmartTerminal ST-2xxx
COVADIS ALYA

Dell keyboard SK-3106

Dell Dell Smart Card Reader Keyboard
Eutron CryptoIdentity CCID

Eutron CryptoIdentity CCID

Eutron Digipass 860

Eutron Card Reader

Eutron Smart Pocket

Gemalto PDT

Gemalto PC Twin Reader

Gemalto USB Shell Token V2

Gemalto USB GemPCPinpad SmartCard Reader
Gemalto GemCore SIM Pro Smart Card Reader
Gemalto Ezio Shield

Gemalto EZIO CB+

Gemalto Gemplus USB SmartCard Reader 433-Swap
Gemalto Prox Dual USB PC Link Reader
Gemalto Prox SU USB PC LinkReader
Gemalto Smart Enterprise Guardian Secure USB Device
Gemalto IDBridgl K360

ShowApplir:ati-)ns-i Write Out Where Is Cut Text Justify Cur Pos
cave i Read File all Replace WY Paste Text ol To Spell Wl Go To Line
PucyHok 12 - MNepexopn B pa3saen daina ifdFriendlyName

[JobaBntb B pasgen CTpoky <string>Special Secret Media</string>
(pucyHok 13).

GNU nano 4.3

Libccid Info.plist
Yubico NEO CCID

Yubico Yubikey NEO U2F+CCID

Yubico Yubikey NEO OTP+U2F+CCID

Yubico YubiKey CCID

Yubico YubiKey OTP+CCID

Yubico YubiKey FIDO+CCID

Yubico YubiKey OTP+FIDO+CCID

ACS ACR122U PICC Interface

ActivCard ActivCard USB Reader V2

Athena IDProtect Flash

ATMEL VaultIC4e@

Broadcom Corp 5880

Broadcom Corp 5880

Broadcom Corp 5888

C3P0O LTC3x USB

Feitian SCR301

Generic Smart Card Reader Interface
Hewlett-Packard Company HP USB CCID Smartcard Keyboard
Hewlett-Packard Company HP USB Smart Card Keyboard
KEBTechnology KONA USB SmartCard

KOBIL Systems mIDentity M

KOBIL Systems mIDentity XL

02 Micro 0z776

02 Micro 0z776

Precise Biometrics Precise 250 MC

Precise Biometrics Precise 200 MC

RSA RSA SecurID (R) Authenticator

THRC Smart Card Reader

special Secret Media 1

Copyright
This driver is protected by terms of the GNU Lesser General Public License vers

W8 Get Help B¢ Write Out Wi Where Is g Cut Text W Justify We Cur Pos
W4 Exit Wi Read File W Replace Wl Paste Text Wil To Spell Wl Go To Line
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PucyHok 13 - flo6aBneHne nHidopmauum B pasaen ¢danna ifdFriendlyName

BoiiTM 13 pexuma peaaktupoBaHus KombuHauuen knasmw  Ctrl+X
COXpaHeHuneM.

Y6eantbCa, 4UTO AaHHble COXpaHeHbl, OTKpbiB dann libccid_Info.plist
TEKCTOBOM pegakTope (pUcyHok 14).

libccid_Info.plist [Read-Only]

<string>Watchdata USB Key</string>
<string=Watchdata USB Key</string>
<string>Watchdata W5181 </string>
<string=Winbond CCID SmartCard Controller</string=
<string>Yubico Yubikey NEO OTP+CCID</string=
<string=Yubico Yubikey NEO CCID</string=
<string>Yubico Yubikey NEO U2F+CCID</string>
<string>Yubico Yubikey NEO OTP+U2F+CCID</string=
<string=Yubico YubiKey CCID</string=
<string=Yubico YubiKey OTP+CCID</string=
<string>Yubico YubiKey FIDO+CCID</string>
<string>Yubico YubiKey OTP+FIDO+CCID</string>
<string=ACS ACR122U PICC Interface</string>
<string=ActivCard ActivCard USB Reader V2</string=
<string=Athena IDProtect Flash</string=
<string=ATMEL VaultIC460</string=
<string=Broadcom Corp 5888</string=>
<string=Broadcom Corp 5880</string=>
<string>Broadcom Corp 5880</string=
<string=C3P0 LTC3x USB</string=
<string=Feitian SCR301</string>
<string=Generic Smart Card Reader Interface=</string=
<string>Hewlett-Packard Company HP USB CCID Smartcard Keyboard</string=
<string=Hewlett-Packard Company HP USB Smart Card Keyboard</string=
<string=KEBTechnology KONA USB SmartCard</string=
<string=KOBIL Systems mIDentity M</string=
<string=KOBIL Systems mIDentity XL</string=
<string=02 Micro 0z776</string=
<string>02 Micro 0z776</string=>
<string=Precise Biometrics Precise 258 MC</string=
<string=Precise Biometrics Precise 200 MC</string=>
<string=RSA RSA SecurlD (R) Authenticator</string=
<string>THRC Smart Card Reader</string>
<string>Special Secret Media</string=

<farray=>

<key=Copyright</key>
= S T TS S T T P

XML v Tabwidth:8 ~ Ln1, Col1 ~ INS

PucyHok 14 - ¢pain libccid_Info.plist B TekcToBOM pegaktope

MNocne BHeceHnsa nameHeHnmn B dann Info.plist nepenitn B KaTanor
init.d:cd /etc/init.d n nepesanyctutb cepsuc pcscd (pucyHok 15).

: $ ./pcscd restart
] Restarting pcscd (via systemctl): pcscd.service.

g S

.

PucyHok 15 - lNepesanyck cepsBuca pcscd

KoHcoNb agMUHMUCTpaTopa AOCTYMHa K 3anycky (pUCYHOK 16).
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® CexpeT Ocoboro HazHa4yeHHA: KOHCONL afiMHHHCTPaTopa

CepuiHbIA Homep  OnMcaHue CocToRHWE

0000007778 LinuxSecret MonL30BaTeNs 3aper

] $ adminConsole
LGtkStyle could not resolve GTK. Make sure you have installed the proper libraries.

PucyHok 16 — 3anycKk KOHCONM aAMUHUCTpaTopa

2.2. YctaHoBka MO NAK «Cekpet Ocoboro HazHauenuma» B OC
Astra Linux

MopsaoK yCTaHOBKM nNpuBeaeH Ans cneayrowen céopkm Astra Linux:

CeegeHusa ob 3Toli cucTeme

Astra Linux (Orel) 2.12.22

http://astralinux.ru

Wma komneloTepa

astra

MporpammHoe obecneyeHune
Bepcwa agpa: 4.15.3-1-generic
ApxuTekTypa: 64-BMTHan

O6GopypoBaHue
Mpoueccop: 1 x Intel® Core™ i7-4785T CPU @ 2.20GHz
MamaATte: 1,9 Twe O3Y

Ona  yctaHoBkun 1O COH wucnonb3yeTcsas nakeT YyCTaHOBKM ssecret-all-
1.2.00165.deb.

Mepen yCTaHOBKOM B CBOMCTBaxX (pansia yCTaHOBKM HYXHO pa3peLlunTb A0CTyn K
danny anga nonb3osartens _apt (pucyHok 17).
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JOB - MeHepkep daiinoe
®aiin  Bug Cete Cepenc HacTpoiika Cnpaeka
v "':'J Manku [:]Bm,n, v ED @
CeoiicTea x
ec| KomneroTep > loMallHARA >
Aap p>A ] 3 BbifepuTe cyGBLEKT ANA CNMCKa gocTyna X
dep | Ssecre
BrifepuTte TUN
* Buaeo 0Bwwme
@ NokymenTel Monbsosatens () Mpynna
MNone3oearer
+ 3arpyskn
Py BriGepuTe cybbext
>~ @ M3aobpaxeHns Ipynna:
systemd-network
A My3blka
systemd-resolve
m O6wesocTynHEe &b
systemd-bus-proxy
> PaGouwe cTonkl Gieram
_apt
B8 PaBouwii cron 1 (5) Mos messagebus [
LabnoHe! 7
(s) rpy| ||fly-dm O«
PaBounii cron 1 Debian-exim y
(s) Ocr O
B KopawHa pulse
~ al Hakonutenw T
. Aa OTMmeHa
© ontuueckwii npyeoa srl
Monk3oe; cyObekT ACL
@' CheMHBIA HocuTens sdb
i
il OTMeHa
» IK_source
> log4cplus-1.2.1
> release
> SecretBuild
ssecret-all-1.2.00165.deb (985.65 KB) Q —

PucyHok 17 - Pa3pelueHue fgoctyna K ¢aisly yCTaHOBKHM

Mocne m3aMeHeHUs MapaMeTpoB AOCTyna K danny Tpebyercs nepesarpy3mTb
OC.

Ana yctaHoBkn naketa COH HeobxoauMma ycTaHOBKa KOMMOHeEHTa pcscd.
KoMaHAa yCTaHOBKMU:

sudo apt-get install pcscd (pucyHku 18, 19)

Ecnn nakeTr BApyr He HangeH B peno3nuTopun, MOXHO OOHOBUTbL NaKeTbl
KOMaHAoNn:
sudo apt-get update

[Mocne yero cHoBa NOMbITATLCA YCTAHOBUTbL MaKeT pcscd.

apt-get install peoscd

BugyT ycTaHo
lib

e Bygyt ycTanobneHo:

obBHoBnenbn:

, u 278 nakeTtoB He obHoBn

ne gaHH )
doTuTte npogonxuTe? [[/4]

PucyHok 18 - YcraHoBka nakerta MO COH (Hayano)
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-alinux.ru/astrasstablesorel /repository orel/main amded libpocsclitel amd
/stablesorel /repository orel/main amdfGd libccid amdGd 1

wnload.astralinux.ru/astrasstablesorel/repository orels/main amdfd pcscd amdBd 1.8,

(HTeHue gaHHb a g uc Bne Ad31 padn u katanor. )
MogroTo . pacna SN 5 C 1.8, _amdbd. deb
B ca libpc itel . 4 as 11 Ha zameny (1.8.28-1)
BribpaHHoro .
1_amdbd.deb ..

TPUrFeptl gne
NBpabaTuBan TRUFTEQL 0N
NBpabatwBawTca Tpurreps g
HacTpauBaeT a lib

arget. wants/pcscd.: et = stem/pcscd,

pUrrepsl gns te (2 25+deb%ullastra.cel) .

PucyHok 19 - YcraHoBKka nakera NO COH (okoHuYaHue)

YctaHoBka naketa MO COH ocyuwecTBnseTcss KOMaHA0M:
sudo apt install ./ssecret-all-1.2.00165.deb

Ha m™Mecte napameTtpa "./ssecret-all-1.2.00165.deb" ponxeH 6bITb YyKasaH
NOSIHbIN NYTb K danny yCTaHOBKWU, €C/IM KOMaHAa Bbl3blBaeTCsa U3 ApYyroro KaTtanora.

Mocne yctaHoBkM B KaTanore /usr/bin nosasnsatwTtca dannbl adminConsole
(pncyHok 20) n userConsole (pucyHok 21).



B bin - Menegxep paiinos

Cnpaeka

@aiin

Aapec:

>

Bug

|® -

~ KomneioTep » Maiinoean cnctema »usr > bin

17
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Cetb

CepeirC

HacTpoiika

-0 ®C R Y Mem ~ @

proc

root

~ run
shin
srv

sys

tmp

usr

. T
> g X1

games

>~ include

» lib

» lib32
libexec

> local
shin

> share
sSrC

var

> @@ Cete

adminConsole (2.57 MBE)

e X1

@

g 2to3

[ 2to3-2.7

[ 2to3-3.5

E| 7z

E| Tza

E| Tzr

[li aconnect

[l acpi

[li acpi_listen

(i addpart

gl addr2line

i adminConsole
aft-mtp-mount
alsabat
alsaloop
alsamixer

alsatplg

EEEE B B

alsaucm

EENEEFEEEEERMEEEEEEEEERE

amidi
amixer
animate
animate-imé&
animate-im6.q16
aplay
aplaymidi
appres
apropos

apt
apt_check
apt-cache
apt-cdrom

apt-config

apt-extracttemplates

apt-ftparchive
apt-get
apt-key
apt-mark

apt-sortpkgs

PucyHok 20 - ®ain adminConsole B kaTtanore /usr/bin
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B bin-Menegxep daiinos

®aiin  Bwag Cets Cepewuc HacTpoiika Cnpaeka

hd b ":, Mankw DBHA b D:I
Apapec: KomneroTep » @ainoeas cnctema »usr > bin
b proc ust f=| unmkinitramfs
root et &l unopkg
> run ort gl unrar
shin fread [4 wnrar-nonfree
sV o [ unshare
b 5YS rselect Bl unxz
b tmp cf [d unzip
~ usr cfg [ wnzipsfx
w m cfr [l wpdate-alternatives
> X1 cs2any = update-ieee-data
games disksctl (4] update-leap
> include ic [} update-menus
> lib ic3 update-mime-database
> lib32 | [l update-mime-database.real
libexec nbuffer [4] upower
» local nexpand [ wptime
shin nicode_stop [ ush-devices
> share nig [ wsbhid-dump
src nlink
> var nlzma [} users
> @@ cemn

userConsole (2.08 MBE)

PucyHok 21 - ®aitn userConsole B katanore /usr/bin

Nanee cnepyet BHecTn nHdpopmauunto o6 yctponucrtee B dann libccid_Info.plist,
pacnosioXXeHHbINn B KaTanore /etc/ (pncyHok 22).

natallallastra:~F C

natalia@astra:/etc$ sudo nano libccid_Info.plistl

PucyHok 22 - KoMmaHAbl AN BO3MOXXHOCTU peaakTupoBaHua danna libccid_Info.plist

BHMMAHME! B OC Linux nMeet 3Ha4vyeHue permctp 6yks B MMeHax ¢dannos u
KaTanoros. Heobxoammo ykasatb ¢dawnn libccid_Info.plist ¢ 6onbwon 6ykson "i" B

cnose "Info".

Mocne BbIMOJIHEHUSA YKa3aHHbIX KOMaHA OTKPOETCA PEeXUM peaakTUpoBaHuUS
danna libccid_Info.plist.
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Hy>HO Kypcopom nepentn B pasagen danna ifdVendorID (pucyHok 23
GHU namo 2.7.4 Madn: libccid_Info.plist

Some cards (like the OpenPGF card) do not support this.

lefault value: B

auEfres. fr

Janucate i . i W BopofhaTh
BE Hutaon i . Boipesxlll CnoBape

PucyHok 23 - Nepexopn B pa3aen ¢anna ifdVendorID

N pobaButb B pasgen CTpoky (naeHTudukatop npomsBoauTens):
<string>0x17e4</string> (puncyHok 24).

GHU nano 2.7.4 Mlatin: libcoid_ Info.plist HaMEHEH

Wi Zanucate "CH uy
W HuTlain JameHa Otved. B noBa M K cTpok

PucyHok 24 - flo6aBneHme naeHtudukaTopa nponssoauTens

3aTeMm cnepyet HanTu pasaen ¢anna ifdProductID (pucyHok 65).
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GHU nano 2.7.4 Madn: libccid Info.plist HameHEH

JanucaTtb BopezaTth BoipoBHaTH

Yutlaon Bl Otren. Bep i CnoBape

PucyHok 25 - Nepexop B pasgen ¢dana ifdProductID

n nobasuTb B pasaen CTPOKY (naeHTndunkaTop yCTpOWCTBa):
<string>0x0016</string> (pucyHok 26).

GHU mano 2.7.4 Matn: libccid_ Info.plist HaMeEHEH

B Zanucate i < B Bupezate W BopoBHaTs
BE HuTlaon . i B Ovred. Bup il CnoBape

PucyHok 26 - lo6aBneHue ngeHtndpukaTopa yCTpoucrsea

[Nanee cnepyet nepentu B pasgen danna ifdFriendlyName (pucyHok 27).
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GHU nano 2.7 .4 Matin: libccid Info.plist HaMEHEH

fdFriendlyMa

Identity U
Identity A
o ALY

y GmbH rtb
GmbH SmartT

BripoBHaTh
i C

PucyHok 27 - Nepexopn B pasaen cdaina ifdFriendlyName

[obaButb B pasgen CTpoky: <string>Special Secret Media</string>

(pucyHok 28).

GHU nano 2.7 .4 ladn: libccid_Info.plist HameHEH

>Hewlett-Packard Company HF USE

d Company HP USE
USB

mlDentity

miDentity

Beneral Public Lice

JanucaTe 1]

-~

BE HuTlaiin

PucyHok 28 - lo6aBneHue nHgpopmauum B pasaen danna ifdFriendlyName

BoiiTM 13 pexuma peaakTupoBaHus KombuHauuen knasmw  Ctrl+X
COXpaHeHuneM.

YbeantbCcs, 4YTO JAaHHble coxpaHeHbl, OTKpbIB dann libccid_Info.plist
TEKCTOBOM pejaKTope.
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Mocne BHeceHUs uaMeHeHun B dann Info.plist nepesanyctutb cepsuc pcscd
(pucyHoOK 29).

i /B L. O0/pCscd restart
[ ] Restarting pcscd (via suystemctl): pocscd.service,

natalia@astra: /% |

PucyHok 29 - Nepe3anyck cepBuca pcscd

KoHcoNb agMUHUCTpaTopa AOCTYNHA K 3anycky (pucyHok 30).

iny adminConsole

®  Cexper Ocoboro HasHadueHus: KoHconb agMUHWCTpaTopa

CepuiiHelid HoMep  OnMcaHue CocToAHWE

0000007778 LinuxSecret Monb3oBaTenes 3aperu

PucyHok 30 — 3anyckK KOHCONM aAMMHUCTpaTopa

2.3. YctaHoBka NO NAK «Cekpet Oco6oro HazHaueHnuna>» B OC
AltLinux

Mopsiaok yctaHoBKK npuseaeH ans cb6opkum Alt Linux Workstation 9.0.

Ona yctaHoBkn O COH wucnonb3yeTcs nakeT YCTaHOBKWM special-secret-
software-1.2.3-1.x86_64.rpm.

Y106kl ycTaHoBUTL 1O COH, cneayet 3anyctuTtb dann special-secret-software-
1.2.3-1.x86_64.rpm ABOWHbIM KJIMKOM. B pe3ynbTaTe OTKpoeTcs OKHO (pUCYHOK 31).

-

-~ ¥YctaHoBka RPM

YeraHoeka naketoB RPM

RPM
-]
EI‘IHCOK NakKeToB 4NA YCTaHOBKW MK obHOoBNEHWA:

fhome/natalia/special-secret-software-1.2.3-1.x86_64.rpm

EHWMAHWE! HacToATENBHO PEKOMEH/YETCA HE YCTaHABNWBATL NaKeTsl RPM us
thaiinos. Mcnonk3yiiTe NakeTHLIE PENO3NTOPUI BALLETD ANCTPUEYTUES Kak 6e30MacHbIA
——  ACTOYHWK NPOrpaMMHOre oBecneyeHns,

J\}!craHoEHTb %QTMEHa
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PucyHok 31 — Hauano ycraHoBku NO COH

[ns npoao/mKeHUs yCTaHOBKM noTpebyeTcs BBECTM Naposb Nosib3oBaTtens root
(pucyHok 32).

k|

- BeepguTe naponb L.
YTobel BEINOAHWUTE "packageinstall”,
HeoBXoAUMa ZONONHUTENEHAR MHOOPMALWA.
BeegUTe NAapoNb CUCTEMHOTD 3AMUHUCTPATOPA FO0L  seerssend] |
| OK || OTmenuTs
b 4

PucyHok 32 - BBoa naposisi nosnb3oBaTens

Mpouecc yCTaHOBKM MOXHO nMpocnieanTb, ecnn packpblitb "lMogpobHocTn
(pucyHok 33).

- YcTaHOBKa NaKeToB (0T cynepnonb3oBaTens) -

i ~_:‘—| YCcTAaHOBKA NAKETOB
RPM Moxanyicra, nogoxgure. .
i . MOA0H/]

Reading Package Lists...
Building Dependency Tree. ..
Selecting special-secret-software for Yhome/natalia/special-secret-
software-1.2.3-1.x86_64.rpm’
The following NEW packages will be installed:
special-secret-software
0 upgraded, 1 newly installed, 0 removed and 0 not upgraded.
Meed to get 0B/1383KEB of archives.
After unpacking 4884kB of additional disk space will be used.
Committing changes...
Preparing...  HHHAHHHEEHEHHHHEEEEESE SN [100%a]
Updating /installing...
1: special-secret-software-1.2.3-1 [100%]
Job for hwid.service failed because the control process exited with error code.
See "systemctl status hwid service™ and “journalctl -xe” for details.
warning: %post(special-secret-software-1.2 .3-1 x86_64) scriptlet failed, exit status 1
Done.

CKpbLITE NOAPOGHOCTK >=] Boixog

PucyHok 33 - YcraHoBka naketos MO COH

Mocne yctaHoBkM B KaTanore /usr/bin nosasnsatwTca dannbl adminConsole
(pucyHok 34) n userConsole (pucyHok 35).
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=

®aiin MpaBka Bug [epexoj 3aknagkw [MoMoUe
\\33 Hazag ~ Briepég @@ j B - 100% )
MecTa - X |[A \_J/ usr bin

Moii koMnsOTEp

natalia
E& PaBouni cton

|| ®aAnoBan cK...

JoKyMeHTLE

B 3arpyzim | '
Myt adminConsole alsabat
& WMaohpamenna

[
Kopawnna

YerpoiicTsa alterator-browser-gts alterator-browser-x11
Hiomi6.. =
(]
CeThb 3 h—
MpocMmoTpeTh... ® @
alterator-net-functions alterator-net-iptables

Ad Ad

alterator-systemctl- alterator-unittest-
helper functions
alt-rootfs-installer amidi

1924 obwekros, cecbogro: 19,8 GB

PucyHok 34 - ®ain adminConsole B katanore /usr/bin
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r

] bin

@aWn MMpaska Bug Mepexos 3aknagey  Momolls

5" Hasag ~ Bnepég ar @ G g (=) 100% |
Mecta v X _I/ usr  bin
o = -
Moid KoMnblTEp \/ \/

natalia update-desktop- update-mime-database

_ . database
PaBounii cron

|| ®ainoeas cu... <_>
JokyMeHTHI

&

e upower uptime
My3biKa

5] Waobpaxenus @
Bupeo userConsole userpasswd

E}‘ KopauHa
YcTpoiicTea <~>

L] Tom16.. = utmpdump uudecode

&

CeTe

@ MpocmoTpeTh... <..>

LU nview

O

spamenlarges Boigenet (14,5 kB), CeobogHoe mecto: 19,8 GB

c
=5
% =%
v =1
m
=

PucyHok 35 - ®ain userConsole B katanore /usr/bin

Ans panbHenwemn HacTponkn TpebyeTtcsa 3anyctutb TepMmmHan (pucyHok 36).
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S

PSm———

Mow koMrblTeEp

Mecra N36paHHoe BCe NpUNOKeHUA -3
= Moii komnbiaTep t Be6-6paysep 0 KAWeHT 3MeKTPOHHOMA No...
JloMaLHnA KkaTanor Mozilla Firefox Mozilla Thunderbird

CeTh @ KnmeHT o6MeHa MIHOBEH... @ TeKcTOBLIA pegaKTop

KnneHT obmena mrHoseHH... —— Pluma
[& pafiounia cron

= I e EI roy| CUCTEMHBIA MOHWTOP
KopauHa = M3ameHeHune pazpelueHns ... CUCTEMHEIN MOHUTOP MATE

i)

LieHTp yNpaBieHWsA CCT... XpaHuTens 3kpaHa

Cucrema i, MapameTpbl XpaHNTENA 3KP...

i

s MeHegkep NakeToB
[7#| LenTp ynpasneHns
[ Tepmunan
D 3a6nokmposaTts 3kpaH
33BeplKTE CeaHC
(0] Briiitin Nomnck: Q

Sy, Meno - ‘ [ [init.d]

PucyHok 36 — 3anyck TepMuHana

B TepMuHane cneayet nepenTtu B pexuMm cynepnonb3oBaTtens (pUcyHok 37).

PucyHok 37 — lNepexoa B peXxuM cynepnosib3oBaTtens

Ha 3anpoc BBeaeHus napons Password BBeCTU napoJsb NoAb30BaTens root.

Nanee BHectM wHdpopMmauuw 06 ycTponctBe B  dann  Info.plist,
pacnonoxeHHoro B kartanore /usr/lib64/pcsc/drivers/ifd-acsccid.bundle/Contents
(pucyHok 38).

cd fusr/lib64/pcsc/drivers/itd-acsccid.bundle/Contents

nano Info.plist]]

PucyHok 38 — KoMmaHAabl ansa BO3MOXXHOCTU peaakTtupoBaHusa ¢gainna Info.plist

BHUMAHME! B OC Linux uMeeT 3HayeHune pernctp 6yks B MMeHax ¢arnnos un
kaTanoros. Heobxoanmmo ykaszaTb dann Info.plist ¢ 6onbwon 6ykebl "i". B
NPOTUBHOM criydyae 6yaeT co3aaH otaenbHbln dann info.plist.

Mocne BbINONHEHUS YKa3aHHbIX KOMaHA OTKPOEeTCS pexuMm penakTMpoBaHMUS
danna Info.plist (pucyHok 39).
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o] natalia@host-148: /usr/lib64/pcsc/drivers/ifd-acsccid.bundle/Contents

©aiin Mpaska Bwg Mowck TepMuHan  MoMols
GNU nano 4.0

Info.plist

CFBundleDevelopmentRegion
English
CFBundleExe
libacsccid.
CFBundleIdentifier

Version

CFBundlePackageType
BNDL

CFBundleShortVersio
1.1

CFBundleSignature

CFBundleVersion
©.8.1d1
i abilities
000080

ifdProtocolSupport
0x00000001
rsionNumber
00801

ifdLoglLevel
(¢}

[ Read 450 lines ]
lE nomoues B sanucaTe @Y nouck @l BupezaTs B BupoBHATH ¥ TexMozuy ER OTmeHa
" Rl "\ 2HE U e Text sl Choeape K cTpok M NMoeTop

iy, Meno [init.d] [ natalia@host-148: /usr/libé...

PucyHok 39 - Pexxum pegaktupoBaHuna ¢aina Info.plist

[anee cnepnyeT Kypcopom nepentn B pasgen danna ifdVendorID (pucyHok 40).
= natalia@host-148: fusr/lib64/pcsc/drivers/ifd-acsccid.bundle/Contents

®ain Mpaeka Bwg Mowck TepmwHan [Momols
GNU nano 4.0

Info.plist

ifdVendorID

W Momous / 3 Nownck @ Bupezate U8 BoipoBHATE ¥ TekMozwny [} OTmena
@ Boxog : i E WY Paste Text @l Cnoeape a8 K cTpoke 2 MoeTop

i Menio @ [init.d] [ natalia@host-148: /usr/lib6...
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PucyHok 40 - lNepexoa B pa3saen cdanna ifdVendorID

N pobaButb B  pasgen CTpoky (naeHTudukaTop Npom3BOAUTENS):
<string>0x17e4</string> (pucyHok 41).

=) natalia@host-148: fusr/lib64/pcsc/drivers/ifd-acsccid.bundle,

®ain Mpaeka Bwg Mowck TepMmuHan [Momolys
GNU nano 4.0 Info.plist

e MNomous = . Wy MNonck W BupezaTe W BLIDOBHATE WY Texlozuy
W Buixog W SameHa WY Paste Text Wl Cnoeaps Wl K cTpoke
2 enio (% init. natalia@host-148: fusr/lib6...

Menio (55| @ finit.d] lia@host-148: fusr/libé.

PucyHok 41 - lo6aBneHue npeHtndmukaTopa npomssoauTtens

3aTteM cnepyeT HanTu pasgen ¢anna ifdProductID (pucyHok 67).
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o natalia@host-148: /usr/lib64/pcsc/drivers/ifd-acsccid.bundle
®ain [Mpaska Bug MMowck TepMmuHan oMol
GNU nano 4.8 Info.plist
A A D) X BN Bupe BN & nC)
B B AR A e AL e Te [ n
S8 Menio = [init.d] [ natalia@host-148: fusr/lib...

PucyHok 42 - lNepexopa B pasaen daina ifdProductID

n nobasuTb B pasaen CTPOKY (naeHTndunkaTop
<string>0x0016</string> (pucyHoK 68).

yCTpOWCTBaA):
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= natalia@host-148: fusr/lib64/pcsc/drivers/ifd-acsccid.bundle/

®ain Mpaeka Bwg Mowck TepmuHan Momolb
GNU nano 4.0 Info.plist

,
i
WWRNPE OO

m R

[
@D

=

Reader
Reader

W MNomouwe = aTte MCK BuipezaTe Wl BLipoBHATE W TexMozwmy
R Boixog i AMEH: Paste T Wl CnoBapb i K cC (e
Ay, MeHio finit.d] [ natalia@host-148: /usr/lib6...

PucyHok 43 - lo6aBneHue naeHtudmkartopa ycrpomcrea

[Nanee nepentun B pasgen danna ifdFriendlyName (pucyHok 69).



31
37222406.26.20.40.140.094 98

= natalia@host-148: /usr/lib64/pesc/drivers/ifd-acsccid.bundle.

®ain Mpaeka Bug Mowck TepmuHan Momolys
GNU nano 4.0

Info.plist

ifdFriendlyName

> Reader

eader

¢

WRKNRMNMMNN
MRMMNNMNNC

W W

2]
2
2
2
2
2
2
2
2
2
2
2

5
51 1S L Reader
WE Momolls 2 > < aTh W BLIDOBHATE W Teklozuy
W Buixon Ha i - X Wl Cnoeape e CTpOKe
A5, Menio ] [init.d] [E natalia@host-148: fusr/libé...

PucyHok 44 - MNepexop B pasaen daina ifdFriendlyName

Jobasntb B pasgen cTpoky: <string>Special Secret Media</string>
(pucyHok 45).
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= natalia@host-148: fusr/lib64/pcsc/drivers/ifd-acsccid.bundie/

®ain Mpaeka Bug Mouck TepMmuHan Momolys

GNU nano 4.0 Info.plist
. Dual Reader
PICC Reader
Dual Reader

0O 0o oo

Reader
Dual Reader
Dual Reader
Reader
Reader
U FW Upgrade
PICC Reader

12
12
2
2
12
12
2
2
2
12
12
12
a1

yptoMate64
ryptoMate (T1)
yptoMate (T2)
\CR38U
ACR38U-SAM
AETE65 1SAM ICC Reader

Special Secret Media

Copyright
This driver is protected by terms of the GNU Lesser General Public License version

& Momows 3 Mounck Wy BupezaTte W BLipOBHATH WY Texlozny
W Beixog ( WY Paste Text Wl Cnoeaps Wl K cTpoke

dit, MeHio [init.d] @ natalia@host-148: fusr/lib6...

PucyHok 45 - lo6aBneHne nidpopmauum B pasaen ¢ganna ifdFriendlyName

BoinTv 13 pexuma pegaktupoBaHus KombuHaumen knasmw Ctrl+X ¢
COXpaHeHneM.

Yb6eanTtbCs, 4YTO AaHHble coXpaHeHbl, OTKpbiB dann Info.plist B TekcTtoBOM
penakTope (pUCYHOK 46).

= plist [Tonbko an

1 P id.bundie/Contents) -P = = =

Saitn Mpaewa Bug Nepenoq 3aenager Nowous ®adn Npama Bug Mower Cepamc foopwenti Mowoups
Lo Hamag v Brepeg I R T00W |7 Mpockatp B Buge s B ovper. ~ Copan §5) [ -
Mecra - » _If e Mbbd posc devers | ifdeacscodbunde | Contents S
a~BxBT20=/utr ing -
Mo komnusTep - = LNg=gnaTEr</strl
| @?\ - anaT2r
B natalia E J>BRETIr
53 Pabowni cron Linuze “Rtring=gnaTits
. Ly Lng>BeBT2F
= wannosan ... <Atring=0x1704-
B Aowyuenma
B 2arpyaee ks TaProguet I /e
B0 e 18xb301
[ vaobpaesun k-
B Bagen
@ ¥opswma
YerpodcTaa
) Tou 16
Corh

= Npocuotpets..

ML = Wpina Tabynaune: 4~ CTp2se Cmiiz BCT

sl pirts anageren (15,1 1L Cacicgeese umcte: 108 G

Ay Moo (85 B B Conteres B racaia@host 148 Asrib_. |3 nfoplist [Toman e ron. a S e ) [ e 20anp 2256

PucyHok 46 - ®ain Info.plist B TekctToBOM pegakrope
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Mocne BHeceHUs uaMeHeHun B dann Info.plist nepesanyctutb cepsuc pcscd
(puCyHOK 47).

Contents # cd /setc/init.d
init # ./pcscd restart
Service pcscd is not running.

service:

PucyHok 47 - Nepe3sanyck cepsuca pcscd

2.4. YctaHoBka MO NAK «Cekpet Ocoboro HazHauenuma» B OC
Debian

Mopsipok yctaHoBku MO npuBeaeH ans cneaytowen c6opkn Debian:

Debian GNU/Linux 10 (buster)

Memory 2.9 GiB

Processor |ntel” Core™ i7-4785T CPU @ 2.20GHz
sraphics  llvmpipe (LLYM 7.0, 256 bits)

sNOME 3.30.2

OS type 64-bit

ation VMware

Disk 28.4GB

Check for updates

Ansa yctaHoBkn [1O COH wucnonb3yeTcs NakeT YCTaHOBKKM ssecret-all-
1.2.00165.deb.
[na ycTaHOBKM nakeTa TpebyeTcs 3anyCTuTb TepMUHaN U NEpPEnTU B pPEXUM

cynepnosib3oBaTtens.
4 su

Password:
Ha 3anpoc BBoga napons "Password:" cneayeT BBeCTU MNaposb Nonb3oBaTens
root.
YctaHoBka nakeTta N0 COH ocywecTBnseTca KOMaHAoMN:
apt install ./ssecret-all-1.2.00165.deb

Ha m™mecte napametpa "./ssecret-all-1.2.00165.deb" ponxeH 6bITb YyKa3aH
NOJIHbIA NYTb K danny yCTaHOBKWU, €CNTM KOMaHAa Bbi3blBAeTCHA U3 ApPYroro Kartanaora.
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Mpouecc ycTtaHoBkM nakeTta 1O nokasaH Ha puUcyHkax 48 - 51.

root@debial
Reading pa
Building d
Reading st
Note, sele
The follow.
libccid
libgt4-s
libgtdbu
Suggested
pcmeciaut
libqt4-d
libqt4-d
The follow.
libccid
libqt4-s
libqtdbu
special-
0 upgraded
Need to ge
After this
Do you wan

Get:
Get:
Get:
Get:

/hom

Get:
Get:
Get:

Get:10 htt
Get:11 htt
Get:12 htt
Get:13 htt
Get:14 htt
Get:15 htt
Get:16 htt
Get:17 htt
Get:18 htt
Get:19 htt
Fetched 11
Selecting
(Reading d
Preparing
Unpacking
Selecting
Preparing
Unpacking
Selecting
Preparing
Unpacking
Selecting
Preparing
Unpacking
Selecting
Preparing
Unpacking

1
2 http:
3 http:
4 http:
Get:5 http:
6 http:
7 http:
8 http:
Get:9 http:

n:/home/natalia# apt install ./ssecret-all-1.2.00165.deb

ckage lists... Done

ependency tree

ate information... Done

cting 'special-secret-software' instead of './ssecret-all-1.2.00165.deb"’

ing additional packages will be installed:
libmngl libgt4-dbus libgt4-declarative libqt4-network Llibgt4-script
ql libgt4-sgl-mysgl libgt4-xml libgt4-xmlpatterns libgtcore4
s4 libgtgui4 pcscd qdbus qt-at-spi gtchooser qtcore4-116n
packages:
ils libgt4-declarative-folderlistmodel libgt4-declarative-gestures
eclarative-particles libqt4-declarative-shaders qt4-gmlviewer
ev libicu57 gt4-qtconfig
ing NEW packages will be installed:
libmngl libgt4-dbus libqt4-declarative libgt4-network libqt4-script
ql libgt4-sgl-mysql libqgt4-xml libqgt4-xmlpatterns libqgtcore4
s4 libgtgui4 pcscd qdbus qt-at-spi gtchooser qtcore4-116n
secret-software
, 19 newly installed, © to remove and @ not upgraded.
t 11.9 MB/12.9 MB of archives.
operation, 42.0 MB of additional disk space will be used.
t to continue? [Y/n] y

PucyHok 48 - YcraHoBka nakertoB MO (Hauano)

e/natalia/ssecret-all-1.2.00165.deb special-secret-software all 1.2.3 [1,009 kB]
//deb.debian.org/debian buster/main amd64 libccid amd64 1.4.30-1 [334 kB]
//deb.debian.org/debian buster/main amdé4 libmngl amd64 1.0.10+dfsg-3.1+b5 [211 kB]
//deb.debian.org/debian buster/main amd64 qtcore4-110n all 4:4.8.7+dfsg-18 [662 kB]
//deb.debian.org/debian buster/main amd64 libqtcore4 amd64 4:4.8.7+dfsg-18 [1,638 kB]
//deb.debian.org/debian buster/main amd64 libqt4-xml amd&4 4:4.8.7+dfsg-18 [149 kB]
//deb.debian.org/debian buster/main amd64 libqtdbus4 amdé4 4:4.8.7+dfsg-18 [238 kB]
//deb.debian.org/debian buster/main amdé64 qtchooser amd64 66-2 [26.3 kB]
//deb.debian.org/debian buster/main amdé4 qdbus amdé4 4:4.8.7+dfsg-18 [77.5 kB]
p://deb.debian.org/debian buster/main amd64 libqt4-dbus amd64 4:4.8.7+dfsg-18 [53.8 kB]
p://deb.debian.org/debian buster/main amd64 libqt4-network amd64 4:4.8.7+dfsg-18 [623 kB]
p://deb.debian.org/debian buster/main amd64 libqt4-script amd64 4:4.8.7+dfsg-18 [916 kB]
p://deb.debian.org/debian buster/main amd64 libgt4-sgl amd64 4:4.8.7+dfsg-18 [149 kB]

p://deb.debian.org/debian buster/main amd64 libgt4-xmlpatterns amd64 4:4.8.7+dfsg-18 [1,181 kB]

p://deb.debian.org/debian buster/main amd64 libqtgui4 amdé4 4:4.8.7+dfsg-18 [4,233 kB]

p://deb.debian.org/debian buster/main amd64 libqt4-declarative amd64 4:4.8.7+dfsg-18 [1,181 kB]

p://deb.debian.org/debian buster/main amd64 libgt4-sql-mysql amd64 4:4.8.7+dfsg-18 [78.2 kB]
p://deb.debian.org/debian buster/main amd64 pcscd amd64 1.8.24-1 [95.3 kB]
p://deb.debian.org/debian buster/main amd64 qt-at-spi amdé4 ©0.4.0-9 [62.7 kB]

.9 MB in 21s (565 kB/s)

previously unselected package libccid.

atabase ... 132845 files and directories currently installed.)

to unpack .../00-libccid _1.4.30-1_amd64.deb ...

libccid (1.4.30-1) ...

previously unselected package libmngl:amd64.

to unpack .../01-1libmngl_1.0.10+dfsg-3.1+b5 amd64.deb ...

libmngl:amd64 (1.8.10+dfsg-3.1+b5)

previously unselected package qtcore4-1l1@n.

to unpack .../02-qtcore4-110n_4%3a4.8.7+dfsg-18_all.deb ...

qtcore4-110n (4:4.8.7+dfsg-18)

previously unselected package libgtcore4:amdé64.

to unpack .../03-libgtcored4 4%3a4.8.7+dfsg-18_amd64.deb ...

libgtcored:amdé64 (4:4.8.7+dfsg-18)

previously unselected package libgt4-xml:amd64.

to unpack .../04-1libqt4-xml_4%3a4.8.7+dfsg-18_amd64.deb ...

libgt4-xml:amd64 (4:4.8.7+dfsg-18)

PucyHok 49 - YcrtaHoBKa naketoB MO (npoaosmmkeHue)
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Selecting previously unselected package libqtdbus4:amdé4.

Preparing to unpack .../05-libqtdbus4 4%3a4.8.7+dfsg-18 amd64.deb ...
Unpacking libgtdbus4:amd64 (4:4.8.7+dfsg-18)

Selecting previously unselected package qtchooser.

Preparing to unpack .../86-qtchooser 66-2 amd64.deb ...

Unpacking gtchooser (66-2)

Selecting previously unselected package qdbus.

Preparing to unpack .../87-qdbus 4%3a4.8.7+dfsg-18 amdé4.deb ...
Unpacking qdbus (4:4.8.7+dfsg-18)

Selecting previously unselected package libqt4-dbus:amdé64.

Preparing to unpack .../08-libqt4-dbus 4%3a4.8.7+dfsg-18 amdé4.deb ...
Unpacking libgt4-dbus:amd64 (4:4.8.7+dfsg-18)

Selecting previously unselected package libqt4-network:amdé64.

Preparing to unpack .../89-libqt4-network 4%3a4.8.7+dfsg-18 amdé4.deb ...
Unpacking libgt4-network:amd64 (4:4.8.7+dfsg-18)

Selecting previously unselected package libqt4-script:amd64.

Preparing to unpack .../10-libqt4-script 4%3a4.8.7+dfsg-18 amd64.deb ...
Unpacking libqt4-script:amd64 (4:4.8.7+dfsg-18)

Selecting previously unselected package libgt4-sql:amd64.

Preparing to unpack .../11-libqt4-sql 4%3a4.8.7+dfsg-18 amd64.deb ...
Unpacking libgt4-sql:amd64 (4:4.8.7+dfsg-18)

Selecting previously unselected package libgt4-xmlpatterns:amd6&4.
Preparing to unpack .../12-libgt4-xmlpatterns 4%3a4.8.7+dfsg-18 amd64.deb ...
Unpacking libgt4-xmlpatterns:amd64 (4:4.8.7+dfsg-18)

Selecting previously unselected package libqtgui4:amd64.

Preparing to unpack .../13-libgtgui4 4%3a4.8.7+dfsg-18 amd64.deb ...
Unpacking libgtgui4:amd64 (4:4.8.7+dfsg-18)

Selecting previously unselected package libgt4-declarative:amd6&4.
Preparing to unpack .../l4-libgt4-declarative 4%3a4.8.7+dfsg-18 amd64.deb ...
Unpacking libgt4-declarative:amd64 (4:4.8.7+dfsg-18)

Selecting previously unselected package libgt4-sql-mysql:amdé4.

Preparing to unpack .../15-libqt4-sql-mysql 4%3a4.8.7+dfsg-18_ amd64.deb ...
Unpacking libgt4-sql-mysql:amd64 (4:4.8.7+dfsg-18)

Selecting previously unselected package pcscd.

Preparing to unpack .../l6-pcscd 1.8.24-1 amd64.deb ...

Unpacking pcscd (1.8.24-1)

Selecting previously unselected package qt-at-spi:amdé64.

Preparing to unpack .../17-qt-at-spi ©.4.0-9 amd64.deb ...

PucyHok 50 - YcTtaHoBKa naketoB MO (npoaosmmkeHue)

Unpacking qt-at-spi:amd64 (0.4.0-9)

Selecting previously unselected package special-secret-software.
Preparing to unpack .../18-ssecret-all-1.2.00165.deb ...
Unpacking special-secret-software (1.2.3) ...

Setting up libmngl:amd64 (1.0.18+dfsg-3.1+b5)

Setting up libccid (1.4.30-1)

Setting up pcscd (1.8.24-1)

Created symlink /etc/systemd/system/sockets.target.wants/pcscd.socket - /lib/systemd/system/pcscd.socket.
Setting up qtchooser (66-2) ...

Setting up qtcore4-116n (4:4.8.7+dfsg-18) ...

Setting up libqtcore4:amd64 (4:4.8.7+dfsg-18)

Setting up libgtgui4:amd64 (4:4.8.7+dfsg-18)

Setting up libqt4-sql:amd64 (4:4.8.7+dfsg-18)

Setting up libqt4-xml:amd64 (4:4.8.7+dfsg-18)

Setting up libqt4-sql-mysqgl:amd64 (4:4.8.7+dfsg-18)
Setting up libgtdbus4:amd64 (4:4.8.7+dfsg-18)

Setting up libqt4-network:amd64 (4:4.8.7+dfsg-18)
Setting up libqt4-xmlpatterns:amd64 (4:4.8.7+dfsg-18)
Setting up qdbus (4:4.8.7+dfsg-18) ...

Setting up libgt4-script:amdé64 (4:4.8.7+dfsg-18)

Setting up libqt4-declarative:amd64 (4:4.8.7+dfsg-18)
Setting up libqt4-dbus:amd64 (4:4.8.7+dfsg-18)

Setting up qt-at-spi:amdé4 (0.4.0-9)

Setting up special-secret-software (1.2.3)

Processing triggers for mime-support (3.62)

Processing triggers for gnome-menus (3.31.4-3)
Processing triggers for libc-bin (2.28-18)

Processing triggers for systemd (241-7~debl@u3)
Processing triggers for man-db (2.8.5-2)

Processing triggers for desktop-file-utils (0.23-4)

PucyHok 51 - YcTtaHoBKa naketoB N0 (OkOHuUaHue)

Mocne yctaHoBKM B kaTtanore /usr/bin nossnswTtca dannbl adminConsole un
userConsole.
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[Nanee cnepyet BHecTn nHdopMaumto o6 yctponctee B dann libccid_Info.plist,
pacnonoXeHHbIW B KaTanore /etc/:
root@debian: /home/natalia# cd /etc
root@debian:/etc# nano libccid Info.plist

BHMMAHME! B OC Linux nMmeet 3Ha4yeHune permctp 6yks B umMeHax ¢dannos u

kaTanoros. Heobxoammo ykasatb ¢damnn libccid_Info.plist ¢ 6onbwon 6ykson "i" B
cnose "Info".

MNMocne BbINOMHEHUS YKa3aHHbIX KOMaHZ OTKPOETCS peXxuM peaakTUpoBaHus
danna libccid_Info.plist (pucyHok 52).

natalia@debian: ~

File Edit View Search Terminal Help
GNU nano 3.2 libccid Info.plist

Bzxml version="1.0" encoding="UTF-8"7>

<plist version="1.0">

<dict>
<key=CFBundleDevelopmentRegion</key=
<string=English</string=>
<key=CFBundleExecutable</key=
=string=libccid.so</string=
<key=CFBundleIdentifier</key=
<string=org.debian.alioth.pcsclite.smartcardccid</string=>
<key=CFBundleInfoDictionaryVersion=/key=
<string=>6.0</string>
<key=CFBundleName</key>
=s5tring=CCIDCLASSDRIVER</string=
=key=CFBundlePackageType=/key>
=string=BNDL</string=
<key=CFBundleShortVersionString</key>
<string=1.4.30</string=
=key=CFBundleSignature=/key=
=string=?7?7</string=
<key=CFBundleVersion</key>
<string=0.0.1dl</string=
=key=ifdCapabilities</key=
<string>0x00000000</string>

<key=ifdProtocolSupport</key=
=s5tring=0x00000001</string=

Bt Get Help WY Write Out Bl Where Is B Cut Text 8| Justify WY Cur Pos KRV Undo
B Exit Wi Read File B Replace W Uncut Text g To Spell M Go To Line [gIS Redo

PucyHok 52 - Pexxum peaaktupoBaHus ¢daina libccid_Info.plist

[anee HY>XHO KypcopoM nepentn B pasgen danna ifdVendorID (pucyHok 53).
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natalia@debian: ~

File Edit View Search Terminal Help

GNU nano 3.2 libccid Info.plist

<key>ifdManufacturersString</key=
<string=Ludovic Rousseau (ludovic.rousseau@free.fr)</string>

<key>ifdProductString</key>
<string=Generic CCID driver</string=

<key>ifdVendorID</key=
<array=

<string=0x072F</string=
<string=0x09C3</string=
<5tring=0x09C3</string>
<5tring=0x858F</string=
<s5tring=ex058F</string>
<string=0xeDC3</string>
<string=0x8DC3</string>
<5tring>0x1BeE</string>
<string=0x0783</string=>
<s5tring=0x046A</string=
<string=0x046A</string=
<5tr1ng>0x046A</string>l
<string=0x046A</string>
<string=0x0982</string=
<s5tring=0x413C</string>
<5tring=0x413C</string>
<string=ex073D</string>
<string=0xe73D</string>
<string=0x073D</string=
<s5tring=0x073D</string>
<s5tring=0x873D</string>
<s5tring=0x08E6</string>
<string=0x08E6</string>
<string=0x08E6</string=

gf Get Help gt Write Out @ Where Is gy Cut Text g Justify @8 Cur Pos wel Undo
B Exit @i Read File Bl Replace ! Uncut Text @] To Spell B Go To Line [ Redo

PucyHok 53 - lNepexoa B pa3saen c¢danna ifdVendorID

N pobaButb B pasgen CTpoky (naeHTudukatop npomsBoauTens):
<string>0x17e4</string> (pncyHoK 54).

natalia@debian: ~

File Edit View Search Terminal Help

GNU nano 3.2 libccid Info.plist

<string=0x83EB</string=
<string=0x8A5C</string=
<string=0x8A5C</string=
<string=0x8A5C</string=
<string=0x0783</string=
<string>=0x@96E</string=
<string>=0x@BDA</string=
<string=0x@3F0</string=
<string=0x@3F0</string=
<string>=0x04CC</string=
<string>=0xeD46</string=
<string>=0xeD46</string=
<string=0xe@B97</string=
=s5tring=0xeB97</string=
<string=0x08C3</string=
<string=0x08C3</string=
=string=0x15El</string=
<string=0x062D</string=
|<5tr1ng >0x17e4</str1ng>!j
</array>

<key=ifdProductID</key=>

<array=
=s5tring=0x90CC</string=
=s5tring=0x0013</string=
=s5tring=0x0014</string=
=s5tring=0x9520</string=
=s5tring=0x9540</string=
=string=0x1004</string=
=string=0x1102</string=
=string=0x1078</string=
=s5tring=0x0006</string=
=s5tring=0x0005</string=
<string=0xe010</string=

gl Get Help gt Write Out Bl Where Is B Cut Text B Justify
@ Exit fli Read File B Replace iy Uncut Text gl To Spell

Cur Pos g”ll Undo
Go To Line g8 Redo
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PucyHok 54 - lo6aBneHue npeHtndmukaTopa npomssoauTtens

3aTteM cnepyetT nepentun B pasgen danna ifdProductID (pucyHok 67).

natalia@debian: ~

File Edit View Search Terminal Help
GNU nano 3.2 libccid Info.plist

<5tring=0x03F0</string=
<5tring=0x04CC</string>
<5tring=0x0D46</string=
<5tring=0x0D46</string>
<5tring=0x0B97</string=
<string=0x0B97</string=
<5tring=0x08C3</string=
<string=0x08C3</string>
<5tring=0x15El</string=
<string=0x062D</string>
<string >0x17e4</string>
</array>

Iﬂkey>ifdProdU(tID</key> I
<array>
<string=0x90CC</string=
<string>0xe0l3</string=
<string=0x0014</string=
<string>0x9520</string=
<s5tring=0x9540</string=
<string>0x1004</string=
<string=0x1102</string=
<string>0x1078</string=
<s5tring=0x0006</string=
<string>0x0005</string=
<string=0x0010</string=
=string=0x002D=/string>[|
<string=0x003E</string=
<string=0xeee7</string=
<string=0x2100</string=
<string=0x2101</string=
<s5tring=0x0007</string=
<string>0xe008</string=
<5tring=0x0B00</string=

f§ Get Help gt Write Out al Where Is gy Cut Text gl Justify e Cur Pos k8l Undo
Bl Exit Wi Read File Ml Replace M Uncut Text ] To Spell M Go To Line [Jd8 Redo

PucyHok 55 - lNepexoa B pasgen daina ifdProductID

n nobasntb B pasaen CTPOKY (nageHTudunkaTop yCTpOMCTBA):
<string>0x0016</string> (pucyHok 56).
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natalia@debian: ~

File Edit View Search Terminal Help

GNU nano 3.2

<string=0x0503</string=
<string=0x0165</string=
<string=0x0036</string=
<string=0x1024</string=
<string=0x5072</string=
<string=0x4000</string=
<string=0x4001</string=
<string=0x7762</string=
<string=0x7772</string=
<string=0x0401</string=
<string=0x0402</string=
<string=0x2007</string=
=string=0x0001</string=
[ <string=exe016</string= |
</array>

<key=ifdFriendlyName</key=

<array=
<string=ACS ACR 38U-CCID</string=
<string=ActivIdentity USB Reader V3</string=
<string=ActivIdentity Activkey_Sim</string=
<string=Alcor Micro AU9528</string=
<string=Alcor Micro AU956@</string>
<string=Athena ASE IIIe</string=
<string=Athena ASEDrive IIIe KB</string=
<s5Tring=BLUTRONICS BLUDRIVE II CCID=/string=
<string=C3P0 LTC31 v2</string=>
<string=Cherry GmbH SmartBoard XX33</string=
<string=Cherry GmbH SmartBoard XX44</string=>
<string=Cherry GmbH SmartTerminal XX44</string=
<string=Cherry GmbH SmartTerminal ST-2xxx</string=
<string=COVADIS ALYA</string=
<string=Dell keyboard SK-3106</string=>
<string=Dell Dell Smart Card Reader Keyboard</string=

B Justify Bd Cur Pos &l Undo
il To Spell Go To Line g8 Redo

PucyHok 56 — lo6aBneHue naeHtudpmkaTtopa ycrpomicrea

Write Out
il Read File

Get Help
gl Exit

Where Is B Cut Text
il Replace I Uncut Text

HNanee nepeintun B pasaen danna ifdFriendlyName (pucyHok 69).

natalia@debian: ~

File Edit View Search Terminal Help
GNU nano 3.2 libccid Info.plist

|<key>ideriend1yName</Key>I

<array>
=string>ACS ACR 38U-CCID</string=>
<string=ActivIdentity USB Reader V3</string>
<string=ActivIdentity Activkey Sim</string=>
<string=Alcor Micro AU952@</string=
<string=Alcor Micro AU9568</string=
<string=Athena ASE IIIe</string>
<string=Athena ASEDrive IIIe KB</string=
<5tring=BLUTRONICS BLUDRIVE II CCID</string=
<string=C3P0 LTC31 v2</string=>
<string=Cherry GmbH SmartBoard XX33</string>
<string=Cherry GmbH SmartBoard XX44</string=
<string=Cherry GmbH SmartTerminal XX44</string=
<string=Cherry GmbH SmartTerminal ST-2Zxxx</string=
<string>COVADIS ALYA</string>
=string=Dell keyboard SK-3106</string=>
<string=Dell Dell Smart Card Reader Keyboard</string=>
<string=Eutron CryptoIdentity CCID</string=>
<string=Eutron CryptoIdentity CCID</string=>
<string=Eutron Digipass 860</string=
<string=Eutron Card Reader</string=
<string=Eutron Smart Pocket</string=
<string=Gemalto PDT</string=
<string=Gemalto PC Twin Reader</string=
<string=Gemalto USB Shell Token V2</string=>
<string=Gemalto USB GemPCPinpad SmartCard Reader</string=
<string=Gemalto GemCore SIM Pro Smart Card Reader</string=>
<string>=Gemalte Ezio Shield</string=>
<string=Gemalto EZIO CB+</string>
=string>Gemalte Gemplus USB SmartCard Reader 433-Swap</string>
<string>Gemalto Prox Dual USB PC Link Reader</string=
<string=Gemalto Prox SU USB PC LinkReader</string=
<string=Gemalto Smart Enterprise Guardian Secure USB Device</string=

Cur Pos Bl Undo
Go To Line [ Redo

PucyHok 57 - Nepexop B pasaen daina ifdFriendlyName

Write Out
Read File

Get Help
Exit

Justify
To Spell

Where Is @y Cut Text
Y Replace ! Uncut Text
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[obaBuTb B pasgen CcTpoky: <string>Special Secret Media</string>
(pucyHok 58).

libeeid_Info.plist [Read-Only]

<string=Watchdata USB Key</string=
<string>Watchdata USB Key</string>
<string=Watchdata W5181 </string>
<string=Winbond CCID SmartCard Controller</string=
<string>Yubico Yubikey NEO OTP+CCID</string=
<string>=Yubico Yubikey NEO CCID</string=
<string=Yubico Yubikey NEO U2F+CCID</string=
<string>Yubico Yubikey NEO OTP+U2F+CCID</string>
<string>Yubico YubiKey CCID</string=
<string=Yubico YubiKey OTP+CCID</string=>
<string>Yubico YubiKey FIDO+CCID</string=
<string>Yubico YubiKey OTP+FIDO+CCID</string>
<string=ACS ACR122U PICC Interface</string=
<string=ActivCard ActivCard USB Reader V2</string=
<string>Athena IDProtect Flash</string>
<string=ATMEL VaultIC460</string=>
<string=Broadcom Corp 5888</string=
<string=Broadcom Corp 588@</string=
<string=Broadcom Corp 5888</string>
<string>C3P0 LTC3x USB</string>
<string>Feitian SCR301</string=>
<string=Generic Smart Card Reader Interface</string=>
<string=Hewlett-Packard Company HP USB CCID Smartcard Keyboard</string=
<string>Hewlett-Packard Company HP USB Smart Card Keyboard</string=
<string=KEBTechnology KONA USB SmartCard</string=
<string=KOBIL Systems mIDentity M</string=
<string>KOBIL Systems mIDentity XL</string=
<string=02 Micro 0z776</string=
<string=02 Micro 0z776</string=
<string>Precise Biometrics Precise 250 MC</string=
<string=Precise Biometrics Precise 200 MC</string=
<string=RSA RSA SecurlID (R) Authenticator</string=
<string>THRC Smart Card Reader</string>
<string>Special Secret Media</string>
<farray=
<key=Copyright</key=>
= S TS SO S T TP S

XML ¥ Tabwidth:8 « Ln1,Col1 7 INS

PucyHok 58 - lo6aBneHne nidopmauum B pasaen ¢damnna ifdFriendlyName

BoiiTv 13 pexuma peaaktupoBaHus kKombuHauuen knasmw Ctrl+X ¢
COXpaHeHuneM.

Y6eantbCsa, 4UTO AaHHble coxpaHeHbl, OoTKpbiB ¢dann libccid_Info.plist B
TEKCTOBOM pefaKkTtope.

Mocne BHeceHns nameHeHun B dpann Info.plist nepentn B Katanor
init.d:cd /etc/init.d

M nepe3anyCcTuTb cepBuc pcscd:
root@debian:/etc/init.d# ./pcscd restart
[ ok ] Restarting pcscd (via systemctl): pcscd.service.

KoHCOoNb agMUHUCTpaATOpa AOCTYMNHa K 3anycKy (pucyHok 59).
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natalia@debian: /usr/bin 4 _

:~$ cd /usr/bin e
: % ./adminConsole
QGtkStyle could not resolve GTK. Make sure you have installed the proper librari

® CekpeT Ocoboro HazHayeHuA: KOHCONb afMMHMCTpaTopa

CepuiHEIA HoMep  OnucaHue COCTORHNE

0000007778 LinuxSecret Monk3oeaTens 3aperu

PucyHok 59 — 3anyck KOHCONM aAMUHUCTpaTopa

2.5. YcrtaHoBka MO NAK «Cekpet Ocoboro HazHauenuma» B OC
CentOS

Mopsipaok yctaHoBku MO npuBeaeH ans cneaytouwen c6opkn CentOS:

=
v

CentOS Linux 8

—p

Device name | localhost.localdomain

Memory 3.7 GiB
Intel” Xeon(R) CPU E5-2670 0 @ 2.60GHz x 2
llvmpipe (LLVM 8.0, 256 bits)

GNOME Version 3.32.2
64-bit

tion VMware
Disk 30.9 GB

Check for updates

B HuMxenpuBeseHHOW nocnefoBaTeNbHOCTM  AENCTBMM  NoAapa3yMeBaeTcs
ymnctasd OC CentOS, cpa3y nocne ee yCTaHOBKMW.

Ons yctaHoBkn 1O COH wucnonb3yeTcss NakeT YCTaHOBKW special-secret-
software-1.2.3-1.x86_64.rpm.

Mepen ycraHoBkon IO TpebyeTcs YCTaHOBUTb AOMNOAHWUTENIbHbIE MAKETHI,
obecneumBatoLlme Mmoaynun 3aBucmmocten anga nakera COH:

libmng-1.0.10-14.el7.x86_64.rpm

gt-settings-19-23.10.el7.centos.noarch.rpm

qt-4.8.7-8.el7.x86_64.rpm

gt-x11-4.8.7-8.el7.x86_64.rpm

pcsc-lite-ccid.x86_64
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Ona ycrtaHoBku MO cnepyeT 3anyctuTb Terminal n nepentn B pexum paboThl
cynepnosnb3oBaTtens (pUcyHok 60).

File Edit View Search Terminal Help

[toor@localhost ~]% su
Password:
[root@localhost toor]# |

PucyHok 60 — lNepexoa B pe>xuM cynepnosib3oBaTtens

Ha 3anpoc BBoga naponsa "Password" BBecTu naposb nosb3oBartens root.

[anee cneayeTt nepenTn B nanky, rae XpaHATCS BbllenepeyncieHHble NakeThbl
ONS YCTAHOBKW, U YCTAaHOBUTb UX NOCeA0BaTe/IbHO:

yum install ./libmng-1.0.10-14.el7.x86_64.rpm

yum install ./qt-settings-19-23.10.el7.centos.noarch.rpm

yum install ./qt-4.8.7-8.el7.x86_64.rpm

yum install ./qt-x11-4.8.7-8.el7.x86_64.rpm

yum install pcsc-lite-ccid.x86_64

Mocne yctaHoBkM B KaTanore /usr/bin nosasnstTca dannbl adminConsole
(pucyHok 61) n userConsole (p1cyHok 62).
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al
®aiin Mpaeka Bug Mepexog 3aknagky [Momols

o Hazag Briepég s @ G g (=] 100% |2

a —

MecTa v X | \J /| usr | bin

MoiA KoMnbioTEp
natalia
[E PaBouni cron
[ 7z

|| ®ainoBan cK...

[oKyMeHThl
3arpyzkn I Q
1 3arpys | ’
& My3bika adminConsole alsabat
W3obpaxeHus =
|

Kopawnxa

Yerpoiicraa alterator-browser-gts alterator-browser-x11 H
HTom16.. =
™|
Cetb . L=
MpocmoTpeTh.. ® @
alterator-net-functions alterator-net-iptables

Ad Ad

alterator-systemctl- alterator-unittest- i
helper functions
alt-rootfs-installer amidi

1924 ofvexros, cecfogte: 19,8 GB

PucyHok 61 - ®aitn adminConsole B katanore /usr/bin
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r

s bin

®ain Mpaeka Bug Mepexog 3aknagkw Momols

7 Hasag ~ Bnepéa @G g (=) 100% |
MecTa ~ X |[A (14 usr |bin
Moii kKomnbloTEp \/ \/
natalia update-desktop- update-mime-database

o _ database
PaBounia cTon

| ®alinoBanA cK... O
[OKyMEHTHI

&

3arpyaku HpoweEr uprime
My3bika
[E WaobpaxeHus O
@& W306pa |
Bugeo userConsole userpasswd
& Kopanma
YcTpoiicTBa Q O
HTom16.. = utmpdurmp uudecode
CeTk
MpocmoTpeTb... O O
uuenview uuidgen

P P

«pamenlarges BuigeneH (14,5 kB), Ceofogroe MecTo: 19,8 GB

L

PucyHok 62 - ®ain userConsole B katanore /usr/bin

Hanee cnepyetr BHecTM uWHpopmauuto 06 ycTtpoinctee B dann Info.plist,
pacnosioXeHHbin B KaTtanore /usr/lib64/pcsc/drivers/ifd-acsccid.bundle/Contents
(pucyHoOK 63).

# cd fusr/libé4/pcsc/drivers/ifd-acsccid.bundle/Contents

Contents # nano Info.plist]]

PucyHok 63 - KomaHAabl AN BO3MOXXHOCTM peaakTtupoBaHus ¢ganna libecid_Info.plist

BHMMAHME! B OC Linux nMeet 3Ha4vyeHue permctp 6ykes B MMeHax ¢dannos u
kaTanoros. Heobxoanmmo ykasatb ¢dann Info.plist ¢ 6onbwon 6ykebl "i". B
NPOTUBHOM cny4ae 6yaeT co3aaH oTaenbHbir dann info.plist.

Mocne BbINOMHEHUS YKa3aHHbIX KOMaHA OTKPOEeTCS pexuMm peaakTMpoBaHMUS
danna Info.plist (pucyHok 64).
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= natalia@host-148: /usr/lib64/pcsc/drivers/ifd-acsccid.bundle/Contents

®aiin Mpaeka Bwg Monck Tepmwnan Mowows
GNU nano 4.0

Info.plist

e
CFBundlePackageType
BNDL
CFBund r sionString

support

onNumber
081

[ Read 450 lines ]
! Bupe3aTb B BLpoBHATE @ Texlozuy GRY OTmeHa
il Paste Text il Cnoeape @8 K crpoke Es NoeTop

Ay, Mewio (5 = [init.d] B8 natalia@host-148: fusr/lib6...

PucyHok 64 - PexxuM peaaktupoBaHua cdaina libccid_Info.plist

[Nanee cneayet KypcopoM nepentu B pasgen danna ifdVendorID (pucyHok 65).
= natalia@host-148: fusr/lib64/pcsc/drivers/ifd-acsccid. bundle/Contents

®ann Mpaeka Bug Mowck TepmwHan MMomows
GNU nano 4.0

Info.plist

ifdvendorID

gE Nomows -aTh < aTh B BuipoBHATH ¥ Texlozny IRl OTmena
Buixopg, AT T @l Cnosape i K cTpoke AE= NosTop

SN Mekio ] [init.d] B natalia@host-148: jusr/libs...

PucyHok 65 - lNepexoa B pasaen c¢danna ifdVendorID

N pobaButb B pasgen CTpoky (MaeHTUduKaTop Npom3BOAUTENS):
<string>0x17e4</string> (pncyHoK 66).
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= natalia@host-148: /usr/lib64/pecsc/drivers/ifd-acsccid.bundle,

©ain Mpaeka Bug Mowck TepmuHan TMomolys
GNU nano 4.0

Info.plist

ifdProductID

WE MNomouws ucaThb W BupezaTe & BupoBHATE W{¥ Texlozny
W Buixop } WY Paste Text - A CTpOKe

A5, Mero [ [init.d] [8] natalia@host-148: /usr/lib6...

PucyHok 66 — [lo6aBneHme naeHtudpumkatTopa npomssoaurtens

3aTtem nepentun B pasaen danna ifdProductID (pucyHok 67).
= natalia@host-148: fusr/lib64/pcsc/drivers/ifd-acsccid.bundle

©ain MpaeBka Bug Mowck TepmuHan Momouls

GNU nano 4.8 Info.plist
AG B = A Bupe Ul Bb o Te
A B Iy o ol o =) A oy o

b "R}
At MeHw (% = [init.d] natalia®host-148: /usr/libe...
(0z]
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PucyHok 67 - Nepexopa B pasaen daina ifdProductID

n nobasuTb B pasaen CTPOKY (naeHTndunkaTop yCTpOWCTBa):
<string>0x0016</string> (pucyHoK 68).

natalia@host-148: /usr/lib64/pcsc/drivers/ifd-acsccid.bundle/

®aitn MpaBka Bwg Mowck Tepmudan Tomows
GNU nano 4.0

Info.plist

C Reader
C Reader
C Reader

Qe Momows WY 3anucaTte WY Mowmck Wi BopezaTe W BolpoBHATE Q¥ TekMozny
B Buixog Wi YuT®aiin i 3amena WY Paste Text W@l Cnoeaps Wl K cTpoke
i3, Mesio [init.d] [@ natalia@host-148: fusr/libs...

PucyHok 68 - lo6aBneHue naeHtudmkaropa ycrpomcrea

Hanee nepeintun B pasaen danna ifdFriendlyName (pucyHok 69).
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e natalia®@host-148: /usr/lib64/pcsc/drivers/ifd-acsccid.bundle

®ain Mpaeka Bwug Mowck Tepmusan Momows
GNU nano 4.0

Info.plist

ifdFriendlyName

eader

Reader

M Dual Reader
Dual Reader

1SAM PICC Reader

LR ]

W

Reader
 BL
nPA plus
15 [{L Reader

Monck B BupezaTk BN BupoeHATE & TexMoz
3ameHa WY Paste T @l Cnoeape W K cTpo

s, Metio [init.d] B natalia@host-148: /usr/lib6...

FPPEFPPFPFPPPPFPFPPFPPEPPPFPPPRPRFPPFPRPEP PP PP E D
w
c

RS N R X

oo
[y

PucyHok 69 - lNepexoa B pasaen cdamna ifdFriendlyName

[obaBuTb B pasgen CcTpoky: <string>Special Secret Media</string>
(pucyHok 70).

L= natalia@host-148: /usr/lib64/pcsc/drivers/ifd-acsccid.bundle/

®aidn Mpaeka Bug Mowck Tepmmuan Momols
GNU nano 4.0

Info.plist
Dual Reader

U FuW Upgrade
ACR1311 PICC Reader

PEEEEEEEEEE B

Reader

Media

Copyright
This driver is protected by terms of the GNU Le r General Public Licel version

WE Momous / 1 g aTb & BLipOBHATE H¥ TexMozmy
W Boixog / A as } @l Cnoeaps - K <8

iy, Menio [init.d] [ natalia@host-148: fusr/lib6...
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PucyHok 70 - flo6aBneHne nidopmauum B pasaen ¢danna ifdFriendlyName

BoiiTv 13 pexuma pegakTupoBaHus KombuHauuen knasmw Ctrl+X ¢
COXpaHeHuneM.

Y6eanTtbCsa, 4TO AaHHble CoxpaHeHbl, oTKpbiB ¢ann Info.plist B TekcToBOM
peaaktope (pUCyHOK 71).

= plist [Tonwko gna i P i i idbundie/Contents) - P = = =
adn Npasca Buy Mepexoy 3aaagoe  Mosouys ©ann Mpaska BuA Mowck Cepemc  fokyMenTsl Mouois

Hazag ~ Tnepes A RN 100% ) MPOCMOTD B BMAE Jnat B onpamn. Compannrn 5 OTuenmuTh -

Mecta - X # LJF wer BG4 posc drivers  ifdacsccidbundle | Contents
<STringE@TIf/sEr ings -
p— <STrANGENETIF</ SEr Lng>
@ <STriNgENETIF</ SEr ing>
“SLriNgGxgT2r

ing=8xB72F

1ng=8x8T2F</string
ing=Bx1Tede/string

key>1fdProductIDe/key

ing>@xbddde/string
E P-]ﬁpaxﬁkﬂﬂ <&t ring>-@xbIgd. tr
) <&tr -Bx8308 t
@ Baco Bx83E
= =SLring>9x83aT
e Lr ing>0x0301
Yerpocrea tring=0x98ce 1
tring>x90dB</SEFLng
1ng>0xB100=/5tring
J-@xbi@d ingy
~Hxb182: trings
~Bxb183 L rings
*Bxh18¢
ir1g>@xbi104
L1 ing=0xbe0G=/str in
11g>@x90d2</SEring
1ng>0x306=/5tring
ing>@x2@dde/sEring>

) Tow 16 ...

Cetn

B NpocmaTpets.

G RIGE S T
-BXB9E1
1ng=BxBaes
1 =8x120%
ring=8x1284
tring=0x1206 i
ring>ex2200 tring

slnk plists st e [13,1 KBS, Cacfiogror wocra: 19,8 68 S TTIS S TR 4 U EEE S

. Mero 5 g_._';’ B Conterts B rotaka@host148: fusebs,. |7 Info.plist [Tomers A8 wres a SN en ‘ﬂ [ o o, 28 anp, 2256

PucyHok 71 - ®ain Info.plist B TekctToBOM pegakrtope

Mepesarpy3utb OC.



