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AHHOTALUNWA

Hactoawmnmn [OKYMEeHT $BMSieTCS OMNUCaAaHUEM MNpPUMEHEHUsS NpPOrpamMMHO-
annapaTHOro Komnaekca 3awnTbl MHDOpMaLMM OT HECAHKLMOHMPOBAHHOIO AOCTyNa
— annapaTHOro MoAynsa AOBEPEHHOW 3arpy3kmn — «Akkopa-AMA3», nanee no TeKCTy
«Akkopa-AMA3» wmnn «KoMmnnekc», v npegHasHadeH Ans8 vy, NJaHUPYLWUX U
OpraHM3ylLWmnX 3awmTy nHPoOpMaLmMm C X NCMoAb30BaHUEM B CUCTEMAX U CpeacTBax
nHpopMmaTnsaummn Ha 6ase IBM.

B AokyMeHTe npuBeAeHbl oblwme NMpuHUMNbI U NpaBuna opraHnsaummn paboTbl
no obecneyeHnto KOHMUAEHUMANbHOCTU MHGOpPMaLUMN, OCHOBHble 3alUTHble
(pyHKUMM KOMNeKca, ero BO3MOXHOCTU, 0COBEHHOCTU YCTAaHOBKM U MPUMEHEHMUS.

Mepen  ycTaHOBKOWM UM 3Kcnayataumem  kKomnnekcos  «Akkopa-AMA3»
Heob6XoAMMO BHMUMATENbHO O03HAKOMUTBCA C KOMMJEKTOM 3KCrjayaTaunmoHHOM
OOKYMEeHTauMm Ha KOMMAEKC, a TaKXe TMpuHATb Heobxoaumble 3alluuTHble
OpraHM3auMOHHbIE Mepbl, peKOMeHAYyeMble B JOKYMEHTaLMNN.

NMpMeHeHue 3alMTHbLIX CPeACTB KOMMEKCOB AO/MKHO AOMOMAHSATbCA 06WwWuMu
MepaMun TexHn4yeckom 6e3onacHoOCTH.
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NMPUHATBIE TEPMUHbI N OBO3HAYEHUA

AgmuHncrtparop bUN (nan ABHW) - agmunHuctpatop 6e3o0nacHoCTU
nHdpopMaumn, NpMBUIErMPOBaHHbIA NONb30BaTEb — AO/HKHOCTHOE MU0, MMEeloLee
ocobbit cTaTyc M abcontoTHble nonHomoumsa (cynepsusopa). AaMmHuctpaTop BU
OopraHm3yeT YCTaHOBKY KoMnnekca B 3BM, HacTpohKy 3awWMUTHbIX MEeXaHM3MOB
KOMMaekca B COOTBETCTBMM C npaBamMu [AOCTyna nofib3oBaTenen, ocywecTBnsieT
KOHTPOJIb 3@ NpaBW/IbHbIM MCMONb30BaHMeM DBM C yCTaHOBNEHHbIM KOMMJIEKCOM W
nepnoanyeckoe TeCTMpoBaHMe CpeacTB 3alnTbl KOMMJIEeKCa.

AC - aBTOMaTU3NpOBaHHasa cucTteMma.
BU - 6e30nMacHOCTb MHMOPMaLUN.

Naentnpnkarop - nepCcoHasbHbIN annapaTHbIn naeHTuduKaTop
nonb3oBartens (ycrponcrso "Touch-memory" DS-199x).
Ucnosib3oBatb naeHTngpunkarop - NPUNOXUTb NepCcoHasibHbIN

naeHTUdUKaATOp NOMb30BaTENS K KOHTAKTHOMY YCTPOMCTBY CbeMHMKA MHGOpMaunu.

MeHI - OKHO C U306paxeHnem KHOMOK C Ha3BaHMAMU KOMaHA. [epemelueHuns
NO MEHI0 OCYLLECTBSETCH C NOMOLWbI Knaeuwmn <Tab>. Beibop KoMaHAabl - KaBuwa
<Enter>, BbIX0o4 N3 MeHIO - KnaBuwa <Esc> nnn KomMaHaoM B MEHIO.

HC/[ - HeCaHKLUMOHUPOBAHHbIM AOCTYn.

OkHO BBopga/BbiBOoga - CINYXUT An9 BBoda M oTobpaxeHus 6yKBEeHHO-
unmdposon MHGOPMaALUKMKU, a TakXe MOXEeT BbINONHATb (GYHKUMKM MeHt. CoaepXuT
OKHO A1 BBOAA 6YKBEHHO-LMDPOBON MHPOPMALIMK, OKHA CMMUCKOB, KHOMKWN KOMaHA,
OKHa ¢naros. Beoa 6ykBeHHO-uMdpoBOM MHPOPMAUMN [OSHKEH 3aKaHUYMBATLCSA
Haxatuem knasuvwun <Enter> unu nepeMeweHwem B Apyroe OKHO, ABWXEHWE MO
NYHKTaM CrMcKa B OKHe - C noMouwblo knaenw <Ctpenkun>. lNepeMelieHne no oKHaM
M KHOMKaM KoMaHz, BblI6Op KOMaHA M BbIXOA4 M3 OKHA - aHaNormyHo paboTte C MeHI.

Ownbkn - wvHpopMauus, BbIBOAMMAS Ha AUCMNEN, YKasbliBawowas Ha
HenpaBWIbHOCTb AencTBnin, cbon, aBapun KoMnaekca.

Monb3oBaresib — cybbEKT 4OCTyNa K obbekTaM (pecypcam) DBM.

lMosicHeHMns1i - B ONWUCAHMM HEKOTOPbIX KOMaHA JAalTCcsa MOACHEHUS U
pekoMeHgauun agMuHucTpatopy bW aona ncnonb3oBaHMda 3TUX KoMaHA. [loscHeHud
BblAENEHBLI MENKUM LLlpMCbTOM.

NP4 - npasuna pasrpaHnM4eHna AocTyna.
Pr1B - pa3pywatoume nporpaMmMHbie BO34ENCTBUS.
CBT - cpeacTtBa BblYUCINTENIbBHON TEXHUKMN.

CoobwyeHnss — nHdopmauums, BbIBOAMMASA Ha AMCnaen, KoTopas coobuaeTt o
aencrTemax, TpebyemMbix OT Nonb3oBaTens, 0 COCTOSHUM MPOrpaMMbl U O HOPMabHO
3aBEpPLUEHHbIX AENCTBUSX.



NEPEYEHb COKPALLUEHWUN

AM/[3 AnnapaTHbIN MOAYNb AOBEPEHHOWN 3arpy3Ku
ABA AaMunHucTpaTop 6esonacHoCTn MHpopMaumnm
AC ABTOMaATU3NpPOBaHHasa CUCTEMa

BCIMNO BcnoMoraTenbHoe cneunanbHoe NnporpaMmMHoe obecneveHune
J1BC JlokanbHasa BblUUCNUTENBHAA CETb

HCO HecaHKLUMOHNPOBAHHbLIN AOCTYN

OC OnepaunoHHasa cucrtema

MAK NMporpaMMHO-annapaTHbIM KOMMINeKC

MK NepcoHanbHbIM KOMMbIOTEDP

rno NMporpamMMHoe obecneyveHune

nea Mpasuna (NOANTUKMK) pasrpaHUYeHns 4octyna
2BM DNeKTPOHHO-BbIYMUCANTEIbHAsA MallMHa

PC Pabouasa ctaHums

CBT CpeAcTBO BbIYMCAUTENBHOW TEXHUKMN

C3n CpeacTtBo 3awwuTbl MHDOpMaunm

TY TexHn4yeckne ycnosus

DHM DHeproHesaBmcuMmasi NamMaTb




1. HazHayeHue KoMMnJiekca

MporpaMMHoO-annapaTHbIi KOMMeKc 3alUUThI nHdopmaumm oT
HEeCaHKLUMOHMPOBAHHOIO AO0CTyrna — annapaTHblM MOAY/lb AOBEPEeHHOW 3arpys3kum -
«Akkopa-AM/3» npepHasHayeH ans npuMmeHenumss Ha DBM (TK) tuna IBM PC ans
3awmtbl 2BM (AC) 1 nHdopmaumoHHbIX pecypcoB oT HC U KOHTpPONS LenoCTHOCTU
dannos n obnactenn HDD (B TOM 4nCne N CUCTEMHbLIX) NMPU MHOMOMOJ/Ib30BATE/bCKOM
pexuMme ux akcnayaTtaumu.

Komnnekc npeacraBnsetr cobom COBOKYMHOCTb TEXHUYECKUX U MPOrpamMMHbIX
CpeAacTB, NpeaHa3Ha4vYeHHbIX Ana obecneyeHms 3anTbl TEXHUYECKNX cpeacTts 2BM um
nHpopmaumm ot HCA.

2. XapaKTepuCcTuKn KoMrmnsiekca

Komnnekc  «Akkopa-AM[3»  BbiNnycKkaeTcd B MporpaMMHo-annapaTHOM
NCMNOJTHEHUMN.

Bcsa nporpaMMHas 4acTb KoMmMsieKkca (BkNtoyas cpeacTsa
AAMWHUCTPUPOBAHMSA), CMNUCOK MNONb30BaTeNIENn N XYpHan pernctpaunum pasMelleHsbl
B dHEproHe3aBUCMMOW MaMATU KOHTposnepa. DTuM obecneynmBaeTcsi BO3MOXHOCTb
npoBeneHuns naeHTudukaumm/ayTeHTndmnKaumm nonb30BaTenewn, KOHTpOns
LLeSIOCTHOCTU TEXHUYECKUX U nporpaMMHbliX cpeacts 2BM (PC), agMUHUCTpUpOBaHUA
M ayamTa Ha anmnapaTtHOM YpOBHe, CpeAacTBaMM KOHTpoJi/iepa KOMMJiekca Ao
3arpy3kum OC.

Komnnekc «Akkopa-AM/[3» peann3yeTcsa Ha OCHOBe Creumanm3npoBaHHbIX
KOHTpPON/1epOB «AKKOPA>».

Komnnekc <«Akkopa-AM[3» MOXeT TnpuMeHATbCA B coctaBe 2BM ¢
LeHTpanbHbIM npoueccopoM apxutektypbl x86 (IA-32) wim x86-64 (AMD64),
obbeMoM RAM He MeHee 128 M6awut, npu Hanuumm ceBoboaHoro cnota PCI-
Express/SATA (cornacHo Tuny Mcnosib3yeMoro cneumanmanpoBaHHOrO KOHTposiiepa)
Ha MaTepuHCKOW nnate DBM.

OCHOBHbIMU dYHKUMAMKN KoMMNekca «Akkopa-AMA3» no 3awmte ot HCO K
3BM 1 nHpopMauMoHHbIM pecypcaM SABAAITCA criefyowue:

— 610KMpoBKa 3arpy3kmn co cMeHHbIX Hocutenen (FDD, CD/DVD-ROM, ZIP,
USB-HakonuTenem v ap.) 4N nonb3oBaTtenen, He obnagatowmx rnpaBamMu
aAMUHUCTPATOpPOB;

- 610KMpPOBKA MpepbiBaHUSA KOHTPO/bHbIX MpoLeayp € KfaBuaTypbi;

— naeHTudmnKaums nonb3oBaTtenem C UCNONb30BaHMEM  (DU3MYECKOro
3/IEKTPOHHOI0O n3aennsa — NnepCoHanbHOro naeHTuduKaTopa;

— ayTeHTUdukKaumnsa (noaTeBepXaAeHUs AOCTOBEpPHOCTWM) nonb3oBaTesien c
ncrnosib3oBaHuem naponsa anvHon ot 0 oo 63 CMMBOIOB, BBOAMMOIO C K/laBmnaTypbl B
BUAe, 3aWMLEHHOM OT PacKpbITUS MHANMBUAYANBHOIoO Napons nonb3osatens (B Buae
CUMBOJIOB <*>);

— annapaTHbIi KOHTPO/b LLeNOCTHOCTH cocTaBa obopynoBaHus
KOMMbIOTEPA, CUCTEMHbIX obnacten, danmnoB M KaTanoros B (annoBbiX CUCTEMAX
FAT12, FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, Ext4, FreeBSD UFS/UFS2, Solaris



UFS, QNX4, QNX6, MINIX, ReiserFS, BblnonHseMbI A0 3arpy3km onepaunoHHOM
CUCTEMBI;

— annapaTtHbI1 KOHTPO/b uLenocTHocTn peectpa OC cemencrtsa Microsoft
Windows;

- AOBepeHHasa 3arpys3ka OrnepauuoHHOM CUCTEMbI, a TakXe [OBepeHHas
3arpys3ka CUCTEMHOro W npuknagHoro O, B TOM u4ucnie npu OAHOBPEMEHHOM
yCTaHOBKE Ha AMCKax uUnu B pasgenax aucka OBM Heckonbkux npoussosbHbiX OC,
dYHKUMOHUPYIOWMX C NOAAEPXKKON NMpeacTaB/ieHHbIX (pannoBbIX CUCTEM;

— HanMumMe annapaTHOro AatymMkKa cny4vamHbix uncen (ACH)? ;

- obecneueHune noaaepxku 3arpysumka Iboot, nossonsaowero obecneunTtb
anbTepHaTMBHbIN cnocob 3arpy3ku OC Linux;

- aBTOMATMYeCKoe BeAeHMe XypHana perMcTpupyeMbix cobbITUA Ha aTane
OOBEPEHHON 3arpy3kum ornepaunmoHHOW cucteMbl (B 3HeproHesaBuUCMMOW Gnaw-
namMaTM annapaTHOM 4YacTu KoMMnaekca);

— aaAMUHUCTpupoBaHne AMA3 (pernctpaums nosib3oBaTenem wn  Ux
NepcoHanbHbIX MAEHTUMUKATOPOB, CO34aHME W yAaneHue rpynn nosib3oBaTesnen,
reHepaumsi nNapons nonb3oBaTens W onpeaeneHne ero napaMmeTpoB; Ha3HaudeHue
06beKTOB AN KOHTPONS LENOCTHOCTU U PEeXMMOB KOHTpOAs, paboTa C XXypHasnoMm
perncTpaunm CUCTEMHbIX COBbITUM N AENCTBUIK NoNb30oBaTeNien) U pasgeneHne npas
aAMUHUCTPATOPOB KOMIMJIEKCA;

- 3a/laHMe BPEMEHHbIX OrpaHMYeHWir Ha AOCTyn Mofib3oBaTeneir k I3BM
(PC) B COOTBETCTBUM C YCTAHOBJIEHHbIM A1 HUX PEXMMOM paboThbl;

- WHTerpaumsa C ApYrMMM NporpamMHo-annapaTHbiIMU U MPOrpaMMHbIMU
komnnekcammn C3U HCL cemenctea «Akkopa», C3W HC[ apyrnx npoussoamTenen.

3. Yc/nioBMA NpUMeHeHUs KoOMIMJieKkca

Ona  yctaHOBKM  KoMMiekca «Akkopa-AMA3»  Tpebyetcsa  crnepyrowumn
MUHUMaNbHbLIA COCTaB TEXHUYECKUX N NMPOrpaMMHbIX CPeaCTB:

— OBM, cepBep wnu paboyass cTaHuuUsi, OCHOBaHHas Ha npoueccope C
apxutektypon x86 (IA-32) win x86-64 (AMD64), dyHKUMOHMpPYOWAs o4
ynpasseHneM ornepaunmoHHOW CUCTEMbl, NoanepXxusatowen nwbyr m3 dannosbix
cuctem FAT12, FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, Ext4, FreeBSD UFS/UFS2,
Solaris UFS, QNX4, QNX6, MINIX, ReiserFS;

— Hannune ceobogHoro cnota PCI-Express/SATA (B COOTBETCTBMM C TUMOM
cneumanm3nmpoBaHHOro KOHTPOJI/1epa) Ha MaTepUHCKON nnate DBM.

Ons adeKTMBHOro NpUMEHeHns CpeacTB 3alinTbl KOMMNJIEKCa U NoaAepXaHus
Heobxoanmoro ypoBHS 3awmuwieHHocTn OBM (AC) n MHPOPMALMOHHbBIX pecypcoB
TpebyeTcs:

— dusmyeckaa oxpaHa IOBM (AC) wn ee obopyaoBaHMss C MNOMOLLbIO
TEXHUYECKUX CPEeACTB, CrneuuanbHoOro nepcoHasna, WiuM ApPYyrux OpraHmM3aumMoHHO-

! Bubnunorexu pabotsi ¢ JICU rapantuposano paboraror B OC Windows 10, Windows 11 u Windows Server 2016



TEXHNYECKNX Mep, B TOM 4YUCNE TnMpoBeEAEHUE MGpOI'IpVIFlTVIVI no HeaonyweHumto
N3bATUA KOHTPOJIJIEPA KOMITJIEKCA,

— Hanuumne agMUHUCTpaTopa 6e3onacHoCcTH nHdopMaLmm -
NPUBUIErMPOBAHHOIO MNONb30BaTeNs, UMelLwero ocobbin ctatyc M abcontoTHble
nonHoMmoumsa. 0O643aHHOCTM aAMUHUCTpaTopa bW no npuMeHeHUO KoMmmnnekca
N3M10XKEHbI B AOKYMEHTe «PyKOBOACTBO aAMUHUCTpATOpa»;

— y4yeT HocuTenenm nHpopMaumm n naeHTMPunKaTopoB Nosb3oBaTesnen;

— nepuoamnyeckoe TeCcTUpOBaHME CpencCTB 3alMTbl KOMMiekca <«AKKopAa-
AM/[]3».

4. CocTtaB KOMIJIeKca

Komnnekc C3UN HCAO «Akkopa-AM[A3» Bknw4daeT B cebss nporpamMMHblie W
annapaTHble CpeacTBa.

4.1. AnnapaTHble cpeacTBa

AnnapaTHble cpeactBa komnnekca C3M  HCO  «Akkopa-AMA3» (TY
26.20.40.140-108-37222406-2022) Bkato4atoT B cebs:

— OA4HOIJIaTHbIA KOHTPOJIJZIEP - NpeacTaBnseT cobon KapTy pacllMpeHus
(expansion card), ycTtaHaBnmMBaeMyto B CBO6OAHbIN CNOT MAaTEPUHCKOM nnatel DBM
(PC). KoHTpoOonnep W3rotoBneH MO COBPEMEHHOM TEXHONOMMU MHOIMOCAOMHbIX
neYyaTHbIX MAAaT C NOKPbITUEM XMMUYECKMM 30/I0TOM C MUCMNOSb30BaHMEM Haumbonee
COBPEMEHHOMN 3NeMeHTHON 6a3bl, ABNSEeTCs YHUBEpCalbHbIM, He TpebyeT 3aMeHbl
nNpu nepexoae kK aApyrum tunam OC.

— CbEMHUNK MH(POpMaLlMM (o) KOHTaKTHbIM YCTpOﬁCTBOM,

obecneumBaoWnin nHTEpdEnCc mMexay KOHTPOSNIEPOM KOMMEKCa U MepCOHasbHbIM
NAEHTNHUKATOPOM NOJSIb30BaTENS.

— nepcoHasibHbIi HMAeHTu@UuKarop nosab3oBaresnsa. KoHTponnep
KoMnnekca «Akkopa-AMA3» (TY 26.20.40.140-108-37222406-2022) noaaepxxmsaet
paboTy co cneayrowmMMn TUNaMm nepcoHanbHbIX NAEHTUEHOUNKATOPOB:

e MAK «IMA LUNMKA»;
DS-1993;
DS-1996;
PyTokeH Lite.
KoHKpeTHbIn Habop MaeHTU(PUKATOpPOB 3aBUCUT OT Bepcuu pesmngeHTHoro M0
«Akkopa-AMA3».

Kaxabin wmnaeHTudumkatop obnagaer YyHUKaAbHbIM  HOMEPOM, KOTOpPbIN
dopMmnpyeTcs TEXHONOIMMYECKM M noanenaTb KOTOPbIA MPaKTUYEeCKUM HEBO3MOXHO.
O6bbeM naMaATM, AOCTYMHOM ANs  3annucum WM YTEeHUsl, 3aBUCUT OT Tuna
naeHtndukatopa. MNogpobHee 0 nopsake  WUCNOAb30BAHUA  MNEepPCOHAasbHbIX
naoeHtTudukatopos cMm. n. «MpeHTudukaTopbl» «PykoBoacTBa MO YyCTaHOBKeE»,
BXOASILLEro B KOMMNEKT NOCTaBKM KOMMEKCa.



KonnyectBo ”n TN wnaeHTUUKaATopoB, MoamduKaumsa KOHTpoasiepa u
KOHTaKTHOro yCTpOMCTBa OroBapuBaltTCA MNpu MNocTaBke KOMMJEKCa M yKa3blBaloTCA
B ®opmMynsape.

4.2. NMporpaMMHbie cpeacTBa

MNporpamMMHoe obecrneyeHMe KOMMJeKca BKOYAeT B cebsi pe3nIEHTHY U
HEepe3nAEeHTHYO COCTaBNSAOLWME.

Pe3anaeHTHass 4acTb NMporpaMMHOro obecneyeHmss KOMMJEKCa pa3MeLllaeTcsa B
3HeproHesaBucMmMom  pnaw-namMaTyu  CNeymanusamMpoBaHHOIO  KOHTpoasiepa WU
BKJ/1lOYaeT B cebqa:

— CcucTeMHoe nporpamMmHoe obecnedeHune (Cr10O), Bkawoyawuwee B cebs:
— qaapo OC Linux;

— wTaTtHbIM Habop yTuaut ana dyHkuymoHupoBaHuss OC Linux, paboTbl
KOMMJIeKCa Ha pa3HbiX annapaTHbiX nnatdpopmax, GyHKLUMOHUPOBAHUS annapaTHOM
COCTaBASALWEN KOMMAEKCa N nepCcoHanbHbIX UAEHTUHUKATOPOB;

—  pe3unaeHTHble ApanBepbl CreLnanIn3MpoBaHHbIX KOHTPO/1EPOB;
— pe3naeHTHble ApaiBepbl NepCoHaNbHbIX MAEHTUDUKATOPOB.

— dYHKUMOHanNbHOe nporpamMmHoe obecnedyeHne (O®M0O), peanusyollee
KOMMjeKkc Mep no 3awmte nHdpopmaumm ot HCA.

CrNO n OMNO kKoMMnekca Ha 3Tane M3roToBneHusa usgenusa obbeaAunHSATCSa B
eanHoe pe3smgeHTHoe MO (firmware), KOTOpoe XpaHUTCA B 3HEpProHe3aBUCMMOWM
d3W-namMaTm cneunann3mpoBaHHOro KOHTpoanaepa.

HepesnaeHTHas YyacTb NporpaMMHOro obecrneyeHus KOMMJeKca
yCTaHaB/AMBaeTcss Ha DBM nonb3oBaTens U BK/OYAET B cebs:
— ApavnBepbl crneunanmanpoBaHHbIX KOHTpOJ1/1epoB Aans BHELLHUX

onepaunoHHbIX CUCTEM;

— npaﬁBepbl nepcoHa’i1bHbIX Mﬂ,eHTMCbMKaTOpOB And BHEWHUX onepaunoHHbIX
CNCTEM.

5. O0cO6eHHOCTM 3alMUTHbIX (PYHKLMIA KOMMJIEeKca

«Akkopa-AM13» - 3TO NPOCTON WM 4Ype3BblHAMHO 3PPEKTUBHLIA KOMMNEKC
annapaTHO-NporpaMMHbIX CpeAacTs, NO3BOIAIOLLNNA opraHu3oBaTb 6es3
aononHutenbHoro MO B coctaBe OC «3/1eKTPOHHbIM 3aMOK» C PYHKUUSAMU KOHTPOAS
LLeSIOCTHOCTU CUCTEeMHbIX o0bnacTten >XeCTKOoro AuMcka W NpuKNagHbiX MporpaMm
(dbannos) ana nbbix pacnpocTpaHeHHbIX TUMOB (PannoBbIX CUCTEM.

3alWnTHbIE CII)YHKLI,MVI KOMIJIEKCa pean3yroTCca UCNoJib30OBaHUEM:

1)ancumnnmubl 3awmntel oT HCA k 2BM (PC), Bkawo4as uaeHTUduKaumio
nonb3oBaTesien nMno YHWKaNbHOMY wuaeHTUdUKATOPY U UX ayTeHTUdUKaumio
(noaTBepXaeHne NOASIMHHOCTM) C y4eTOM HeobXxoAMMOM ASIMHbI Maposis, BPEMEHMU
€ro XW3HW, orpaHn4YeHneM BpeMeHun goctyna cybbekta kK 9BM (PC);

2)KOHTPONSA LUENOCTHOCTU KPUTUYHBLIX C TOYKM 3peHnss MHEOOPMaLMOHHOMN
6e30nacHOCTM CUCTEMHbIX obnacten m dannos, NporpaMMm U AaHHbIX A0 3arpy3Ku
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OC- AuCcuUMNAMHBI 3alWKnTbl OT HECAaHKLMOHMPOBAHHbLIX MoAUMUKaLNUN U AOBEPEHHOWN
3arpy3kun OC;

3)£I,|Z)YFVIX MEeéXaHN3MOB 3alunThbl B COOTBETCTBUN C HOPMAaTUBHbIMU
AOKYMEHTaMu rno 3alnTe n Tpe6OBaHVIFIMVI 3aka3uuka.

HapgexHocTb QYHKUMOHMPOBAHUA cucteMbl 3awmtel 2BM  (PC) ot HC[
obecneumBaeTca BbiNnonHeHnem cpeacrtsamm C3U HCO «Akkopa-AM3» cnepyrowmx
YyCNOBUIA:

- [NOCTOBEPHO YCTaHOBJIEHA HEW3MEeHHOCTb annapaTtHou 4actm OBM, BCBB,
KpUTUYHbIX annos OC n NnpuknagHbiX NporpamMmm anas AaHHOro ceaHca paboTol;

- KpPOMe MNPOBEPEHHbIX MpOrpamMM B AAaHHOW MNporpaMMHo-annapaTtHoOW cpeae
9BM (PC) He 3anyckanocb M He 3amnycKaeTcsl HUKAKMX MHbIX NporpaMm;

- UCKJIIOYEH 3anyCK MNpOBEpPEHHbIX NporpaMM B Kakou-nmbo WMHOM cuTyauumu,
T.e. BHe NpOBEpPEHHON cpeabl — NMPpU YCTaHOBAEHHOM cneunanbHoM N0 C3U HCA;

- BCe€ BbllLENEPEHYNCNEHHBIE YC/TOBNA BbIMOJIHAKOTCA B ntobon MOMeHT BpeEMEHU
and BCexX nonb30oBaTenew, aYTEHTM(bMLl,MDOBaHHbIX 3dlNUTHbIM MEéXaHNU3MOM
KOMMnaeKca.

OcobeHHocTbto C3M HCO «Akkopa-AM[3» gaBngeTca npoBeaeHwe npoueayp
naeHTndukKaumm, ayTeHTUuduMKaumMm U KOHTPONS UEeNoCTHOCTM A0  3arpy3ku
onepauuvoHHOM cucteMmbl. ITO0 obecrneumBaeTcd nepexBaToM  yrpaBieHus
KOHTPO/IIEPOM KOMIMJIeKCa B TeyeHue TakK HalbiBaeMon npoueaypbl ROM Scan, cyTb
KOTOPOW 3aK/Ilo4aeTCcs B ClieaytoLlem:

B npouecce HayanbHOro crapTa nocne npoBepKM OCHOBHOro obopynoBaHus
BCBB 2BM (PC) HaumHaeT nouck BHewHux MN3Y B ananasoHe 800:0000+-E000:0000
c warom B 8 K. lNMpusHakoM Hannuua MN3Y asngaetcsa Hanndue cnosa AAS55H B nepsom
CnoBe npoBepsieMOro WHTepBana. Ecnm paHHbIN npu3Hak o6HapyXeH, TO B
cnepytowem bante coaepxutcsa anmHa MN3Y B cTpaHmuax no 512 6anT.

3aTeM BbIYUCNIAETCA KOHTPOJSibHas cyMma Bcero 3Y, n ecnm oHa KOppekTHa -
bynet npouvsBeneH BbI30B Mnpoueaypbl, pacnonoxeHHon B 3Y co cMeweHuneM 3.
Takas npoueaypa o06bI4HO wMcnonb3yeTcsa Ana  uWHuuymanmsaumm BCBB nnat
paclMUpPEHNs, YCTAaHOBJIEHHbIX B DBM.

B C3N HCO «Akkopa-AM[3» B 3TOM npoueaype npoBoaMTCS MHULMANU3aums
BHyTpeHHen BECBB koHTponnepa, nepexsaT TOYKM 3arpy3Km 1 BO3BpaT B npoueaypy
ROM Scan. Takon anroputm obecneymBaeT KOPPEKTHYK WHMUMANM3auulo BCeX
ycTponcte DBM. lNMocne 3aBepieHns npoueaypbl ROM Scan ynpasneHue nepenaeTtcs
Ha TOYKY 3arpy3kuv, W BOT 34eCb YXe HayMHaAeT BbINOJHATLCA MporpamMmma,
3anncaHHas B 3HeproHe3aBMCMMOM NaMATM KoHTponnepa. Ctaptyet cobctBeHHasa OC
C3n «Akkopa-AMA3», BbIMOJIHAKOTCSA naeHTndukaums, ayTeHTudunkKaums
nonb30BaTesis, KOHTPOAb anmnapaTypbl U GannoB Ha XecTkoM aucke. lNMpu nonbiTke
HCO, nnn HapyweHun LenoCTHOCTM BO3BpaT M3 MNpouenypbl HE MpoucxoauT, T.e.
AanbHenwas 3arpy3ka BbIMOSHATLCA He 6yaeT. BHyTpeHHee MO KOHTpossiepa Takxe
NCKOYaeT BO3MOXHOCTb 3arpy3km DBM co cMeHHbiX Hocutenen (FDD, CD/DVD-
ROM, ZIP, USB-HakonuTenem u Ap.) A1 nofnb3oBaTenen, He BXOASWMX B rpynny
aAMUHNCTPATOpPOB.

Mocne npeabsiBIEHUST NEepPCcoHanbHOro unaeHTUdUKaTopa MNPOU3BOAUTCS
ayTeHTUdMKaumMa nonb3oBaTensa. [lonyyeHHble [AaHHble CyXaT OCHOBOM AN
BblUMC/IEHUA XeLW-DYHKLMN, U MO 3TOMY 3HAUYEHUIO OCYLLIECTB/IAETCA NMOUCK B CMUCKe
3aperncTpMpoBaHHbIX MOJSib30BaTeNel, KOTopbii XpaHutcsa B IDHIM KoHTponnepa.
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Ecnn nonb3oBaTtenb 3aperncrtpyposaH B KOHTposuiepe AM/[3, TO BbINOJHAETCH
KOHTPOJIb LIe/IOCTHOCTU YCTaHOBJIeHHbIX B DBM (PC) TexHM4YecKnx m nporpamMmMHbIX
CpeAacTB Mo CNUCKY, CO34aHHOMY aAMUHUCTpaTOpoM BU.

Ons npoBedeHnss npouenypbl ayTeHTUdPUKaumMmM npenycMoTpeH pexuMm
oTobpakeHNss Napossd B CKPbITOM BuAe Npu BBOAE - B BMAE CUMMBOJIOB <*>. DTUM
3aTpyAHSIeTC BO3MOXHOCTb pacCKpbITUS JIMYHOrO Naponsd W MUCNOSb30BaHUSA
yTpayeHHoro (NOXULWEHHOro) naeHTudukaTtopa.

OcHoBOW ANs AOCTMXEHUSA HaAEeXHOro (PyHKUMOHMPOBAHUS CUCTEMbI 3aLUTbl
SABNSIeTCA KOHTPOJIb LEeSIOCTHOCTU TEXHUYECKUX U nporpamMmHbix cpeacts 2BM (PC)
nepea KaxablM ceaHCcoM paboTbl nonb3oBaTtend. DTUM obecnedmBaeTcsd 3awimTta oT
HECAHKLUMOHUPOBAHHbIX MOAMMUKALMN N BHeApeHUs pa3spyllatowmx MporpaMmMHbIX
BO34ENCTBUI (3aKNadoK, BUPYCOB U T.A4.).

KoHTponb uenoctHocth B C3M HCLO <«Akkopa-AMA3» BbINOSHAETCA Ha
annapaTHOM YypoBHe (CpeAcTBaMuM KOHTpOJsiIepa KOMMaekca) C WUCMoNb30BaHUEM
anropuTMa nowaroBoro (CTyneH4yaToro) KOHTPOASA LEeNOoCTHOCTM, CyTb KOTOpPOro
CBOAUTCH K chneaywweMmy - Ans KOHTPONAS AAHHbIX Ha i-M 1OrMYeCcKOM YpPOBHE KX
npeacrtaBfeHns ANng  JyteHusa  TpebyeTcs  MCNoNb30BaHWe  npeasBapuTenbHO
NMpPOBEpPEHHbIX Ha LEesIOCTHOCTb npoueayp ypoBH4A i -1.

MporpaMmbl, peanusylowme MexaHU3M KOHTPONS LUesIoOCTHOCTU KOMMJeKca,
AAMWUHUCTPUPOBaHUA M ayauT paboTbl Nosb3oBaTenen 3awumuleHbl OT NoAAeNKu U
HECaHKLUMOHMPOBAHHOM MoAMMUKALUMM 3@ CcYeT UX XpaHeHumss B obnactum
3HeproHe3aBUCMMON NaMATU, KOTOpas 3almLieHa OT 3anucu.

6. NMNocTaBKka KOMMJIeKca

Komnnekc C3W HCO <«Akkopa-AMA3» ana 23BM (PC) nocrtaBnsietcsa B
KOMMJIEKTHOCTHK, cooTBeTCcTBYloWwen TY 26.20.40.140-108-37222406-2022.

MoaMdukauma TeXHUYECKUX CpeacTB M chneumanbHOro nporpaMMHOro
obecneyeHunsi, NOCTaBASIEMOr0 COBMECTHO C KOMIMJ/IEKCOM, OroBapuBaEeTCst NMpu 3akase
B COOTBETCTBUM C NOTPEOHOCTAMM 3aKa3umKa M yKasbiBaeTcs B popmynspe.

7. YCTaHOBKAa M HAaCTpouUKa KOMIJIeKca

YcTaHOBKa KOMIJIeKCa OCYyLWeCTBAAeTCHd, KakK npasuio, crneuynanmcramm
3aka3umka (lMoTpebutens) B COOTBETCTBMM C TpebOBaHUAMM 3SKCMAyaTauMOHHOM
AOKyMeHTauum.

YcTtaHoBKa 1 HacTponka komnnekca C3U HC «Akkopa-AM3» BKAKOYaET:
1)YcTaHoBKY nnaTbl KOHTposiiepa B CBO6OAHbLIN CNOT

2)3BM n noacoeanHeHMe KOHTAKTHOMO YCTPONCTBA (CbeMHMKA MHMOpMaUUnN) —
cM. «PykoBoACTBO MO yCTaHOBKE>.

3)Pernctpauuto agmmHucTpatopa bW (cynepsusopa), B TOM 4nucie, HaCTPOMKY
KOMMJIEKCa B COOTBETCTBUWN C KOHPUIypaUNen TEXHNYECKNX CpeacTs

4)2BM (nogpobHee cM. «PykoBOACTBO MO YCTaHOBKe» U <«PyKOBOACTBO
aAAMMHUCTpaTOpa», BXoAsWwMmMe B KOMIMIEKT NOCTaBKM KOMIJIEKCA).
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5)Perncrpaunto nonb3oBaTenenm n HaCTPOMKY 3alUUTHbIX CPEeACTB KOMMAeKkca —
CM. «PyKOBOACTBO aAMUHUCTpATOpa».

8. YnpaBneHue 3awjmuton nHopmMmaumm

Co3paBaeMas CTpyKTypa 3awnTtbl MHpopmauun B OBM (AC) npu npuMeHeHuu
komnnekca C3W HCO <«Akkopa-AMA3» p[o/mkHa noaaepXmBaTbCsd MEXaHU3MOM
YCT@HOBJ/IEHUS MOSIHOMOYMI Nonb3oBaTtenam 2BM (AC) v ynpaBneHMeM mux AOCTYNoM
K MHpopMaumu.

Ona atoro Ha npeanpuatun (ydpexaeHuun, dpupme v T.4.) co3gaeTtcs cnyxba
6esonacHoctn uHPopmauun (CBU) wnm Ha3HavaeTca OTBETCTBEHHOe Jnuo
(aaMmnHucTpaTop 6e3onacHoCTn MHMOPMaLKMKN), Ha KOTOPbIX Bo3naraetca pa3paboTka
M BBOA B AENCTBME OpraHM3aunMOHHO-MNPaBOBbIX AOKYMEHTOB MO NpuMeHeHuto DBM
(PC) c BHegpeHHbIMW cpencTBaMuM 3aWUTbl KOMMnekca <«Akkopa-AMA3». 2TuMmun
AOOKYMeHTaMun npeaycMaTpuMBaeTCcad BeleHne psafda Y4yeTHbIX UM 06beKTOBbIX
AOOKyMeHTOB  (Hanpumep, <«XXypHan y4yeTa BblAAHHbIX WAEHTUPUKATOPOB>,
«MHCTpYyKUMM no npuMeHeHnto 3SBM ¢  ycTaHOBNEHHbIMM KoMMnekcamu C3U
«AKKOpA» ANS pasfINYHbIX KaTeropum AO/MKHOCTHbIX nuy v ap.). B paspaboTke
Heobxoanmon aokymeHTaumm OKB CAlP MoxeT okasaTb HE06X0ANMMYHO MOMOLLb.

9. OrpaHmleva no npuMeHeHNI0 KoMinJjiekCa

1. MAK C3N HCA «Akkopa-AM/[3» MOXeT UCNosb30BaTbCA B cocTase DBM c
LeHTpanbHbIM npoueccopoM apxutektypbl x86 (IA-32) wunmn x86-64 (AMD64), ¢
obbeMOM aAMHamMuyeckon ornepaTtmBHon namatTM (RAM) He MeHee 128 M6, npwm
HanMumn cBobOAHOro pas3beMa Ha MaTepuHcKon nnate DBM, COOTBETCTBYHOLLErO
™Ry KOHTpoepa AM/[3. Tunbl KOHTpPO/1epOB «Akkopa-AMA3» C
COOTBETCTBYOLMMM UM LWNHHBIMU WHTepdencaMm Ha MaTepuHCKon nnate 3BM
npeactasseHbl B Tabnuue 1. PacnonoxeHne s3n1eMeHTOB M pa3beMOB Ha niaaTtax
KOHTpOMINepoB <«AKKOpA» pasiMyHbiX Moaudukaumm CM. B «PykoBoacTtee 1o
yCTaHOBKE>.

Ta6nunua 1 - Tunbl KOHTpoOANepoB «Akkopa-AM[A3»

LUnHHBbIN MHTepdeiic cnota DBM Tun KOHTpoOAJsiepa
PCI-express Akkopa-GXM2 v.P
SATA Akkopa-GXM2 v.S Ha 6a3ze MMKPOKOHTpoOAnepa
PIC18
Akkopa-GXM2 v.S Ha 6a3ze MUKPOKOHTpoOepa
PIC32

2. MAK C31N HCO «Akkopa-AMA3» npepnonaraeTt Hanuume Ha 2BM nwobon
n3 OC, nogaepxusatowen damnosble cuctemol FAT12, FAT16, FAT32, NTFS, HPFS,
Ext2, Ext3, Ext4, FreeBSD UFS/UFS2, Solaris UFS, QNX4, QNX6, MINIX, ReiserFS.
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10. NMpaBoBble acneKkTbl NPUMMEHEHUA KOMIJIeKCca

MporpaMMHoO-annapaTtHbiM  KoMnnekc <«Akkopa-AMA3» wn conyTcTByloWwas
AOKYyMeHTaumsa 3aluuleHbl 3aKOHOM Poccunm 06 aBTOpCKMX nMpaBaxX, a Takxe
nosioxkeHnamm MexayHapoaHoro [lorosopa.

Jlloboe wcnonb3oBaHWe [aHHOMO KOMMAEKca B HapyweHue 3akoHa 06
aBTOPCKUX MpaBax WM B HapyweHue nonoXxeHnn 3 Ha komnnekc «Akkopa-AMI3»
byaeTt npecnenoBaTbCs B YCTAHOBAEHHOM MOpsiAKe.

ABTOpCKkMe npaBa Ha nporpamMMHoO-annapatHbii kommnaekc C3U HC/A
«AKkopa-AM/A3>» un nocraesisieMoe C HUM cneuynasnbHoe 10O npuHagnexar
OKbB CATIIP.

Paspewaetca pgenatb apxXuMBHble KOMUWU  CreuuasnbHOro  nMporpaMMHOro
obecneuveHnsa komnnekca <«Akkopa-AMA3» ana wucnonb3oBaHusa [loTpebutenewm,
KOTOpbIN Npnobpen KOMMNeKC B YCTAHOBIEHHOM nopsiake.

Hn npu kKakux o6CTOATENBCTBAX MOCTABMASAEMOE CreuuasnbHOe MNporpaMMHoe
obecrneyeHne He pacrnpocTpaHsieTcss Mexay ApyruMmn npeanpusatuamm (bpupmamm) m
nmuamu.

Ypanate B npoaykumn OKBE CAlP yBenomneHue 06 aBTOPCKMX MNpaBax He
A0MNyCKaeTCsa HM Npu Kakux ob6CcTosaTenbCcTBax.

Mpn HeobXooMMOCTU MPUMEHEHUA CpeacTB KoMmnnekca «Akkopa-AMA3» ans
APYrnx uenen peleHuve 3TOro BOMpoCa BO3MOXHO TO/IbBKO MpU  HanMuuu
MMCbMEHHOro cornacus pa3paboTymKos.

OTMeTMM, 4TO nNpeablayliMe OorpaHuyYeHMd He 3anpewarT NnerajsbHbiM
NoNb30BaTeNsIM  pacnpocTpaHsaTb CO6CTBEHHble WCXOAHble KOAbl WAW  MOAYNN,
CBsiI3aHHble C MpuMeHeHMeM cneuunanbHoro MO ana komnnekca <«Akkopa-AMA3».
OpgHako, TOT, KTO nMofy4yaeT TakKue WUCxXodHble KoAbl WM  MOAYynN, [OOJIKEH
npmobpectn cobCTBEHHYK KOMUIO Hawero creuuanbHoro MO, 4yTobbl Ha 3aKOHHOM
OCHOBaHMM UCMOMb30BaTb €ro U UMeTb cepTUdmKaT COOTBETCTBUS.

OTHOCMTENbHO (MU3MYECKMX 3SK3eMNAApoB annapaTtypbl M AOKYMeHTauuu,
nocTtaBnsieMblX B cocTaBe Komriekca «Akkopa-AMA3», OKBE CAIP rapaHTupyeT ux
MCMPaBHOCTb B COOTBETCTBMM C rapaHTUMHbIMKM 06s13aTeNlbCTBaMU, YKa3aHHbIMU B
dopmynspe.

Mpn o6HapyXxeHnn owmnbok wunm pedeKkToB NONb30BaTENb HanpaBnser
noapobHyto peknamaumio B OKB CAIP B ycTtaHoBneHHoM nopsake. [lpu 3Tom
obsa3aTenbHbIM SABASETCA HaMunme CepUMHOro HOMepa Ha nnate KOHTposiiepa W
dopmMynapa Ha KOMMJeKc.

Komnnekc «Akkopa-AMA3» nocTaBfgeTcd Mo npuHUMNY «as is», T.e.
BNnajenblbl aBTOPCKMX MNpaB HU Mpu Kakux obcTtosaTenbCTBax He npeaycMaTpuBatloT
HMKAKOW KOMMeHcauMun 3a AonosHUTeNbHble YObITKM Nonb3oBaTens, Bkaoyasa nobbie
notepu npmbbiaM, MOTEPU COXPAHHOCTU WKW  Apyrue ybbITKU, BCNeacTBue
aBaApPUMNHbBIX CUTYaLUUN NN UX NOCNEACTBUN, YObITKMN, KOTOPbl€ MOIYT BO3HUKHYTb U3-
3@ UCMOJSIb30BaHUA UM HEBO3MOXHOCTU MCMNO/b30BaHMA HAWeEN NpoayKLUmU.

Mpn nokynke v npuMeHeHUU Komniekca <«Akkopa-AMA3» npegnonaraercs,
4YTO NoOKynaTeflb 3HAaKOM C AaHHbIMKM TpeboBaHWUSMM WU COrflaceH C MOJSIOXEHUAMN
HacToswWwero pasaena.
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11. TexHn4yeckasa noaaepKkKa

B cnyyae Heobxoammoctn koHcynbTaumm AO «OKB CAlP» npeanaraer 6e3
OOMNOSHUTENbHOM onnaTbl C noHegenbHuMka no natHuuy ¢ 10-00 go 18-00 (no
MOCKOBCKOMY BpeMeHu) obpallatbcsa no tenedoHaM:

+7 (495) 994-49-96

+7 (495) 994-49-97

+7 (926) 762-17-72

WX NO agpecy 3/1eKTPoHHOM nouTkl help@okbsapr.ru.
Haw agpec B IHTepHeTe http://www.okbsapr.ru/.



