CHEHI/IAHI/IE%I/IPOBAHHUI)II;’I KOMIIBIOTEP
C AIITTAPATHOM 3AIINTOUN JAHHBIX M-TRUST:
[TJIATO®OPMA JUJIA SAIIMITEHHDBIX PEINEHNI

Brrmoinenune tpeboanmit 187-O3 u cBA3AHHBIX C
HUM II0[I3aKOHHBIX AKTOB COIIPSKEHO C OYeHb OOJIBIIIIM
KOJIMYECTBOM OPTaHM3AIIMOHHBIX MEPOIIPUATUN, KOTOPBIE
HeoOX0/IMO IIPOBECTHU B KpaTuaiimme cpoku. Ha aTom dore
HeOoOXO0IMMbIe TEXHUYECKHE MepPhl He KasKyTCsI IIPo0JIeMOi,
TeM 0oJiee UTO IIPUHIIMIINAJIBHO 3a0aYM TeXHUYECKOMH
3aluThl  HWH(MOPMAIIMK M  CIOCOOBI HX  PeIIeHUS
mpodeccuoHasIaM  Xoporro mouATHBL OmHako Ipu;
mepexoae K IUIAHUPOBAHHUIO  BBIACHSETCS, YTO C
peanmaaliyeil 9TUX CII0CO00B Ha IIPAKTHUKE BCe IIOKA He TaK
0JIaroII0JIyYHO, KAK B TEOPHH.

OTO0 ¢BA3aHO € TeM, UYTO OOBEKTHI 3all[UTHI
mHQOPMAIINY BCeX TUTIOB (TeXHIYecKHe cpesicTBa, TaHHEE,
MHQOPMAIIMOHHBIE  TEeXHOJIOTHH, KAaHAJBl  Ilepeaadn
nauHbx), B KWW xpaiiHe pasHOOOPAa3HBI, HAMHOTO
pasHooOpasHee, dYeM B CpeJHeM B  3alUAIIEHHBIX
KOPIIOPATUBHBIX MJIN TOCYJapCTBEHHBIX MH(OPMAIIMOHHBIX
cucremax (cm. Ta6. 1).

Tabauma 1. OcobeHHOCTH 00BEKTOB 3aI[HTHI

uHpopmarma B KHH
OOBEeKTHl 3alUTHI | «OOBIYHBIE» KU1
nHOPMATTUHI 3amuenssie M1C
Texumueckue Cepsepa, ITK, | To Ke, TLITIOC
cpeacTBa TEePMIHAJIBI YIIPABJIAIOLIIE
onmementer  KHWMU,
pasHooOpas3HbIe




IATINKA u
KOHTPOJLJIEPEI
JlamHbre Daiiner u gauusoie | To JKe, ILJTIOC
CUTHAJILI
yIIpaBJIEHU,
JTaHHbIEe 3MepeHnH
¥ KOHTPOJIS
Kanmamner Ethernet To ke, maroc WiFi,
BlueTooth, LTE u
zp.
Nudopmarmonnsie | [Ipurimammoe 110 | To ke, mmoc I10
TEeXHOJIOTAN ¥ OOIIIECHUCTEMHOE | VIIPABJICHUS
I10 TEeXHOJIOTMYECKUMHA
HPOILeCCaAMU

Cpeactea BbIMMCIIUTENBHOW TEXHUKK

h

DaTUMKK,
KOHTpOMNeps

LT
Yynpaenstowue
aneMeHThl KWK, e,

CurHans
ynpaeneHus,
DaHHble
W3MepeHni
M KOHTpons

¢

i
O6uwecucremHoe MO
W MO ynpaeneHus
TEXHONOrMYECKUMU
npoueccamu

Y10 0COOEHHO BAaKHO

KaHansl
nepepa4u
AaHHbIX

BCE 9TO pasHooOpasme

MMPAKTUYECKHU He MOKeT OBITH YHUPUITMPOBAHO, a 3HAYMT,
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MeponpusaTus 1o 3ammre KMW momsxHEBL 110BJI€YDL 3a c000I
IIPpUMeHEeHNe CTOJIb K€ Pa3HOIIEPCTHBIX CPEICTB 3aIHUThHI
WH(pOPMAIINKY, KOTOpPble HEOOXOQUMO CIPOEKTHPOBATh,
BHEJIPUTH M COIPOBOMKIATH. Bce 9T0 TI'po3uT BechbMa
OIILyTUMBIMHU PACXOIAMHU.

Oco0eHHO BBIMYKJIO KAPTHUHA BBIIVISAIUT Ha IIPUMepe
3aIllUTHl CeTeBOro B3amMonelictBud o0bekToB KUU:
3aIMINEH0  JOJIKHO OBITH BCe, a4 HEe  TOJIBKO
MH@OPMAIIMOHHLIM yPOoBeHb crcTeMbl. OOMeHMBAIOIIECs
II0 CeTH pPa3HOOOPa3HBIMH [AHHBIMH M CHCHAJIAMH
TexHuueckue cpeacrsa 00bexToB KU He TobKO camu 10
cebe pa3HOOOpa3HBI, HO M PACIIOJIAaraThCI MOTLYT BecbMa
HeTPUBHUAJIbHBIM IJISI OOBIYHBIX HH(POPMAIIMOHHBIX CHCTEM
o0pasoM — He TOJBKO HA CTAIIMOHAPHBIX, HO ¥ HAa
MOOMJIBHBIX U JTasKe IIOABUKHBIX 00beKkTax!.

IIpu orom ma Bcex wmecTrax BBIPAOOTKH
IOJIKHBI 3allUINATBECS BCE CHUTHAJIBI W BCE
KaHaJIbl IepeIayvn JAaHHBIX.

B mopmasisommem GonbimacTBe KW HemmpemeHnHOM
YaCTBI0O CHCTEMBI 3alllUTHl CEeTEBOr'0 B3aWMOEHCTBUSA
SABJAIOTCA  CPENCTBA  KPUOTOrpadUUecKoil  3alllUThHI

1 XoTsd HEOOX0MMO TPU3HATH, YTO U CTAI[MOHAPHBIE 00BEKTHl MOTYT
OIIyTUMO PA3JIUYATBCA — OT IeHTPaAJhbHOTO odwuca 0 CTAHIUU
OOIIECTBEHHOI0 TpAaHCIIOPTA WJIH, CKakeM, MasKa, HO BCe IKe
pasMellleHre MOOMJIBHBIX (6aHKOMAT, MH(OKHMOCK), a OCOOEHHO —
MOIBIIKHBIX 00BeKTOB (II0e3n, aBTOMOOMJIP MHKACCAIIMH, CKOpAasd
IIOMOIIE, KOPA0JIb) OTIMYAeTCd ele OOJIBIIel HellpeICKa3yeMOCThIO.
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nadopmaruu (CK3U), mockoIbRY, KAk yike YIOMIHAJIOCH,
HekoTropble 00bekTel KWW  B3ammomeiicTByOT 1O
HE3AIUIIEeHHBIM CeTAM OOIIero [goCTyma, IIPUYeM C
HCITOJIb30BAHMEM CTAHOAPTHBIX ITH(POBHIX KAaHAJIOB THIIA
WiFi, BlueTooth u LTE. WM3menenme mopsagka
B3aMMOJEHMCTBUAS c IIOCTPOEHHEM BBIEJICHHBIX
3alUINEeHHBIX KAHAJIOB He BCerjaa BO3MOMKHO B IIPUHIIUIIE,
a KOorza M BO3MOMKHO — TO BJiedeT 3a co0OM BechbMa
IIPOJIOJIKUTEIbHEIE u JIOPOT'OCTOSIIIHE paboTHI,
"HecortoctaBumble ¢ BHempenmem CK3M2, Co croponsbr
CK3MU :xe, B cBOIO 0Uepenb, IPeIbaBISIOTCS TPEOOBAHU K
cpene QyHEUHoHuMpoBaHuUsa kKpunrorpaduu (COK),
YCJIOBUSAM XPAHEHU U IIPUMEHEeHNsI KJI0Yel 1 T. II.

Orcioma HeaBYCMBICJIEHHO BBITEKAeT HAOOpP CBOMCTB,
KOTOPBIMHK  JOJIKHA  XapaKTepu3oBaTbca IntaTdopma
CpelicTBA 3alllUThl CETEBOr0 B3AMMOIEHCTBUA MEKIY
oowexTamu KNU:

1) BOBMOKHOCTh ~ €O37aBaTh W IOAJIEPKUBATH
JIOBEPEHHYI0 BEIUUCINTEILHYIO Cpeay,

2) BO3MOKHOCTE PabOTEI C HEM3BJIeKaeMbIM KJIIOUOM B
ABTOMATHYECKOM PEsKIIMe,

3) BO3MOKHOCTh ycTaHOBKM pasnmusbix CK3U mpu
COOJIIOJIEHUH YCJIOBUH CEPTU(PUKAIINN HAa BEICOKHE KJIACCHI,

4) BOZMOKHOCTh PA0OTHI C PA3THMYHBIMU KaHAJIaAMU
CBSI3U 110 PA3JIMYHBIM IIPOTOKOJIAM, IPHU HEOOXOIUMOCTH —
mapaJiyiesIbHO,

2 OTKpPOBEHHO TOBOPs, Jaske He CMEIIHO IIPEeICTABUTH cede TaKyio
IOCTAHOBKY 3aJaYM JJIA CTOSAIIET0 «B YMCTOM IIOJIe» OaHKOMATA.
4



5) BOBMOKHOCTb ~ KOMMYTAIlMH  C  PAa3JTHIHBIM
obopymoBarmem obbexra KWW 0e3 wmomucpmraiimm
IOCJIEJTHETO.

OTtesrbHO HEOOXOITMMO OCTAHOBUTHCS HA TOM, UTO BCe
9T XapaKTEepPUCTUKU KacalTcsi HWMeHHO amnmapaTHOM!
mIaTopMbl, a He MOPOrPaMMHOM peaH3alluy Ha HeH
KOHKPETHOTO peIleHus.

He ocraBasch Ha ypoBHe arcrmoMaTHKH (mpmopuTeT
ammmapaTHON peaiM3aliiy 3alllUTHLIX (PYHKIINHA JaBHO He
HysKJaeTcss B JIOKA3aTeJbCTBAx), IIpHUBeJeM caMble
OYeBUIHBIE apTYMEHTHI.

DaxkTHUYeCKH, B 4acTu 3aIIUTHI CeTeBOT0
B3aMMO/IeHCTBUS Bee cirertuduyHoe B TpeboBanusax k KU
CBOIUTCSA K TOMY, YTO

IpU B3aUMOJEMCTBUU C MCIIOJIb30BAHUEM CETEeM
O0IIero JOCTyHa KAa:KJbIH y3e/I IOJKEH OBIThH

dammumies CK3U Brsrcororo rracca.

Bcee ocranpHOE — cirencTBUS U3 9TOr0 00CTOATEILCTBA.

Jerannu CepTUPUKAITTMOHHBIX TpeOOBaAHMIA
IIpUBeIeHbl B CIOPABOYHOM pasjesie B KOHIIE JTOH
OPOIITIOPEL.

Hexotopsre CJIEJICTBHUSI, BBITEKATOIIIHe u3

HEeoOXOIMMOCTH 3AIUTEI BCEX Y3JI0B CETH PACCMOTPUM HA
IIpUMepe 3aIMUTHL 0AHKOMATOB.

Jiaa  obopymoBamms  kaskmoro  yaaxa  CH3U,
CePTUQUIIMPOBAHHLIM HA BBICOKHUI KJIACC, HEIIPHUEeMJIEMO
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KCII0JIb30BATh YCTAHOBJIEHHBIA HA TeXHUYECKHE CPEeICTBA
mporpamvubit VPN. Jlamke B cirydae, eciim 1y Hero
cozmana wm mongep:kmBaerca COK, sto mHemomycTtmmo
moTroMy, 4To mpu oocayskuBauun B 110 aToro Kommworepa
MOT'YyT OBITH BHeceHBI maMeHeHwus, Hapymaomme COK, a
IIPOBEJIEHNE B KAMKIOM CJIy4ae COOTBETCTBYIOIIHUX IIPOBEPOK
— IIPOCTO HEBO3MOYKHO OpraHua3alioHHO. Bosiee Toro, B
ciaydae ¢ pamoMm crerupuuecknx oobexToB KM BooOIIE
BO3MOJKHA CUTYAIIUsI, YTO HEIpeICKa3yeMble U3MEeHEeHUs —
HaIpuMep, 3aMeHa KOMIIBIOTepa Ha CBOU, YJIyUYIlIeHHBIA —
OyIyT IIpOM3BeIeHbI, HAIIPpUMep, IpHU padoTrax BooOIIe He ¢
KOMIIBIOTEPOM, a C KAKHMK-TO APYTHUMH TEeXHHUUYECKHMI
cpeacTBaMU 00BbEeKTa — HaIpuMep, C JUCIEHCepOM
bamxomara: o0bexTol KWW 3avacryio o0cay:xmBaroTCsS
OOJIBIIUM KOJIMYECTBOM TEXHHYECKOTO MepPCOHAJIA, CPeIH
KOTOPOI'0 MOJKET CKPBIBATHCS 3JI0YMBIIIJICHHUK.

Curyaisi  BBITJIAAWT HECKOJBKO JIyYIle IIPH
HCITOJIb30BAHUI aTnmapaTHOTOo LTI034, OJTHAKO,
HCITOJIb30BAHIE MMIIOPTHBIX YCTPOMCTB HEIPHEeMJIEMO IIO
IPUYMHE UX HECOOTBETCTBUS TPEOOBAHUIM PEryJISTOPOB, a
OTeUYEeCTBEeHHBIE CePTUQUIIMPOBAHHBIE YCTPOMCTBA B 9TOM
KaJvecTBe, KaK IIPABUJIO, HE HCIOJIL3yIoTes. IlpuunHer Ha
9TO0, B 00I1IeM, 00BbEKTHUBHEIE — ITeHA 1 ra0apUTHI.




He 10 uT0 OBI X HEIB3sI OBIJIIO YCTAHOBUTDH B KAKIbII
0aHKoMAaT, OJJIEKTPHUYKY, MAIIHUHY HWHKACCAIINM, CKOPYIO
IIOMOIIb W HMH(POKMOCK, HO OHH JOPOTrH, M30BITOUHBI IIO
CBOMM XapPaKTEePUCTHUKAM, OUE€Hb BEJHKH II0 pasMepy Hu
3aYacTyio IIOABEP:KEeHBI  MHOKECTBY ViK€  XOPOIIIO
pa3paboTaHHBIX ¥ IOCTOSHHO MOSBJIAIONINXCS HOBBIX aTaK.

Ere omro TpeboBanme perysisaropa k CK3U BeIcokoro
KJjIacca — Hema3BJeKaMblii Kiiou. Kasasock Obl, aTa Tema
IoJEHA OBITH packpsiTa B coBpemenHbix CK3U B moswoi
Mepe, OJHAKO U 3/1eCh eCThb BasKHble [JII IPUMEHeHUs B
KHNMU ocobernocTu.

«HeusBiekaeMocTs» — CBOMCTBO, OITMCHIBAIOIIEE CBSI3b
KJII0Ya C HEKOTOPHIM ero (pHu3MYecKUM XPAHWUJIHUIIEM, TO
€CTh TOBOPS O TOM, YUTO KJIIOYU HeUW3BJIeKaeM, HeoO0XOIUMO
YTOUHATH, OTKyAa. HensBiexaemble KJTIOUM KaK IPaBHJIO
Heu3BJIEKaeMbl 13 TOKeHa, KOTOPHIH, Kak mmpasmiio — USB-
YCTPOMCTBO, cMapT-KapTa mian «radaerka» Touch Memory.
Yurass poxymentsr Ha CK3WM Bohicokmx KJ1accoB
cepTU(PUKAIIAN I 3allUTHl KAaHAJIA, MBI BHINM, YTO
«TpebOBaHMe HEW3BJIEKAeMOCTH KJIIOUYA BBITIOJIHSIETCS

IpUMeHeHUeM TOKeHA...». S k\o) JI00POCOBECTHOE
BBITIOJTHEHHE TpeboBaHUS, OJTHAKO, TOKEH c
HEW3BJIEKAEMBIM KJIIOUYOM — 3TO HWHCTPYMEHT pelieHus

coBCeEM JIPYToM 3aJaum, CYIeCTBEHHO OTJIMYaloleics OT
3alUTEL ceTeBOro B3aumoericrasusa oo0bexToB KU, Token
IIpeagHa3HavYeH JJIs TOro, YTOOBI KJIIOYU I10.Ib30BATEJIA OBLI
orgyagaem or CBT, ma &oTopoM MOJIB30BATEIH



OCYIIIECTBJIAET Te WJIM HHBIEe OIepaliiu ¢ KJoJYoM. B
ONMCHLIBAEMOM K€ CJIydae OTUYYKIAeMOCTh He TOJBKO
M30BITOYHA, HO W BPeIHA: C OJHOM CTOPOHBI, OHA IeJIaeT
BO3MOJKHBIMH CIIEHAPHUH aTaK C IIOAMEHON WM HHBIMI
BapHMaHTAMH  KOMIIPOMETAIIMH  KJYa  3a  CUeT
OTYYKIa€MOCTH €r0 HOCUTEJIS, a ¢ IPYTOH, MOIKJIIOUeHHOe
k mopty USB-ycTpoiicTBO pes3ko CHH:xaeT HaIeKHOCTH
peleHus — Ipu BUOpaIuu, yaapax, HarpeBaHUU U ITPOYNX
0COOEHHOCTSIX YCJIOBHI, B KOTOPBIX PAa00TAIOT TEXHUYECKHE
cpencrBa Ha oobexTax KMU.

Mopyiis paboThl ¢ HEM3BJIEKAEMOM KJIIOUOM TOJIKEH
OBITH peaiM30BaH KaK YacCTh PE3UIEHTHOI0 KOMIIOHEHTA
0e30ImacHOCTH, pa3MeIleHHOT0 HeIlloCpeICTBeHHO Ha IIaTe
KOMIIbIOTEPA, a He KaK OTYYyKIAeMBbIA IIepCOHAaJbHBIHN
HOCHUTEJIb KJII04a.

Bagauyr KOMMyTaIllMM W HCIOJb30BAHHUS IIHPOKOIO
CIIEKTPA KAHAJIOB M IIPOTOKOJIOB CBSI3AHBLI yiKe He C
TPeOOBAHUAMU  PEryJSTOPOB, a € TeXHHYECKHMI
ocobernocTsamu 00bexToB KM, Heobxogumo mmogmepskaTh
MHOKECTBO PAa3JINYHBIX MHTepPdeicoB, TO €eCTh TOkKe
TPeOYIOT alIIapaTHBIX PEeIIeHNHA.

Beem 9THUM TpeOOBaAHUIM oTBEYaeT
CIeIaJU3UPOBAHHBIM  KOMIIBIOTEP C  allliapaTHOM
3ammron narHelx m-TrusT.

Ero ocobennocrsaMu aBistioTCs:

- Hosasa rapBapickas apXUTEeKTypa,
obecrmeunBaoIas BUPYCHBIA IMMYHUTET
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- anmapaTHas
TIOEeP KA peaTu3aIlim
JIOBEPEHHOU 3arpy3KU

- (yHKIIMOHAJIBbHASA
3aMKHYTOCTD CpPeJIbI

- arnmapaTHoe
obecIrieyeHne I1eJIOCTHOCTH

- arnmapaTHoe
PE3UTEHTHOE pPelleHue II0
HEU3BJIEKAeMOCTU KJII0Ya

- armmapatabi J[CY.

OnHako, KpoMe
APXUTEKTYPHOT'O
peleHus, HEe00X0IUMO
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OIIPEeIeJIUTh TaK:ke (PopM-(paKkTOp M IKCILIyaTAIlMOHHEBIE

TpebOBaHUs, C COOJIIIEeHNEeM KOTOPHIX HY’KHO HM3TOTOBUTH

KOMITBIOTED.

Ecnu Bo Bce yixe pyrrimmonupyomme oobekTer KM

BHEeOPUTDb cpelacrBsa

obecrreunBaTh-

3aIIUTHI,

KOTOpBIE

OymyT

1) kpunrorpadUecKyIo 3alTUTy BCeH IepemaBaeMoi

UH@pOPMAIINH;

2) nHpOPMAIIMOHHOE B3aUMOJIeHCTBIE BCeX 00HEKTOB

KU,
3) BO3MOYKHOCTD

HCIIOJIB3OBAHUA

mudponsix karanos (WiFi, BlueTooth, u ap.);

Pa3HO0bOPAa3HEIX



4) mHpOPMAIIOHHOE B3aUMOJIEACTBHE ¢
Pa3Ho0bpa3HOH KaHaJI000pa3yoIiei armmapaTypoi
(RS232, RS435 u ap.)

¥ BCE 9TO — JIJIST BCEX THUIIOB TEXHUYECKUX CPEICTB, TO
OpU TPATUITMOHHOM II0JIXO0/€e 9TO IPUBEIET K-

1) cepne3HOil IepepaboTre MPOEKTHEIX PEITeHHE,

2) MogepHH3anHH  WCIPABHOTO W  elle  He
BBIPA0OTABIIIET0 CBOI pecypc 000pyI0BaAHMUS;

3) BocCTaHOB.IEHHIO CHCTEeMEI  IIOC/TE cboes,
BBI3BAHHBIX MOAEPHU3AIIMEN, KOTOPasi MOMKET IIPUBECTH K
YaCTHUYIHOMY NI IIOJIHOMY HapYIIeHHIo
(byHKITMOHUPOBAHMS CUCTEMBI.

Bammra BBUIBETCI B Cepbe3Hble  (PUHAHCOBHIE
3aTparhl.

Ho BapmanToB wucnossenuss tpeboBanuit 187-0O3

HeCKOJIbKOo. MoskHo:!
1) mpoBecTH MoepHU3AINI 00heKkToB KN
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2) s kaxmoro oowvexra KWW paspaborarts,
M3TOTOBUTH M CEPTHUQPUIIMPOBATL COOCTBEHHOE MHOKECTBO
anmmapatabeix CK3U;

3) co3maTh CIeMUATLHYI0 alllapaTypy, 06J1aIa0NLyio
BCEMU HEOOXOOMMBIMU CBOMCTBAMH, M OCOOEHHOCTBIO
KOTOPOM OymeT IIpocTeHInas MOIEPHHU3AINs K JIFOOBIM
o0BeKTaM ¥ KaHajJaM, He TpeOymoIinas IPOBeIeHHUs
IIOBTOPHOM CepTUMUKAIINH.

OueBuHO, UTO:

- IepBBIU BApUAHT OYE€Hb JOPOTON U NJIUTEJIHbHBIM,

- BTOPOU — JOPOT'OM U OYEHD JJIUTEJIbHBIN,

[Iprmuem B 00omMX ciay4yasix IpHUBEIEHNE CHCTEMBI B
COOTBETCTBHE C TPeOOBAHHSAMH 3aKOHA U II0J3aKOHHBIX
aKTOB TE€M JIOPOJKe, UeM BBIIIe Pa3H0o0Opa3ue TeXHUIEeCKUX
CPEJICTB B CHCTEME.

- TpeTuil — TOJHOCThIO IIpHUeMJIeM, €eCcJIH IleHa
pereHust OyIeT JOCTYITHOM.

Apmamranimas C3M K  TeXHMYECKHMM CpeACcTBAM
00bexToB KU mo3BosiuT coxpanutsh uaBecruriuu 8 KMUN.

Opraro amanramua C3U, a ocooerrno — CK3U — aro
TIOBTOpHAS cepTUPHUKATIUA. S3AMKHYTHIN KPYT?

Her, nm:xenepuasa 3agava.

Perraerca 3ajsada myTem JIEKOMIIO3UITH U
pasgenenus C3U Ha TO, YTO HOJIKHO OBITH HEM3MEHHBIM,
4TOOBI He TPebOBAJIOCh HMOBTOPHON CEePTU(PHKAIINHN, U TO,
YTO MOKET MEHSATHCS [IJII TOT0, YTOOBI MHTETPUPOBATHC C

OYepeIHBIM TEeXHHYECKMM CPEeJCTBOM Ha O4YepeIHOM
o0perTe KNU.
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Jlnss paspaboTku peleHUs IO JIYYIIEeMY BapHaHTy
HYKHO BBIJEJUTH AallllapaTHOe sapo, a BCTpauBaHUeE
BBIIIOJIHSATE 34 CUET CO3TaHMUsI HECJIOKHBIX HHTePgeHCHBIX
IJIAT, 00ECIIeYNBAIOIINX TPAHCIOPT U HEOOXOOUMBIH hopM-
bakTOop, HO He  CBA3AHHBIX C  BBHIIOJHEHHEM
KPUIITOTpadUIEeCKUX (PYHKITHIA.

Anpo ITPOEKTUPYETCS Kak YHUBEpPCAJIbHOE,
MHOKECTBO MHTEP(PENCHBIX ILJIAT MOKET OBITH OT'POMHO,
dopm-pakTOpEl Pa3HOOOPA3HBI M 3ABUCAT TOJBKO OT
ocoberHocTe 00bexToB KN,

Takoe pelreHue co3mTaHO — 9TO 3aAIMUIEHHAS
uHTerpammonHasd miatgopma MK-H.

MK-N — asto murporomnbioTep HoBoii rapBapickoit
apxuTekTypsl m-TrusT um mHTepdeiicuas maarta OJs ero
KOMMYTAIINH C CETEBON MH(PPACTPYKTYPOI, KOTOPas MOMKET
BKJIIOYATHL B ce0sI camMble pas3Hble THILI 000PYIOBAHUS.
[loaTomy mHTEpdelicHbIe TIIATHI JeJIal0TCI PA3JIUIHBIMU, a
cam MuKporoMmiborep m-TrusT — yHHBepcaabHEBIN, ero
dopm-cpakTOp HE 3aBHCUT OT IIPEAOIaraeMoro MecTa
YCTAHOBKI.

BasxHo aT0 moTOMYy, YTO M3MeHEHUS MHTepgercHOM
YaCcTU He BJUAIOT HA BEIYUCIUTEIbHYIO YaCTh KOMITHIOTEPA,
a 9TO CHHMAEeT OCHOBHBIE CJIOJKHOCTH, BBISHIBAE€MBbIE
aganTamnieil cepuMHOTO IIPOAYKTa — BO3MOMKHOE BHECEHUe
HOBBIX OINTHMOOK WJIX Je(peKTOB, He0OXO0IMMOCTD IIOBTOPHBIX
IIPOBEPOK MJIH CePTUPUKAIINHN U T. II. apo YHHBepcaIbHO,
a mHTepdefcHbIe IJIATH 00€CIeYNBAIOT TOJIBKO TPAHCIIOPT.
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Kaxxgerit mumrporkommnbiorep «m-TrusT» sasisercsa
TOYKON cOopa WH(MOPMAIITMOHHBIX W/HJINA YIPABJISIONINAX
curHayioB ot o0bexroB KWW, wux mmdpoBanus misa
rmepesavyd 10 KaHAJaM CBs3W, a TaKKe IIpueMa
3amm@pPOBaHHBIX CUTHAJOB W3 KAHAJIOB CBA3U HM UX
pacindpPoBKO.

TumnoBble XapaKTEPUCTUKN MUKPOKOMIIBIOTEPOB:

e ['abapurHbIe pasmepsl: 65 x 80 MM;

e [Iporieccop: Quad-core ARM Cortex-Al17, up to 1.8
GHz;

¢O3V: 2 1'6 DDRS;

¢ [I3V: 16 I'c6 NAND-flash;

e microUSB;

e microHDMI.

OO0t BUI MUKPOKOMITBIOTEPA m-TrusT
IIpeJicTaBJIeH HAa PUCYHKE.

2 | PKB

LenTpanbpHbIi
IIpo1Ieccop 13




MukpoKoMIIbIOTED He TIOIKJII0YAeTCS HAIIPAMY HUA K
JeMy, KpoMe COOCTBEHHO# MHTepdeCHOM T1IaThI, TT09TOMY
€ro COCTaB He CJI0KeH U mocrosineH. HTepdeiicHas miata
sKe HysKHA Kak pa3 QJId TOro, dYToOBl KOPPEKTHO
MOOKJIIOYATHCA K TOMY KW mHOMY KOHEKperHOoMy IIKO u
KaHaJI000pa3yoliei amnmapaTtype pas3JIMIHbIX TUIIOB.

Hamuuwme cobctBenmoit OC w  BBIUYKUCIUTEIHHBIX
PECypCcoB II03BOJISIET 00ECIEUNUTD JTOCTATOUHYIO JIJIST 3ATITUTHI
CeTeBOr0 B3aMMOIEHCTBUS IIPON3BOIUTETHHOCTDS 1 BHICOKMIA
ypoBeHb  3amumienHoctr.  OcobemnoctavMum  m-TrusT
ABJIAETCS  HaJIMJYMe JAaTUYMKa CIyYalHBIX UKWCeI U
paamertierue [10 B mamMsaTu ¢ pusmuecKky ycTaHaBIUBAEMBIM
moctymom read only (Tompko UTeHHMe), UTO WCKIIIOUAET
BpemoHocHoe BoagedictBue Ha [IO0 u  obecreuuBaer
HEM3MEHHOCTb  Cpeabl  (PYHKITMOHHUPOBAHUS  CPEJCTB
Kpunrorparieckoil 3ammThl wH@opMmalmu. Pecypckr m-
TrusT mosBosstior obecrreunts COK, mo3BossIONIyIO
cepruduipoBath BapuauT ucnoaHerns CK3U ma m-TrusT
Ha xiaacc KC3. I[Tomumo Horoit rapBap/ickoit apXUTeKTyphI
3ammIneHHocTh 1iaTdopmer odbecrmeunBaercss PKB u CI3,
cepruduipoBanabiv OCTOK Poccumn.

Bcerpoernrnoe CK3M moskeT OBITH J1I00OBIM

CepTUPHUITTPOBAHHBIM %,

3 BoamoskHa 3amuineHHas IIepemadya BHUIEOCUTHAJA ¢ Kamep 0es
OIIYTHMOI'0 CHUYKEHUS KAa4eCcTBA N300paskeHus.

4 Hampumep, B pemeuun «fin-TrusT»  masg 3ammrel ceTeBoro
B3auMOJeHCTBUS B (pMHAHCOBOM oprammsanuu BerpoeHHoe CK3U —
DCrypt or xommauuu TCC.
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HNrax, kommyTupoBaTh MUKporoMirbioTep m-TrusT B
«paspeip» wmexnay IIKO pasmmusHoro HasHavyeHHUs U
KaHAaJIOM CBSI3U IT03BOJIsIeT MHTepdeticHas miata. Kak yixe
YIIOMIHAJIOCh - pasHooOpaasme 000pyIOBaAHMI,
B3auMofeiicteytoniero mo ceru (IIK, ckopas moMomis,
OaHkoMAaT, JJIEKTPHYKA, HHQPPOPMAIMOHHBIN  KHOCK,
MallliHA MHKACCAIIMHM, TepMUHAJ OIJIaTHl etc), ABJIgeTCA
KJIIOYEBOM XapaKTePUCTHUKON HWHQPPPACTPYKTYPHI, IIOITOMY
nHTepelicHbIe TJIATHI JOJIKHBI OBITh PASHEIMH, YTOOBI
KoMMyTupoBaTh ogH0 #H TO ¢ C3U (To ecTtb He
cOBMecTHMEIe, He IToXxoskHe, a mmeHHo ogquaarossre C3N) ¢
pasabivu [TKO. Hampumep, oHa MoskeT OBITh TAKOM, Kak
Ha pUCYHEKe:

e 'abapurubie pasmepsr: 90 x 105 Mm;

e Coemuuauresns Tuna Poserka 87758-2016 MOLEX;

e Pazwem USB Type A;

e Pazrem Ethernet;

e PazpremM mmTaHmss 0T MCTOYHMKA IIOCTOSIEHOIO
HaIIpSsKeHUS 5 BOJIBT.

NuTepdeticras muaTa No2

e ['abapurusie pasmepsr 90 x 110 Mm;

e Coemuuauresns Tuna Poserka 87758-2016 MOLEX;

o USB-xa0;

e Pazwem USB Type A;

e 2 pasbema Ethernet ;

e Paznem RS-232, TOIKJTIOUEeHHBIN qepes
mmpeobpasoBatesb USB-RS-232;

15



e Pazrem RS-485, TOIKJIIOUEHHBIN Jepes
mpeodpasoBateas USB-RS-485;

e Pazbem ms1st micro-SD kapThr;

e PazpremM mmTaHmss OT MCTOYHMKA IIOCTOSIHEOIO
HaNpsyKeHUI 5 BOJIBT.

Ha crnenyrommem pucyHKe moKas3aH JIPYTrodl BapuaHT
UHTep(erNCcHON IIaThl €  MEHBIIUM  KOJHUYECTBOM
UHTeP(dENCHBIX pa3beMOB:

e ['abapurusie pasmepsr: 90 x 105 Mm

e Coemuuauresns Tuna Poserka 87758-2016 MOLEX

e Pazwem USB Type A

e Pazwem Ethernet

e« PagpemM mmTaHWA OT WMCTOYHUKA TIOCTOSTHHOTO
HaIpsyKeHUI 5 BOJIBT.

Boamoskma paspaborka wuHTepgeicHBIX IaT IS
Ipyrux THUIIOB padbeMoB. C yueToM y:Ke HMeIOIerocs
OombITA BHEIPEHUS Ha TPAHCIOPTE W  KPEIUuTHO"
mHAHCOBO cdepe, MBI YBEPEHHO TOBOPUM O TOM, UTO 9Ta
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3aJlaya permraerca C TIOJOMKUTESBHBIM pPe3yJIbTATOM B
pa3yMHBIEe CPOKH.

J1J1s1 HeKOTOPBIX 00BEKTOB, KAK II0Ka3aJia IIPaKTHKA,
VIOOHBIM MOJKET OBITH HCIIOJIHEHHE B eIWHOM KOpIIyce,
HaIpUMep, €CJIU YaCcTOro IIepeodopyI0BaHuI He TpedyeTcs,
a TeXHUYECKOe CPe/ICTBO (PYHKITMOHUPYET BHE IIOMEIeHU,
rIe BHEIIHNE YCJIOBHUS MOTYT OBITH PA3HOOOPA3HBIMH U He
Bceraa 0JIarompusaATHBIMIE. B aToM ciiydae KopIyc CHUKAET
BO3MOKHOE BO3JEeNCTBUE BHEITHUX YCJIOBUU.

Pasymeercs, 3a cuer ommcamHBIX ocobernHocTeit MK-
N, mocTtpoeHHOE HA HeM pelleHWe MOKeT IIOIep:KaTh
JII00011 M3 BapHMAHTOB CBSI3M O0BEKTOB, WJIM JIaske BCE HX
OTHOBPEMEHHO, NpHYeM C JyOJHUPOBAHUEM KasKIOTO
rkaHasa (HeckoJbKO KaHasoB Ethernet, Heckospko sim-
KapT JJIg MoOmIbHOro VIHTepHeTa U T. [1.), ¢ TeM YTOOEI BO
BpeMs paboThI UCIIOJIB30BATE TOT, YTO JOCTYIIEH B JAHHBIN
MOMEHT U B JJAHHOM MeCTe.

Takoe cpemcTBo 3alUTHl YHHUBEPCAJIHLHO — Ha BCe
TeXHUYECKHe  CpeJcTBa  BCeX  OOBEKTOB  CHCTEMBI
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BHeapserca omHo u 1o ke C3M 6e3 BHeceHHsT KakuX-JIi00
M3MEHEeHHH B caMoO 3allHuilaeMoe O000OpyaoBaHme. OTa
VHHBEPCAJIBHOCThL  obeclieurBaeTca  MHTePQEHCHBIMHI
IIJIATAMMU.

Eimte pas moguepkHeM, 4To Takas miatgopMa Vake co3qaHa,
3allaTeHTOBAHA®, peIlleHHs, I[IOCTPOEHHBIe Ha  Hel
CepTUQUIIMPOBAHEBI, BHEIAPSITCI ¥ MNPUMEHSIOTCA B
peanpHbIX pyHEKIIoEHpyINX KN, Ee mpeumymiecrsa —
kpome cepruduimpoBamubix OCTOK m ®OCB Poccun
BCTPOEHHEBIX CPECTB 3AIlUTEI ¥ «BUPYCHOIO MMMYHUTETA»
— IOCTaTOYHAS IIPOM3BOIUTEILHOCTD IIPH HU3KOH IIeHE.

5 OmucaHue I0JIe3HOM MOIe N K IaTeHTy Bl MokeTe yBUIETh B KOHIIE
9TO¥ OPOITIOPHI.
18



OCHOBHBIE OCOBEHHOCTH,
OBECIIEYMBAIONIVE SAIIIMIIEHHOCTD
PEHTEHWA

Camoe r1aBHOe CBOHMCTBO ILIATQPOPMBI — IIOJTHAS
JIOBEepeHHAasd 3arpys3Ka, TO eCThb JIOBEpEeHHAas 3arpys3ka He
tonbko OC, HO ™M HavaJgbHasg 3arpyska ycTpoicTBa
IIOJIHOCTBHI0 KOHTPOJIMPYeMasi, C IIOIIaroBbIM obecIieueHrueM
IIEJIOCTHOCTH,  II03BOJISIOIINM  IIOAJEP:KUBATHL  Cpeda
pYHKITMOHUPOBAHMS KPUIITOTPADUH.

ITporeccop ycrpoiicTBa CKOHPUTYPHUPOBAH TaKHUM
00pa3oM, 4TOOBI CTAPT 3arPy3KH BCETOa IIPOM3BOIUJICT K3
MaMsaTH, AalllapaTHO 3allUIeHHOH OT IIepe3amnucu
(busmuecku mepeBemeHHOH B peskuM read only). U3 aToit
IIaMSATH CTApPTyeT 3arpys3dydK, KOTOPBIA IIPOBEpsieT
IIEJIOCTHOCTb MOJYJISI, KOTOPBIM, CTApPTOBAB, IIPOM3BOIUT
"Hacrpouiry CJ13. Ilocimemumit B  cBOIO  odepenn
rouTposimpyer crapr OC. Ora cxema obecrieduBaer
TIOITATOBBIM KOHTPOJIb 3arpy3KH, KOTOPBIM IT03BOJISIET
cresiaTh CTapT MUKPOKOMIIBIOTEpPA JIOBEPEHHBIM Ha BCEM
€ro IPOTSKeHUH.

JoBepenHast 3arpyska IIOIIEe PHKIUBAETCS
IIPOrPaMMHBIM KOMILJIEKCOM Axxopa-MKT,
ceprucdurtmposanubiM OCTOK.

OyHKIIMOHAIbHAS 3aMKHYTOCTD cpenbl
IIOIIEPYKIUBACTCS KOMILIEKCOM Axxopna-X,

ceprudurtmposarabiM OCTIK.
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Kaxk 1000 VHUBEPCAJIbHBIA 3alUIeHHBIA
KoMmirbioTep, m-TrusT MoskeT WMCIIOIB30BATHCI  JIJIS
peasm3alMy BCEX TEXHHUYECKHX Mep o0ecIedeHus
0esomacHocTu 3HaunMMEBIX 00bexkToB KM, BRIrouas MAD,
VIII, OIIC, 3HU, AV, AB3, COB, OILJI, OJT, OIIO.
HawubGomee :xe apdertunBHO mcmosb3oBath m-TrusT mms
obecrieuenusa rpymasl Mep 3MC.

ITpu ucoonsszoBauum m-TrusT B cocraBe MC Bakmo
COOTBETCTBHE TPEOOBAHUSIM PEryJsiTopa ero coOCTBEHHBIX
CBOMCTB. JTOMy mocBsIleHa Tabsmma 2. B tabiume 3 ke
IIpUBEIEeHbl Te Mephbl, KOTOpPBIe 00eCIeunBaAIOTCI C
nomornbo m-TrusT B cucremax KUN.
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Tabuammra 3. [lpumernerne m-TrusT gursa sammaTer
3HauYuMEIX 00BerToB KHH

O6osuaue-

HUe U Meprr obeceuenns 6€30IIacHOCTH
HOMED

MepBI
S1IC.19 BammuTra nHMOpMAIUY IPH ee Imepeaade IIo

) KaHaJaM CBA3U

31C.20 Obecrieuenne TOBEPEHHBIX KaHAIA, MAPIIPyTa
3UC.27 OOecrieyeHre IOAJIMHHOCTH CEeTeBBIX COeIUHEeHNN
3HC.32 Bamura 6eCIIpOBOIHBIX COEIMHEHIA
31C.33 Hckmouenne gocTyiia yepes o0Ime pecypenl
3UC.35 YupasiieHue ceTeBBIMU COSTUHEHNAMU

[Ipr srom m-TrusT obecreunBaer cyiecTBEeHHBIE
IIPEUMYIIIECTBA, B TOM UHCJIE:

1. Pabora B aBTOMATHYECKOM pesKHME, UTO
CYIIIECTBEHHO CHUKAeT HATPY3Ky Ha OpTraHU3aIlHOHHO-
TexHu4JecKkue Mephl npu saxciryarariuu CK3U

2. HNamenenme ¢opm-cpakTopa 0e3 MIOBTOPHOI
cepTU(UKAIINN H3LEJHUsI, YTO 3HAUYNTEILHO COKpPAIaeT
cpoku padot mo 3amrure KU

3. ObecmeunBaercss paboTa ¢ JIOOBIMH KaHAJIAMHA
cBsi3u, uctoabdyembivu B KU

4. ObGecneunBaercs 3sammra KWK 06e3 raybokoit
ImepepaboTKU ee CTPYKTYPBI, YTO CHUJIBHO COKpAIaeT
3aTpaThl Ha IPOBEJIeHNEe MEPOITPUATHL].
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OCOBBIE BAPMAHTDGI

Hemauo y:xe Hammcaso o ToM, 4TO BCTPAUBAEMOCTDH B
pasHooOpa3Hble TeXHUYEeCKHWe CpeICcTBa  PAa3JIMUYHBIX
oobekToB pa3ubix KU obecrieunBaetcsa nuaTepdeicHbIMU
mratamMu. PaspaboTtka wHTepgeHCcHONH IIaThl IO
KOHKPETHOe 000pyJoBaHIEe He 3aHNMaeT MHOI0 BpeMeHU 1
He BJHAeT Ha 3allUTHBIe CBOMCTBA ¥ (QPYHKIUH
IJIAT(OPMEI.

B 1o e Bpemsa He ma Bcex obbexrax KHMUM arto
TpeOdyeTcss — HeKOTOPhIe U3 HUX MOTYT OBITH ODUCHBIMH HJTH
CEepBEPHBIMU O0BEKTAMH, B TaKHUX CJIy4asx Tropasjio
yMeCTHee U COOTBETCTBYIOIee KCIIOJIHEHUE IIJIaT(OpPMBbI
nma  C3U. Jlma  rtakmx  00BEeKTOB  ILIaTdopma
M3TOTABJIMBAETCS JJIS pPas3MeIleHUsT B CTOMKY WM Ha
CcTOJIE.

HNmenno moatomy MBI yTBep:kgaem, uro m-TrusT —
VHHUBepcaJbHOe pelneHne. lcmosib3oBaHme B KadvecTBe
IJ1aT(OPMEI I cpencTBa 3aIUThI CeTeBOro
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B3aMMOJIeICTBUA B KN CIIEITNAIU3UPOBAHHOI0
KOMITbIOTEpa C ammapaTHON 3ammToi JaHuHbIXx m-TrusT
II03BOJISIET YYUTHIBATH BCE OCOOEHHOCTH O00OPYTOBAHMUS
oovexToB KWW u 0e3 3arpaTr Ha IepempoeKTUpOBaHUE U
BOCCTAHOBJIEHIIE OT COILYTCTBYIOIIIMX COOEB, B KpaTUamIIIme
CPOKM BBIIIOJHUTE TpeboBanus 187-D3, coxpaHuB IIpu
oTOM CYIIECTBYIOIILY IO CTPYKTYPY u JIOTUKY
JYHKITMOHHUPOBAHMUSI.

Ananranims C3U k cucrteme M K ee KOHKPETHOMY
00BEKTY — 9TO He 3a4a4a dKCILIyaTUPYIOIIe OpraHu3allim,
oro 3amaua npoussoguresis C3U. U ona perrena.

OCOBBIE YCJIOBUA OYHEIITMOHMPOBAHUA

st cucrem knacca ACYTII u KU ocoboe sHauenme
MMEeIOT KJIuMaTudyeckue ycyioBusa. ClrermaimsupoBaHHbBIE
kommboTepsl m-TrusT Moryr wmaroraBIMBATBCA —IJIS
rkateropuit C (castom), I (industrial), M (military).
CrangaprHoe pemrernune — 1.
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MPOTOKOJA

KIMMATHMeCKNX HensiTanui Mogyns m-TrusT ua 6aze RK3399

Mecro venmirannii: HUMAC, r. Mocksa, Hwxkeropozacxas yn., 27, cp. |
Crenn nna uensrranuii: Knumatnueckas vensiTatenssan xamepa Tabai MC-81. OGopynosaHue uMeet
noeepky a0 12.2019 r.
OBbopyrosanne 115 HCNbITARMIE:
1. MITYJI-A ¢ yeradosnendsim m-TrusT RK3399 (nance MITYIT)
2. Hok-cranumna ¢ yeranosnennasiM m-TrusT RK3399 (nance nok-cranuns)

Texnuueckumu yenoeuamu Ha MITYJI-H ycTaHoRneHbl TeMnepaTypHbie rpasuLb o1 -20° no +506°,

MeToguKka HeOBITAHH#:
1. Oxpaxaexue BeiMONeHHoro ofopynoranns ao -30°. Brukuenue, npoeepka padoTocnocoSHOCTH.
2. OxnakaeHHe BHIKNIOMEHHOTO obopynosanns 1o -40°. Bxnouenue, nposepka paotocnocofHocTu.

3. Harpes BkmotenHoro obopynosanna o +50°, BeiknoucHue, BKIIOUEHHE, TIPOBEpKa
paborocnocofHOCTH.

4. Harpes BxarouenHoro e0opynoranua 10 +60°, Beikaiouenne, BRIIOUEHHE, POBepKa
paGoTocnocobHoCTH.

Temneparypa C4HTEIBAETCH [1POTPAMMHO ¢ ABYX AaTuukos Ha m-TrusT, Temneparypa cpeabl ofnpeensercs no
JATHMKY KIMMATHYECKOH KaMepbl.

PesyabraTsl Kenbirannii:
1. Oxnancaenue, yaemxusanue TemMnepatypst -30° B Teuennn | uaca, BnOYeHUE 0OOPYIOBAHKA,
TeMNeparypa Ha aaruukax nocine snovenns MITYII -18°, nox-craniing -27°. [Tocae priouenmns
obopynoBaHHe paGoTano B WITATHOM pekuMe.

2. Oxnaxnedue, yaepxHpaHHe Temneparypsl -40° g teuennu 30 MuHyT, BKITIOuEHHE 000pYAOBaHNS,
TeMneparypa Ha jaruvkax nocne srmouenns MITVII -30°, nok-cranuus -38°. Iocne sxmouenus
obopynosaHue paboTano B MTATHOM PEXKHME.

3. Harpes oGopyroBanns 00 +50° u yaepsusatie B TeveHuH | vaca. BeikioueHue-Bxnouenme
obopynosauug, Temneparypa MITYJT +75°, nok-craning +54°, TToene BrOUCHUA oBopyIoBaHue
paboTano B WTATHOM PEKHME.

4. Barpysxa npoueccopa m-TrusT na 100% B TeveHHH 5 MHHYT 1ipH Temnepatype +50°. Bukmouenue-
BKJIIOYeHHe oGopynosanuns, Temneparypa MITYIL 85°, nok-cranuus 66°, Iocne BruoveHns
obopynosaHue paboTano B LITATHOM PEHME.

3. Harpes oGopyzcsanns 10 +60 n yaepsknsanue B Tedenun | vaca. BolkioueHue-BRIoueH e
obopynosanna, Temreparypa MITYIT +92°, nok-cranuun +66°. [locne skniouenns oGopyaoBaHne
paboTano B LITATHOM POKUME.

6. 3arpyska npoucceopa m-TrusT Ha 100% B TeweHuu 5 MUHYT OpH TeMNEpaTYpe +60°, Boikurouenne-
BEJUeHHE oBopynosanua, Temneparypa MITYIL +100°, nok-cranuuns 76°. [ocne Brmouenus
ofopynosaHue pafoTane B LITATHOM pekuMe.
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PEINEHNA HA BA3E M-TRUST

Apxutertypa 1iatdopmbl ¢ UHTEepQEHCHON I1IaToMH
o0ycjaBiuBaeT BO3MOKHOCTH IIOCTPOEHHsS Ha 0ase
CIIEITAJIM3UPOBAHHOTO  KOMITbIOTEpPA C  alIapaTHOHU
dammroi  gaHHBIX m-TrusT  mmpororo  crexTpa
MHQPPACTPYKTYPHBIX PEITeHUH.

BesonacuEI ropos

Hac oxpyskaior ©Kamepbl, JaHHBIE C KOTOPBIX
OKa3bIBAIOT HEIIOCPEJCTBeHHOe BJIUSHWE Ha MNTPUHSATHE
MHOKECTBA KPUTHUYECKH BAYKHBIX HJIHM IIPOCTO 3HAUYUMBIX
IS KOHKPETHBIX TpaskaaH pemreHuii. MzoopaskeHue ¢ aTUX
KaMep IepegaeTcs 110 KaHaJaM IlepeIayvn JaHHBIX 00IIero
II0JIb30BAHMS, BMEIIATEeJIBCTBO B 3TOT IIPOIIECC «UeIOBEKAa
IoCepenHe» He MPeJCTaBJsIeT s 3JIOYMBIINLIEHHUKA
CJTOKHOCTH.

Takass ataxka gaerT 3JOYMBINLJIEHHUKY BO3MOYKHOCTD
IIOIMEHATh OAHHBIE HA Te, YUTO II03BOJISAT €My pPeIluTh
KaKWe-TO CBOM 3ajJadvM, JIn00, UTO He MeHee OITacHO,
OCOOEHHO B VCJIOBUSAX [OBIMKEHHS K OHOMETPHYECKOM
UIeHTU(PUKAIINY, — HAKAILJINBATD JaHHbBIE O IPaskIaHax B
IeJIAX JAJIbHEHINero MCIOJIb30BAHUA B COOCTBEHHBIX
IIeJISAX.

BerpamBanme B ramepor CK3U Ha miardopme m-
TrusT cpmemaer 1mporitecc cbopa [OAHHBIX C KaMmep
3aIUINEeHHBIM ¢ MAKCUMAJIbHO BO3MOKHBIM COXpaHEeHHEM

nuaBectuiuit. Crommocts obGopymoBamms kamep CK3U
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OyIeT OIIyTHMO HIKe 3aMeHBI BCeX KaMep Ha Takue, B
KOTOpPBIE II0 YMOJIYAHNIO BCTPOEHEI CPeICTBA IIN(POBAHMSI
AHAJOTMYHOI0 KJacca 3amuThl. «BesomacHbii» ropop,
CTAHOBUTCSA 0E€30IIACHBIM.

YMHBIT fOM

VYMHuBIA MoM ceffuac enBa JId He B OOJIBIIEN CTeIlleHU’
ACCOIIMUPYETCsI C OIIACHOCTBIO, dYeM C IIPOrPECCOM.
[Ipubopsl, B3auMOIeMCTBYIOIINE IO CeTH B JIYUIIEM CJIyuae
Pa30BBIOT UCKYCCTBEHHBIHM MHTEJJIEKT U B3OyHTyTCA (3TO
ONTHUMHUCTUYECKUH CIIEHAPHUHA, IIOTOMY YTO CJIIYYUTCSI ITO
OYeHBb HECKOpO), a B XyIIIeM — IIOIaayT 0] yIpaBJIeHHe
He COOCTBEHHOIO XO3dMHA, a ero Hemo0posKeIaTess.
MosxHO puHcoBaTh MHOTO CIIEHAPHUEB PAa3BUTUA OTOM
CUTyaIluH — KaK CMEIIHBIX, TaK U cTpamHbix. OcraBus oTy
3aJavyy  CIleHapucTaM, MOKHO PeIIUTbh  IIpolJIemy
paguKaJIbHO — 3allUTUTh B3aUMOJENCTBUE BeIleH,
IIOCKOJIBKY OT HEro 3aBHCAT JIOJIH.

ITpu aTOM ClleHapuu m-TrusT co
CITEI[NAIN3NPOBAHHON ILJIATON PACIIHUPEHUS CTAHOBUTCS
KOHIIEHTPaTOPOM IIOTOKOB HH@OPMAIITMOHHOTO
BaamMoyetictBuss B cucremax loT (tak Has3sIBAEMOro
«uTepHera Bemei»). lIpecTymHHK 6oOJIblle He CMOKET
OTKJIIOUUTH BAIll XOJOAUJIBHUK ¥ BKJIIOUATH KHUIIATOK B
JIyIne. Y MHBIR JIOM CTAHOBUTCS 0€30IIaCHBIM.
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Hanesxuernit 0agk

Kpurrroriiios 11st 3a1uThI cETEBOT0 B3aUMOIeCTBUS
TeXHUYECKUX CpeJICTB (PMHAHCOBOM opraHma3aruu fin-
TrusT  yxe  ymomummasca  Boeimre. (€ IIOMOIIBIO
kpunronio3oB fin-TrusT sammimamoTes KOMMYHHUKAIIAN
MeKIy moapasiesieHuaMu 1 odprcaMu 0AaHKOB, OAHKOM U
ITPOITECCUHTOBBIM II€HTPOM, ITPOIIECCUHTOBBIM IT€HTPOM U
OaHKOMAaTaMH. Brimostastroresa TpeboBaAHUA
3aKOHOJATEJIbCTBA,  OJIOKHPYIOTCA  YSI3BUMOCTH  BO
B3aMMOJIECTBUU B (pMHAHCOBOMH cdepe.

Eci paccmarpuBaTh B KadecTBe IpuMepa o0BbeKTa
KHNMU Ganxomat, To TaM CeroHs Bce YCTPOEHO HA TEePBHIH
B3TJISA, IOBOJIBHO IPocTo. B ero cocraBe ecTsb guceHcep (B
HeM JIeskaT JeHLI'M MU U3 Hero JeHbITUW BBIIAITCH),
KOMITbIOTEp U Iepudepuiinoe odbopymoBanue. KommboTep
B3aMMOJIEHICTBYET ¢ IIPOIIECCHHTOBEIM IleHTpoM (Hammpumep,
mo IP-mpororomny), um USB-kabensaMu coeguHeH cC
JTUCITEHCEePOM U JPYTUM HepudepuiiHbIM 000Py/I0BAHUEM.

ITpu pabore ¢ OGaHKOMATOM C ILJIACTUKOBOM KAapPTHI
CUMTBHIBAeTCsI ee HoMep, ¢ kgaBuatypbl — PIN, Bce aTo
repeaaeTcs B IIPOIECCUHTOBBIN IIEHTP, TJie ¥ BBITIOJIHSIETCS
aBropusarusi. KEcaum Bce B TIoOpsiike — IIPOBEpPSIETCS
3ampalrmBaeMasi CyMMa. 3aTeM KOMIILIOTepoM OaHKoMAaTa
dopmupyercss KomaHma Ha BBIAYY JeHeEr, KoTopas
mepegaerca B auciieHcep. V3 3ammuTHBIX MeXaHU3MOB
371eCh WCIIOJIb3YeTCsT TOJIbKO OJUH — JTUCIIEHCeP pas3MelneH
B cetidpe.
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Tarkoro o4YeHb VIOPOIIEHHOTO OIIMCAHUSA  YiKe
JIOCTATOYHO, YTOOBI MOHATE «dT0 mesrats?». Hamo samuruTs
KaHaJIbl — KaK OT IIPOIECCHHTOBOI0 IIEHTPa K KOMIILIOTEPY,
TaKk M OT KOMIIbIOTEpa K [QUCIIeHCEepy, B O00eCIeYnTh
II€JIOCTHOCTh IIPOTrpPaMMHO-aIIIapaTHON cpenl
koMmmbiorepa. CroemaTts 910 B coorBercTBHU ¢ 187-D3,
HeTPaBMATUYHO I/ (PYHKIIMOHHUPOBAHUS CHUCTEMBI U C
COXpaHeHWeM HWHBECTUIIUN MOKHO HWMEHHO C TIOMOIIIBIO
pemrenus fin-TrusT Ha mTaTdopme cermaIn3uPOBAHHOIO
KOMITBIOTEPA C almapaTHOU 3armuTon JaHHbeix m-TrusT.

DuHaHCOBBIE KOMMYHHUKAITAN CTAHOBSATCS
0e30IIaCHBIM.

BesomacHErrit TpaHCOIOPT

IIpencraBum cebe skesIe3HYIO HOPOry KAk HEKOTOPBIHN
0000IITEeHHBIH 9TAJIOHHBIN MaKeT TPAHCIIOPTAa BOOOIIIE.

Ecnu paccmaTpuBaTh ee ¢ TOUKH 3PEHHS CETEBOIO
B3amMoyetictBuss 00bexToB KWW (sr0 sums ommo m3
OOJIBIIIOTO YMCJIa KpalHe MHTEPECHBIX HPOSBJIEHUI 9TOTO
dbeHOMeEHA, OTHAKO IMEeHHO eMy IIOCBAIIeHA 9Ta OpoITiopa),
TO MBI YBHAUM TPU TJI00AJTBHBIX THUIIA OOBEKTOB:
TIOJIBUIKHBIE COCTaBBI, CTAHIIMOHHOE O0O0pyJIOBaHUE U
HEKOTOPHIH IeHTPAJIbHBIHM BEUUCIUTEIbHBIN 11eHTp (Beanb
MBI paccMaTpUBaeM YCJIOBHYIO MOJe/b, a He KOHKPETHYIO
KUN).

OcHoBHOE B3aMMOIEHCTBHE IIPOMCXOAUT MEMKIY
TIOIBUSKHBIMI cocTaBaMU u IeHTPAJILHBIM
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BEIUUCIUTETLHEIM IleHTpoM (mHaszoBem ero I[BIl). Om
paccbLIaeT pacHucaHue, AaKKyMyJIHPyeT OaHHBIE OT
IIOOBHMIKHBIX COCTABOB M pacChLIaeT CcIOeJIaHHBIe Ha
OCHOBAHHUH ITHUX JAHHBIX KOPPEeKTUPOBKH. CTaHI[MOHHOE
obopymoBaHme Takske otapasiaser B I[IBIl mammwie o
IBUKEHUU  TOJBMIKHBIX  COCTABOB W IIOJIyYaeT
KOPPEKTHUPOBKU  paCHOUCAHUs,  KOTOpPBle  IIepeaer
TIOJBHUIKHBIM COCTaBaM, a TaKiKe BBIMOJIHSIET PA3JIMUYHbIE
BCIIOMOTaTeJIbHbIe (PYHKIIUH, IIPOIHUCHIBATH KOTOpPHIE Ha
YPOBHE  TaKOM  KOHTYPHOM  OOPHCOBKH  YCJIOBHOM
TPAHCIIOPTHOM CHCTEMBI HeT cMbIcia. IloaBrKHBIE COCTaBEI
TaKKe IIapajiIebHO B3aUMOMAEHCTBYIOT CO CTAHI[HOHHBIM
obopymoBarmem u ¢ LIBII, ormpaBissa gaHHbIe 0 cBOEeM
OBWIKEHUU W TI0JIydyass YKa3aHUSd U KOPPEKTUPOBKH.
OueBUIHO, YTO HAPYIIIEHUS dTOT'0 B3aUMOIEHCTBUS MOYKET
UMeTh KpaiilHe HeIpUSTHBIE IIOCJIeJCTBUSI, W TaK IKe
OYEBUHO, YTO CPEJICTBA 3AIUTHI ITOI0 B3AUMOIEHCTBUS
IOJIKHBI OBITh YHH(PHUIIMPOBAHBI, HO B TO K€ BpeMmsd
aIaNTHPOBAHEI K pad0Te B COBEPIIIEHHO PA3HBIX YCIOBUAX.
BoproBoit komMmbOTEp IIOABUMIKHOTO COCTaBa paboraer B
YCJIOBUSAX BHOpaImy ¥ HATPEeBAaHHS, U B IIeJIOM OH
abcomrorao He moxoxk Ha IIK mam cepsep. Ha crammmsax
obopyImoBaHMe IMpeacTaBJIgeT co00H cTONKY cepBepos, [BI]
— aro IO/l ¢ cepBepaMu OrpoOMHOM HPOMU3BOIUTEIHHOCTH.
To ectp oro 3amaua gaa miratgopmbl  m-TrusT.
Peamuzammma CK3U ma m-TrusT, ¢ omHOMl cTOpoHBI, He
nMeeT HHKAKNX OTPAHHYEHUIH 0 paboTe «HaBCTPEUy» C
peanusarmsamu otoro ke CHK3U ma m00bIx Apyrux
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miIargopMax, a C OPYroil — II03BOJIIET OPraHU30BaTh
3alIUIleHHOe B3aMMOeHCTBHEe HapasljIeIbHO M0 Pa3HBIM
kaxagaMm. TpaHCcIopT cTaHOBUTCS 0€30IIaCHBIM.

VYMHasa sHepreTura

OOBEeKTBEI OHEPreTHKH pPacCMOTPHUM Ha IIpUMepe
QJIEKTPHUUIECKUX IOJCTAHIINNA. 910 00BEKTHI,
OpeqHas3HAYEeHHbIE [JIs IIpHeMa, IIpeoOpas3oBaHUSA U
pacipeesieHHs  oJieKTpudectBa. MHorme ™3  HHX
PACIIOIOMKEHBI «B UHCTOM IIOJI€» — HA OTKPBITHIX
IIPOCTPAHCTBAX, BIAJIEKE oT KaKOM-JI00
HHQPPACTPYKTYPEI, H (QPYHKIIHOHHPYIOT OTHOCHUTEJIHLHO
ABTOHOMHO.

Tarkue 00bEeKTH HEM30€KHO BHI3BIBAIOT OBLIIIIEHHBINA
MHTEepeC 3JIOYMBINLJIeHHUKOB, 0 dyem mmcay emte A. II.
Yexon®. Ilogkiouenne K HOACTAHIIMH C IIEJIBIO PEIeHU
KaKUX-TO OBITOBBIX 3aj1ad, IpenesbHO OIlacHa, TaK KaK
O0OBEKT He HMeeT PeCypCcoB, IIO3BOJISIONINX Pa3IndaTh
JerajgbHbIe U HeJleraJibHble 3ampockl. HeraTtwBHBIN
opperT oT TarKux [OeHCTBUII He  HCUYEPIILIBAeTCS
0ECKOHTPOJIHHBIM moTpedIeHrneM 9JIEKTPOIHEPTHUH.
IHudposwie HOJCTAHIINH, UMemIme B cocTrase
VIPaBJISIONIET0 KOMILIEKCA IPOTHBOABAPUNHYIO CHCTEMY,
MOTYT PAaCIeHHUTh H3MEHeHHe HArpy3KH KaK aBaphio U
BKJIIOUUTEH IIPOTUBOABAPUUHYI AaBTOMATUKY — B OTOM

6 Yexos A. Il. Bmoymermenunk / IlonHoe cobpanue counmHeHUN U
nuceM B 30-tu Tomax. Counuenusa. Tom 4. M., «Hayxa», 1984.
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ciiydae IejieBble (PYHKIIMU IIOACTAHIIMUA MOTYT OBITH He
BBITIOJTHEHBI B HY:KHBI MOMEHT, a K 4YeMy KOHKPETHO 3TO
IIpuBedeT — 3aBUCHUT OT TOr0, B pPaMKaxX KaKou
UHPPACTPYKTYPHI ¥ JIs Yero IIpeaHasHaveHa TaHHAS
KOHKPEeTHAs 9JIeKTPOYCTAHOBKA.

CpencTBo 3amluThI, KOTOPOE TIO3BOJIUT OTJIUYATH
ayTeHTUPUITUPOBAHHBIH u rapaHTUPOBAHHO
Hen3MeHeHHBIN YIIPaBJSININNA CUTHAJ OT BO3JeHCTBUS
«HAPOOHBIX yMEJbIEB», IIO3BOJUT M30€KaTh JITHX
HeraTUBHBIX cOObITHH. OHO MoskeT OBITH IIOCTPOEHO Ha
mratpopme  m-TrusT. msa  osroro  paspaborana
crientMaJbHasA UHTepdericHass ILIaTa, IT03BOJISIONIA
yCTaHABJIMBATH M-TpacT B Kopmyce moj DIN-petiky.

YMHOE IIPOM3BOJICTBO

CeTeBoe B3amMMOIEINCTBHE TEXHUYECKUX CPEJICTB
00bekTOB Ha mpomaBoncTBe (kmaccmueckoe ACYTII)
XapaKTepu3yeTcsa PAIOM BasKHBIX 0COOEHHOCTeH:

- OCHOBHOHM 3aIllUIlaeMor WH(popMaIuell sSBJISIeTCS
TEeXHOJIOTHYECKA ST (obecreumBaOIIAs yIIpaBJIeHue
TEeXHOJOTHYEeCKUMHU WM  YyBCTBUTEJIBHO  BAKHBIMU
IIpoIleccaMu), IIPOTPAMMHO-TeXHHWYecKas (IIporpaMMBbI
CHCTEMHOT0 U IIPUKJIATHOTO XapaKTepa, 00ecIednBaIOIIIe
(PYHKIIMOHUIPOBAHUE CHCTEMEL), KOMAaHIHAS
(ympaBismomasn) U n3MepuTesIbHAS HHPOPMAIIH;

- IPeIrbABJIAIOTCS JKeCTKUEe TPeOOBAHUA K BpeMeHH U
HOPSIKY BBIIIOJIHEHHUSA aBTOMATU3UPOBAHHBIX (DYHKITHIL;
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- BO B3aMMOJEHMCTBHE BKJIOYEHBI PA3HOPOIHEIE,
TEePPUTOPHAJILHO M IIPOCTPAHCTBEHHO pAacIpeaesIeHHbIe
9JIEMEHTBI, B KOTOPBIX pPeaJH3yIOTCA pPasHooOpa3HbIe
MH(pOPMAIIMOHHBIE TEXHOJIOTHUH, OTO B3aUMOIENCTBHE
IpeIesIbHO JAJIEKO OT JOKyMeHTooOopoTa Ha odrcHbIX [1K;

- KpalilHe HesKeJaTeJbHBI OTKJIIYEHHUS CHCTeM JJIS
IPOBEIEHUSI MEPOIPHUATHH II0 00ecIIede N0 0e30IIaCHOCTH
HUHQOPMAIINH;

- KpaliHe OIAaCHBI IIOCJIEJICTBHUSA BBIBOJIA M3 CTPOS M
(mym) HapymleHHSA QYHKIIMOHUPOBAHUA cHCTeMHI (11 371ech
ysKe peub HIeT 00 OMACHOCTH JJIs sKU3HHU U 3I0POBhS, a He
IIPOCTO yIepd KakuM-JIn00 HWHTepecaM OOJIBIIIOTO YKCJIa
TpaskIaH).

Boapmas vacrs aTHX 0COOEHHOCTEH OIIpeIesisieT II0
CYIIIECTBY JIHMIIL OJHO TpeboBaHUe OOIIero xapaxrepa K
ucronbdyeMbiMm C3M — oHHM [HOKHBI CO3TaBaThbCA C
MHOBBINNIEHHBIM BHUMAHWEM K Ka4eCcTBY Ha BCeX 3Tamax — OT
IPOEKTHUPOBAHUSA [JII IIPOW3BOACTBA. HKax mpasuiio,
rapaHTHus 0COOEHHO BBICOKOTO KadvecTBa CBsS3aHA C Oojee
BBICOKOM II€HOM TIPOJYKTA, a 3HAYUT, NJAaHHBIA CETrMeHT
JOJI:KeH  OBITh  KpaliHe  IIPUBJIEKATEJIbHBIM I
IPOM3BOJUTEJISI, UTO, B CBOI oOdYepenb, OOECIIeUnT
KOHKYPEHIINIO, Ta IIOBBICUT OOINHWI yPOBEeHBb KadyecTBa M1 T.
II.

Ommaxo, MMeTh B CBOEH MIPOAYKTOBOM JIMHEHKe
papuauTsl ucnoaHeHus C3U ¢ orpoMHBIM padHoodOpasuem
uHTEep(deiicoB, B TOM YHCJIE [JOBOJIBHO OK30THYECKUX,
IPOM3BOAUTE0  CJOKHO ¥  HEe  BBIMOJHO, BeIb
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MHOTOTBICSIYHBIE ~ TOPOJAKH  JeJaloT  CTaHJapTHBIE
WHTeP(ENCh, CBONUCTBEHHBIE O(MUCHBIM KOMITHIOTEPAM.
Amamormuso obcrouT meso ¢ gopMaTaMH JAHHBIX, C
JaiiIoBEIMH cHCTEMAaMHU, C IIOIEPIKKOM IIOIKJII0UYAEMOro
obopymoBauus.  Ilosromy  okciuiyaTmpyomas — WIH
MOApPSAAHAS OpTraHu3allus IIPU  CO3JAaHUH  IIPOEKTa
TIOJICCTEMBI 3aIIUTHI UH(pOpMAITHU BBIHYKI€HA
KUCIIOJIb30BATh TO, YTO €CTh, W 3a Ty I€HY, KOTOPYIO
HA3HAYHUT I1049acC eJUHCTBEHHBIX IOCTABIIUK, a He TO, UYTO
COOTBETCTBYET BBICOKMM TPEOOBAHMAM K KAYeCTBY,
HATEKHOCTH U YKUBYYECTH.

Onmuako um ato eme He Bce. OcoO0EHHOCTH MHOTUX
IIPOM3BOJCTB CETOAHS COCTOMT €Ile B OJHOM OYeHb
CYIIIECTBEHHOM  OOCTOSITeJIBCTBE: WX  YIPaBJSIOIINAE
MHQPACTPYKTYPHLIE 9JIEMEHTHI HaX0IATCSI 3a pyoesxoMm. A
aTO o3Havaer, YTO Ipu He0JIATOTTPUSITHBIX
BHEIITHEIIOJIUTUYECKHUX O0CTOSITEJIhCTBAX JTU JJIE€MEHTHI
MOTYT CTaTh pBIYAaraMH yIOPaBJIEHHS He  TOJIBKO
ITPOU3BOJCTBEHHBIMH Tiporieccamu. CrcTema 0e301racHOCTH
TaKUX 00BEKTOB JOJIKHA CTPOUTCA B IIPEIIOI0MKEHIH, YTO
IIEHTP YIPaBJICHHUS MOKET IIePeCTaTh OBITh JOBEPEHHBIM
WCTOYHUKOM, M €r0 KOMAH/IbI JOJIKHBI MHTEJJIEKTYaJIbHO
oOpabaTeIBaTBCSI, a He IPOCTO 0e3  HCKaKeHUH
repeaaBaThCs Ha UCIIOJTHEHUE.

Ha mmardopme crenmraansupoBaHHOTO KOMIIBLIOTEPA
¢ ammapaTHON 3amuTod JaHHbIX m-TrusT MoskHO
IIOCTPOUTH TAKYIO CHCTEMY.
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VMHuEIA yuer

[Tpuboprr yueTa Bcerma TpeCTABJISAINA COOOM ITE/b
IJIST «YJIYYIIeHHH» KAK CO CTOPOHBI HeI00pOCOBECTHBIX
IIOJIb30BATEJIeH YUNTHIBAEMBIX PECYPCOB, TAK M CO CTOPOHBI
Heq00pOCOBECTHRIX B3MMATeJell ILJIAThl 3a 3TH PeCypPCHI.
Camoro pasHoro poja «CKpyYMBaHUI» U «HAKPYUUBAHUI»
caMOT0 pPas3HOro poJa CYETUMKOB BO3HUKJIO, BEPOSITHO,
OJHOBPEMEHHO ¢ caMUMU cueTunkamu. Kaskaerit, To Opas B
apeHIy aBTOMOOMJIb, KOTOPHIM HAL0 BEPHYTH «C TEeM Ke
KOJIMYECTBOM TOILIMBA», HABEPHAKA 3aMevaJl, YTO JaTIUNK
TOILIMBA BeJeT ce0s yIUBHUTEJILHO, a VIHTepHeT moJIHuT S
cOBETAMH II0 00XOAYy JIIOOBIX CUYETYHMKOB — OT BOIBI [I0
TpaduKa.

«YMHBIE» IIPHUOOPEI yyeTa UMEIOT ABAa CYyIIeCTBEHHBIX
OTJINYMNA-

1) UMK MOKHO VIOPaBJATH yIaJIeHHo, 0e3
HEeIIOCPEICTBEHHOI0 «JIMUHOIr0» KOHTAKTA C KAMKIBIM, 1

2) OHH HecyT B cebe QPYHKIIMOHAJIHLHOCTL HeE
TOJIBKO HEIIOCPEICTBEHHO yueTa, HO U YIIPABJIEHUI.

OTO COBEpIIIeHHO JIOTMYHO — 3aKOHYMJICS JIMMUT,
IpeBHIIIeHa IIPOCPOUKA II0 OILIaTe, WJIM HACTYIIHJIO eIle
Kakoe-TO 3apaHee Ha3HAYEHHOE I'PAHUYHBIM COOBITHE — U B
YCTAHOBJIEHHOM IIOPSAKE OTKJIIYAETCSI IIoJavya Toro,
HCII0JIb30BAHME UEro CUUTAET «yMHBII cueTuynk. Hukaxoro
IIPOM3BOJIA HJIM YEJIOBEYECKOro (paxropa.

3a wuCKIIYeHHeM TOro, YTO II0ZATh 3Ty KOMAHIY
MOMKET Xakep. A ydWTHIBass IIPUPOLY YUIUTHIBAEMBIX
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pecypcos, TPYIHO IIPEeyBEJINYUTH 00IIIeCTBEHHYIO
3HAYMMOCTH CHUTYAI[AH, KOTOPYK CMOKET CO3aTh
3JIOYMBINLJIEHHUK, Oye B ero IIaHaX pe3Koe IIOBBIIIeHNe
YPOBHS COIIMAIHHON HAIIPSIKEHHOCTH.

CrmenaTth «yMHBII» yueT 0€30IIaCHBIM MOYKHO 34 CUET
HCIIOJIb30BAHUA perreHnit Ha matgopme m-TrusT.

3anuIneHHEIN OU3HeC

B zamure my:xgaorcsa He Toasko KU, [TorpebHOCTH
B 3ammre COOCTBEHHOM UHQOPMAITMOHHOH
MHPPACTPYKTYPHI, Haske ecJIM OHa He  SBJISEeTCS
KPUTHYECKON C TOYKM 3pPEeHHs IocyJapcTBa, Bce 0Oojee
OCO3HaHAa OM3HEecOM — M yiKe He TOJBKO KpynHbiM. W mis
TAKUX MHQPOPMAIIMOHHBIX CHCTEM OCOOEHHO BaKHBIM
CcTaHOBUTCSA OastaHC 1eHBI W KadecTBa. Co3maBasi cucremy
3aIUTHL «IJI ce0s», OUHAKOBO HEBEPHO IepeIlyIaunBaTh
3a IpaBUJIbHOe HasBaHHe (c Kakoil ObI TOUKM 3peHud
«IIPAaBUILHBEIM» OHO HH OBLJIO OBI) ¥ M30LITOYHYIO
pyHKIIMOHAIBHOCTh, HU HOKYIIATH 34 HEOOJIBIINNe TeHbIH
HEHAIEKHYI0 3aIUTY.

KpunromapipyrusaTopsl 00BEKTOBOIO YPOBHS Ha
mwiratgopme m-TrusT moryr crath Kak pas TeM pelleHneM,
KOTOpO€e HeOoOXOIMMO OM3HEeCy — OJIHOI0 yCTPOMCTBa Oymer
JIOCTATOYHO Ha HeOOJIBIION odrc, OHO He 3aiiMeT MecTa, He
TpedyeT CIIeIlnaJIbHBIX YCJIOBHIH pas3MeIleHus 1 padoraer
IIPO3PAYHO JIJIS II0JIH30BATEJIEH.
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I[TATEHTHOE OIIMCAHUE

CHEHI/IAHI/IBI/IPQ’BAHHBIP’I KOMIIBIOTEP C
ATIITAPATHOM SAOIUTON JAHHBIX

Pedepar:

KoMmnbpioTep  comep:KUT  HEOOCTYIIHBIH  U3BHE
MexXaHWYeCcKUN KOMMYTaTop, yCTaHaBJIMBAIOIIUN IJId
3aIIOMUHAIOINIEr0 YCTPOMCTBA, XPAHSIIETO0 KPUTUYHBIE
maaable, pexum Read Only. 3amaua mosesHoir momesin
— IIOBBINIIEHHE YPOBHSA 3aIIUIIEHHOCTH CO CHHUMKEHUEM
Harpy3ku Ha OPraHU3aIIMOHHO TEXHUYECKIE
MEPONPUATHUSI — PeIllleHa TeM, UYTO OH COHAEP KUT OJIOK
HEM3BJIEKaeMOro KJII0Ya, CoJIep Kalluil, B CBOIO o4epe/b,
dbusnueckuit nmatumk coaydaiiHeix umcen (OJICY) wm
MUKPOKOHTPOJLIIED ¢ BHYTpPEeHHEH naMAThIO,
3alporpaMMHUPOBAHHBIA Ha WCIIOJIHEHWE MPOIeayP
reHepaliuy Heu3BJIEeKaeMOro KJva IIOAIINCH Ha OCHOBE
CIyUYaMHOM IIOCJEeI0BATEJIbHOCTH OaMT, MOJIYUYEHHBIX C
®JICY, ero 3ammcu BO BHYTPEHHIO IIAMATH,
BBIYIICJIEHUE KJII04Ya IIPOBEPKU IIOJIITHCH,
COOTBETCTBYIOIIETO Hen3BJIEKAeMOMY KJTIOYY,
BHIPAOOTKH CECCHOHHOTO KJII0Ya Ha OCHOBE CJIIyYaHHOM
mocJaemoBaTesibHOocTH OamT, moaydeHHbIx ¢ DOJCY,
BBIPAOOTKH KJII0YA 3aIllUThl KJOYEeH Ha OCHOBAHUU
paHee BHIPAOOTAHHBIX HEM3BJIEKAEMOT0 KJII0YA IIOIINCH
U KJI0Ya ee IIPOBEPKHU, 3aITHU(POBBEIBAHUS Ha JTAaHHOM
KJII0Ye CeCCHMOHHOTO KJIIoYa, a TaKiKe IIoCJIeayIollee
pacmu@poBbEIBAHNE CECCHOHHOTO KJKYa Ha KJ0Ye
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3alUTHl KJIOYell, BRIPpa00TaAHHOM, B CBOIO odyepenb, Ha
OCHOBe HEHM3BJIEKAaeMOT0 KJIoYa IOJIIUCU U KJIIUa ee
IPOBEPKH.

IToneswass  momens  oTrHocHTcA K obJjactu
KOMIIBIOTE PHOM TeXHUKU u MHPOPMAITHOHHBIX
TeXHOJIOTUHM M MOKeT OBITh HCIOJb30BAaHA TaM, IJe
TpeOyIoTCsI 3alluIlleHHble KOMIBIOTEPHBIE CpencTBa
OTPAHUYEHHON (PYHKIIMOHAJIHLHOCTH, IOIIePKHUBAOIIIIE
3aJaHHbIE KpHUOTOTpauUIeCcKHe IPOIEeaYPHI, B
ocobeHHOCTH, as1eKkTporHOi mognucu (OII) — mampuMmep,
B KauecTBe OOPTOBBIX KOMIBIOTEPOB CETEH OMepaTHBHO"
TEeXHOJIOTUYECKOM CBA3U SKEJIE3HOLOPOKHOT0
TpaHCIIOPTA.

MosxHo cumraTh JOKa3aHHBIM, YTO B IIOJOOHBIX
caydasdx I[ejiecooOpasHoO MIPHUMEHSATb KOMIIBIOTEPHI C
amnmapaTHOM 3alllUTON JAaHHBIX, KOTOpas obeclieurBaeT
0o0Jiee BBICOKHI YPOBEHDb 3AIUIIEHHOCTH — B OTJIMYME OT
IIPOrPAMMHOM 3aIUTHl — II0 OTHOIIEHHI0 K XaKepPCKUM
arakaMm. Ilogo0HBIe KOMOBIOTEPHI COJEPIKAT, 110
MeHBbIITe Mepe, OJUH 3JIEeMeHT JJEeKTPUUYECKOU CXEeMBbI,
VOPaBJIAIOIINNA  JOCTYIIOM B pPeXHMe 3alucu K
ImepenporpaMMUpPyeMoOMy 3aIIOMHUHAIIEMY YCTPOHUCTBY,
XpaHAIleMy KPUTHYHBIE [JaHHBIE — B YaCTHOCTH,
CHEeIMAaTN3UPOBAHHYI0 OIEpPAIlMOHHYI0 cucremy [1].
Haunbosmee OAM3KHUM K MOJE3HOM MOIOEJNHN SBJACTCA
KOMIOBIOTEP, B  KOTOPOM  VIIOMSHYTBHIH  9JIEMEHT
mpeacraBideT cobou HeJOCTYITHBIA H3BHE
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MexXaHWYeCcKUN KOMMYTaTop, yCTaHaBJIMBAIOIIUN IJII
3aIIOMHHAIIIEr0 YCTPOMCTBA, XPAHAIIETO KPUTHIHBIE
naunble, pexkuM RO (Read Only) [2].

Onmuaxko MOIePsKaHIe KOMIIBIOTEPOM
KPUOTOTPAa(pUUIECKUX IIPOLEAypP, CTAHIaPTU30BAHHBIX
IS IONOOHBIX IPUMeHeHU H, TpedyeT mpaBuIbHOMH (T. e.
KOPPEeKTHOH M B TO Ke BpeMsd IIPOCTOIH) OpraHU3aIlnu
paboThl ¢ KJIIOUYEBBIMU JTAHHBIMUA — a 9TOT BOIPOC JJIS
M3BECTHBIX KOMIIBIOTEPOB C aNllapaTHOM 3amniuToi
JAHHBIX O HACTOSAIINET0 BpPeMeHH TaK W He HAallel
yIOBJETBOPUTEJILHOTO pellleHuss. B wacTHOCTH, B
BBIIIIEYKA3aHHOM IIpHUMepe 3amava paboThl ¢ KIII0UYAMU
mur@poBaHUsa  Bo3Jarajach Obl Ha  MAaIIHHHCTA
JIOKOMOTHBA, B 00S3aHHOCTH KOTOPOTO BXOJIHJIO OBI MX
mepuoaudecKoe OOHOBJIEHHWE IIyTeM TMOJAKJIIOUYEeHUST K
KaHajJlaM BBOJAa-BBIBOJIA OOPTOBOTO  KOMIIbIOTEpPA
ChEeMHOI'0 HOCHUTEJsI KJIKYeBOH HHGOpMAIIUUA. IJTO
MOBBICKJIO OBl ~HArpPy3Ky Ha  OPraHM3aI[MOHHO"
TeXHUYECKHEe MEPOIPHUATHS Ha KeJIe3HOJOPOKHOM
TPAHCIIOPTE W CHU3WJIO OBl YPOBEHb 3AIUIIEeHHOCTH,
IIOCKOJIBKY OTH KJIIOUM JOJIKHBI OBITH T'eHEePHPOBAHEI
rae-TO W3BHE, CheMHBI HOCUTEJb C HUMU BpYyYeH
MAIITUHUCTY, KOTOPBIA — €CTEeCTBEHHO — JOJIKeH OBITh
COOTBETCTBYIOIIIM obpasom TIOJTOTOBJIEH K
BBITIOJTHEHHUIO TaKWUX CIIeIUAJbHBIX paboT, 3arem
MAIIHUHUCT  JOJIKEeH  JOCTaBUTH  HOCHUTEJIBb 0
JIOKOMOTHBA, M, HAKOHEI, IIPOWU3BECTH IIPOLEAYPY
oboumoBiaeHuss. He rosops 00 yClIoKHEHHUH YYETHBIX U
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KOHTPOJIbHBIX oOIepaliuii, Ha KasKIbIil O0TPe30K JTol
IEeIIOUKHT OKa3bIBaeT HeraTHBHOE BJIMSTHIIE
YeJOBEYECKHH (PaKTOp, UTO SABJSETCSI HEIOCTATKOM
KOMITbIOTEpa, TPeOYIoIIero TAaKOTOo IOpsAIKa paboTHl ¢
KJIIOYaMIH.

C nOpyroit CcTOpoHBI, B IIOCJIeOHNE TOMBI IJIs
KPHUIITOrpagpuIeCKNX TOKEHOB M YHIIOB CMAapPT-KapT OBLI
MpeJIodKeH W YCOeINlHO peaJIn30BaH  IPUHITUI
HEeHN3BJIEKAaeMOCTH KJII0Uel, COCTOSAIIINM B TOM, UTO KJII0Y
mU@poBaHUSA W/WUIW KJIOY TOAIHUCA HHUKOTIA He
IIOKHIAeT MpenesioB YHIIa, BHYTPHU KOTOPOTO OH OBII
CTeHEePHUPOBAH. OTO MO3BOJIIET HCKJIIYUTL JKCIOPT
KJII0Yel, TOCKOJIBKY Bce BHeITHHUe QyHKIINH (3ampoc Ha
ceprudurar, npoBepra Ol u T.II.) MOMKHO HCIIOJTHUTH
IpY IIOMOIMY KJIOYEeH IMPOBEPKU IOAIUCH (OTKPBITHIX
rouaeir) [3].

Bamaued HoJIe3HOU MOJIeSaU ABJISAETCS IIOBBIIIIEeHUNE

YPOBHS 3aIUIIeHHOCTH, obecrmeunBaeMoro
KOMIIBIOTEPOM, u CHUIKEHUEe Harpys3ku Ha
OPTaHU3AIMOHHO TeXHUYECKUe MEepPOIIPUATHUSI.

TexHUYECKHUM Pe3yJIbTaTOM SIBJISETCS II0JydeHue Oojiee
OPOCTOTO B JKCIJIyaTallMM MW JIy4dllle 3allUIIeHHOTO
KOMIObIOTEpa.

VrkaszauHbIll pe3yabTaT JOCTUTHYT PACKPBIBAEMOM

HUMKEe anmapaTHOM peanu3anueit OpUHITATIA
HEeN3BJEeKaeMOCTH KJII04Yen mudpoBaHud,
aganTUPOBaHHOMN K cIIeITnaJIUu3uPOBAHHOMY

KOMOBIOTEPY C allllapaTHOW 3alTUTON JaHHBIX.
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A mMeHHO, B CIeIHaJTU3UPOBAHHOM KOMIIBIOTEPE C
anmapaTHOM 3alIuTon IOTaHHBIX, coJiepkalireM
HEeJIOCTYIIHBI W3BHE MeXaHUYeCKHU KOMMYyTaTop,
YCTAaHABJIWUBAWIIUN AJIA 3aIOMWHAIIIETO0 yCTPOMCTBA,
XPAHAIIEro KPUTUYHBIE daHHBIE, pexumM RO, HOBBIM
SIBJIIETCS TO, YTO OH JIOTIOJHUTEJIBHO COJEPsKUT OJIOK
HeW3BJIEKaeMOr'o KJ4a, CoJIepsKallnuii, B CBOI0 oyepeab,
dbusnueckuit nmatumk coaydaiiHeix umcen (OJICY) wm
MHUKPOKOHTPOJLIIED c BHyYTpPEeHHEU IaMAThIO,
3amporpaMMUPOBAHHBIN Ha HCIOJHEHUE CJEeAYIOIINuX
Iporeayp:

reHepalluW HEW3BJIEKAeMOTI'0 KJIYa TOJAINCHU Ha
OCHOBeE cIyJYauHOU oCcJIeI0BATEIbHOCTH oaur,
mosryueHHBIX ¢ DOJ[CY, ero 3ammcu BO BHYTPEHHIOIO
namMaTh, W BBIYHCJIEHHE KJI0Ya NOPOBEPKU IIOJIHUCH,
COOTBETCTBYIOIIIET0 HEU3BJIEKAEMOMY KJIIOUY;

BBIPAOOTKH CECCMOHHOTO KJIl0Ya Ha  OCHOBE
CIyYaMHOM IIOCIEeI0BATEJIbHOCTH OaMT, HMOJYUYEHHBIX C
®OJICY, m BHIPAOOTKHM KJOYA 3aIUTHl KJIOYeHd Ha
OCHOBAHHH paHee BBHIPAOOTAHHBIX HEU3BJIEKAEMOI'0
KJOYa [OOANWCHA U  KJYa ee TOPOBepKU, U
3amu@pPOBBIBAHUSA Ha JaHHOM KJIOYe CEeCCHOHHOTO
KJII04Ya;

pacimu@poBhIBaHNE CECCHOHHOTO KJII0Ya Ha KJII0Ue
3aIUTHl KJOYel, BRIpabOTAHHOM, B CBOIO Oouepenb, Ha
OCHOBE HEH3BJIEKAaeMOT0 KJUa OOAINCH W KJ4Ya ee
IPOBEPKU.
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JlanHpie oOTIMYMA 00eCIIeYMBAIOT JOCTHKEHIE
YKA3aHHOT'0 Pe3yJabTaTa, IIOCKOJIbKY IIPH dKCILIYATAI[MKI
TAKOT0 KOMIILIOTEpPA IIPOoIeaypa OOHOBJIEHHUSI 3aKPBITHIX
KJII0Yer, IIePpHOAUUYECKH IIPOBOAMMAS C YyYacTHEM
JeJoBeKa, Ooibime He Tpebyercs. Takoe pemrenume
IIPOMBIINIJIEHHO IIPUMEHUMO, T. K. OHO COOTBETCTBYET
IEeNCTBYIOIIUM OTEUECTBEHHBIM ¢ MEKIYHAPOIHBIM
HopMaTuBaMm [4, 5].
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kaoueit. «3ammura nHdopmaruu. Mucaiiay Ne2, mapt-
amrpenp 2015.

4. TOCT P UCO/M3K 9594-8-98.

5. ISO/TEC 13888-3:2009.

@opmyJia IOJIEe3HON MOgeIn

Crermuaiu3aupoBaHHBINA KOMIIBIOTEP C alliapaTHOM
3aIMUTON JAaHHBIX, COJepsKalllni HeJOCTYIHBIN WN3BHE
MeXaHUYeCKU KOMMYTATOpP, yCTAHABJIWBAIOIIUHN IJIs
3alIOMHUHAIOIIEr0 YCTPOMCTBA, XPAHSIIET0 KPUTHUYHBIE
nmauubie, pesxxum Read Only, ornunuaroniuiics Tem, 94To OH
COMEeP KUT OJIOK HEM3BJIEKAaeMOro KJoua, COJAep Kalinii,
B CBOIO OoUepelb, PU3NUYECKUN JATUNK CIYIANHBIX YHCeJ
(OJICY) u MUKPOKOHTPOJLIED ¢ BHYTpeHHeH maMaTho,
3alIporpaMMHUPOBAHHBIA Ha HWCIOJHEHHEe IMIPOIeayp
reHepaliyd HeN3BJIEKaeMOoro KJva IIOAINCHA Ha 0CHOBe
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CIAyYaMHOM II0CJIeZOBATEIbHOCTA OAMT, HMOJYYEHHBIX C
®JICY, ero 3ammcu BO BHYTPEHHIO IIaMATH,
BBIUHCJIEHUTE KJII0Ua IPOBEPKU HOJIINCH,
COOTBETCTBYIOIILETO Hen3BJIEKAeMOMY KJIIOUY,
BBIPAOOTKH CECCHOHHOTO KJII0Ua Ha OCHOBe CJIyYarlHOMN
mocJaemoBaTesibHOoCcTH OamT, moaydeHHbIx ¢ DOJCY,
BBIPAOOTKHU KJII0YA 3allUThl KJYEeH Ha OCHOBAHUU
paHee BHIpAOOTAHHBIX HEHM3BJIEKAEMOTO0 KJII0Ya II0/ITUCH
U KJoUa ee IMPOBEPKHU, 3aIMU(PPOBLIBAHUS HA JAHHOM
KJII0Ue CEeCCHOHHOIO KJIYa, a TaKiKe Iocaeaymlilee
pacimu@poBbIBAHUE CECCHOHHOTO KJI0Ya Ha KJ0Ye
3alUTHl KJO4Yel, BRIpaboTaHHOM, B CBOIO OUYepesb, Ha
OCHOBe HEM3BJIeKaeMOI'o KJI4Ya IOAIINCH U KJIIYa ee
IPOBEPKH.
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KPATKUI OB30P HOPMATUBHOM BA3EI 110
KPUTNYECKVM NHOOPMAIIMOHHBIM
NHOPACTPYHKTYPAM

OcHoBHEIE JORKYMEHTHI

Oenepaabueni 3axoH Ne 187-O3  «O GesomacHoCTH
KPHATHYIECKOM HH(POPMAITHOHHOMH HH(PPACTPYKTYPHL
Poccuiickoit @emepammm» (mamee — 187-03) [1],
BCTYyOWBIIUUA B cuiy ¢ 1 sgHBapsa 2018 r. peryaupyert
OTHOIIIEHWS B 00JacTH olOeciieueHHss 0e30IacHOCTH
KPUTHUIECKOI MH(pOPMAIITHOHHOM MHPPACTPYKTYPEI
Poccuiickoit Memepanum (1asmee Tak:ke — KpHUTHYeCKas
nHpopManuonHaa uHppacTpykrypa, KNMWN) B menax ee
YCTOMYMUBOTO (PYHKIITMOHMPOBAHUS IIPU MPOBEIEHUN B
OTHOIIIEHNHU ee KOMIIbIOTepHBIX aTak. llox OesomacHoOCThIO
KPUTHYECKONM MH(OPMAIIMOHHOM MH@PPACTPYKTYPHI B 187-
D3 moHMMAaeTCsa COCTOSIHHME 3AIUINEHHOCTH KPUTHUYECKOM
nHQOPMAIITMOHHON UHPPACTPYKTYPHI, 00eCIieunBaIiee ee
yCTOMUYNBOE (PYHKIIMOHUPOBAHME IIPKH IIPOBEIEHUH B
OTHOIIIEHNH ee KOMIIBIOTEPHBIX aTtak. [log KoMIbooTepHOI
aTakol TIOHUMAaeTCd IleJIeHANpaBJIeHHOe BO3JeliCTBUE
IPOTPaMMHBIX ¥ (1) TPOrpaMMHO-aIIIapaTHEIX CPEJICTB
Ha 00BEKTHI KPUTHUYIECKOM MH(pOPMAITHOHHOMI
MHQPPACTPYKTYPHI, CETU dJIE€KTPOCBA3U, UCITOIb3yEeMBbIE IS
OpraHM3AINKA B3aUMOIEHCTBUA TAKUX 00BEKTOB, B IIEJISAX
HApPYIIEHNs u () IIpeKpalleHnsa UX
dyHKIIMOHTpOBAaHNS ®  (MaM)  cO3MaHUA  YTPO3EI
OesomacHOCTH 00padaTbIBaeMOM TAKHMU  OOBEKTAMH
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HH@OPMAIINH. Ilog, o0BeKTaMu KPUTHUYIECKOMI
UHPOPMATTMTOHHOMN UHQPPACTPYKTYPHI TIOHUMATOTCS
UHOOPMATIMOHHBIE CHUCTEMBI, HHQOPMAIITMOHHO"
TeJIEKOMMYHUKAIIMOHHBIE CEeTH, aBTOMATHU3UPOBAHHBIE
CHUCTEMBI yIIpaBJIeHUS CyOBEeKTOB KPUTHUIECKOH
rHpOpPMAITMOHHOH mHppacTpyKTyps! (cT. 2, m. 7 187-D3).
B CBOIO odyepenb cyObeKTaMu KPUTHYIECKOM
HH@OPMAIITMOHHOMN HMHPPACTPYKTYPHI SIBJISTIOTCSI
rocyJapCcTBEHHBIE OpTaHEkI, roCyapCTBEHHbBIE
yIpeskJIeHnsd, poccuiickue opuaumdeckue jauna u (mm)
MHIWBUIYaJIbHbIE IIPEIIPUHIMATEIH, KOTOPEIM Ha IIpaBe
COOCTBEHHOCTH, AapeHJabl WJIM Ha WHOM 3aKOHHOM
OCHOBAHWM TMPUHAIEKAT HWHQOOPMAIIMOHHBIE CHCTEMHI,
MHQPOPMAIIMOHHO TeJIEKOMMY HUKAI[MOHHEIE ceTH,
aBTOMATHU3UPOBAHHBIE CHCTEMBI yIIpaBJICHHUI,
pyHKIIMOHHpYoOIIHE B cdepe 3apaBOOXPAHEHHUS, HAYKH,
TPAHCIIOPTA, CBS3HW, 9HEPTeTHKN, OAHKOBCKOM cdepe u

HHBIX  cdepax HNHAHCOBOT'O BIHKA,  TOILIMBHO"
OHEPTreTHYECKOro KOMILIEKCA, B 00JIaCTH ATOMHOM oHEePTHH,
00OPOHHOM, pPaKeTHO KOCMHUYECKOM, T'OpHOL00BIBAOIIEH,
METAJUIyPTUYeCKOM ¥ XUMHUYECKOW ITPOMBITIIJIEHHOCTH,
poccHiickre opuandecKue JIUIA 1 (MI1) MHIUBUIY A IbHbIE
OpeaIIpuHUMAaTEeIH, KOTOpPEIE obecrmeuynBaIoT
B3amMMOJIeHiCTBYE YKa3aHHBIX CUCTEM WJIU ceTeH (ct. 2, 1.
8 187-®3).

Taxmm obpasom, 187-O3 m ero moa3aKOHHBIE AKTHI
MOYKHO ¥ HY3KHO IPUMEHSITh JIJIsI 00ecIeueHnsI 0e30IIaCHOCTH
(PYHKITMOHHUPOBAHUS CHCTEM 9JIEKTPOHHOI0 OAHKHHTA.
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Paccmorpum ocHOBHEIE TI0JIOMKEHUS 9TUX JTOKYMEHTOB.

IIocTanoBIEHHE IIpaBuTennscTBa Poccuiickoit
®epepaimu ot 8 despasta 2018 r. Ne 127 «O6 yTBepsxIeHNH
IIpaBmn  kaTeropupoBaHHA  OOBEKTOB  KPHUTHYECKOH
MHPOPMAITMOHHOMN HHQPPACTPYKTYPEI Poccuiickoit
Qenepalinu, a TaKKe IEPeYHS IIOKA3aTeJIell KpHUTepHeB
3HAYMMOCTH OOBEKTOB KPHUTHYECKOH MH(QPOPMAIIMOHHOMN
mHppacTpykTypE Poccuiickoit Oenepaly ¥ UX 3HAYCHIID
[2]. BpomuTca TepedyeHhL —TOkasaTeleill  KpUTepHeB
3HAYMMOCTH OOBEKTOB KPUTUYECKOM WH(OPMAIIMOHHON
nH@pacTpykTyphl Poccutickoit Oenepalivu u uX 3HAYEHUI, a
TaKKe OIIpeIesIIeTcs IIOPSAJOK KaTerOpUpOBAHUS ITUX
oowexToB. KaTeropmpoBaHme OCYIIECTBIISAETCS CYyOBEKTAMU
KPUTHUYECKOM  MH(MOPMAIIMOHHON  HMHQPPACTPYKTYPHL B
OTHOIIIEHUY MPUHAJJISKAIINX UM Ha IIpaBe COOCTBEHHOCTH,
apeHIbl WA WHOM 3aKOHHOM OCHOBAHUHM OOBEKTOB
KPUTHUYECKOM MHQOPMAIIMOHHONA MHPPACTPYKTYPHI, KOTOPEIE
00ecTIeuynBaIoT yIIpaBJIeHYECKHUe, TEXHOJIOTUYECKHe,
ITPOU3BOJICTBEHHBIE, (PUHAHCOBO 9KOHOMHUUYeckre o (vim)
WHBIE IIPOIIECCHI B pPaMKaxX BBEINOJIHEHWS (QOYHKIII
(moTHOMOYMIT) WJIM OCYIIEeCTBIEHHUS BHUIOB JeATeIHHOCTH
CyOBEKTOB KPUTHYIECKOM MH(OPMAITMOHHOM
HMHPPACTPYKTYPEL.  YCTAHABIMBAIOTCA 3  KATErOPHU
sauaunmocTu. Camasi BBICOKAS KaTeropws — IiepBas, camas
Hu3Kas — Tperba. OIpeesieH mepevyeHb UCXOIHBIX JAHHBIX
TS KaTerOpHUpPOBAHMS. MaxcrmasIbHBINT CPOK
KATEeTOPHUPOBAHUS He JI0JKeH IIPEeBHINaTh OJHOTO Toja CO
ITHS YTBEPIKICHIS CyOBEeKTOM KPUTHIECKOM
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MH(OPMAITMOHHONA HHQPPACTPYKTYPHI IIepeyuHs OOBEKTOB.
Ilepeuenr 00OBEKTOB B TeueHMe 5 pabouymx MgHEH IIOC/Ie
VTBEPIKIEHUsT HaIIpaBJderca B (QelepasibHBIA Oprad
WCIIOJTHUTEILHON BJIACTH, YIOJHOMOUYEHHBIH B 00JIACTH
obecrieueHmst 6€30ITaACHOCTH KPUTHIECKOI MH(OPMATIHOHHOMN
rappactpyrTypsl (DCTOK Poccun). OnpeneseH mepeueHb
CBeIEeHUH 0 pe3yJIbTaTaxX IPUCBOCHUS 00BEKTY KPUTHUECKOM
MH(OPMAIMOHHON HHQPPACTPYKTYPHI OJHOM M3 KATErOpHM
sHaumMoct (G0 00  OTCYTCTBMM  HEOOXOIMMOCTH
IPUCBOEHUA €My OFHOH W3 TakWX  KaTeropui),
HAIIPABJIIEMBIX B (helepasIbHBIA OpraH MCIIOJIHUTEIHHOM
BJIACTH, YIIOJHOMOYEHHBI B oOJIacTH  ObecCIIleueHms

Oe3omacHOCTH KPUTHUIECKOUN UHQOPMATTMOHHOM
uHppacTpykrypel. DopMa HaIIpaBJIeHUS CBEIEHHH O
pesybraTax IIPUCBOEHUS 00BEeKTY KPUTHYIECKOM
MH(OPMAITMOHHOM HHPPACTPYKTYPBI Poccuiickoit

Deneparnmy OTHOM M3 KATErOPHUl 3HAYMMOCTH JK0OO 00
OTCYTCTBUU HEOOXOJMMOCTH IIPUCBOCHUS €My OJIHOU U3
Takux Karteropuii yreepsxaera mpukazoMm OCTOK Poccru ot
22 nexabpsa 2017 r. Ne 236 [3].

Cnenyer  oTMeTuTb, YTO  TPOEKT  JTAHHOTO
nocranoBgeHus lIpasurenncrBa Poccuiickoit Memeparmum
on11 corstacoBaH ¢ llemrpanpaeiM Bamkom Poccuiickoi
Deneparum.

[To nuadopmarinu @CTOK Poccuu B HacTosaIiee BpeMst
HacuuTkIiBaeTcsa Oosiee 250 cucteM OAHKOBCKOM cdepbl U
WHBIX cep (UHAHCOBOTO  PBIHKA,  IIOJJIEKATIAX
KaTeropupoBaHUIO B KadecTBe OOBEKTOB KPUTUYIECKOM
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MH@POPMAIIMOHHON HMHPpPacTPpyKTypel. Kax MuHHMMYyM
TI0JIOBMHA M3 9TUX CHUCTEM TAaK WJIM WHAYe OTHOCUTCS K
cucTeMaM JJIeKTPOHHOrO0 OaHKWHTa, W JOJIS UX OyIer
TOJIBKO YBEJTUIUBATHCS.

OcHOBHBIMU IIPOOJIEMHBIMHU BOIIpOCaAMU
KAaTETOPUPOBAHUS, C KOTOPBIMU IIPUXOUTCS CTATKUBATHCS
CyOBEKTY KPUTHYIECKOM MH(pOPMAITHOHHOMI
UHQPPACTPYKTYPHI, SIBJISTIOTCS:

eompesesieHNe MPUHAIEKHOCTH K CyOBEeKTam
KPUTUYIECKON MHMOPMAITMOHHON NHPPACTPYKTYPHI;

e oTIpe/ieJieHe KPUTUUYECKUX IPOIIECCOB;

eompejiejieHe IIepedyHs O0OBEKTOB KPUTHUUIECKOI

WHQOPMAIITMOHHOMN UHPPACTPYKTYPHI, TIOMJIesKAIIIIX
KaTeropupoBaHUIO;
e OIIpesieJIeHUe HEe00X0ITMMOCTHU COIVIaCOBAHUA

mepevyHsi O0OBEeKTOB KPUTHYECKOM MHQOPMAIIMOHHOM
MHQPPACTPYKTYPHI C TOCYJApCTBEHHBIM OPraHoOM HJIN
POCCUACKUM IOPUIUIECCKUM JIUIIOM;

 [IOJITOTOBKA CBEeJIeHUMI 0 pesyabTaTrax
KaTeroprupoBaHUI 00BEKTOB KPUTHIECKOM
WHQOPMAITMOHHON MHPPACTPYKTYPHI.

TpeboBaHMA K CO3TAHMUIO CHCTEM 0€30I1aCHOCTH
3HAYMMBIX OOBEKTOB KPUTHUYECKOM MHMOPMAIIMOHHOMN
nH@pactpyrTypsl Poccuiickoit ®emepalinm 1 00ecIedeHu0
X (PYHKIIMOHUPOBAHUSA yTBep:kaeHbl mpurxazom OCTOK
Poccum or 21 npekabpa 2017r. Ne 235 [4]. JloxymeHT
ompeesisier TpeOOBaHMSA K CHJIAM, IIPOrPAMMHBIM U
IIPOrpaMMHO-ANIIaPaTHBIM  CpeACcTBaM  00OeCIeYeHMs
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0e30I1aCHOCT  3HAUYMMBIX  OOBEKTOB  KPUTUYECKOM
MH(OPMAIIMOHHON UH(PPACTPYKTYPHI, K OPTaHHI3aIIHOHHO"
pacCIopsAOUTEIbHBIM JOKYMEHTaM, K (PyHKIIMOHIPOBAHIIO
CHCTEeMBI 0€30IIaCHOCTH B YACTU OPTaHH3aIINH PAOOT.

TpeboBanma 1o  obeclleueHHI0  0E30IIACHOCTHU
3HAUYNMBIX OOBEKTOB KPHUTHUYECKON MHPOPMAIMOHHOMN
nHppacTpykTyphl yrBep:kaeHsl mpukadoM OCTOK Poccun
or 25 pexabps 2017r. Ne239 [5]. JloxkymeHTOM B
3aBUCHMOCTH OT KATErOPUH 3HAYMMOCTH H  YTI'Po3
OesomacHOCTH WHQOPMAIUH OIpPedesIeHbl  CJIAYIOIIIe
OpTaHU3aIlMOHHBIE M TEXHUYECKHE MepPHI, IIOJIesKalllie
peanu3anuu-

UIeHTU(PUKATIASA U ayTeHTUQUKATINT;

yIpaBJIeHne JOCTYIIOM;

orpaHMYEeHUe IIPOrPAMMHOM CPeIbl;

3aIuTa MaIIMHHBIX HOCUTEJIeH HH(pOpMAaIUn;

ayauT 0e30I1aCHOCTH;

AHTUBUPYCHAA 3aIUTA;

IIpeoTBpallleHre BTOP:KReHNH (KOMIIBIOTePHBIX aTaK);

o0ecIieyeHme 11eJI0CTHOCTH;

obecreveHne JOCTYIITHOCTH;

3aIUTa TEXHUYECKUX CPEJICTB U CHCTEM;

sammTa WHAQOPMAIMOHHOH (aBTOMATH3MPOBAHHOIL)
CHCTE€MBI 1

ee KOMIIOHEeHTOB;

IUIAHUPOBAHME MEPOIPHUATHH II0 00eCIIeUeHIMIO
Oe3ormacHOCTH;

yIIpaBJIeHNe KOH(UrypaIlret;
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yIpaBJieHue OOHOBJIEHUAMU IPOrPaMMHOTO

obecrieueHmsI;

pearmpoBaHHe Ha WHIUAEHTHI HWHQOPMAIIMOHHOM
0e3011aCHOCTI;

obecrieueHre OerCcTBUM B HeIITaTHBIX

(HemrpeTBUIEHHBIX) CUTYAIIHAK;

HH@OPMHpPOBAHNE U 00yUYeHHe IIepcoHaa.

CpemcrBa  3amuThl  HWHGOPMAIIUK,  IIPOIIEIIHIE
OIIEHKY  COOTBETCTBHUS B dopme  obs3aTesILHOM
CepTUMUKALIAHN, IPUMEHIIOTCA B CIyYasaxX, YCTAHOBIEHHBIX
3akoHomaTeabcTBOM Poccuiickoit Demepalimu, a TakKe B
ciyuyae IIPUHATHAA PeIIeHHs CyObeKTOM KPUTHYECKOMN
WHQOPMAITMOHHON MH(PPACTPYKTYPHI.

B wmHBIX ciydasax OpUMEHSIOTCS CpecTBa 3allUThHI
WH@OpMAIINH, IIPOIIEIINNe OIIEHKY COOTBETCTBUSI B (popMe
WCIBITAHUN  WJIW  IIPUEMKH, KOTOpPBIe  IIPOBOJISATCS
cyObeKTaMu KPUTHYIECKOM HH@POPMAITHOHHOMI
MHPPACTPYKTYPBI CAMOCTOSITEILHO WJIH C IIPHUBJIEYCHHEM
OpTaHU3AIINH, MMEIOIINX B COOTBETCTBUU c
3akoHomaTteabcTBOM Poccuiickoit Demepalluu JIUIIEH3UU
Ha JeATeJILHOCTb B 00JIACTH 3aIUTHI HH(OPMAIIHHA.

B cayuae wucrmosib3oBaHUS B 3HAYMMOM OOBEKTE
cepTUPHUIIMPOBAHHBIX HA COOTBETCTBHE TPEOOBAHUAM IIO
Oes3omacHoCTH uH@pOpMAIINT CpeacTB 3aIIUTHI
nH@opMaruy (370 6 BUIOB CPEJICTB 3AITUTHI: MEKCETEBbIe
OKpaHBI, CHCTEMBI OOHAPY:KEHHS BTOPKEHMIM, CpeacTBa
AHTUBUPYCHOM 3aIlATHI, CPEICTBA TOBEPEHHOMN 3arpy3KH,
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Cpe/icTBA KOHTPOJISI CBHEMHBIX MAIIUHHBIX HOCUTEIeH
rHPOPMAITHH, OIlepAITOHHEIe CHCTEMEL):

a) B 3HAUNMBIX 00BeKTax 1 KaTeropuy IPUMeHSIIOTCS
cpeicTBA 3alIuThl WHpOpPMAIMK He HIKe 4 KJacca
3allUTHI, 4 TAKJKe CPEJACTBA BHEIUMCINUTEILHON TeXHUKH He
HUKe D Kyaccas

6) B 3HAYMMBIX 00BEKTaX 2 KATerOPUN IIPUMEHIIOTCS
cpe/icTBa 3alllUTHl WHQPOpPMAIIMKM He HWKe b5 Kjacca
3allUTHI, 4 TaKJKe CPeJCTBA BBIUUCIUTEILHON TEXHUKH He
HUKe D Kjaccas

B) B 3HAUUMEIX 00BEKTAX 3 KATETOPUH IPUMEHIIOTCS
CpescTBa 3aIUThl WHpopMalmu 6 Kjacca 3ailuThl, a
TaKKe CpelCTBA BBIUHCINTEJIHLHON TEeXHUKN He HIKe 5
KJIacca.

IIpm orom B 3HAYMMBIX O00BEKTax 1 KaTeropuu
3HAUYMMOCTH ITPUMEHSIIOTCS CepTUQUITIPOBAHHBIE CpeICTBa
3ammTE  WHQOPMAIIMM, COOTBETCTBYyIoIIMe (BMecTo 4-TO
ypoeHsa HJIB) 4 uim Gosee BBHICOKOMY YPOBHIO JoBepusd. B
3HAYMMBIX  OOBEKTaxX 2  KaTeropud  3SHAYUMOCTU
MIPUMEHSIOTC  CepTU(PUITMPOBAHHBIE CPEICTBA  3AIIUTHI
uHQpOPMAITUH, COOTBETCTBYIOIIME 5 WM 0o0Jiee BBICOKOMY
VPOBHIO JI0oBepHs. B 3HAUMMBIX 00BEKTax 3 KaTeropuu
3HAUYMMOCTH ITPUMEHSIIOTCS CepTUQUITIPOBAHHBIE CpeICcTBA
3ammThl MHQOPMAIIUM, COOTBETCTBYMOIIME 6 mau OoJiee
BBICOKOMY YPOBHIO JIOBEPIHSI.

B cayuae ecam 3HAUMMBIE OOBEKT SIBJISIETCS
TOCYJapCTBEHHOM  MH(POPMAIIMOHHON  CHUCTEMOM  HMJIN
WHQOPMAIIMOHHON! CHUCTEMOM IIE€PCOHAJIPHBIX JIAHHBIX,
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MepHBI 110 00ecIIeueHnI0 0e30IaCHOCTH 3HAYMMOI0 00beKTa
¥ MepHl 3amuThl mHpopMaruy (mepcoHaTBHBIX JaHHEBIX)
IIPUHUMAIOTCI B  COOTBETCTBHM C 0ojiee  BBICOKOM
KaTeropueil 3HAYMMOCTH, KJIACCOM 3AIllHIIEHHOCTH WJIN
YPOBHEM 3AIUIIEHHOCTH IIePCOHAIbHBIX JaHHBIX.

Taxum obOpasom, 00BEKTBI KN
(aBTOMAaTH3NpPOBAHHEIE M MH(MOPMAIIMOHHEIE CHCTEMEL B IX
coctaBe) momye:kar 3ammuTe Tarsxke, kaxk [VMC u UCIIx
BBICOKHX KJIACCOB 3AIIHII[EeHHOCTH.

IIocranoBnenue IIpaBmTescTBa Poccmiickoit
Qepepammuz ot 17 despama 2018r. Ne 162 «06
yrBepsneunu [IpaBui ocymecTBiIeHHSA rocyapCTBEHHOTO
KOHTpPOJIA B obslacThm oOecieyeHHsT 0e30IIaCHOCTH
3HAUYHUMEIX OOBEKTOB KPHUTHYECKOM MHQPOPMAIMOHHOM
vHppPacTPyKType» [6]. IlpaBunamMmu ycraHaBIMBaeTcs
IIOPSJIOK  OCYIIECTBJIEHUs  (peaepajibHBIM  OpraHOM
WCIOJTHUTEJILHON BJIACTH, YIOJHOMOYEHHBIM B 00JIaCTH
obecrieueHUs OesormacHOCTH KPUTUIECKOH
WHMOPMAIITMOHHOMN UHPPACTPYKTYPHI Poccwmiickoit
Qepeparii, ¥ €ro TEPPUTOPHUAILHLIME OpTraHaMH
MEPOIIPUATHHA II0 TOCYTAPCTBEHHOMY KOHTPOJII B 00JIaCTH
obecrievueHus 0e3ommacHOCTH  3HAYUMBIX  OOBEKTOB
KPUTHYIECKOM HH@OPMAIITHOHHOMN HHPPACTPYKTYPHI
Poccuiickoit @epepammu. [ocymapcTBeHHBI KOHTPOJID
OCYIIIECTBJISIETCS  IIyTEM IIPOBEIEHUS ILJIAHOBBIX H
BHEILJIAHOBBIX BBIE3THBIX IIPOBEPOK. [Iposepka
IIPOBOIUTCS JTOJIZKHOCTHBIMI JIAIIAMU opraHa
roCyIapPCTBEHHOTO KOHTPOJIA, KOTOPhIEe YKA3aHbBI B IIPUKA3e
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opraHa TOCyJapCTBEHHOTO KOHTPOJIA O IIPOBeJeHUU
mpoBepku. CpoK IIpoBedeHUS ILJIAHOBOM IIPOBEPKH He
nmosskeH mpeBbimaTh 20 pabounx mueit. Cpok IIpoBeIeHus
BHEIJIAHOBOU TIPOBEPKM He [OJIKeH IpeBbIIIate 10
pabounx quei. Muadopmalius 06 opraHu3aiinu IIpOBEPOK, B
TOM 4Ymcjie 00 WX IUIAHUPOBAHWUM, O IIPOBEIEHUM WU
pe3yJibTaTax TaKWUX IIPOBEPOK, B OPTraHBI IIPOKYpPATYPHL He
HAIIpaBJIgeTcsI, 3a HWCKJIIYeHHeM WHGoOpMaIuu o
pe3yJibTaTax IIPOBEPOK, IIPOBEIEHHBIX HA OCHOBAHUU
TpeboBaHUA MPOKYpopa 00 OCYIIECTBJIEHUH BHEILJTAHOBOM
IPOBEPKU B paMKaXxX IPOBeIeHN HA/I30pa 3a UCIIOJTHEHEM
3aKOHOB II0 TOCTYIUBIINM B OpPraHbl IIPOKYPATYPHI
MaTepuaiaM U 00pAIeHUIM.

Jlpyrue mokymMeHTBI

Heobxommmo ynoMsIHYTh Takske eIrne psjl JOKYMEHTOB
OCTOK Poccum u ®CB Poccun.

[Tpukaz OCTOK Poccuu or 06.12.2017 Ne227 «0O06
yrBepskaeraun llopsagka BemeHms peecTpa 3HAYUMBIX
00BEKTOB KPUTUYECKOUN HTHQOPMATITMOHHOMN
nHppacTpyKTypsl Poccuiickoit @emeparum» [7].

IIpurxaz O@CTOK Poccum or 11.12.2017 No229 «O06
yTBEep:KIeHUU (POPMBI aKTa IPOBEPKH, COCTABJISIEMOTO TIO
UTOraM IIPOBEIEHUs IOCKOHTPOJISA B 00JIaCTH 00EeCIIeUeHM s
0e30mmacHOCTH  3HAYUMBIX  OOBEKTOB  KPUTHUYECKOH
HTHOOPMATIMOHHON UHPPACTPYKTYPHI Poccwuiickoit
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@enepanum» [8]. Comepixanne sTUX JOKYMEHTOB OUY€BUIHO
13 HAa3BaHUM.

[Tpuras ®CB Poccun ot 24 utons 2018 r. N 366 «O
Hammonansaom KOOPJUHAITOHHOM IIeHTPe 110
KOMIIBIOTepHBIM HHITHAeHTaM» [9]. MHHIMupyeT co3nanme
Harmonassaoro KOOPIMHAIIMOHHOTO IeHTpa 110
rommbioTepasiM nHIInentaM (HKIIKW), ompenenser ero
3aJavM U IpaBa.

[Tpukaz ®CB Poccum ot 24.07.2018 Ne 367 «O0
yrBep:xaeranu [lepeuns mudopmalmm, mpeacTaBiIsgseMoi B
roCyIapCTBEHHYIO CHCTEMY Oo0HAPYKEHNI,
IIPeIYIIPEsK T HI " JINKBUOALIAN IIOCJIEICTBHIA
KOMIILIOTEPHBIX AaTak Ha HHQOPMAIIMOHHBIE PeCypPChI
Poccuiickoin ®emepanmm u  llopsaaka mpencraBiieHus
napopManuu..» [10]. YeranasiuBaer HaG0p IapaMeTpoOB
manunerToB misa nepenaun B HKIIKU (me mosmhee 24
YacoB ¢ MOMEHTA UX 00HAPYKEeHHU) U CIOCOOBI Iepeqadn
WHMOPMAIIUH.

[Tpukas ®CB Poccum or 24.07.2018 Ne 368 «006
yrBep:kaeraun  llopsaka obOmema  wumHdopMmarmein o
KOMIILIOTEPHBIX ~ HMHIUOEHTAX  MEKIy  CyObeKTaMu
KPUTHYIECKOM MH@OPMAIITHOHHOMN HHQPPACTPYKTYPHI
Poccuiickoit @enmeparuu..» [11]. Omnpemenser crmocoGs
nepegayr HHPOPMAIIMK 00 UHIIHIEHTE IPYIUM CyObheKTaM
KWH u mosryuenus ceenennii cyorexramu KU 06 araxax.
Ob0men mudopMaImel ¢ MHOCTPAHHBIMUA OPTaHU3AIASIMU
ocymectsisser HKITKH.
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IIpurxaz ®CB Poccum or 06.05.2019 Ne 196 «O06
YTBEPKICHUNI TpeboBanmit K cpescTBaMm,
IpegHAa3HAYEHHBIM JJIsI O0HAPYKEHUs, IPeIyIpeskIeHIs
W JIMKBUOAIIAW IIOCJEICTBUI KOMIIBIOTEPHBIX AaTaK U
pearmpoBaHMA Ha KOMIIBIOTepHBIe WHIMAEHTED [12].
Omnpegensaer TpeOoBaAHUSI K JyHKIIMOHAIBHBIM
BO3MOYKHOCTSIM U XapaKTePUCTUKAM TEXHUYECKUX CPEJICTB,
HeOoOXOIUMBIX 11 perteHud 3agadv 1eHTpoB 'ocCOIIKA.

I[Ipurkaz ®CB Poccum or 19.06.2019 Ne 281 «O06
YTBEPIKIEHUN HMOPSAKA, TEXHUUECKUX YCIOBUH YCTAHOBKI
M OKCILIyaTalluH CPEeICTB, MNpPeJHASHAYEHHBIX JIJIs
OOHApPYKEHU,  HOPenylIpeskIeHus ¢  JIAKBUJAIIAHN
IIOCJIEJICTBUIM KOMIILIOTEPHBIX aTaK M pearupoBaHHS Ha
KOMIIbIOTEpHEIe MHIUIeHTHL.» [13]. O6sa3rBaer cyorpexTa
KN cormacoBeiBate ¢ HKIIKW ycramoBky cpezcrs
I'ocCOIIKA n yBemoMIsaTh 0 IIpreMe UX B 9KCILIyaTaIlno.
Omnpenensier HeOOXOAUMBIE JIsI COTJIACOBAHUS CBEJIEHUS.
Cpok corstacoBaHus — 10 45 KaJIeHIapPHBIX JHEH.

[Tpukas ®CB Poccum or 19.06.2019 Ne 282 «006
yreepskaeranu [lopsaka uapopmuposauus OCB Poccun o
KOMIIBIOTEPHBIX MHIIMIEHTAX, PearupoBaHusa Ha HUX,
OPUHATHS  Mep  II0  JIUKBUIAIIMU  TIOCJIEICTBUH
KOMIIBIOTEPHEBIX aTak..» [14]. Ompenenser cocTap mraHa
pearupoBaHUA Ha WHIUAEHTHI W MIPUHATHAS Mep II0
JMKBUIAIIAHN IOCJIEICTBUI, pa3padaThIBA€MOro CyObeKTOM
KWUN. Obsasyer madopmuposats HKIIKW o pesyabrarax
pearupoBaHUA U JIMKBUIAIINH IIOCJIENCTBUI He Io3aHee 48
YAaCOB II0CJIE 3aBEPIIEHNSI MEePOIIPUSITHII.
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[Ipectynyenusa u Haka3aHUA

DenepasbHbiM 3aKOHOM OoT 26.07.2017 r. Ne 194-03
«O BHeceHUM U©3MEHEHWII B YTOJIOBHEIA KOIEKC
Poccmiicrkoit ®emepammm m cratbio 151  YrosoBHO-
IIpoIieccyasbHOTO Komekca Poccuiickot Denmepanmm B
ceasu ¢ mpuaataem @ezepaspHOoro 3akoHa O
OesomacHoCTH KPUATHUIECKOMI MHQPOPMAITMOHHOM
mHppacTpyKTypsl Poccuiickoit ®emepamym’™ [15] BHeceHE
M3MEHeHHs, [OpeayCMaTpPHUBAIOIINEe  OTBETCTBEHHOCTH
(pusmUecKrX U OPUIUIECKUX JINIL:

co3faHme, pacIpocTpaHeHue 1 (M) UCIOIb30BAHIE
I[I0 wunau wHOM KOMOBIOTEPHON WHQOPMAIIUN IS
HemrpaBoMepHoro Bo3aeicreusa Ha KUH:

e IPUHYIUTEJIbHBIE PA0OTHI g0 5 JeT / JInIleHue
cBoOoabI 10 5 Jret / mrTpadp 1o 1 mutH pyo.

Henpasomepusbrii moctyn k nupopmarmu KU, ecan
OH IIOBJIEK Bpe:

e IPUHYOUTEJIbHBIE PAa00OTBI I0 5 Jer / JInIIeHne
¢B00OIBI 10 6 JeT / mrtpad mo 1 MutH pyo.

Hapymrenne  mpaBmiI — SKCILIyaTallMid  CPEICTB
XpaHeHus, o00pabOTKM WM I[epeqayd OXpaHSIeMOM
3axouoM mH(popMmaru KW mbo mpaBma gocryna, eciiu
OHO IOBJIEKJIO ITprunHenue Bpena myis KNUN:

e IPUHYIUTEJIbHBIE PA0OTHI g0 5 JeT / JInIeHue
cBOOOIBI 10 6 JieT / 3ampeT 3aHUMATh JOJIKHOCTH 10 3 JIeT.

[Mpymmoit mi, UIM ¢ HUCIOJIB30BAHHEM CJIyKeOHOIro
IIOJIOYKEHU A
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e IHUIIIEHHE CBOOOIBLI 0 8 JerT / 3amper 3aHUMAaTh
IOJIXKHOCTH OO0 3 JIeT.

Eciii moBJIeKI0 TAKKNE IOC/IeICTBHA:

e muIteHre cBoOomer 1o 10 jer / 3amper 3aHMMAThH
JOJIKHOCTH JIO D JIeT.

K cuacreioo, coemmascrsl «Ha — Mecrax» — He
IIPeIOCTaBJICHBI CAMHU ce0e B 9TOM CUTYyaIli, B PA3JIMYHBIX
yueOHBIX [IEeHTPax U IIeHTPaX IIOBLIIIeHN KBAJIU(PUKAIIAN
IPOBOAATCA KYPCHI IIOBBIIIEHUSA KBAJUQPUKAIIAN IO
mporpammaM [16], paspaGoTaHHLEIM B COOTBETCTBHU C
«MeTomuiyecKMMH PEKOMEHIAIMSAMH II0 pa3paboTke
mporpaMM  IpodecCHOHAJIBHOM  IIEPEINOATOTOBKH H
MOBHINICHUS KBAJIN(PHUKAIIAHN CIIEI[HAJNCTOB, pab0TAIIIHIX
B 00J1aCcTH 00ecIreueHus: 0e30I1aCHOCTH 3HAYNMEIX 00HEKTOB
KPUTHYIECKOM MHGQOPMAIIHOHHOM MHQPPaCTPYKTYPHI,
IIPOTHUBOJEHCTBAS HHOCTPAHHEIM TeXHUIESCKAM Pa3BeIKaM
a TeXHUYIECKOM 3aIIUTEL MH(POPMAIIHID [17],
yreepskaeaHbiMu OCTOK Poccum 16 ampens 2018 r., u
IIPUMEPHON IIPOrpaMMOil IIOBBIIIEHUSA KBAJIU(PUKALIAN
«IIporpamMMa moBBIMIEHHA KBAJH(PHUKAIAH CIIEIHAJICTOB,
paboraomux B o0jacTh obeciedeHHMs 0e30IIaCHOCTH
3HAYMMEIX OOBEKTOB KPHUTHYECKOM MHQPOPMAIIHOHHOM
rHQpacTpyKRTypsD [18], yrBepirnernoit ®CTIK Poccuu 17
nexadps 2018 r. PazpaboTka mporpaMMbI B COOTBETCTBHH C
npusegeaubiMu qokyMenTaMu or OCTOK osmauaer, uro
BCE MOJIOYKEHIS, MOAYJI U TeMBbI IIPOrPAMMEI YTBEPIKIeHbI
peryJIsaTopamu, " COOTBETCTBYIOT HOPMATHBHOMI
MEeTOIHNYeCKOt 0aase.
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