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AHHOTALUNWA

HacTosawmmn gOKYMeHT SBASIETCS PYKOBOACTBOM MO YMpPaBJEHUIO MeXaHM3MaMun
3aWMTbl NpOrpaMMHO-annapaTHOro KoMmnaekca 3awuTbl WHpopmaumm ot HCA
«Akkopa-Win64» v.5.0 (TY 4012-037-11443195-2010) w» npegHasHavyeH AN
KOHKpeTM3aumm 3agad U QyHKUMN OO/DKHOCTHbIX UL, opraHusaumu (npeanpusaTtus,
dbupMbl), NAAHUPYIOLWMX U OPraHU3ylWwmMx 3aluty uHopMauum B CUCTEMAX WU
cpeacTeax nHdopmaTmsaumm Ha 6ase CBT ¢ npuMeHeHMeM KoMMaeKkca.

B nokyMeHTe npuBeaeHbl OCHOBHblE (PYHKLUUM aAMUHUCTpATOpa 6e30MacHOCTU
WHpoOpMaumMK,  MOpPSAOK  YCTaHOBKM  MpaB  AOCTyna  nosb3oBaTenen K
MH(POPMALIMOHHBLIM pecypcaM, opraHusaunu KoHTpons pabotel CBT ¢ BHeApPEHHbIMU
cpeacTBaMM  3alWMTbl U Apyrue CcBeaeHust HeobxoauMble ANns  yrnpaBfieHus
3alUUTHLIMU MEXaHM3MaMM KOMMIeKca.

Ona nydwero nNOHMMAHMA UM UCMONb30BAaHUA  3aWUTHbIX MEXaHU3MOB
KOMIMJ1EKCa peKkoMeHayeTCA npeaBapuTesibHO O3HAaKOMUTbCA C KOMMJIEKTOM
3KCI'IJ'IyaTaLI,MOHHOl71 AOKYMEHTaLuMnN Ha KOMIUIEKC, a TaKXe MNpPpUHATb HeobxoanMble
3dllUTHblE OPraHN3auMNOHHbIE MEPDbI, pEKOMEHAYEMbIE B JOKYMEHTALUUN.

MpUMeHeHMe 3alUUTHbIX Mep KOMMJeKca [AO/KHO AONONHSATbCS 06WwmMMun
MepaMu NpeaoCcTOPOXHOCTU U pusnyeckon 6esonacHoctn CBT.
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NMPUHATbBIE TEPMUHbI N COKPALLEHUSA

AaMmuHuctpatop BM
Umsa_nonb3oBartensn
UpeHnTndukarop

0O6beKkT gocryna

MapameTpbl
nonbn3oBartens

Monb3oBarenb
neAa
MpeabasuTb
naeHTucpumkarTop

YnaneHue
nonb3oBaTtens

CUHXpOHM3aLus
napamMeTpos
nonbn3oBartens
Co3pnatb
nonbn3oBartens
Coob6eHuns

TM-naeHTudpukarTop
(vnn TM)

Yucno npoxonos
npyv yganeHmm

SHN

- agMuHucTpaTop cnyxbbl 6e3onacHoCTN MHgopMauum

- UMS, NoA4 KOTOPbIM NOJSIb30BaTE/b 3aperucTpmMpoBaH B cucteme

- cneumanbHoe YCTPOWCTBO, coAep)Kallee YHWKanbHbIA MpU3HaK
nosib3oBaTens, C KOTOPbIM 3aperMcTpMpoBaHHbINM NOSb30BaTEb BXOAUT
B CUCTEMY W KOTOPbIA MCMNOMb3yeTCs CUCTEMOM ANs onpeaeneHus ero
npae, a Takxe pAng pernctpaumm dakta [ocTyna W XapakTtepa
BbIMOSIHAEMbIX UM paboT uan npenocTaBnsieMblX eMy ycnyr

- noa ob6bekToM AocCTyna MnOHMMaeTcs OAMH M3 NepevYnCNeHHbIX
pecypcos CBT: auck, kartanor, dain, pasgen unam K4 peecTpa,
npouecc (3agava), apaneep yCcTpomcTea.

- uaeHTnduumpyrowme npusHakm nonb3osaTtens (MM, HoMep
naeHTndunkaTopa, Nnaposb) U ero npaea no AocTyny K pecypcam CBT B
COOTBETCTBUM C €ro NosIHOMO4YUAMU

- cybbeKkT goctyna K obbektam (pecypcam) CBT

- nMpaBufa pasrpaHnyeHns gocrtyna

- MPUIOXUTb UAEHTUPUKATOP K KOHTAKTHOMY YCTPOMCTBY CbEMHMKA
MHdopMauumn, nnbo BCTaBUTb naeHTudukatop B USB-nopT KoMnbloTepa
(B 3aBUCUMMOCTK OT TMNA UCMONb3yeMoro naeHtudmnkatopa)

- yhaneHne WMEeHW, Noh KOTOpPbIM MOSib30BaTeslb 3aperncrpMpoBaH B
CUCTEME, K3 CNMCKa 3aperncTtpumpoBaHHbIX Monb3oBatesen B DHI
KOHTponinepa «AKkopa»

- conocTaBneHue b nonb3osatenen B DHI KOHTponnepa «AKKopa» C
napamerpamu bl nonb3oBaTesien NOACUCTEMbI pasrpaHMYeHms A0CTyna
M y4YeTHbIMM 3anmcsaMun nonb3osaTtenen Windows

- 3aperncTtpupoBaTb Mofnb3oBaTens B MNOACMCTEME pa3rpaHMyeHns
aocrtyna

- WHdopMaumsl, BbiBOAMMAs Ha Aucnnen, kKoTtopas coobuaer o
OEeNCTBMAX NOoMb30BaTeNd, O COCTOSHUMWM NporpaMmMmbl U HOpPMasibHO
3aBeplUeHHbIX gencrTeusx, cbosx B cucteme u ap.

- nepcoHanbHbIN unaeHTndukatTop DS-199x («Touch-memory» -
«MaMaTb KacaHMsa») nosib3oBaTtens

-  KOMMYeCTBO NpOXOAoB  Cly4alHOWM
coaepXXnuMomy garina npu ero yaaneHumu

- DHeproHesaBMCUMas NaMATb KOHTposiepa «Akkopa»™

nocneanoBaTtesibHOCTU no
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BBEAEHWUE

MporpaMMHoO-annapaTHblM  KOMMJIEKC CpeacTB 3awuTbl  WHPoOpMaumum  OT
HeCaHKLUMOHMPOBAHHOIro Aoctyna «Akkopa-Winé4» v.5.0 (TY 4012-037-11443195-
2010), panee no TekcTy - komnnekc «Akkopa», MAK C3U HCO «Akkopa» wniu
KOMMJIeKC - 3TO NPOCTON, HO Ype3Bbl4anHO 3MDEKTUBHbBIM KOMMIEKC TEXHUYECKUX U
NPOrpaMMHbIX CpeacCTB, MWCMNOSb3ys KOTOPbIA MOXHO HAaAeXHOo 3awuTuTb OT
HEeCaHKUMOHUPOBAHHOIro Aoctyna wuHdopMmaumio Ha CBT, pyHKUMOHMPYOLWMX MNOoA4
ynpaeneHnem OC Windows XP, Windows Server 2003, Windows Vista, Windows
2008, Windows 7, Windows 8, Windows 8.1, Windows 10, Windows Server 2008
R2, Windows Server 2012, Windows Server 2012 R2, 6e3 moandunkaumm paHee
NnpnobpeTeHHbIX MPOrpamMmMHbIX CpeacTB.

Komnnekc obecneumBaeT ANS NONb30BATENS «MNPO3payHbIn» pexumm paboThbl,
Npn KOTOPOM OH, Kak MpaBwW/o, HE 3aMeyaeT BHEeAPEHHOW CUCTEMbI 3alUnTbl. TaknM
obpa3oM, JononHuTenbHas Harpyska, cBsidaHHas C akcnnyatauuen C3U HC[, He
NOXWTCS Ha noSb30oBaTesid, a 3aMblKaeTcs Ha agMUHUCTpaTope 6e30macHoOCTU
nHpopmaumm  (agmmHuctpatope BW). B atom  cBA3n  gna  obecnedeHus
addekTnBHocTn pabotel CBT agMuHuctpatop bW 06513aH AOCKOHANbHO MU3Yy4YuUTb U
NpaBW/IbHO YNpPaBAATb BO3MOXHOCTSAMW CUCTEMbI 3alwuTbl MHPopMmaumm ot HCO K
MHpopMaLMoHHbIM pecypcaM AC, NOCTpoeHHOM Ha 6a3e KoMMiekca «AKKOpA>».

Komnnekc C3UN HCA «Akkopa-Win64» v.5.0. no3BonseT HagexHo obecrneynTb:
e 3aLUNTY OT HecaHKuMoHMpoBaHHoOro goctyna Kk AC (CBT) n ee pecypcam;

e pasrpaHmnyeHmne goctyna K pecypcam CBT, B T.4. K BHEWHUM YyCTPOWUCTBaM,
ynpassieHneM noToKaMum WHGOpMauMnM B COOTBETCTBMM C YPOBHEM MOSIHOMOYNI
nonb3oBaTtesier, UCNonb3ys AUCKPEUMOHHbIN WM MaHAaTHbIM cnocobbl yrnpaBneHus
AOCTYrNoOM nosb3oBaTesien K MHpopMaLumMoHHbIM pecypcam CBT;

e 3AWMTY OT HECAaHKLUMOHWPOBAHHbIX MOoAMMUKAUMA NpOrpaMM M AAHHbIX W
pas/IMYHOro poaa NpoHMKawLwWmux paspywatwmx sosgenctemn (MPB);

e KOHTPOJIb LIENTIOCTHOCTM KOHMDUTrypauum TexHudecknx cpeacts CBT, nporpamm
N JaHHbIX C peanunsaumeit NowaroBoro ajsropuTMa KOHTpOoss LEeNoCTHOCTH;

e CO3@aHNE WN30/IMPOBAHHOW nporpamMmHon cpeabl (UMC) ¢ ucknwyeHnem
BO3MOXHOCTU HeCaHKUMOHMpOBaHHOro Bbixoga B OC, 3arpyskm ¢ FDD wu
HECaHKLMOHMPOBAHHOIO NpepbIBaHNA KOHTPO/IbHbIX Npoueayp C KnasumaTypsbl;

e BBOJ LUMPOKOro repedyHs [OMONHUTENIbHbIX 3allUTHbIX MEXaHW3MOB B
COOTBETCTBUM C MOJIMTUKOM MHEPOPMAUMOHHON 6e30nMacHOCTU, MNPUHATON B
opraHusauuu (Ha npeanpuatmm, dvpme U T.4.).

He yManssa [OCTOMHCTB KOMMJeKca, npexzae BCero CUIbHOWM annapaTHOM
noaaep>XKkun 60AbLIMHCTBA 3aWMUTHbLIX MEXaHM3MOB, HAAO0 CKa3aTb, YTO KOMMJEKC He
MOXeT pewuTb Bce npobnemMbl MO  CO34AHUKO  KOMMJIEKCHOM  3alUuThl
MHPOPMAUMOHHbLIX CUCTEM. Hago 4eTKO MOHMMaTb, UYTO KOMMJeKC «AKKOpA» - 3TO
NVWb XOPOLWNMN WMHCTPYMEHT, MNO3BONSAKOWMA cnyxbe 6e3onacHOCTM MHOpMauum
(agMuHUcTpaTopy BW) 3HauMTenbHO MpoLe U HadeXXHee pewaTb OAHY U3 CTOAWMX
nepea Hen 3agady - 3awmty ot HCO k CBT u uHdopmaumoHHbIM pecypcam AC,
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pa3rpaHuyeHne Aoctyna K obbekTam aocTtyna, obecneyeHue LENOCTHOCTU NporpamMm
M AAHHbIX B COOTBETCTBUM C NPUHATOW B opraHusauun (npeanpuatum, dpupme mn 1.4.)
NONNTUKON MHPOPMaALMOHHON 6e30NacHOCTHU.

Ncnonb3oBaHne CBT C BHegpeHHbIMM CpeacTBaMu 3alluMTbl KOMMJEKca He
TpebyeT WM3MEeHeHMs CyllecTBylLwero nporpamMmHoro obecneyeHunsa. Heobxoammo
VWb KBanuduuMpoBaHHOE TMpPUMEHEHMEe KOMMNeKkca - rMpaBu/bHas YCTaHOBKA,
HacTpoMKa W 3KCnayaTauusa B COOTBETCTBMU C NPUHATbIMKU Ha npeanpuatiu MPL, n
obecneyeHne opraHM3aUMOHHOW NOAAEPKKMU.

Kak nokasbiBaeT nmpakTuKa AOBOJSIbHO AJIMTENIbHOMO MPUMEHEHUS KOMIMIEKCOB
C3M HCL cemeiictBa «Akkopa»™, 4acTo TPYAHOCTU 3aKO4alTCs B OTCYTCTBUMU Y
6onbwKMHCTBA nNonb3oBaTenenm (opraHmsauuin, ¢uUpM U T.4.) YCTAHOBJ/IEHHOMO
nopsiaka M 4YeTKMX NpaBwa pasrpaHnUyeHuMs AOoCTyna K 3alluuwaemMbiM pecypcam.
[M0O3TOMY, MMEHHO BbIICHEHME TOro, 4To U KoMy B CBT AOCTYNHO, @ YTO HET, N Kakue
OENCTBUS C AOCTYMHbIMU pecypcaMn pa3peLLEHO BbIMOJIHATb, @ KakKne HET, SBNSeTCs
OCHOBHbIM coAaepXaHneM HeobxoaMMOoMN opraHn3aLMOHHOW NOAAEPKKMU.

[Nna BbINONHEHMSA 3TUX 3a4ad, a Takxe ans obecrneyeHumss HernpepbiBHOW
OpraHM3auMoHHON noAAepXKW paboTbl MNPUMEHSIEMbIX MPOrpaMMHO-TEXHUYECKUX
CpeacTB 3awnTbl MHPOPMaLMK, B TOM 4uCie N KoMmniekca «Akkopa», Heobxoamma
cneumanbHaa cnyxba 6e3onacHoct  uHpopmaumm (CBU), B  HebonbLnx
opraHusaumax u nogpasgeneHusax - agMumHucTpatop 6e3onacHoCTM MHGOopMaumu
(agmunHuctpatop bW). Ha CBW (aamuHuctpatopa BW) Bo3naratoTca 3agaun no
OCYLLECTB/IEHNIO €QMHOro pyKOBOACTBA, OpraHusauuu rnpMMeHeHuns cpeacTB 3almThbl
M ynpaBneHMs UMM, a TaKXe KOHTposa 3a cobnogeHneM BCEMU KaTeropusiMm
nonb3oBartesien TpeboBaHMM no obecnedyeHunto 6e30MacCHOCTU MHGOPMALMOHHbIX
pecypcoB aBTOMAaTM3MPOBaAHHbLIX cucteM. [lpasBosBon crtatyc CBW, o06sa3aHHOCTU WU
HeKoTopble pekoMeHAdauun no opraHmsaunn CbU npuseaeHsl B MNpunoxeHun 1.

BHUMAHME! NMpnMeHeHne KoMmiekca «AKKOpA>» COBMECTHO C
ceptudunumpoBaHHbiMM nporpaMmMHbiMu CK3W n cpeacteamm pasrpaHudyeHusa AocTyna
NO3BONAET 3HAUYUTENIbHO CHU3UTb HArpy3ky Ha OpraHuM3auMOHHbIE  Mepbl,
onpepensemMbole yC/I0OBUSAMW TMPUMEHeHusa 3Tux cpeacrts. [lpnm 3TOM  Kacc
3aWMNLLEHHOCTN HE CHUXXAETCH.

Ons addektnBHoro npumeHeHnsa TMAK C3U «Akkopa» W noaaepxXaHus
TpebyeMoro ypoBHs 3awmweHHoct CBT HeobxoanMbl:

e busmyeckas oxpaHa CBT wn ee cpeacrs, B T.4. obecneyeHme Mep no
HEN3B/IEYEHMIO KOHTPOI/1IEepa KOMMNIEKCA;

e ucrionb3oBaHne B CBT  TexHMYeCcKMX WM  MPOrpaMMHbIX  CpPeacTs,
cepTndunumpoBaHHbiX kKak B Cucteme NOCT P, Tak n B cucrteme locyaapCTBEHHOM
cuctembl 6e3onacHocTn nHgopmaummn (FC3N);

e NEpUOAMNYECKOE TECTUPOBaAHNE CPEACTB 3alllNTbl KOMIJIEKCA,

e pa3zpaboTka W BeaeHue y4YeTHOM U 06beKTOBOM AOKYMeHTauun (MHCTPYKUKUS
aAMMHUCTpATOpPa, MHCTPYKUMA MNOSb30BaTesien, XypHan yyeta naeHTUMdunKaTopos U
OTUY>XXAAEeMbIX HOCUTENen nonb3oBaTenem n aAp.). Bce paspaboTaHHble y4YeTHble U
06bEeKTOBbIE AOKYMEHTbl AO/IKHbI 6bITb COrnacoBaHbl, YTBEPXAEHbl Y PYKOBOACTBA U
AoBeAeHbl A0 COTpyAHMKOB (nonb3oBaTenen). OTo HeobxoAMMO ANns TOro, 4Tobbl
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MnaH 3awmTbl opraHusauuun (nNpeanpuatusa, dupmbl U T.4.) U aencteus CBU
(aaMunHucTpaTopa BU) nonyumnun ropnanyeckyro OCHOBY.

enpueM B 3KkcnnayaTauuto TMAK C3UN  <«Akkopa» odopMaseTca aktoM B
yCTaHOBNIeHHOM nopsiake, B dopmynsape Ha komnnekc (11443195.4012-037 30)
aaAMUHUCTpaTopoM BU aenaetcs cooTBeTCTBYHOWAA OTMETKA.
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1. Copep>xaHue paborbl AqMMHUCTpaTOopa 6e30MnacHOCTH
nHpopmMaLumm No NPpUMEHEHUI0O KOMIJIeKca

OCHOBHbIM cogepxaHueMm paboTbl agMmHucTpatopa BW no npuMeHeHuto
MAK C3N «Akkopa». ABMAAKOTCA creaylowme Meponpmatus:

e MNJ1TaHNPOBaHMNE NMPUMEHEHNA KOMIJ1EKCA,

e OpraHm3auns yCTaHOBKM KOMMJieKCca WM HacTpoMKa ero 3aluMTHbIX CpeacTB B
COOTBETCTBUU C yCTaHOBNEHHbIMK [1P;

e 3kCcnnlyaTaums CBT ¢ BHeagpeHHbIM KOMMJIEKCOM, B T.4Y., OpraHusauus
KOHTPONS 3a NMPaBUIbHOCTbIO MPUMEHEHMUS 3aLWUTHBIX MEXAaHM3MOB KOMMIEKCa;

e CHATME 3alUnThbl.

1.1. NnaHnpoBaHne npMmMeHeHUs KOMIMJieKkca

NnaHnpoBaHne NpMMeHeHns KoMnnekca «AKKOpA». OCYLLEeCTBASETCS C Y4eTOM
obwen nonntukn obecrneyeHmsa 6e30MacHOCTM B opraHm3aumm (Ha nNpeanpusaTuu,
dupMe n 1.4.). OCHOBHOE coAepXaHue 3TON NOAUTUKK A0KHO OTpaxaTtbcs B MnaHe
3aWKMTbl OopraHusauum (Npeanpusatusa M T.4.) - OOKYMeHTe, oTpakalwuweM Takxe
noaxoAbl K 3awute uHboOpMauuMM ©n  (PUKCUPYIOLLEM COCTOSIHME 3allMLLAEeMOM
aBTOMATM3MPOBAHHOM cuUCTeMbl. B 4yactu 3awmTtbl  MHGOpMauUMM B  HEro
uenecoobpasHo BKOYATb CBeAeHUsI O XapakTepe U coctaBe obpabaTbiBaemMoun
MHpopMaummn, coctaBe TEXHMYECKUX N nporpaMmHblx cpeacts AC (CBT), BO3MOXHbIX
yrposax cucrteMe m Haumbonee BepoOATHbIX crnocobax uX peanusaunm, OonmcaHue
BbIOpaHHbIX MEeTOAOB M CpeACTB 3aluMTbl OT 3TUX Yrpo3, npaBwuia pasrpaHuyeHus
AO0CTyrna K MHPOPMaLUMOHHbIM pecypcaM 1 Apyrme BOMpochl.

[Nna HacTpoMKWM CpencCTB 3awWmMTbl KOMMAeKca <«AKKOpA». B COOTBETCTBUU C
paspaboTaHHbIMM W YTBEPXAEHHbIMKM B opraHusaumu (PO aaMuHucTpaTopy BN
Heob6xoANMMO nNpeaBapuTeNibHO BbISCHUTb M OTPa3nTb B MJlaHe 3alunTbl cneaylolimne
XapakTepucTnkmn 3awmwaemon cncremol (CBT):

e MepeyeHb 3aJay, pellaeMbliX CTPYKTYPHbIMW noapasfeneHnssMn opraHusauum
(coTpyaHukamm) c ncrnonbsosaHnem AC (CBT);

e fEeTaNbHbIN nepedyeHb UCNOJIb3yeMbIX TINMpn peeHnn KaXaon 3apaudn
nporpamMmm;

e NE€Ta/bHbIN nepedyeHb UCNOJIb3yeMbIX TNMpU peeEHnn Ka)xaon 3apaun
(COBMeCTHO NCNOoJ1Ib3yeEMbIX HECKOJ/IbKUMU Baﬂ,a‘—laMM) AJAaHHbIX C YKa3aHMEM MEeCT UxX
pa3MeLlEeEHNA, PEXNMOB O6p360TKVI MU npaBui AOCTyrna K HUM;

e KOHOUrypaumo CBT Cc ykasaHMeM nepedHs MUCMOoJSIb3yeEMbIX TEXHUYECKUX
cpeactB (NPUHTEPOB, CKAHEPOB U T.A4.) U UX XapaKTEpPUCTUK;

e PN NCMNOMb30BaHUM KoMMekca Anga 3awmtbl JIBC - nogpobHbin nepeveHb
MMEKLWMXCS B 3alUMLLIAEMON CeTu cepBepoB, paboumx CTaHUMK U T.4. C yKa3aHUEM
MX CcOCTaBa, KOHMUrypaummn, XapakTepnucTtuk UCrosib3yeMblX TEXHUYECKUX CPEeACTB U
MeCT UX pa3MeLleHuns;
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e NepeyeHb pasmelleHHbiXx Ha CBT (kaxxaon pabouen ctaHuum JIBC n kaxaom
dannoBoM cepBepe) CUCTEMHbLIX U MPUKIAAHbLIX NporpamM, dannos u 6a3 AaHHbIX;

e NepeyeHb YCTaHOBNEHHbIX Ha CBT (pabouux CTaHuusAX W cepBepax)
nporpamMMHbIx cpeacts 3awnTtbl (CK3U n C3U HCA);

e CIMCKM nonb3oBaTtenen CBT c ykasaHueMm pewaemblX UMW 3agady U3 obuiero
nepeyHss 3agay M NpeaocTtaBsieHHbIX MM (B COOTBETCTBMM C MX 0693aHHOCTSAMMN)
nonHomoumn no pgocrtyny B CBT (paboumm craHumam, cepsepam JIBC) wu
MHPOPMALMOHHbBIM pecypcaM.

Ha 3Tane opraHusaunm CUMCTEMbI 3alUNTbl U MPUMEHEHUS KOMMJIEKCa «AKKOPA».
HeobxoanMmo, mcxoasa m3 uenen 3awmntbl CBT u ee cneumdukn, paspabotaTb psj
OOKYMEHTOB, onpeaensitowmnx:

e MOPAAOK W nNpaBuia nNpeaocTtaBfieHUs, WU3MEHEeHUS WU YTBepXAeHUs
KOHKPETHbIM AO/MKHOCTHbIM JIMLUOM HeobXoAMMbIX MNOSIHOMOYMK N0 AOCTyny K
pecypcam CBT;

e MOPAAOK OPraHun3aLmn y4yeTa, Bblayn, UCNONb30BaHUA U XPAHEHUS CbEMHbIX
MarHUTHbIX HOCUTenel WMHbopMauumM, CoAepXallmMxX pe3epBHble KOMUW MporpamMm u
[aHHbIX U T.M.;

e NOPAAOK O6HOB/EHUSA WCNONIb3YEMbIX BEPCUN, MNpueMa B 3SKCnayaTauumio
HOBbIX CUCTEMHbLIX W MPUKAAAHbIX MNporpaMMm Ha 3awuwaembix CBT (paboumx
CTaHUMAX, cepBepax) - KTo obnagaet nNpaBOM pa3pelleHns Takux AEeNCTBUN, KTO
OCYLLECTBNAET, KTO KOHTPOJIMPYET, M 4YTO Npu 3TOM OHU JOJ/DKHbI AenaTtb -
rapaHTupytowmm nx 6esonacHocTb U otcytcTeme Pr1B;

e NOPSAOK MCNONb30BaHMSA, XPaHEHUS N KOHTPONS LEOCTHOCTM NPOrpaMMHbIX
NpoOAYKTOB;

e MOPSAOK 3aMeHbl WM pEeMOHTA CpPeACTB  BbIYUCAUTENIBHOM TEXHWUKU Ha
3awmuwaemon CBT (B AC) - k1o obn1lagaeT NnpaBoOM paspelleHns Takux 4eNCTBUN, KTO
NX OCYLLECTBNAET, KTO KOHTPOAUPYET, U YTO NMPU 3TOM OHW AO/KHbI AenaTb;

e NOPSAAOK U NEPUOAMNYHOCTb aHasn3a CUCTEMHbLIX XXYPHasnoB perucrpaumn u
NPUHATUSA Mep MO 3aperucTpmMpoBaHHbIM  HECAHKUMOHUPOBAHHLIM  AENCTBUSM
nonb3oBaTtenen CBT.

Ana  peanusaumu  BMoCneaAcTBMM  BO3MOXHOCTM  co3paHus  nbomy
NoNb30BaTeNt0 M30JMpPOBaHHOM nporpamMmHon cpeabl (UMNC) Heobxogmmo, 4TOobbI
BbllUeHa3BaHHble AOKYMEHTbl W MpaBuia pasrpaHUYeHnss AO0CTyna K pecypcam
rapaHTUpoBanu:

e ICKJIIOUYEHNE BO3MOXXHOCTM AOCTYMNa HENPUBUAErMPOBAHHbLIX MOSib30BaTeNen K
Haxoaawmxca B CBT WHCTpyMeHTalbHbIM W TEXHONOMMYeCKUM nporpamMmmam, C
NOMOLLBbIO KOTOPbIX MOXHO NpoaHanusmposaTb paboTy C3U v npeanpuHSTb MOMbITKA
MX <«B3/I0OMa» KU o06xoaa, BHeApeHWs paspylalowmx MporpaMMHbIX BO34ENCTBUMN
(PMB);

e ICKJ/IIOUYEHNE BO3MOXHOCTU pa3paboTku nporpaMm B 3alUULLEHHOM KOHType
CBT (cuctemsbl);

e ICKJIIOYEHNE  BO3MOXHOCTM  HECAaHKLUMOHWPOBAHHOM  MoauduKaumm u
BHEAPEHUS HECAHKLIMOHNUPOBAHHbIX NPOrpaMMm;
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e XKECTKOE OrpaHuyeHne Kpyra nauu, obnagavoWwMMU paclUMPEHHbIMU UK
HeorpaHM4YeHHbIMM MOTHOMOYMSMMN MO AOCTYNY K 3alMLaeMbiM pecypcam.

C yuyeTOoM BbIWeECKa3aHHOro HeobxoaAuMMO TakXe pas3paboTaTb UM BHeECTU
HeobxoAnMble U3MEeHEHUS BO BCe OpraHM3auMOHHO-pacnopsanTesbHble AOKYMEHTbI
(nonoXxeHns o nogpasneneHnsax, @yHKUMOHaNbHble 0643aHHOCTU COTPYAHWKOB,
WHCTPYKUWM nonib3oBaTenen u T.4.) no BonpocaM MHdopmaumoHHoOW 6e30nacHOCTU r
npasunam pabotbl Ha CBT (B AC) ¢ BHegpeHHbIMN CpeaCTBaMM 3alUuTbl KOMMNAEKCa,
OEeNCTBUSAM B C/lydae BO3HUKHOBEHMS HELWTaTHbIX CUTyaunn.

1.2. YcTaHOBKA M HAaCTPOMKa KOMIJIEKca

AoMmunHucTpatop bW opraHusyeT yCcTaHOBKY KoOMMaeKkca «AKKOpA», ucxoasa w3
NPUHATOM B OpraHm3aumm NOAUTUKM  MHPOPMAULMOHHOM  6e3onacHoCTM un
OCYLLEeCTBNAET KOHTPOJ1b 38 KAa4YeCTBOM €€ BbIMOJIHEHUA.

NMopsaaok  YyCTaHOBKM M HACTPOMKM  KOMMJIEKCa B COOTBETCTBMM  C
KoHdurypaumen CBT coaepxutcsa B «PykoBoacTee no yctaHoBke» (11443195.4012-
037 98).

BHMUMAHME! YcTaHoBKa nporpamMMHbIX CpeACcTB KOMMJiekca AOJ/IKHa NpoBOAUTLCA B
NPUCYTCTBUN agMUHUCTpaTopa BbU.

BHUMAHME! Cneayet noMHuTb, 4To B OC cemenctea Windows, HauMHas C Bepcumn
Vista, gpaneep AcXAllow.sys (3anpet goctyna kK obwmm pecypcaM) BblK/OYaeT
BECb Bxogawmmn Tpaduk Ha PC.

B HactodweM pasgene paccMaTpuBaeTCs MNOPSAOK HACTPOMKWM  3aLUUTHbBIX
MEeXaHM3MOB KOMMJeKca B COOTBETCTBMM C NpaBuiaMum pasrpaHUyYeHus [ocTyna
(NPA) kK HdOpMaLUn, NPUHATBIMKW B OpraHusauunun (Ha npeanpusatmu, dvpme u T.4.).

CopepxaHunem 3T0oM paboTbl sBASETCA Ha3HadveHue nonb3oBatenam CBT
MOJIHOMOYMI NO A[O0CTYNy K pecypcaM B COOTBETCTBMM C pa3paboTaHHbIMM (K
BO3MOXHO YTOYHEHHbIMM B XOAE€ HACTPOMKM KOMMJEKCa) OpraHM3aunoHHO-
pacnopsaanTesibHbIMWU AOKYMEHTaMM.

MonHoOMoOuUMsa nonb3oBaTenen no agoctyny Kk pecypcam AC (CBT) Ha3HauvatoTCcs C
nomoubio nporpamMmbl ACED32.EXE! nyTeM COOTBETCTBYIOLLLEN HACTPONKMN:

e CPEACTB MAEHTUDUKAUMM U ayTeHTUdMKaAuMM NoMb30BaTENEN, C YYETOM
HeobxoAMMOW ANNHBI NMaposis WU BPEMEHWU €ro >XW3HW, OrpaHUYEHUMEM BpPEMEHU
aocrtyna cybbvekta K CBT;

e MEXAHM3MA YyrpaB/eHMs AOCTYNOM K pecypcaM C MCNo/b30BaHUEM aTpmbyToB
AO0CTyna, KOTOopble YCTaHaBMBAOTCA aAMUHUCTPATOPOM BW B COOTBETCTBME KaXXaAoMn
nape «cybbekT poctyna - 06bekT A0CTyna» npu perucrtpaumu nosb3oBaTenemn
ncxoas U3 nx PyHKUMOHaNbHbIX 0693aHHOCTEN;

! Onncanve nporpammbl M MOPSIAOK €€ MNPUMEHEHMS - CM. AOKYMeHT "YcTaHoBKa npasun
pasrpaHunyenus pocrtyna. [porpamma ACED32." (11443195.4012-019 97 01), nocrtaBnsieMbin B
KOMMJIEKTE 3KCM/yaTauMOHHON AOKYMEHTaUMM Ha KOMMNEKC
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e CPEACTB  KOHTpPOSS LEeNOCTHOCTM KPUTUYHLIX C  TOYKM  3peHus
MHpopMaLmMoHHOM 6€30NacHOCTN NPOrpaMM U AaHHbIX;

e MEXaHU3Ma ¢byHKUMOHaNbHOrO 3aMblKaHUsA nporpaMMHom cpeabl
noJib3oBaTeNnel cpeacTsamMmn 3almMThl KOMMEKCa;

e MEXAHN3MOB ynpaB/ieHus CTaHAapTHbIMK npoueaypamu neyaTu,
npoueaypamMmu BBoAa/BbiBOAA Ha OTUYY)XAAEMble HOCUTENU MHMDOPMaLMK;

e IONOJIHUTENbHbIX 3aLUNTHbIX MEXaHM3MOB, TaKMX Kak 6/10KMpOBaHWE 3KpaHa
N KNaBMATYypbl B CNydasx, B KOTOPbIX MOryT peasin3oBbiBaTbCSA Yrpo3bl MHGOpMaLMH,
a TaKXe noJayM COOTBETCTBYIOLWIMX 3BYKOBbIX W BU3yasibHbIX CUIHANOB Mpwu
NOMNbITKaxX HeCaHKLUMOHMPOBaHHOro goctyna kK CBT n ee pecypcam.

1.3. Okcnnyartauusa KoOMIJiekca

Mpn 3KcnnyatTauymm KOMMiekca agmMumHucTtpatop bW  pewaeTr cneayrowme
3aja4u:

e NOAAEPXKMBAET CPeACTBa 3alUMTbl KOMMieKca B paboToCcnoco6HOM COCTOSIHUM
N KOHTPOJSINPYET NPaBUSIbHOCTb UX PaboTbl;

e MPON3BOANT W3MEHEHUS B HACTPOMKE CpeACTB 3aluUTbl KOMMJIEKCa Ha
OCHOBa@HWMM W B TMOSIHOM COOTBETCTBMU C W3MEHEHUSIMM NpaBWUN pas3rpaHUYEHUs
poctyna. OHM MoOryT ObiTb BbI3BaHbl pas/iMYHbIMKU  MNPUYUHAMKM, HaNpUMep,
M3MEHEHWEM cCOCTaBa nMoJsib3oBaTenen, WX AOMKHOCTHbIX W (PYyHKUMOHANbHbIX
0693aHHOCTEN, pacCLUMPEHNEM HOMEHKAATYpbl WCMONb3YEMbIX TEXHUUYECKUX W
NpOrpamMMHbIX CpeacTB, 3a4ad v T.M.

e OCYLLECTBASAET TeKYLWUM KOHTpONb 3a pabotonm nonb3osatenem CBT c
BHEAPEHHbIMN CpeACTBaMU 3alUUTbl KOMMNEKCA;

e aHANU3NPYET COAEPXKMMOE XYypHana perucrpaunmn cobbiTnii, dpopMmnpyemoro
cpeacTtBaMy KOMMAEKCa W Ha 3TOM OcHoBe BblpabaTbiBaeT npeasioXkXeHus no
COBEpPLIEHCTBOBAHUIO  3alUMTHbIX MeXaHMU3MOB, peanusyeMblx  cpeacTBamMu
KOMMaekca, NpuHUMaeT HeobxoauMble Mepbl MO COBEPLIEHCTBOBAHUIO CUCTEMbI
3alNTbl MHPOPMALUUKM B LENOM.

BHMMAHME! HenpepblBHass oOpraHM3auMoHHas noaaepXxkKa QYHKLMOHNPOBAHUS
CpeacTB 3aWMTbl KOMMJEeKca npeanonaraetr obecneyeHme CTpororo cobntogeHus
BCeMu nonb3oBaTtenamm tpebosaHun CbUN (aammHucTpaTtopa bU).

1.4. CHAaTMe 3almThl

CHaTue (OTKN4YEeHME) CpeacTB 3aWMTbl KOMMAEKca MoXeT notpeboBaTtbcs Ans
YCTQHOBKM Ha >XXECTKUAN AUCK KOMMbKTepa Kakoro-nmbo HOBOrO MporpaMMHOro
obecneyeHuns - onepauymMoHHOM cncTeMbl, NnpuknagHoro MO u T.4.

BHMMAHME! CHatue 3awunTbl paspeleHo ToNbKO  aaMuUHUCTpaTopy BU
(cynepsusopy).

Onsa cHATUA 3aWnTbl aaMUHUCTpaTopy BU HeobxoanMMo OTKAOUUTL NOACUCTEMY
pa3rpaHMYeHmns A0CTyna U CHATb annapaTHYI YacTb KOMMNEKca, Ass Yero cneayer:
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1)3arpy3untb CBT 1 BONTM B CUCTEMY C NapaMeTpamMm aaMmHUcTpaTopa bU.

2)3anyctutb nporpammy ACSETUP.EXE wmn3 katanora C:\ACCORD.X64. [llpwu
3TOM 3anpawmBaeTcsa naeHTudukaTop agMmMHmUcTpatopa bu.

Ecin  uwaeHTudmKaumMsa npowsia YCnewHo, TO Ha 3KpaHe nosABNAeTcs
[NANoroBoe OKHO, MOKa3saHHoOe Ha pUcyHke 1.

3)B nyHkTe MeHio <«KoMaHabl» cnepyet BblbpaTb MOANYHKT <«CHATUME» W
BbIMO/IHUTb AENCTBUS, peKOMeHAyeMble nporpaMMon. lNocne BbINOSHEHUS KOMaHAbI
«CHATMe» noacucTtemMa pasrpaHuydyeHus pgoctyna 6O6yaeTr OTKA4YeHa, UM Npu
cneaywowen 3arpyske He byaet aktusmusmnposaTbcs. Katanor ACCORD.X64 ocTtaeTcs
Ha >XXeCTKOM aucke. Npn HeobXoAMMOCTU MOXHO MONHOCTbI AeuHcTannmposaTtb 10
KoMmnsiekca. B naHenn ynpasneHuss BblbupaeMm «[lporpaMmMbl U KOMMOHEHTbI»,
HaxoauM un Bblaensiem cTpoky «Komnnekc C3U HCA Akkopa-Win64», nanee KoMaHaa
«Ypanutb».

; Hacrpoika Komnaekc C3i-"1 .H'_C,[t mmup,q-ﬁhﬁam '[H:'?’|'?="|ﬂH_
Daiin  Komanaer [Mapamerper  MNomows
CocToAHKE: Mpu cTapTe:
R R T RHOB e, Na || CnpawmeaTs paspeweHMe:;
Bepcua AcRun sys 5 0.9 1 Mepesarpyzka Np9 oWHOEas;
Bepcua AcGina dit 4019 [V ATomarHieckmi norvH s OC;

[¥] Npoeepars BOOT cekropa:

b EaHMEMEl DAErPAHMYEHIA 4OCTYNA: CHHYDOHMSALA;

[¥] Auck peumonHe C Gasoi bl 13 ¥

[T MaHa aTHE C fiazof nonesoeaTened MT: ¥
+ NPOUECCH HpanATe HESaper. nonezoEaTENed [ |

Th-koHTpOnneR: AupHan Kordann;

lcnonb3oBate cTpaHuuy TH: 0 ¥ MNpacmoTp

PucyHok 1 - OKHO yCTaHOBKM/yaaneHus NOACUCTEMbI pa3rpaHMYeHUsa [OCTyNna KOMIJieKkca
«AKKOpA»

4)[anee Heo6Xx0AMMO OTKAKOUUTL NUTaHmne CBT.
5)BcKpbITb KOpnyc cucteMHoro 6noka CBT.
6)M3BNneyb annapaTtHyto 4acTb KoMnnekca (KOHTponnep).
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2. OCHOBHble MeXaHM3Mbl peasiusaumm 3alnTHbIX PYHKLUN

KoMnjiekca

3alNTHbIE MeXaHM3Mbl KOMMJiekca «AKKOpA» peasin3oBaHbl B COOTBETCTBUU C
TpeboBaHUAMMU «P. ABTOMaTU3NPOBAHHbIE CUCTEMBI. 3awumTa oT
HEeCaHKUMOHMPOBAHHOIO AocTtyna K MHpopMaLmn. Knaccndumnkauums

aBTOMaTU3MPOBaHHbLIX cUCTeEM KW TpeboBaHusa no 3awmTte MHPopMaumm» u «PL.
CpenctBa BblUMCIUTENBHON TEXHUKW. 3alunTa OT HECAHKLMOHUPOBAHHOINO A0CTyna K
nHpopmaumun. MNokasaTenn 3aWMWeHHOCTU OT HeCAaHKUMOHMPOBAHHOIMO A0CTyna K
nHdopmaumm». [octexkomucems Poccun, 1998. Komnnekc C3UM HCO «Akkopa»
obecneumBaeT 3awmTty MHbopMaumm no 3-my knaccy ans CBT M BO3MOXHOCTb
MCMONb30BaHUA AN 3awwnTbl nHpopmaumm B AC 40 KaccoB 3almuieHHoCTn 16, 2A,
3A n B UCIMNAH fo 1 knacca BKAKOUUTENBbHO, 6e3 naMmeHeHUsa paHee nNpnobpeTeHHbIX
NPOrpaMMHbIX CPenCTB.

Huxxe onucaHbl 3alinUTHble MeXaHU3Mbl KoMnnekca «Akkopa-Winé4» no cxeme:
«TpeboBaHue - peannsaumnsa».

2.1. TpeboBaHue naeHTudpmkaumm m ayteHTudpumkaumm

B cooTBeTCTBMW C HOPMAaTUBHLIMW AOKYMEHTaMW, KOMMAEKC CpeACTB 3aluTbl
(KC3) pnomxeH TpeboBaTb OT nosb3oBaTtesien naeHTuduumposaTb cebsa npu 3anpocax
Ha pgoctyn. KC3 posmkeH noaBepraTb MpoBepke MNOA/IMHHOCTbL MAaeHTUudukatopa
cybbekta - ocywecTtBnsaTb ayTeHTudukauutwo. KC3  gomkeH  pacnonaraTtb
Heo6XoANMbIMM AAHHbLIMU AN naeHTUdUKaumm mn ayteHtTudukaummn. KC3 gosxkeH
NpenaTCTBOBaTb AOCTYMy K 3aluuiaemMbiM pecypcaM He WAeHTUPUUMPOBAHHbIX
nonb3oBaTtesied W nonb3oBaTenen, 4Ybd MOAMHHOCTL MNpPU ayTeHTUPUKAUMKU He
noaTeepaunacb. B TpebosaHmax Kk AC ykasblBaeTCd MMUHMManbHasa AJIMHa napons,
KOoTOopas AO/IXHA COCTaBNsATb HE MeHee 6 6yKBeHHO-UNDPOBLIX CUMBOJIOB.

Peannzayms

Peanunsauymnsa atux TpeboBaHMI CBsi3aHa C BbIMOJIHEHMEM YCNOBUM CO34aHUSA
N30IMPOBAHHOM NporpaMMHon cpeabl (cM. OnucaHue npuMmeHeHns. 11443195.4012-
037 31), B TOM 4ucne:

1) NaeHTndurkaums A0/KHA BbIMOAHATLCA TPYAHO KOMUPYEMbIM YHUKANbHbIM
NAEHTU(HMKATOPOM A0 3arpy3Kku onepaumoHHON CUCTEMBI.

2) AyTeHTudunkauma [OSHKHA BbINOAHATLCA C  obecnedyeHueM 3awmTbl OT
pPacKpbITUS Napons - Mo KparHen Mepe, Naposb A0KEH 6biTb AOCTAaTOYHOM ANINMHBI U
NpOBEPATLCS OH AO/KEH TakXe A0 3arpy3ku onepaumoHHon cuctembl (OC).

3) AQomkeH obecneunBaTbCsl KOHTPOJIb LLENOCTHOCTU NPOrpaMM M AAHHbIX U Ha
3TOW OCHOBE 3aluuTa OT HECAaHKLUMOHUPOBAHHbIX MOAUMDUKaALUA NpOorpamMM U AAHHbIX
(C ocywecTBneHMeEM OCHOBHbIX KOHTPObHbIX MyHKUMI A0 3arpy3km OC).

4) B coctase cpeacts 3awnTtbl o1 HC AomkHbl 6bITb CpeacTBa, No3BoiAOWMe
obecneunTb KOHTPOJb 3anycka 3ajady WM Ha 3TOM OcHoBe QYHKUMOHANbHOE
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3aMblKaHue MHMOPMALMOHHbIX cucTem C NUCKJTIOYEeHUeEM BO3MOXHOCTM
HecaHKUMoHMpoBaHHoOro ebixoaa B OC.

OCObeHHOCTbI0 M, HECOMHEHHO, NpeuMMyLLecTBOM KoMMjekca <«AKKopa».
ABNsieTCA NpoBeAeHMe Ha anmnapaTHOM YpoBHe npoueayp uaeHTudukaumm u
ayTeHTUdUKaumMn A0 3arpy3km onepaumoHHOM cucTeMbl. DTo obecneumBaeTcs npu
nOMoOLLM MporpaMMHOro obecneyeHusi, 3anMCaHHOrO B 3HEpProHesaBMCUMON G3L-
namMaTu nnaTtbl KOHTposnepa «Akkopa-AM/3» U3 cocTaBa KOMMNIeKca «AKKOpA».

BctpoeHHoe MO «Akkopa-AMA3» 13 cocTtaBa KoMniekca «AKkKopa». rnosyyaer
ynpasneHne Ha cebsa BO BpeMsa TakK HasbliBaemon npouenypbl ROM-Scan, cyTb
KOTOpPOM 3aK/K4aeTCcs B CNeayoLleM:

B npouecce HayanbHOro CctapTa nocse NpoBepKM OCHOBHOro obopynoBaHus
BIOS komnbloTepa HauymMHaeT nouck BHewHux M3Y B agmanasoHe oT C800:0000 po
E000:0000 ¢ warom B 2K. lpn3HakoMm Hanunuua [3Y gBnsetrca Hanuuue cnoBsa
AA55H B nepBoM cnoBe npoBepseMoro wuHTepBana. EcinM gaHHbIM  Npu3Hak
obHapyXxeH, TO B cneaywoweM bante coaepxutca annHa MN3Y B cTpaHuyax no 512
6anT. 3aTeM BbIYMCAAETCSH KOHTPOJibHas cymMma Bcero N3Y, n ecnn oHa KOppeKTHa -
6yneT npousBedeH BbI30B MNpoueaypbl, pacrnosioxeHHon B [3Y co cMmeweHunem 3.
Takas npoueanypa o06blMHO WKcnonb3yetTcsas Ans  uHuumanusaumm BIOS nnat
pacwmpeHns. C3UN «Akkopa» B 3TOM npoueaype npoBoAUT uaeHTUdUKaumi un
ayTeHTUdMKaumo nonb3osaTens, KOHTPOJSb LENOCTHOCTM annapaTtHon 4dactm CBT,
nporpamMM U AaHHbIX. Mpu nwobon owmnbke BO3BpaT M3 Npoueaypbl HE NMPOUCXOAMT,
T.e. 3arpy3ka BbINONHATbLCA He byaerT.

CTOMKOCTb npoueayp uaeHTUdUKaumm wn ayTeHTUduUKaumm onpeaensieTcs
annHon napons. [lpumep pacyeta TpebyeMonm ANuMHbI Napons npueedeH B
«OnucaHun npuMmeHeHna» (11443195.4012-037 31). OTMeTUM, 4TO B KOMMJeKce
«AKKOpA>»., UCMONb3YITCA M HEKOTOpble AOMOJSIHUTESIbHblE MeXaHWU3Mbl 3alUuuTbl OT
HCA k komnbloTepy. Tak, B 4HaCTHOCTU, AN Nosb30BaTens agMmHucTtpatop bW moxeT
YCTaHOBUTb:

e BpeMd XMU3HU MNaposid U €ero MMHUMaJibHyrO AJIMHY - HanpuMmep, ncxoasa u3
pacyeToB, nNpmnBeaeHHbIX BbILUE;

e BpEMEHHblE OrpaHU4YeHuUss - WHTepBan BpPeMEeHW Mo [HAM Hegenu (C
anckpetHoctbtdo 30 MKMH), B KOTOpbIM pa3peweHa 3arpy3ka CBT AaHHbIM
nonb3oBartesieM (CybbekToM AocTyna);

e MapaMeTpbl YMNpaB/ieHWs 23SKPaAHOM - TralleHWe >KpaHa 4yepe3 3apaHee
onpeneneHHbln WHTEpBan BpeMeHW (B ciy4yae, eCc/iM B TedeHue YyKasaHHoro
WHTEepBana AenUCTBUSA OonepaTopoM He BbINOAHSANNUCD);

e N0Ja44a COOTBETCTBYHOLWNX 3BYKOBbIX U BN3YyaJibHbIX CUTHA/OB.

2.2. Tpe6oBaHue rapaHTMmM NPOEKTUPOBaHUSA

Ha HayanbHOM 3Tane npoekTupoBaHus KC3 p[onkHa CTPOUTbCS MoAENb
3alKTbl, 3ajalolas MpUHUMN pasrpaHUYeHus AOCTyna M MexaHU3M YrnpaBneHus
[IOCTYNOM. 3Ta MOJe/Nb A0JIXHA COAEPXKaThb:

e HENpPOTUBOpPEUYMBbIE NpaBuna nameHeHuna MNPA;
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e NpaBuna paboTbl C YyCTpOUCTBAMN BBOAA M BbIBOAA;
e (hOpManbHy MoAeNb MEXaHM3Ma yrnpaBfieHUs AOCTYMNOM.

[omkHa npeanaraTbCad BbICOKOYpPOBHEBas cneumdukaums dyactm KC3,
peanusylolero MexaHW3M YyrnpaBneHUss AOCTYNOM W ero WuHTepdencoB. ITa
cneundukaums [OMKHa 6biTb BepudUUMpOBaHa Ha COOTBETCTBME 3aldaHHbIX
NPUHUMNOB pa3rpaHMYeHuns aocTyna.

Peannzauyuums
Onucanune nonbiTok HCA B cpege Windows

B pnaHHOM cnyyae wuMeeTca B BuAYy Bce cemenctso 64-bit OC Windows,
NOCTPOEHHbLIX Ha TexHonormm NT - XP/2003/Vista/2008/7/2008R2/2012/2012
R2/8/8.1/10. MNonbITKN HECAaHKUMOHWMPOBAHHOIO AocCTyna MoryT ObiTb NpoBeAeHbl
yepes:

1)Onepaunmn annoBon CMCTEMbI

MopobHble onepaunn Hanbonee 4YacTo BCTpeydatoTcs npu pabote ¢ Windows. K
HMM OTHOCATCS MOMbITKN YTEHUS, 3anucu, Mogndpukaumm n T.4. anaos 1 KaTaaoros
nokanbHon wnn ceteson CBT. OTCyTCTBME KOHTPONSA HaL TakKMMKU MOMbITKaMU
No3BONsieT HeaBTOPM30OBAHHOMY MOJMb30BaTENO MONYUUTb AOCTYyn K robon
nHdopmaumm Haxoasawencs B CBT.

2)Onepauunun paboTtbl ¢ peectpoMm Windows.

3T onepaunm nNpenocTaBnAOT BO3MOXHOCTb A/ HEeCAaHKUMOHUPOBAHHOIO
AOCTyna W HapyweHUsa UenoCTHOCTU cuctembl (NoaMeHa CUCTEMHbIX ¢annos,
BHeApeHMe BpeAoHOCHbIX nporpamm). lNepexeBaTtuB onepaumn paboTbl C peecTpom
Windows, MOXXHO aHanmM3npoBaTb 3anpocCbl U NpecekaTb nonbiTkk HC/.

3)3arpy3ka Moayien un 3anyck nporpamm.

MepexBaTnB 3arpy3ky MoAy/fieln MOXHO OTCneauTb/3anpeTuTb 3arpysky
ctopoHHux moaynen (EXE, DLL, VXD, SYS) B cucteme, 4to nossonser usbexarb
NoAMEHbl CUCTEMHbIX Moaynen. lNMepexBaTuUB 3anyCK UCMOSIHAEMbIX MOAY/1EN, MOXHO
oTcneanTb/3anpeTnuTb 3anyCK CTOPOHHMX MPOLECcCOB B CUCTEME, UYTO MNO3BOSISAET
n3bexaTb 3anycka BpeAoHOCHbIX MpOrpamMM.

Pa6ora gpasiBepa ACRUN.SYS

OnepauunoHHblie cuctembl Windows XP/2003/Vista/2008/7/2008R2/2012/2012
R2/8/8.1/10 uMeloT ABYXYPOBHEBYIO apXUTEKTYpY:

1)CucrtemHbilt ypoBeHb (kernel mode) - nMeeT AOCTyn K annapaTHOMY YPOBHIO
nnbo yepes nopTbl BoAa/BbiBOAA NMHO Yepe3 3ape3epBupoBaHHble 06/1acTn NaMaTu;

2)Monb3oBaTenbckmin  ypoBeHb (user mode) - 06blMHO (MCKNOYEHUE
coctaBnseTt, noxanym Win9x) He nmeeTt npssMOro AoCTyna K annapatHOMY YPOBHIO a
OOCTYMN K CUCTEMHOMY YPOBHIO OCYLLECTBNSAETCS Yepe3 CUCTEMHbIE BbI30BbI;

Monb3oBaTtenb WMeeT AO0CTYNM TONIbKO KO BTOPOMY — MO0JIb30BaTe/IbCKOMY.
O4yeBMAHO, YTO KOHTPO/b AOCTYyNa K pecypcaM fydylle OCYLWeCTBMATb Ha CUCTEMHOM
ypoBHe. EAMHCTBEHHbIM CNOCOH6OM 3acTaBmMTb Haw Koa ucnonHatTbcs B kernel mode
3TO NOMEeCTUTb 3TOT KOA4 B Apansep. [parneep 3T0 dakTuyeckm 4vactb sapa OC co
BCEMU BbITEKAKOLWMMN OTCOAA NOCNEACTBUAMMN.
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TakuMm obpas3oM, 3arpy3me CBOW ApaWBep M nepexsBaTus, K NMpMMepy, onepauuu
dhannoBon CUCTEMbI NOSABNSETCS BO3MOXHOCTb:

1) nepexBaTbiBaTb onepauun co3gaHus, OTKPbITUS, YTEHUs, 3anmcu B Nobon
dann (y Hac npusunerun aapa CUCTeMbl);

2) nepexBaTbiBaTb OMepaLlun CKaHMPOBAHUS KaTasloroB;

3) nepeHanpasBnaTb annosbie onepauun (HanpuMmep nepeHanpaBuTb BbIBOA B
log-chann).

B HawemMm gpariBepe nepexsaTt A0CTyna K ansioBon CUCTEME, BbINOSIHEH MyTEM
nepexsaTa CUCTEMHbIX BbI30OBOB S4pa, NepexBaTbiBAlOTCS CNeayrlmne CUCTEMHbIE

dyHKUNN:
e ZWCreateFile — co3zgaHne unn OTKpbITUE CyWwecTBYOWMX 06bekToB (dannos,
nanok, ApanBepos...);

e ZWOpenFile - oTKpbITME cyuwecTByWwWmnx obbekToB (dannos, nanok,
ApanBepos...);

e ZWwCreateSection - co3gaHue HoBoro npouecca Win32;

e ZwSetInformationFile - nepenMeHoBaHne 06bEKTOB, yAaneHne o6bLEKTOB;
e ZwDeleteFile - ynaneHue 06beKkToB;

e ZWWriteFile — 3anncb nHpopMaummn B 06bekT;

e ZwQueryDirectoryFile — npocMOTp coaep>XMMoro nanku;

e ZWSetSystemTime — ycTaHOBKa CUCTEMHOI0O BpeMeHU, AaThl;
e ZWwDeleteKey - ynaneHune knto4ya peecTpa;

e ZWOpenKey - OTKpbITME KJIKO4Ya peecTpa;

e ZWCreateKey — co3gaHue Ko4a peecTpa;

e ZwDeleteValueKey - ynaneHue nepeMeHHON peecTpa;

e ZWSetValueKey - ycTaHOBKa 3Ha4yeHUA NepeMeHHON peecTpa;
e ZWQueryValueKey - yteHne 3Ha4YeHnss NepeMeHHON peecTpa;
e ZWClose - 3akpbITUe 06beKTa;

e ExFreePool, ExFreePoolWithTag — ocBoboxaeHne namsaTw.

MouTtn BCe nogobHble BbI30BbI (ZW*) MMeloT B Tesie QyHKUMK criegytoLlee:
mov eax, NumberFunction

lea edx, [esp+04h]

int 2eh,

rae NumberFunction ectb HOMep BbI3biBaeMOM (pyHKUMM B Tabnnue CUCTEMHbIX
CepBMCOB, KOTOpas HaxoguTCca NO ajpecy, coaepxawemyca B rnobanbHoun
nepemMeHHon KeServiceDescriptorTable. [JaHHas nepemMeHHass YykKa3blBaeT Ha
cneayowyto CTpyKTypy:

typedef struct SystemServiceDescriptorTable
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{
SSD SystemServiceDescriptors[4];

} SSDT, *LPSSDT;

Huxxe npmMBoAATCA ONMCAHUSA OCTalibHbIX CTPYKTYp:
typedef VOID *SSTAT[];

typedef unsigned char SSTPT[];

typedef SSTAT *LPSSTAT,;

typedef SSTPT *LPSSTPT;

typedef struct SystemServiceDescriptor

{

LPSSTAT IpSystemServiceTableAddressTable;
ULONG dwFirstServicelndex;

ULONG dwSystemServiceTableNumEntries;
LPSSTPT IpSystemServiceTableParameterTable;
} SSD, *LPSSD;

DescriptorTable Ha koTopyto yka3biBaeT KeServiceDescriptorTable goctynHa mn3
KernelMode.

BazoBble  cepBuChbl aapa HaxoaaTcs B KeServiceDescriptorTable-
>SystemServiceDescriptors[0].

Kaxabl anemMeHT Tabnuubl NnpeacraBnsgeTr cobon CTpykTypy Tmna SSD, koTtopas
COLEPXUT criegyloline AaHHble:

e [pSystemServiceTableAddressTable - maccuB apgpecoB QyHKUMINA, KOTOpbIE
BbI3bIBAOTCS MPU COOTBETCTBYIOLLIEM BbI30BE CEPBUCA A4Pa;

e dwFirstServicelndex - ctapToBbI MHAEKC B Tabnuue aapecoB MGyHKUUA;
e dwSystemServiceTableNumEntries - konnuyecTtso cepsncos;

e [pSystemServiceTableParameterTable - Maccme  6anT  copepxalmx
kKonumyectBo 6anT KoOTOpoe HeobxoAMMO BbIAENUTb Ha CTeke ANs nepenayn
napaMeTpoB B yHKUMUIO.

TaknMm obpa3oMm, 4Tobbl NepexBaTUTb CEPBUC sApa, AOCTAaTOYHO 3aMEHUTb B
KeServiceDescriptorTable> SystemServiceDescriptors[0] B Maccuse
IpSystemServiceTableAddressTable Hy>XHbI agpec Ha CBOW.

2.3. TpeboBaHMue peannsaumm ANCKPELMOHHOIro MexaHmsma
pasrpaHu4YeHus agocryna

KC3 pomkeH  KOHTpoOnupoBaTb  AOCTYN  HaMMEHOBaHHbIX  Cyb6beKkToB
(nonb3oBaTenen) K HaMMeHOBaHHbIM obbekTaM (dannam, nporpammaMm, ToMam u
T.4.).

KoHTposib gocTyna no/mkeH 6biTb MPUMEHUM K KaXAOMy OObekTy U KaXaoMmy
cybbekTy (MHAMBMAY UKW rpyrnne paBHOMNPABHbLIX MHAMBUAOB).
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Ona kaxgon napbl (cybbekT - 06bekT) B CBT f0/MKHO 6biThb 3a4aHO SBHOE U
HeABYCMbICIEHHOE MnepeyvncneHne AonyCcTUMbIX TUMOB AocCTyna (4uTaTb, NucaTb WU
T.4.), T.e. Tex TWUNOB AOCTyna, KOTOpble SABASAOTCA CAHKUMOHUPOBAHHLIMKU AN
AaHHoro cybbekta (MHAMBMAA UKW Fpynnbl MHOMBUAOB) K AaHHOMY pecypcy CBT
(06bekTy).

MexaHu3M, peanusylwmmn AUCKPEUMOHHbIN MPUHLUMMN KOHTPONS A0CTyna,
DO/MKEeH npeaycMaTpuBaTb BO3MOXHOCTU CaHKUMOHUPOBAHHOINo usMeHeHua [P, B
TOM 4YucCrie BO3MOXHOCTb CAHKLUMOHMPOBAHHOINO M3MEHEHMS CNMCKa Nosib3oBaTenemn
CBT wn cnucka 3awuwaemblx ob6bekToB. [lpaBa wu3MeHaTb [P AOAXKHbI
NpefoCcTaBNATbCA BblAeNEeHHbIM cybbekTaM (agMMHUCTpauun, cnyxbe 6e3onacHoCcTm
n T.4.). JO/MKHbI 6bITb NpeayCMOTpPeHbl CpeAcTBa YMnpaBfieHUSs, OrpaHu4YmMBaroLime
pacrnpocTpaHeHue rnpas Ha AOCTYy.

Peannzayums

Ons peanu3auuMn AOUCKPELMOHHOroO MexaHu3Ma pasrpaHMyeHusa AocTyna
HeobxoaMMO MO KpanMHen Mepe KOHKPETU3MPOBaATb TEPMMUHbI, WUCMONb3yEMble B
dopManbHOM onucaHuu. [lpu 3ToM uUenecoobpa3sHO WUCXO0AUTb M3 TOro, 4TO
nony4vyeHHass MoAenb AO0J/IXHA, C OAHOW CTOPOHbI, O6biTb MOHATHA MONb30BaTENHD, C
ApYron - He orpaHuMymMBaTb MNOJIb30BATesNIA B peanuMsauuun npoueayp pasrpaHuyeHus
AOCTyna WM KakK MOXHO 6numxe COOTBETCTBOBATb OCOOEHHOCTSIM apXUTEKTYpbl
TEXHUYECKMNX CPEeACTB KOMMbOTEPa U 0COBEHHOCTSAM onepaunoHHOM cuctembl. C 3ToMn
TOYKM 3peHns HeobxoamMMo onpeaennTb, 4YTo uenecoobpa3Ho BbibpaTb B KayecTtse
06beKTOB pasrpaHMyeHuss [OoCTyna, W Kakume A0oNyCTUMble TUMbl  A0CTyna
LuenecoobpasHoO MCNOMb30BaTh.

Cnepyetr oOTMeTUTb, 4TO B KayectBe ob6bektoB B 6onbwmnHctBe OC
MCMOMb3YTCA: ANCKK — KaTanorn (nankun) - dannbl (3agayn).

Bolbop TunoeB pgoctyna uenecoobpasHo cBA3aTb C  dyHkumamu  OC,
nocpeacTBOM KOTOPbIX OCYLUECTBASETCA AOCTYyn K pecypcaM. [lepexBaT BbI3OBOB
3TNX MGYHKUMA NO3BONUT peanunsosaTb MNP ans sBHbIX AENCTBUIM NONb30BaTeNS.

Peanuzauma TPl p[na CcKpbITbIX AEUCTBUMW Mosib3oBaTenst MoXeT 6biTb
OCyLLeCTB/IEHA 3@ CYET OrpaHUYEeHUs NepeyHs 3ajay, KOTopble Nosb30oBaTeslb UMeeT
npaBo 3anyckaTb. 3JTO O3HayaeT, u4Tto cpeactsa [P A[o0MKHbLI coaepxaTb
BO3MOXHOCTb SBHOIMO W HEeABYCMbICIEHHONO OMMWCAHUA nepeyvyHd 3ajad, 3anyck
KOTOPbIX pa3pelleH noab3oBaTento, U CpeAcTB KOHTPONS 3a MUCMONb30BaHUEM 3TUX
3aga4. ®opMupoBaHMe MnepeyvyHs AO/MKHO OCYLWeCTBAATbCS agMUHMUCTpaTopoM BU B
nopsiake, npeaycMoTpeHHoM ansg dopMmnposaHns n nameHenms MPI.

B koMnnekc «AKKoOpA». OUCKPELMOHHble npaBuia pasrpaHUYeHunss goctyna
yCTaHaBMBalTCA  MpucBoeHMeM  obbekTam  pgoctyna aTtpubyTtoB  pgocTtyna.
YcTaHoBNEeHHbIW aTpubyT 03Ha4vaeT, 4YTo onpegendeMas atpnbyToMm onepaums MoxeT
BbIMOMHATLCA Ha4 AaHHbIM 06bekToM. B KoMmnnekce NpUMEHSTCA chneayruwme
aTpubyThl:

e R - OTKpbITUE (hannoB ANs 4YTeHUs;

e W - OTKpbITME (pannoB An4 3anucu;

e O - nogMeHa aTpubyta R atpnbytamMmn RW Ha 3Tane oTKkpbITMS danna;
e C - co3aaHue ¢dannos;
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e D - ynpanenue ¢annos;

e N - nepenMeHoBaHue anaoB 1 NoaKaTanoros;

e\ - BUAMMOCTb pannoB.;

e M - co3gaHue KaTanoros;

e E - yaaneHune katanoros;

e N — NepeMMeHoBaHMEe KaTasioros;

e G - AOCTYNHOCTb A@HHOro KaTtanora (T.e. Nnepexoa K HeMy);

e X - UCNOJIHEHME 3a4ay;

e S - HacnegoBaHMe nNoakaTtanoramMm atpnbyToB poaAMTENbCKOro KaTanora;

YcTaHoBneHHble aTpubyTbl onpeaensatoT BaxHenwyto Yactb MNP nonb3oBaTtens.
OT npaBunbHOCTM BblbOpa W YyCTaHOBKM aTpubyToB BO MHOMOM 3aBUCUT
addekTnBHOCTL paboTbl C3N. B 3TOM CBA3U aAMUHUCTPATOP Cnyxbbl 6e3onacHoCTu
MHpOpMauMKM A0/HKEH SSICHO NpeacCTaBsATb, OT Yero U Kak 3aBmcuT Bbibop aTpmbyToB,
Ha3Ha4aeMbiX 06bekTaM, K KOTOPbIM MMeeT AOCTyn nonb3oBaTesb. Kak MUHUMYM,
HEO6X0AMMO W3YyUYUTb MNPUHUUM pa3rpaHUYEeHns [OCTyna C MNOMOLWbK AaHHbIX
aTpmbyToB, a TakXxe o0cobeHHOCTM paboTbl MPOrpaMMHbIX CpeAcTB, KOTopble 6yayT
NpUMeEHATbCSA Nonb3oBaTenieM npu paboTe.

BHUMAHME! Echn ACED32 B okHe “ATpubyTbl AocTyna K obbekTtam” He BbIBOAUT B
aepeBe 06bLEKTOB HeobXoAMMble K/IHOUM peecTpa, TO 3TU KJIOUYM MOXHO nponucaTb
«BpYy4HYyt0» B none “Mmsa obbvekTa” (noapobHee CM. JOKYMEHT «YCTaHOBKa MNpaBui
pasrpaHnyeHns goctyna. lNporpamma ACED32» nyHKT 6.10).

CneuunanbHaa nporpaMma -  pefakTop nNpaeB  AocCTyna, no3Bonser
aaAMUHUCTpaTopy BN ansa kaxxaon napbl cybbekT - 06beKkT onpeaenunTb:

Anss anckos:

e IOCTYMHOCTb, T.€. MNOJb30BaTeslo AOCTYMHbl TOJIbKO Te JIOrM4Yeckue AUCKMU,
KOTOpble 4BHO onuncaHbl B MNP/;

Ansa karanora:
e IOCTYNHOCTb (Nepexos K AaHHOMY KaTanory);

e BUAMMOCTb (AaHHbIM KaTanor 6yaeTr BuAeH No0Ab30BaTeNto U3 annoBbIX
obonouek TMna Windows Commander nnn Explorer);

e Hac/ef0OBaHMe nogkKaTanoramMu aTtpnmbyToB KaTanora;
Ansa cogep>xnMoro karasiora:

e CO3JaHMe NoaKaTanoros;

e yAasnieHne nogKaTanoros;

e NepeMMeHoBaHue noaKaTasnoros;
e OTKpPbITME hannoB AN1s 3anucu;

e OTKpbITME HannoB ANs YTEHUS;

e cO3aaHMe dannos;

e NepenMeHoBaHue ¢annos;

e yaaneHue ¢annos;

e BUANMOCTb hannos;
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e «DUKTMBHOE» OTKPbITUE (pannoB AN 3anucu;
Ans 3agay:
® NCMOJIHEHUE;

[JononHMTEeNbHO MOryT onpeaensaTbcs lpaBa A4oCTyna K oTaenbHbiM dannam (c
yKasaHMeM TMOoJIHOro nyTu AocTyna) - 3T npasa 6yayt obecneumBaTbCs B
6e3ycnoBHOM nopsake, Aaxe ecnu dann pacrnosioXeH B KaTanore, AoCTyna K
KOTOPOMY AaHHbI Mosib30BaTenb He uMeeT, uam atpmbyTbl aoctyna ans danna
OTINYHbI OT aTpubyToB KaTanora, B KOTOPOM OH HaxoauTtcsa. [lpeaycMoTpeHo
onpeaeneHne cneaylowmx npas:

e OTKpPbITME hannoB ANs 3anucu;

e OTKpbITME HannoB AN YTEHUS;

e cO3aaHne hannos;

e yaaneHue ¢amnnos;

e NepenMeHoBaHmne hannos;

e BUAMMOCTb (pannos;

e «(DUKTMBHOE» OTKPbITUE (hannoB AN 3anucu;
e 3aMycCK 3ajau.

CywecTByeT TakXe U «4YepHbI CAUCOK». DTO (annbl, NN KaTanorn, KoTopble
NPUCYTCTBYIOT B CNMCKE 06BbEKTOB, AN KOTOPbIX HE YCTAaHOBMIEH HU OAMH aTpubyT
poctyna. O6bekTbl, ONMUCaHHblE B <«YEPHOM CMNUCKE», CTAHOBATCH HEeAOCTYMHbIMU
NnoNb30BaTeNto, AaXxe ec/iM OHWM  pacrnosioXeHbl B KaTanorax, K KOTOpbIM
nonb3oBaTteslb WMMeeT A0CTyrn. B «4YyepHbI CMMUCOK» MOXHO BKJOYATb TakKxXe
Norn4yeckne MMeHa ycTpouCTB U ApanBepbl YCTPOUCTB. DTU 06beKTbl NOCAe Takoro
onncaHus CTaHOBSATCH HEeAOCTYMHbI Nnosib30BaTeNio. Takum obpasom,
OCYLLECTB/ISETCSA COMOCTaB/AeHME NOb30BaTeNS U AOCTYMHbIX eMY YCTPOMCTB.

Kpome 3Toro, B noacucteMe AUCKPELMOHHOro A0oCTyna peanm3oBaHbl ABa
AONoNHUTENbHbIX aTpubyTa, npeAHasHayeHHblX ANAs8  perncrpaumun  obpaleHus
nonb3oBaTens K OTAeNbHbIM pecypcaM. ATpubyT «r» - onpeaensieT perncrpauuio
onepauun 4YTeHusa Ans oTaesbHOro obvekTa, aTpnbyT «w» - permcTpaumio onepaumm
3anmcu. Wcnonb3oBaHme 3TuUX aTtpubyTtoB uenecoobpa3HoO B Ccnydae, Koraa
aAMUHUCTpaTopy 6e3onacHoCTM HeobXxoAMMO MMeTb MHGOpMauUKD O BCeX cay4dasax
obpaweHmns (faxe CAaHKUMOHMPOBAHHLIM) K KPUTUYHBIM pecypcaMm, a He TOJIbKO
coobuweHunsa o6 HCA.

2.4. TPEGOBaHMe no peaindaumMm MaHAaTHOrIro npmHUuuMna
KOHTpO/A A0CTyna

ans peanusauum 3TOro npuHUMNA JIOJIKHbI COMOCTaBNATbCSA
KnaccMdUKaLNOHHbIE METKM KaXXAoro cybbekTa M Kaxaoro obbekTa, oTpaxatouwme
MX MEeCTO B COOTBETCTBYOLIEN Mepapxun. MNocpeacTBOM 3TUX METOK CybbekTaM u
06beKTaM [O/IKHbl Ha3HayaTbCs KNaccuduKaumMoHHbIe YPOBHUN (YPOBHU YSA3BMMOCTH,
KaTeropum CEKpPETHOCTU U T.M.), SABMSIOLWINECS KOMOUHAUUAMU MepapXUUEcKux U
HeMepapxmuyeckmx KaTeropun. [laHHble METKM [OSKHbl  CIYXWTb  OCHOBOW
MaHAaTHOro NpMHUMNA pa3rpaHUYeHuns AocTyna.
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KC3 npu BBOAE HOBbIX AAHHbIX B CUCTEMY AO/IKEH 3anpalinBaTb U NoayyaTb OT
CaHKUMOHMPOBAHHOIO Nofib3oBaTesns KinacCnduKaumMoHHble MEeTKM 3TUX AaHHbIX. [pu
CaHKLUMOHMPOBAHHOM 3aHEeCeHMM B CMUCOK MNosib30oBaTenen HOBOro cybbekTa AO/KHO
OCYLLEeCTBNATbCA COMOCTaB/ieHne eMy KnaccuduKkaumoHHbIX MeToK. BHewHwue
KnaccudunkKaunoHHble MEeTKU (cybbekToB, 06beKkTOB) AOJIKHbI TOYHO
COOTBETCTBOBATb BHYTPEHHUM MeTKaM (BHYTpu KC3).

KC3 pomkeH peanm3oBbiBaTb MaHAATHbIA  MNPUHUMN  KOHTPONS AO0CTyna
NMPUMEHUTENBHO KO BCEM 06beKTaM Mpu SIBHOM WM CKPbITOM AOCTYrMe CO CTOPOHbI
noboro n3 cybbekToB:

e Cy6BEKT MOXET unTaTbh 06bEKT, TONIbKO eCfin nepapxuyeckas kiaccubukaums
B KnaccuduKaumoHHOM YpoBHe cybbekTa He MeHblle, 4YeM uepapxmyeckas
Knaccudumkaums B KnaccuuMKaumMoHHOM YypoBHe o6bekTa, M Heumepapxudeckue
KaTeropum B KlacCcMpUKaAUMOHHOM YpoOBHe cybbekTa BKYalT B cebs Bce
nepapxmyeckme KaTeropum B KnaccmdpukaumMoHHOM ypoBHe 06bekTa;

e CY6BEKT OCyLeCcTBNSET 3annucb B 06beKT, TONbKO ec/n KiacCuUKaLNOHHbIN
YypOBeHb CybbekTa B wuepapxumyeckonm knaccudpukaumm He 6onbue, 4em
KNacCcuUKaLMOHHbLIN YpoBeHb 0bbeKTa B Mepapxmyeckon Kraccudukaumm, mn Bce
nepapxmyeckme Kateropum B KnaccudmkaumoHHOM ypoBHe cybbeKkTa BKAKOYAOTCS B
Hemepapxmyeckume Kateropmm B knaccudmkaumoHHOM ypoBHe obbekTa.

Peanunsauma MaHpgaTtHbix [P Ago/mkHa npeaycMaTtpuBaTb  BO3MOXHOCTU
COMPOBOXAEHMUS: U3MEHEHUSA KNAaCCUDUKALMOHHbBIX YPOBHEN CYHBHLEKTOB N 06bEKTOB
cneuvanbHO BblAeNeHHbIMKN cybbekTamu.

B KC3 ponxeH 6biTb peann3oBaH JAucneTdyep AocTyna, T.e. CPEeACTBO,
OCYyLLEeCTB/ISOLEE MnepexBaT Bcex ob6palleHUn CcybbekToB K 06beKTaM, a TaKxke
pa3rpaHMyeHne A0CTyrna B COOTBETCTBUM C 3aZlaHHbIM MPUHLMMAOM pasrpaHUYeHus
poctyna. MNpu 3TOM peleHne 0 CaHKLMOHMPOBAHHOCTU 3anpoca Ha AOCTyn AO0JIKHO
NPUHUMATLCA TOMbKO MPU OAHOBPEMEHHOM paspelleHUn ero U AUCKPELIMOHHbIMKU, U
MaHaaTtHbiMM [MPA. TakuM o06pa3oM, [OO0MKEH KOHTPO/JMPOBATbCA HE TONbKO
€AVHUYHbIA aKT JoCTyna, HO M NOTOKU MHGopMaLun.

Peannszayuns

PasrpaHnyeHne poctyna C  WUCMNONb30OBaHWEM  MaHAATHOrO  MexaHu3Mma
ynpaBneHus AOCTYNOM KOMMjekca «AKKOpA» OCYLeCTBASeTCS MNyTeM MPUCBOEHMUS
(3apaHng) obbekTaM  gocTtyna  kateropum  goctyna  (rpuda),  KoTopble
XapakTtepusyrTcs ypoBHeM aoctyna oT 0 (caMbih HU3KMIN) A0 15 (MakcuManbHbIN).
YcTaHoBNeHHbIM  ana obbekTa  AocTyna rpud  SBASIETCS ero  MeTKOoMm
KOHMMAEHUNANBbHOCTMW.

MNMonb3oBaTensam U npoueccam (OnNuMoHanNbHO) MNpPUCBaAMBAOTCA KaTeropum
aoctyna (ypoBHM pgonycka), Takxe wu3sMeHsawwmeca ot 0 pgo 15. [doctyn
nosib3oBaTens Wau npouecca BO3MOXEH Torga v TOJSIbKO Toraa, Korga ero ypoBeHb
Aonycka He Huxe rpuda obbekTa aocTtyna.

KaTeropun goctyna MoryT 6biTb MOMMEHOBaHbI KakK YPOBHU CEKPETHOCTU, nnbo
apyrum, 6onee yaobHbiM ans AgMuHuctpatopa bW obpasom.

Ona  akTuBM3aumm MaHAATHONO MexXaHu3Ma pasrpaHuUyeHms  OCTYnoMm
Heobxogumo B damne ACCORD.INI B cekumn [ACED] ycCTaHOBUTb KJIHOY
MandatoryAccess=Yes. Ecnnm B MaHAaTHbIA MexaHU3M HeobXxoaAMMO BBECTU
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KOHTpPO/Ib AOCTyna MNpoOLEecCOoB Toraa, B 3TOM Xe cekuumum HeobxoamMo yCTaHOBUT
kntod CheckProcess=Yes.

HasBaHWs n KonnM4ecTBo KaTteropnim (MeTok KoHpUAeHUMaNnbHOCTN) 3a4atoTcs B
danne ACCORD.INI B cekumn [MANDATORY]. o yMon4yaHuio B KOMMaekce
onpeneneHbl 5 kKateropmi KOHPUAEHUNANBHOCTM (CEKPETHOCTHN):

Level0=06wenoctynHo
Level1=0BLMNN_PECYPC
Level2=KoHpunaeHuymanbHo
Level3=CekpeTHO
Level4=CoBeplleHHO CEKPETHO

AaMuHuctpaTop BU nmeet npaBo U3MeHATb Ha3BaHUA U KOJIMYECTBO KaTeropum
KOH(PUAEeHUNanbHOCTN - HO He 6onee 15-Tn. C yBesiMyeHMEM HOMepa KaTeropum
NOBbILAETCA KOHMUAEHUMaNbHOCTb JAaHHbIX. [anee HeobxoAMMO YCTaHOBUTb
YPOBEHb AOMNyCKa Mnosib3oBatenen. JTO AenaeTcsa ¢ noMouwbio nporpammbl ACED32 -
NYHKT MeHI0 «KoMaHAbl», Aanee «YpoBeHb AocTyna». [locne 3toro AAMMHUCTpaToOp
BU MoxeT Ha3zHauaTb Kak Ansa KaTtanoros, Tak U AN OTAesNbHbIX dannos TpebyeMmble
YPOBHU AocTyna.

MpoBepka npaB aoctyna cybbvekta (nonb3oBaTenss MAM npouecca) K Kakomy
nmbo obvekty poctyna (pecypcy CBT, nmb6o AC) ocywecTtBnsieTcs B Cleayrouwem
nopsake:

1)MpoBepsieTcsa, nMeeT NM Monb3oBaTeNb NpaBa Ha AOCTYMN, YCTAaHOBJ/IEHHbIE
AVNCKPELMOHHBIM MEXaHMU3MOM KOMIJ1EKCA.

2)Ecnn nonb3oBaTento yCTaHOB/EHbl MpaBa MO AOCTYyNy AMCKPELUWOHHbIM
MEXaHW3MOM KOMIJIEKCA, TO MPOBEPSIETCS YPOBEHb AOMYyCKa MNosb3oBaTtens u rpud
(MeTka KOHduaeHUmManbHocTn) obbekTa aoctyna (pecypca CBT, nubo AC).

3)Adoctyn 6yaet pa3pewéH TONbKO B TOM C/lydae, e€C/iM ypOBEHb Aonycka
nonb3oBartens 6onbwe, NMb60o paseH rpudy (MeTke KOHPUAEHUNANBLHOCTM) 0b6beKkTa
poctyna (pecypca CBT, nn6o AC).

B komnnekce  <«AKKopA»  peanu3oBaHa AononHuTenbHas  dyHKuus,
NO3BOMISAOLAN YCTaHABANMBATb YPOBEHb AOCTYyNa MCNOJIHAEMOMY MNpoLueccy, Koraa oH
3arpyxaeTcd B onepaTuBHYy namMatb. WcnonHaemomy danny (nporpamme)
npucBanBaeTcss MeTKa KOHduAeHuManbHOCTU (ypoBeHb AOCTyna) Kak o06beKkTy Ha
ancke CBT. Mpwu 3Tom dann (nporpamma) 6yaeT 3anyckaTbCs TOMIbKO NOJSib30BaTeNieEM
C onpefenéHHbIM YPOBHEM A0MycKa.

NMocne ycnewHOW 3arpy3ku B OMepaTUBHYK MaMATb WCNOAHSAEMbIM dann
(nporpamMa), nosny4aeT MeTKYy YPOBHS AOCTyna Kak cybbeKkT A0oCTyna, KOTOpbIN
paboTaeT ¢ obbekTamm (pecypcamn). B 3TOM cnydyae npoBepka AOCTyna K pecypcy
OCYLLECTB/ISIETCS B CNeaAyloLleM nopsiake:

1)MNpoBepsieTcs, UMeeT M Nosib30oBaTeNlb NpPaBO Ha AOCTyN B COOTBETCTBUM C
OVCKPELMOHHBbIM MEXAHU3MOM.

2)Mpn Hannunm ANCKPEUMOHHbIX MNpaB AO0CTyna nosib30BaTens cpencrsaMm
MaHAATHOrO MexXaHu3Ma KOMIMJIeKCa MNpPOBEPSIETCS YPOBEHb €ro gonycka u rpud
(MeTka KOHdMaeHUManbHOCTKN) obbekTa aocTtyna (pecypca).
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3)Ecnn poctyn pa3pewéH, TO NpOBEPSAETCA, MMEEeT NN TEeKYLMA npouecc
ypoBeHb agonycka 6onbwe nnbo OH paBeH YpPOBHIO AocTyna obbekta (pecypca), K
KOTOpOMYy 06paTmiicsa Nosib30BaTe/lb C MOMOLLbIO 3TOro npoLecca.

4)docTtyn 6yAeT pas3pelleH TOJIbKO B C/lly4ae YCMAELWHOro BbIMOMHEHUS TpEéx
BbILLEOMNMMCAHHbIX MPOBEPOK.

Mpn TakoW peanusaumm MexaHu3Mma YynpaB/eHuss MNoTokamu wuHdopMaumu,
obpaboTka nHpopMaumnm onpenenéHHoro YPOBHS KOHPUAEHUNANBbHOCTHU
BbIMOSIHAETCS TO/IbKO C MOMOLLbIO BblAeSIeHHbIX NporpaMm (NpoLeccoB).

2.5. TpeboBaHue ynpasseHUss NOTOKaMu nHdpopmMmaumm

JO/MKHO OCYyWeCcTBNATLCS YynpaBaeHne rnoTokaMm uHdopMaunum C MNOMOLLbIO
MeTOK  KOoHduaeHumanbHocTn. [lpy  3TOM  ypoBEeHb  KOHpUAEHUMANbHOCTU
HakonuTesen AOMKEH OblTb HE HMXE YPOBHS KOHMUAEHUManbHOCTU 3anmcbiBaeMomn
Ha Hero nHpopMauuu.

Peannszayuuns

B koMnnekce <«AKKOpA». peann3oBaH MexaHW3M YyrpaBieHuUs MOoTOKaMu
MHPOPMaLMM, OCHOBAHHbLIA Ha MNpUHUMNAX MaHAATHOro pasrpaHMyeHus AOCTYMNOM
(cM. Bbiwe n. 2.3.). lNpn Takon peanmsaumm MexaHuU3Ma YynpaBfeHUs MNOTOKaMMU
nHdopmaumm, obpaboTka nHdopMaLmm onpeanenéHHoro YPOBHS
KOH(PUAEHUNANBbHOCTM BbIMNOAHAETCA TO/IbKO C MOMOLUbIO BblAENEHHbIX MPOrpaMm
(npoueccos).

Kak ans katanoros, Tak U Ans otaenbHbIX annosB MoxXeT 6biTb YyCTaHOBEHA
MeTKa KOH(pUAEHUMANbHOCTU, a KaXAOoMy nMonb30BaTeNnto MNpucBanMBaeTcsa MeTKa
ypoBHS goctyna. AgMmuHuctpatop B B danne koHdurypaunmm ACCORD.INI moxeTt
YCT@HOBUTb, WM OTKAOYUYUTb dnar MUCNoNb30BaHUSA MaHAATHOro YynpaBneHus
aoctynom. Ecnm MexaHM3M MaHAATHOrO A0CTyna BK/AKYEH, TO Mosb30BaTeslb
NONYYNUT AOCTYMN TONbKO K TeM 06bekTaM, MeTKa KOHMMAEeHUMANbHOCTU KOTOPbIX HE
BbllLle YPOBHSA A0CTyna cybbekTa (nonb3osatens).

B koMnnekce peanu3oBaHa AOMNOSHUTENbHasa (QYHKUMSA, KOTOpas MNo3BonsSeT
YCTa@HOBUTb YpPOBEHb AO0CTyna MNpoueccy B onepaTUMBHOW NaMATW. Takum obpasom,
ncnonHsemoln dpann (NnporpamMma) MMeeT MeTKy KOH(PUAEHUMANbHOCTU, KakK 06bekT
Ha aucke CBT M MOXeT 3anyckaTbCs TOJSIbKO MNOJSib30BaTesieM C onpeaeneHHbIM
YpPOBHEM [A0OCTyna, a fnocse 3arpy3ku B OMepaTUBHYK NaMATb MNOAydYaeT MeTKy
YPOBHSI A0OCTyna, Kak cybbekT, KoTopbih paboTtaeTr c ob6bekTamum, WUMELWUMU
COOTBETCTBYIOLLYI METKY KOH(pMAeHUNanbHOCTU. [pn Takon peanmsaunm mexaHusma
ynpasneHus noTtokamm wuHdopMaumm obpabotka uHOpMauMM onpeaeseHHoro
YPOBHSI KOH(MUAEHUMANBHOCTM BbINOSHAETCS TOJIbKO C MOMOLLbI BblAEEHHbIX
nporpamMm (npoueccoB). [lpy 3TOM npoueccy asBToOMaTU4yeCcku npucBanBatoTCA
aTpmbyTbl 4OCTyNa, KOTOpble 3anpeLatT 3anucb MHPOpMaUnMM Ha HOCUTENb, MeTKa
KOH(PUAEHUNANBHOCTM KOTOPOro HMXe YPOBHS AOCTyna npouecca.
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2.6. Tpe6boBaHue perncrpaumm cobbiTum

KC3 pomxeH 6biTb B COCTOSIHUM OCYLLUECTBASATb Perncrpauunto cneayrowmx
cobbITni:

® NCIMOJIb30BaHNMe VILI,eHTVIq)VIKaLI,VIOHHOFO 7 aYTeHTVICI)VIKaLI,VIOHHOFO MEeXaHn3Ma,

e 3aMpPOC Ha AOCTyn K 3awuwaemMomy pecypcy (oTkpblTMe danna, 3anyck
nporpamMmbl U T.4.);

e CO34aHMNE N YHUYTOXEHUE 06bEKT];
e 1ENCTBUSA NO nameHenuto MPA.

Ona Kaxgoro w3 3TuUX CO6bITUM AO/MKHA perucTpupoBaTbCs  criefytollas
nHdopmaums:

e 1aTa U BpeMS;
e CYyObEKT, OCYLLUECTBSAOWMNA PEFUCTPUPYEMOE AENCTBUE;

e TN CObbITNA (ecnn perncTpupyeTcs 3anpoc Ha AOCTyn, TO cneayeT oTMe4yaTb
0bbeKkT 1 TN gocTtyna);

e YCMELWHO NN OCYLLEeCTBUIOCbL CcobbiTve (06CnyXxeH 3anpoc Ha AOCTYymn wWnu
HeT).

KC3 pomkeH coaepXaTb cpeacrsa BblOOpPOYHOrO  O3HAKOMNEHUSA  C
perncTpaunmoHHON MHGoOpMaLmen, a TakxXe permcTpupoBaTbh BCe MNOMbITKM AOCTyNa u
OENCTBMSA BblAeNEeHHbIX Nonb3oBaTtenen (aAMMHUCTPATOPOB 3alUUTbl U T.M.).

O6cy>xkpeHne

MNpeacrasnseTcs HeuenecoobpasHbIM NOCTOSIHHO OCYLLEeCTBNATb
NoNHOMacLWTabHyO perncTpauuio BCex MOonbITOK AOCTyna BCeEX Mosb3oBaTenen Ko
BCEM pecypcaM - B MepBYI0 o4yepenb, U3-3a BbICOKMX HAKIaAHbIX pacxonoB. B To xe
BPEMS, BMNOJIHE MNpeAcCTaBMMbl CUTyauunm, Npu  KOTOPbIX Heobxoamma nosiHas
TpaccupoBKa CobbITMM. B 4acCTHOCTM, MMEHHO TakoMW cnocob cneayeT NPUMEHSTb,
n3y4yas, Kakme pecypcol TpebyeT HOBas nporpaMma - nepeg Tem, Kak nepenaTtb ee
ONs 3KCcnayaTauuMu nonb3oBatensMm. B aTton cBs3uM uenecoobpasHo BblAENUTb
HECKOJIbKO YPOBHEN AETaNbHOCTM XypHasa. YCTAaHOBKY YpPOBHS AETanbHOCTM AN
nonb3oBaTtens cnepyet NnOpy4nTb aAMUHUCTpaTopy BU B nopsiake,
npeaycMOTPEHHOM 419 YCTaHOBKU U naMmeHeHus MNPA.

Peannszayms

Kak Ans KaTtanoros, Tak W AN OTAeNbHbIX (haliioB MOXET 6bITb YCTAHOB/IEHA
onuus perncTpauum AocTyna K KaTasnory M ero COAep>XMMOMY B PEermcTtpaumoHHOM
XypHane. Perncrpaums ocyLlecTBASIETCS B C/IeAYOWEM NopsSaKe:

e NS KaXAoro rnonb3oBaTenss aaAMUMHUCTpaTop BW ycTaHaBnMBaeT YypoOBeHb
NETaNlbHOCTU XYpHasa - HU3Kasl, CpeHss, BbiCOKas;

e ana NobOro ypoBHSA JAEeTasibHOCTM B XXYpHane OTPa)kakTcs MapaMeTpbl
perumcTtpaunmm nonb3oBaTens, AOCTyNn K YCTPOMCTBaM, 3arnyckK 3agay, MonbITKK
HapyweHus MNP, nameHeHunsa MNP (B 4aCTHOCTU, M3MEHEHWE Naponen);

e 114 CpeaAHEero ypoBHsa A€Ta/IbHOCTU B XypHase OTpa>akoTCAaA AOMOSIHUTENbHO
BCeE MnornbITKM AOCTYrMNa K 3alnwaeMbIM AUCKaM, KaTajlioraM m otaenbHbIM cbaﬁnaM, da
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TaKXe MNOonbITKN N3MEHEHUA HEKOTOPbLIX CUCTEMHbIX MapaMEeTpOB - AAdTbl, BpEMEHN U
Aap.;

e 1)1 BbICOKOIo ypoBHA AE€TAJIbHOCTU B XYPHase OoTpa>XakTCA AOMNOJZIHUTEJIbHO
BCE NOMNbITKN AOCTyMNa K COAEPXKXNMOMY 3allNULLaEMbIX KaTa/loroB.

KpoMe 3TOoro, npeaycMoOTpeH MexaHU3M MpUHYAUTENbHON perncrtpauum
AOoCTyna K obbekTaM. [lna 3TOro BBeAeHbl ABa AOMNOSHUTENbHbIX aTtpubyTa, a
MMEHHO:

o[ - (bMKCVIpOBaTb B XypHajie€ BCE NOMNbITKN AO0CTYyMNa K O6'beKTy Ha 4YTEHUE,
oW - CbMKCMpOBaTb B XypHaJji€ BCE MNMOMNbITKN AOCTYMNa K O6'beKTy Ha 3anucob.

Ncnonb3ysa 3T aTpubyTbl, agMMHUCTpaATOp MoXeT obecneymTb permcrpaumto
CobbITUIM, BaxHbIX AN noaaep)XaHua HeobXxoAMMOro YpoBHS WMHQOPMAaLMOHHOW
6e3onacHocTu.

NMporpamma LogView.EXE no3BonseT oCyLwecTBUTb NPOCMOTP, BbIBOA Ha ne4vaTb
M apxuBauuilo XypHana peructpauumm cobbiTunM KoMnnekca 3awmtel ot HCA
«Akkopa». XypHan oTobpaxaetcs B Buae Tabnuubl. Kaxkpas cTtpoka Tabnuupbl
COOTBETCTBYET OAHOMY COObITUIO, 3aperncTpupoBaHHOMY B XypHarne.

XXypHan coaepxut cneaytowyto nHdopMauuio:

e 1aTa N TOYHOE BpeMs permcrpaumm coboituns;

e 1I€TaNIbHOCTb XYypHasa, yCTaHOB/IEeHHas Ha MOMEHT perucrpaumm cobbitus;
e UMS pabouyen ctaHuum;

e TN onepauunn - B Tabnuue BbiBOAMTCSA KpaTkasa abbpeBuaTypa;

e 06BEKT AocCcTyna - B Tabnuue BbIBOAUTCS MOMHOE HamMeHOBaHuMe ob6bekTa
aoctyna. O6bekToM goctyna MoxeT 6biTb dain, Katanor, AUCK, yCTponcTteo. Ecnm
cobbiTneM ABNSETCA W3MEHeHWe nMnpaB AOCTyna - B 3TOM none otobpaxatoTcs
obHoBNeHHble paBa goctyna;

e pe3ynbTaT Co6bITUA. PN NOMOXUTENBHOM 3aBepLlueHnn cobbiTnsa pesynbtaT —
«OK>», npu oTpuuaTenbHOM - perucTpmpyeTcs HeCcaHKUMOHMpoBaHHbIN goctyn (HCA)
nnn owmnbka poctyna (B cayyae HapyweHus LenocTHoCcTn coobuwaetca 06
N3MEHEHUN NapaMeTpoOB KOHTPONS);

e M4 [pouecca - nporpaMma, OCyLlecTBasoWwasa AOCTYN K 06bekTy B MOMEHT
pernctpaumm cobboitnsa. Ong ynobctBa npocMoTpa UM aHanm3a uHdbopMaumm MOXHO
BbIMOMHATL (PuUAbTpaunto Mo OAHOMY WAM  HECKOSIbKMM nonsM  Tabnuubl. B
MpunoXxeHun 2 npuBeneH CNpaBOYHMK, KOTOPbIA COAEPXUT KaK KpaTkoe, Tak WU
NoJSIHOE HaMMeHOoBaHWe onepaunin, perucTpmpyemMbliX NOACUCTEMON perncTpauunn.

2.7. TpeboBaHMe LEeNOCTHOCTU KOMIJIEKCA CPEACTB 3alyUThbl
(KC3)

B CBT nomxkHbl 6bITb NpefyCcMOTpeHbl CpeacTBa nepmoanyeckoro KoOHTpons 3a
LLeSTIOCTHOCTbIO NporpaMMHON M UHMopMaymoHHon dactm KC3. [lMporpammbl KC3
AOJIKHbI BbIMOSIHATLCS B OTAENbHOM YaCcTu onepaTuBHOM NaMsATW.
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O6cy>xpeHne

Ob6bI4YHO AN KOHTPO/S LEeNOCTHOCTU MUCMNONIb3YeTCS BblYUC/IEHME KOHTPOSIbHOMN
CYMMbl. BbluncneHHoe 3HadyeHuMe CpaBHMBAETCS C 3TaNlOHHbIM, W pe3ynbTaT
CpaBHEHMS MO3BONISET CYyAUTb O COCTOSSHUM NPOrpaMM M AaHHbIX - OCTA/IUCb /I OHMU
HEU3MeHHbIMN, 6bINN TN HECAHKLMNOHMPOBaHHbIE Moandukaumn. Kasanocb 6bl - BCe
HOpManbHO, HO BOT 6efa - Kak ybeamTbCs B LENOCTHOCTM npoueayp KOHTpona? Beab
MOXHO MoAudUUMpoBaTb U Npoueaypy pacyeTa KOHTPOJIbHbIX CyMM, W npoueaypy
KOHTPONSA npoueaypbl pacyeta KOHTPO/bHbIX CYMM U T.A4. KaxeTcs, 4To BbiXoAa w3
3TOr0 Kpyra HeT - HEBO3MOXHO obecneynTb LEeNOoCTHOCTb MPOrpaMMHbIX CpeacTB 3a
cyeT ApYyrux MNporpaMMHbIX CpeacTB, KaKk HEBO3MOXHO BbITallMTb cCaMoro cebs 3a
BOS1OCblI U3 6os0Ta (HO NonbITKM 6bINN, @ B 06nacTn nHpopMaumoHHoOM 6e3o0nacHoOCTH
OHM NpoAo/KATCA M A0 cuX nop). C 3TOM HESACHOCTbD MOXHO MOKOHYUTb TOSIbKO
OAHMM cnocoboM - BbIHECTM Mpoueaypbl KOHTPONS 3a npedenbl KOMMNbkTepa, T.e.
BbINONIHATL UX @annapaTHoO (MM C UCMOMb30BaHMEM annapaTHbIX CPeacTB).

Ewe oaHa npobnema - 3TO KayecCcTBO caMux npoueayp KoHTpons. PaccMmoTpum
cneaywwmm  ciayyam - ons KOHTPONA  MPUMEHSIeTCA  KOHTPOJsibHas CyMMma,
Bbluncngemasa no anroputmy CRC (MMeHHO Tak 06bl4HO U npoucxoauT). [Ans
Harngaa4HOCTU npeanonoxmMm, 4to ucnonbldyetcs CRC-3 (peanbHO, ecTeCTBEHHO,
ncnonosyetca ot CRC-8 po CRC-32, HO YC/OXHEHMe rMpu 3TOM HOCUT 4YUCTO
TexHuyeckmn xapaktep). Ana CRC-3 konuyectBo 3HadeHun - 8 (ot 0 po 7).
JonycTnuM, KOHTpOSIbHasi CyMMa UCXogHoro (npasuiibHOro) Habopa [OKYMEHTOB
C1=3. K aTOMy nakeTy 3N0yMbIlWNEHHUK A0baBnseT ele HEeCKOosbKo, TaKUxX, 4To Ux
KOHTpPOJIbHas CcyMMa C2=2. Takum obpasom, KOHTpPOJIbHas CcyMMma
MoaAndMUMpOBaHHOIro naketa AokymeHtoB Cm=(Cl + C2)mod8 = 5. Tenepb ans
TOoro, 4tobbl 3Ta Moamdukauusa He 6blna obHapyXeHa, 3/10YMbIWAEHHUK BMOJSIHE
MOXeT K yXe MoanduunmpoBaHHOMY nakeTy nob6aBUTb eulle HEeCKOJSIbKO AOKYMEHTOB,
TaKuX, YTO UX KOHTposibHas cymma C3=6. KoHTposnbHasa cyMMa MmoanduumMpoBaHHOIo
naketa ctaHosutca Cm=(C1 + C2 + C3)mod8 = (3 + 2 + 6)mod8 = 3, T.e. Cm =
Cl, n moamdukaumsa He bypeT 3aMeyeHa KOHTPOSbHbIMKM npoueaypamu. B obliem
cny4dae, AocratoyHo nogobpaTtb Takon naket, ans kotoporo (C2 + C3)mod8 = 0, u
MHpOpMaUMOHHAa aTaka MoxeT 6biTb ycnewHon. O6Wnin NCTOYHUK BO3MOXHOCTU
TaKMX aTak COCTOUT B TOM, UYTO 3HAYEHMUSA MPUMEHSEMbIX anropuTMOB BblYUCIEHUS
KOHTPOJIbHbIX CYMM pacnpeeneHbl paBHOMepHO (MM NPOCTO U3BECTHbIM 06pasoM).
COoOTBETCTBEHHO, XOpOLWEN 3aWUTON MOXET CAYXWUTb NPUMEHEHME anropuTMoB C
CyLLeCTBEHHO HeNIMHENHbIM pacnpeneneHneM 3Ha4yeHunn.

Peannzayuums

KOHTpO/Nb LENOCTHOCTU B KOMMAEKCe <«AKKOPA». BbIMNOMHAETCA CAeayrLlmm
obpa3om.

LlenoCTHOCTb CcaMOM KOHTpPOSbHOWM npoueaypbl obecneumBaeTcd TeM, 4TO
XPaHUTCS OHa He Ha aucke, a B DHI1 koHTponnepa komnnekca C3WN HCO «Akkopa-
AMO3», 6yayunm TeM cambiM 3awumuieHa oT Moaudukaumin. [pn HOpManbHOM
ocyuwecTteiieHnn npouenyp 3awmutbl oT HCO (naeHTUdukaunmm mn ayteHTudumkaummn)
KOMUSA KOHTPOJIbHbIX Mpoueayp MOMeLaeTcs B crneuvanbHO OTBeAeHHYH o6nacTb
O3Y un 3aTteM 3anyckaeTcsl Ha WUCMoJsIHeHMe. MIHTepec npeacTaBnsieT U CneayroLwmim
BOMpoOC. B peanbHbIX yCcnoBMsAX HEO6XOAMMO KOHTPOSMPOBATb LIENOCTHOCTb MHOMMX
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qDaVIﬂOB. EcTecTBEHHO, YTO XpaHUTb 3Ta/IOHHblIE 3HAYEHUS KOHTPOJIbHbIX CYMM Ans
BCEX HMUX Ha BHELWIHEM HOCUTENE C OrPaHNYEHHBIM 06bEMOM NaMATU HEBO3MOXHO.

B komMmnnekce «AKkopa». NPUMEHSETCA cneayowmii MexaHn3mMm:

1)KOHTpO/Ib LEeNIOCTHOCTM CUCTEMHbIX obnacten pagucka, dannos OC u
npuknagHoro O, pasgenoB peectpa Windows OCyLWeCTBASETCA Ha anmnapaTHOM
ypOBHe KOHTposinepom «Akkopa AMA3» no 3arpy3sku OC.

2)Ecnn npouenypa KOHTpons M3 M. 1 BbINOSIHEHA YCMNELWHO, TO B MOMEHT
3anycka MoACUCTEMbl pasrpaHMYeHns A0CTyna MOXeT BbIMOSIHATLCS KOHTPOJib
LeNoCTHOCTM (pannosB, MO WHAMBUAYANbHOMY CMNUCKY KaXAoro nonb3oBaTend. Ha
ANCKe XpaHuTca dann, cogepXxawmm nepevyeHb KOHTPOAMpPYeEMbIX (annos u
3Ta/lIOHHblE 3HA4YeHUSA KOHTPOJIbHbIX CyMM. [lo 3TUM JAaHHbIM onpegenseTcs
LLeSTOCTHOCTb KaXkAoro KOHKpeTHoro gamnna.

3)LenocTtHoCcTb e camoro atoro dawnna Ha aucke obecneuymBaeTcsl TeM, 4TO
3Ta/IOHHOE 3HAYeHUEe €ero KOHTPOJIbHOWM CYMMbl BbIYMCISETCS C WCMOJSIb30BAaHUEM
K/to4a, KOTOPbIM XpaHUTCA B uMAEHTUdUKATOpe nonb3oBaTens. ITOT  KJIOY
reHepupyeTcs npu perncrpauum uaeHTMdukaTopa C WUCNOAb30OBaHMEM AaTyuKa
CNy4YalHbIX 4MCen, YCTAHOBMIEHHOr0 Ha MNnaTe KOHTposnepa, U Ana Kaxaoro
NoNb30BaTeNS ABNSAETCH YHUKAbHbIM,

B koMnnekce «AKKopa». NpeaycMOTpeH AMHaMUYEeCKUN KOHTPOJIb LLeNIOCTHOCTH
NCMOJSTHSAEMbIX Moaynen (3agad). DTOT KOHTPO/b BbIMOSHAETCA NpU KaXKAoM 3anycke
MOAY/14, HE3aBUCUMO OT TOro, BbIMOJSIHAETCA NN 3Ta onepauus rnosb3oBaTeneM, Unn
OC. lpwn HecoBnageHun BblunucieHHon KC c 3TasioOHHbIM 3HayeHmeM 6NoKMpyeTcs
3anyCcK Takoro Moayn4.

[ONONHUTENIBHO B  KOMIMJIEKCE MPeAyCMOTPEH AWMHAMUUYECKUA  KOHTPOIb
LileNIOCTHOCTM COB6CTBEHHO MOHMTOpPA pas3rpaHUYeHUst A0CTyna. ITOT KOHTPOIb
BbIMOJIHAETCS Nepnoanyeckm n ob6ecneuynBaeT AOMNOJHUTENbHbBIN YPOBEHb 3aLUUTbI OT
Cny4YalHbIX UNU NpeaHaMepeHHbIX MNOKYLEHU Ha oTktoveHne C3U.

B paspene 2.13. «TpeboBaHusA K Knaccy 3awumweHHocTn 1B» Pykosogsuiero
AOOKyMeHTa [ocTtexkomuccmm Poccun, 1998 - «ABTOMaTU3MpPOBAHHbLIE CUCTEMBI.
3aWmMTa OT HEeCaAaHKUMOHMPOBAHHOIMO AocTyna K wWHdopmaumn. Knaccmdukaumsa
aBTOMaTMU3MPOBaHHbLIX CUCTEM M TpeboBaHMA Mo 3awmTe MHbOpMaunmM» NpuBeneHO
TpeboBaHue o0 TectmpoBaHun pyHkumm C3N HCL, a UMEeHHO: «A0/KHO NPOBOAUTHLCS
nepunoanyeckoe tectmposaHue Bcex dyHkumn C3UM HCL ¢ nomowibio crneumanbHbiX
NPOrpaMMHbIX CPeACTB HE pexe O4HOro pasa B rog».

MopsiAOK TaKoro TeECTUPOBAHUS onpeaensieTcs nNaaHoM 3aWnTbl U BbINOIHAETCS
C NOoMOWbI crneunann3npoBaHHbIX MNPOrpaMMHbIX CpeacTB HernocpeacTBEHHO Ha
TexHunyeckmnx cpeacrtsax AC. TeM He MeHee, eCTb OAMH MNPUHUMNMANBHO BaXHbIN
anemeHT C3M HC[, TecTupoBaHuMe KOTOpPOro cneayetr OCYyWecCcTBNATb Ha
cneymanuampoBaHHbIX pabounmx Mectax. TakuMM 31EeMEHTOM SBASOTCA MNPOrpaMmbl
cuctemHon BIOS u pacwmpennin BIOS.

denctButenbHO, Kak 6bl10 NOKasaHo Bbile, HaaexHas 3awuta or HCA
obecneumBaeTcs co3gaHMEM W30IMPOBaAHHOW nporpamMmHoun cpegbl (UMNC), npuyem
nogaepxaHue UMNC BO3MOXHO TO/bLKO MPU UCMOSIb30BAHUM MOLIAroBOro ajaroputMa
KOHTPO/IS LEeNOoCTHOCTU, KOTOPbI, B CBOK o4vepedb, OTTA/IKMBAETCS OT HEKOTOpOro
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Ha4YanbHOro COCTOSIHUSI CUCTEMbI, MNPU KOTOPOM LIESIOCTHOCTb MCMO/Ib3YEMbIX Ha
JAHHOM 3Tane KOMMNOHEeHT 3apuKcupoBaHa.

Ona CBT tnna IBM PC Ha nepBOM 3Tane 3arpy3ku UCMNOJSIHAETCA nporpaMma
cuctemHoro BIOS. WMMeHHO 2Ta nporpamMma onpegensieT npoueaypbl 4YTeHus
peanbHbIX AaHHbIX ANa cieayrouwero atana.

LlenocTHOCTb nporpaMMHbIX cpeacts BIOS Heobxoammo obecneunTtb. B AaHHbIX
ycnoBmax 310  TpeboBaHwe cneayer  BbINOAHATbL 3@ CYET  NpUMEHeHUs
OpraHn3auMOoHHbIX Mep.

2.8. TpeboBaHME OUYNUCTKMN NaMATHU

NMpn nepBoHayanbHOM Ha3HAYEHUW WM MPpU MepepacnpeneneHnn BHELLUHEN
namatm KC3 gonxkeH npeaoTBpawaTb AOCTYN Cy6bekTy K OCTaTOYHOM MHMOpMaumu.
KC3 ponmkeH OCywecTBnsATb OYMUCTKY OMepaTUMBHOM WM BHewHen namatv. OuucTka
OO/HKHA NPOU3BOANTLCS MyTEM 3anucuM Mackmpyowen nHdopMaunum B NamMsaTb Npu ee
ocBoboxaeHnn (NepepacnpeneneHnmn).

O6cy>xpeHne

Ecnn ¢ BHewHen namaTbio BCe SICHO, TO C onepaTMBHOW ecTb npobnembl. B
yacTHOCTM - cpeactBamMu DOS 650K NamMaTU BblAENSeTCs 3ajdadve, M caMa 3ajava
CBOMMM CpeacTBaMM MOXET 3axBaTbiBaTb 610kM namMatu. MNpu peanmsaumm GyHKUUNA
OUYMCTKM MAMATM BaXXHO ouMLaTb Kak TO, TaK U gpyroe.

Peannzayms

B komnnekce «AkKopA». ocyllecTBnseTca nepexsaT PyHKUMA oCBOBOXAEHMUS
namMaTyM W 3aBepleHns 3agadn. MIMeHHO npu 3TOM UM BbINOJIHAETCA O4YMCTKA
onepatnMBHOM namaATU (ocBoboxaaemoro 6noka). O4MCTKa BHEWHEW NaMsATU Ha
NOKanbHbIX U CETEBbIX ANCKaX BbINOMHSAETCS ONUMOHHO.

CooTBeTcTBYIOWAN ONUMA «YHYuMCN0 NPOXOAOB NPU yaaNIEHUN>» - KOJIMYECTBO
NpoOX0A0B CNy4YanMHOW MocnefoBaTesibHOCTU MO CoAepXMMOMY (danna Ha AuUcKe npu
ero yjaaneHuu, ycTaHaBnuBaeTcd aaMUHUCTpaTtopoM bW npwu cosganHun T1PA
nosb3oBaTens.

ONUMOHHBLIA MexaHW3M NpuMeHeH B CBSA3M C TeM, 4YTO O4YUCTKA BHELIHEeN
namaTn TpebyeT onpeaeneHHbIX BpeMEHHbIX 3aTpaT, KOTopble He Bcerga (ucxoas wus
3HAYMMOCTM 3alMLlaeMblX peCypCcoB) OonpasaaHbl.

ATpnbyTbl YyCTaHaBnMBalTCs C nomowbio peaaktopa [MPOA k CBT wu

MHpopMaumoHHbIM pecypcaM AC. Pepaktop onucaH B [AOKyMeHTe <«YCTaHOBKa
npaBui pasrpaHnyenmnsa goctyna. Nporpamma ACED32.» (11443195.4012-037 97).
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3. HekoTopble 0cCO6eHHOCTH AeNCcTBUA aTpubyToB M
noarotosku N°PA

Yacto nepea HOpManbHOM MNOMbITKOW OTKPbITb cywecTByowmn dann
NporpaMMbl BbIMOMHSAKT MNPOCMOTP COAEPXWMMOro Kartasnora. B aToM cnydae, ecnwm
aTpmbyT «V» He ycTaHoBfneH, dpyHKumm FindFirst n FindNext Bo3BpaTaAT pe3ynbTaT
«owmnbka». B HekoTopbIX cny4dasx (Npy HEKOPPEKTHOM yCTaHOBKe aTpmbyToB) 3TO
MOXET 6bITb NCTOYHUKOM KONTU3UNA.

OTMeTUM, uTo BCe aTpubyTbl, KpoMe aTpubyTa «G», OTHOCATCS K COAEPXKUMOMY
KaTanora. ATpnbyT «G» OTHOCUTCA K COBCTBEHHO KaTanory.

Mpn HanucaHWM MporpaMM <«XOpPOLIMM TOHOM» CUMTaeTCs, Korga nporpamMma
co3faeT «BpeMeHHble» dalfbl B KaTtasore, UMs KOTOPOro XpaHWUTCSA B NepeMeHHOM
okpyxxeHnsa TEMP. Hanpumep, OC Windows n Bce nporpammbl ang Windows upmbl
Microsoft BHayane nbITalOTCA HAaUTWU NepeMeHHY OKpyxeHus TEMP, n npu ycnexe
MCMOMb3YT AaHHbIN  KaTanor Ans  pa3MeweHuns MPOMEXYTOYHbIX  AaHHbIX.
MpnMeHUTENbHO K <«AKKOpPA» MOXHO pekoMeHaoBaTb chnepywuwee: Ecnm y Bac
3a/laHa nepemMeHHas okpyxeHuss TEMP, To goctyn K 3TOMy KaTanory AoJiKeH ObiTb
MaKCMManbHO MOSHLIM (CcneayeT UCKIUYNTDb NULWb aTpUByT «X»- 3anyck Nnporpamm).

OTAenbHO CTOUT paccMOTpeTb npuMmeHeHue aTpubyTta «O». BBepeHue 3TOro
aTpmbyTa CBSI3aHO C TeM, YTO psAA4 NMPOrpaMM OTKPbIBalT pann Ha YTEeHMEe U 3anuchb,
XOTS peanbHO UCMOMb3YIOT TOMbKO onepaunm 4YteHusa. B 3TOM cnydae nosib3oBaTento
npuxoantcsa paspewaTtb [lpaBa p[octyna M Ha 4YTeHWMEe, W Ha 3anucb, 4TO
NOTEHUMANBHO MOXET C/IYXUTb WUCTOYHMKOM WHGOPMALMOHHBIX Yrpo3. YTobsbl
n36aBUTbLCA OT 3TOM OMACHOCTU, MOXHO <«pa3HeCTU» JAaHHble N0 chneymanbHbIM
KaTanoram. 2TO BMOJSIHE BO3MOXHbIM MyTb, OAHAKO, €ro NMpuMMeHeHue NpuBOAUT K
YCNOXHEHUI0 «llnaHa 3awuTbl» U yBENMYEHUIO KONMYecTBa KaTasnoros. BeBeAeHHbIN
B C3N «Akkopa» aTpubyT «O» no3BongeT pewuTb 3ajadvy ApyrMM MeToAdoM, a
MMEHHO: aTpmbyT «O» noameHseT (ansa 3agaydn) atpubyt "R" Ha COBOKYMHOCTb
aTpmbyToB «R» n «W». Npn 3TOM onepauns oTKpbITUS danna NnpoxoauT HOPMAsibHO,
a nonbiTKa 3anucu B 3TOT dann knaccupuumpyetca kak HCA. PeweHue o
npumeHeHun pana onucavua [P nonb3oBaTtenen atpumbyta «O» npuHMMaeTcs
aaAMMHUCTpaTopoM BU B TOM cnydae, korga dann no nnaHy 3awuTbl OKEH ObiTb
AOCTYNeH nonb30BaTentd TONbKO 4S9 4TeHus, a npuMeHsaeMmas ansa obpaboTku
AAHHbIX MporpamMMma nbiTaeTCs OTKPbITb 3TOT dann M Ha 4YTeHWe, M Ha 3anuce.
AHanuMs cuTyaumm MoXeT OblTb BbINOSIHEH MYTEM WU3YYEHUA OKypHana npu
TECTUPOBAHUM MNporpaMMHOro obecneyvyeHus, nNAAHUPYEMOro A/ BKJIKYEHUS B
cocTaB nporpaMmMHbIx cpeacts AC.

HekoTopble penakTopbl TEKCTOB (B 4YacTHoOCTU, Microsoft Word u «J1eKCUKOH>»)
COXpPaHAT npu peaakTuposaHum wuHdbopMaumio B dannax, wuMsa KOTOpOro
OT/IMYaEeTCA OT MMEHU peaakTupyemoro danna (ykasaHHble peaakTopbl 3aMeHSIoT
nepBblI1 CUMBOJST MMEHW Ha CUMBOJT <«TUNbAa» - BOJMHUCTAs fNWHUA). Ecnn HeT
BO3MOXHOCTWU He MCMNOJIb30BaTb Takue penakTopbl, TO Heob6XxoaMMO Mo - KpanHewn
Mepe npocneantb, 4Tob6bl 3TKM  annbl  OCTaBaNMCb HEAOCTYMNHbIMM  ANS
nosb3oBaTtesier, He UMeLWMX Ha 3TO NOSTHOMOUYMNA.
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ObpatuTe BHMMaHMe Ha AOCTaBKYy MHGOpMauun B BUAE ncnonHsemoro danna -
He BaXHO, B KaKOM BuWAe OCyWeCcTBAseTcd AoCTaBka - MO CeTUu, C MNOMOLWbIO
oTuyxgaemoro Hocutens u Ap. O4yeHb 4acTO MMEHHO TakoM cnocob ucnonblyeTcs
ON9 BHeApeHUs NporpaMMHbIX 3akfafoK, U odeHb Yacto nonblTkn HC Takoro poaa
OKa3blBAKTCA yCrnewHbIMU. BapuaHT BO34eNCTBUS, BbiBEAWMN U3 CTPoS He ogHy BBS
- MoCblJIka apxXmMBMpOBaHHOro darna, coaepkawero Heckonbko Gb Hynen. B
apXUBMPOBAHHOM BMAe TakKon ¢ann 3aHMMaeT BeCbMa HEMHOro MecTta, a npu
PacKpbITUMN OYeHb BbICTPO 3aHMMAET BCe NPOCTPaHCTBO AMCKA.

Ans Toro, 4utobbl M36eXaTb HEMPUSTHOCTEM TaKOro poAa, HY>XHO 3anpeliaTb
3anycK 3a4ay M3 BCEX KaTasioroB, KpOMe TEX, B KOTOPbIX XPAHSATCSA MPOBEPEHHbIE
moaynu. Cneayetr Takxe o6paTuTb BHMMAHME Ha WCMNOSb30BaHME OTUYXAAEMbIX
HOCUTENel - Kak B MaHe paspelleHUss Ha WCMoNb30BaHue (AaneKko He KaXaoMmy
NoJib30BaTeNt0 3TO HEO6X0AMMO), TaK M B MiaHe perncrpaumm u ydeta.
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4. NMpumepsbl MNP ana TMNOBbLIX CUTYaLMn pa3rpaHuyeHusn
Aocrtyna

BHUMAHME! lpaBuna pasrpaHnyennsa goctyna (MNPL), npuBeAeHHble B HACTOSILLEM
PYKOBOACTBE - 3TO JiMWb MNpUMepbl MUCNOJSIb30BaHMA aTpubyToB A0CTyna, a He
onucaHme NonnTuKM 6e3onacHOCTU. B KaxXaoM KOHKPETHOM cny4dae agMWUHUCTpaTop
BW ponxeH onuckiBaTb peanbHble pecypcbl AC (CBT)

Bynem cuutaTb, 4UTO (PU3MYECKMM AUCK Ha KOMMbloTepe pa3but Ha ABa
normyeckmnx gmcka. Kak Ha gucke C, Tak n Ha D pasMelleHbl KaTanoru, AOCTYyn K
KOTOPbIM MOryT UMETb pa3Hble Nosib3oBaTesin. [porpaMmMHbie cpeacTBa B OCHOBHOM
pa3sMelleHbl Ha C.

4.1. NMNpumep 1. CybbeEKTy pa3pewieHo paboTtaTtb B KaTanore
C:\DOC

B atom cnydae [P ans nonb3oBatens AO/KHbI coAepXaTb CneayloLwmm
nepevyeHb aTpnbyTOB:

MpaBa pocrtyna:

C:\ [R Vv G X S]
C:\ACCORD.X64\ [R Vv G X 0]
C:\DOC\ [R W C D N V M E G X 0]
C:\TEMP\ [R W C D N V M E G 0]

MosicHeHus: npu 3ToM BeCb AMCK C:\ AOCTYrneH TONbKO AN YTeHUs, B KaTanore
C:\ACCORD.X64\ pa3peweHo 4yTeHue ¢annos n 3anyck nporpamm, katanor C:\DOC\
aoctyneH nonHoctbto. K kartanory ...\TEMP\ cnepayer Bcerga 3agaBaTb MOJHbIN
AOCTYN, 3a UCKJIIOYEHMEM, pa3Be 4YTo, 3anycka nporpaMMm - 4acTto oH TpebyeTca ans
pa3sMelleHnss BpeMeHHbIX dannoB npuknagHblx 3agady. ®annoel AUTOEXEC.BAT u
CONFIG.SYS nonHocTbtlo HeaocTynHbl (“ckpbiTble” dannbl).

4.2. NMpumMep 2. NMNonb3oBaTesnio Ha AUCKe 6yayT BUAHbI U
AOCTYMHbI TOJIbKO ABHO ONMUCaHHbIE KaTaJiorm

MpaBa pocrtyna:

C:\ [R W C D N V M E G X 0]
C:\ACCORD.X64\ [R Y G X 0]
C:\DOC\ [R W C D N V M E G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
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Katanor C:\NORTON\ onucaH, Tak Kak W3 Hero 3anyckarlwTcs 3agaym - no
kpaniHen Mmepe, NC.EXE, HO B HeM 3anpelweHo yaaneHume n nepemMeHoBaHue
dannos. KopHeBow kaTanor onucaH 6e3 HacnepoBaHuUs npas Aoctyna. MMeHHO
Takon BapuaHT [P npepoctaBnsieT nonb30BaTeNt0 AOCTYN TONbKO K SBHO
OMMCaHHbIM KaTajsoram m ¢dannaMm — ocCTasjibHble pecypcCbl HEAOCTYMHblI U HEBUAUMbI
n3 nobbix pannoBbix 0bosoyek.

Obpatute BHMMaHWe - MpuM TakKnx aTpumbyTax BWUAHbI W [OCTYMHbI dannbl,
pa3MelleHHble B KOpHEBOM KaTanore aumcka C:. [nsa Toro, 4tobbl 3TM dannbl 6binn
HEeAOCTYMHbl MOSIb30BATENI0, M3 ONUCaHUSA KOPHEBOro KaTasiora HYXHO yAanuTb
aTpnobyT «V>»,

OnHako TakoW BapuaHT HenpuemneM npu pabote ¢ Windows, T.K. AaHHas
onepauMoHHas cucTtemMa npomM3BOAUT UTEHME W 3anucb HECKONbKUxX dannios,
pa3MelleHHbIX B KOPHEBOM KaTajnore. BoT npumep onucaHmsa npaB AoCTyna Ans
pabotbl ¢ Windows.

MpaBa pocrtyna:

C:\ [R W C V. M E G X 0]
C:\ACCORD.X64\ [R Y G X 0]
C:\DOC\ [R W C D N V M E G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\PROGRAM FILES\ [R W C V M E X S]
C:\RECYCLED\ [R W C V M E X S]
C:\TEMP\ [R W C D N V M E G S]
C:\WINDOWS\ [R W C D N V M E G X S]

BoT Tenepb Mbl NONYYUIN TO, YUTO XOTENMN.

4.3. NMpumep 3. PazpeweHo paboTaTtb ToNbKO € hanisiaMm m
TOJZIbKO B Bbll€JIEGHHOM KaTtaJnore

B 3TOM Ccny4dae nonb3oBaTesnio HeobxoanMo 3anpeTnTb 3anycCcK 3aga4, co3gaHune
N yaalneHmne noaKaTtasioros.

NpaBa gocryna:

C:\ [R W C V M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\DOC\ [R W C D N V G 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]

Tenepb MOXHO BepHYTbCs K [pumepy 1, n ybeautbcsa, 4TO Co3haTb KaTanor
MOXHO, HO YyBWAETb WX, Nepentn K HuMM U Boobuwle paboTtaTb C HuMM byaet
TPYAHOBATO - NO KpaMHen Mepe A0 Tex nop, Noka aaMuHUcTpaTop BU He ycTaHOoBUT
BHOBb CO3aHHbIM KaTasioraM Heobxoanmblie aTpnbyThbl.
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4.4. Npnmep 4. NpuMmeHeHne aTtpubyToB HacneaoBaHUNA

Ectb 1 6onee npoctoi cnocob6 - yCTaHOBUTb A1 pa3pelleHHOro kKartanora
aTpnbyT HacnegoBaHMA NpaB AOCTynNa.

NpaBa gocryna:

C:\ [R W C v M E G X 0]
C:\ACCORD.X64\ [R \Y G X 0]
C:\DOC\ [R W C D N V M E G S]
C:\NORTON\ [R W C V. M E X 0]
C:\TEMP\ [R wW C D N V M E G S]
Tenepb ¢ nogkatanoramu npob6nem bbITb He AOKHO.
4.5. NMpumep 5. To ke, HO NOJZIb30BaTENIO HeJsb3A yaanNAaATb hannbl
NMpaBa gocryna:
C:\ [R W C V. M E G X 0]
C:\ACCORD.X64\ [R \Y, G X 0]
C:\DOC\ [R W C N V. M E G S]
C:\NORTON\ [R W C V. M E X 0]
C:\TEMP\ [R W C D N V M E G S]

AHanornMyHolM 06pa3oM MOXHO MNpoOBEepUTb AEUCTBUE ApYyrnx aTpumbyToB W
coyeTaHun aTtpmbyToB. DTOT 3KCNEPUMEHT HaBEepHSAKa HaBedeT Ha Mbican 06
ONTUManbHOM NPUMEHEHUWN pa3rpaHUYeHns A0CTyna B Bawen cutyauunn.

4.6. NMpumMep 6. Y nonb3oBaTend NOJIHbIN AOCTYN K ANPEKTOPUM
Ha aumcke D

OcCHOBHble NapaMeTpbl:

e NoeHTndukaTtop:G2.

e [lpaBa agMunHUCTpaTopa: Her.

e [leTanbHOCTb XYpHana: Huska4g.
MpaBa gocrtyna:

C:\ [R W C V M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [R W C D N V M E G X S]
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4.7. Npnmep 7. KoHdbvaeHumnanbHoe AenonponusBoACTBO

O6blyHO 3apava  KOHMUAEHUMANbHOINO Aenonpou3BoACTBa  CTaBUTCH  Tak.
Monb3oBaTento MOPyYEHO WCMOSHUTb AOKYMEHT, B3sIB MUCXOAHble MaTepuanbl U3
YKa3aHHOW eMy AUPEKTOpUKU, N nepeaaTb FOTOBbIM AOKYMEHT B APYryH YKasaHHYH
eMy ANPEKTOpUID. DTO O3Ha4yaeT, UYTO Mbl AOJ/DKHbI OnpeAennTb AN NoSb3oBaTens
pa3nuyHble T[lpaBa A[ocTyna K AuvpekTtopuaM. Tak, U3 OAHOWM AMPEKTOpUMU
Nofib30BaTes/ib MOXET TO/IbKO KONMpoBaTb annbl (U, eCTeCTBEHHO, 03HAaKOMUTbLCHA C
HUMKU), HO HE MOXET HW peaakTMpoBaTb WX, HU yaanaTb. B gpyron («csoewn»)
ONPEKTOpMM OH MOXeT obpabaTbiBaTb AOKYMeEHTbl 6e3 orpaHu4yeHun, a B TPETbIO
OVPEKTOPMIO MOXET TOJSIbKO 3anncbiBaTb rOTOBblE MaTepuanbl.

MycTb A4Na WUCNOAHEeHUss AOKyMeHTa BblaeneH katanor ...\HHH\, a
nosb3oBaTeslb C pa3HbIMW NMpaBaMM MOXET UCMOSb30BaTb nogkatanorn Al,A2 n A3.
JTa 3a4ava peanmsyeTcsa cneayrwmmm atpubytamm:

OcHOBHble napaMeTpbl

e NneHTudunkaTop:G2.

e [lpaBa agMUHUCTpaTOpa: Her.

e leTanbHOCTb XypHana: Huskas.
NMpaBa gocryna:

C:\ [R W C V M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

N3 3TOro npmmMepa AACHO, 4YTO Mepea BK/AKOYEHWEM HEKOTOPOro rnporpaMmMHOro
CpeAcTBa B nepeyvyeHb UCNOJIb3YEMbIX B CUCTEME pa3rpaHUYeHUsa 4OCTyNa, HY>XHO ero
0CO06eHHOCTU M3yuuUTb. WM3yyeHMe MOXET OCHOBbIBATbCS HA WCNOAb30BaHUMU
BbICOKOrO YpPOBHS AETasibHOCTU XYpHana v aHanu3e pe3ynbTtatoB. [locne Toro, Kak
CTaHeT 4CHO, KaKue pecypcbl TpebyeT TO WAM MHOE NpPOrpaMMHOe CpeacTso,
HeobxoAMMO Ha OCHOBe aHanuM3a BbISIBUTb, WMEKTCS JIM BO3MOXHOCTM Ans
HapyweHus MNP n MoXHO nun co3aaTtb Takue TP, koTopble obecneyaT TpebyeMbin
ypoBeHb 6e3onacHoCTM mHdopMaumn. TonbkKo BCaes 3a 3TUM aaMuHUCTpaTop BU
MOXET MPUHATb pelleHne O BO3MOXHOCTU MPUMEHEHUA TeX WNU WHbIX CPeacTB.
HekoTopble pekomeHpaunm no cdopmuposaHuto MPL npu ncnonb3oBaHun Hambonee
pacnpoCTpaHEeHHbIX MpPOrpaMMHbIX cpeacTts 06paboTkm MHOpMauun NpuBeneHbl B
COOTBETCTBYIOLEM pa3fene HUxXe.
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4.8. NMNpumep 8. To ke, UTO U 7, HO pa3peLleH AOCTYN TOJIbKO K
KOpPHIO AUCKa A

B aTOoM cnyyae aTtpubyTbl MOryT 6bITb TAKUMMU:
NMpaBa gocrtyna:

A\ [R v G 0]
C:\ [R W C VvV M E G X 0]
C:\ACCORD.X64\ [R Y, G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R v G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C v G 0]

4.9. NMNpumep 9. To ke, HO NOJsIb30BaTeEJIb MOXKET YMTaTb BCe
c¢dannbl, pasMelleHHble Ha A

DTO O3HayaeT, YTO MoJsib30BaTesNto AO/KHbI ObITb AOCTYMHbI BCE nogkKaTanoru,
T.e. HY)KHO yCTaHOBUTb aTpubyT HacnegosaHua “S”.

NpaBa gocryna:

A\ [R Y G S]
C:\ [R W C V M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

4.10.Mpumep 10. YcTaHOBKaA aTpubyTtoB dpanos

Kak y)xe oTMe4yanocb, AOMOMHUTENbLHO MOryT onpeaensTbcs MpaBa AocTyna K
oTaeNbHbIM dainam - ¢ NpPUOpUTETOM, Aaxe ecnu dain pacnonoXxeH B KaTanore,
[OCTyNa K KOTOPOMY [JaHHbIi Mofib30BaTeNlb He uMeeT. PaccMoTpuM 3aaady,
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aHanornyHyt npueegeHHon B [lpuMmepe 9, HO C TEM OT/IMYMEM, UYTO MCXOAHbIN
MaTepuan Assa UCMOoSIHEHMS AOKYMeHTa pacnonoxeH B ¢danne C:\BOOK\BOOK.DOC.

OTOT MaTepuan o/mKeH ObiTb AOCTYNMeH NoSib30BaTesnto, HO Apyrue dannbl U3
TOro Xe KaTtasiora A0/IKHbl 6bITb HEAOCTYNHbI. B 3TOM cnyyae atpubyTbl MOryT 6bITb
TaKUMU:

MpaBa gocrtyna:

A\ [R Vv G S]
C:\ [R W C V. M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\BOOK\BOOK.DOC [R W C Vv ]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W C D N M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

B pesynbTtaTe paboTbl MOHUTOpPA pa3rpaHMYeHns 4oCTyna, NMpu YCTaHOBEHHbIX
TaknM obpa3oM aTpubyTax, nonb3oBaTesb HE CMOXET YBUAETb UCXOAHbIN dann (T.K.
He onucaH katanor BOOK), HO BMOSHE MOXeET CKOMMPOBaTb €ro KOMaHAou copy
c:\book\book.doc d:\hhh\a2\c1\book.doc

O6bpatute BHWMMaHWe Ha Hanmume aTtpubytoB W,C un V. O@OyHKuUK,
COOTBETCTBYKOLWME 3TUM aTpmbyTaM, MCNONb3YIOTCA BCTPOEHHOW KomaHpzon DOS
«COPY», n B aTON CBSA3N yCTaHOBKa UX saABNseTcs obsizaTenbHOU. YTo6bl n3basutcs
OT TakKuX HeoAHO3HadHoCTen, BMecTo KoMaHAabl «COPY» fydwe ucnosab30oBaTb
cneuvanbHO NOAroTOBNEHHYO Nporpammy. Ecnu Bbl ncnonblyete He command.com,
a Apyron uHTepnpeTaTop KOMaHAHOMW CTPOKM, TO NepeyeHb aTpubyToB MOXeET O6biTb
apyrum. Tak, gna NDOS goctatoyHo aTpubyToB R U V - OH HanmncaH KOpPpeKTHEN.

EcTtecTtBEHHO, Ha aHaNOrM4yHOM MNpPUHUMNE MOXHO MNOCTPOUTbL M 3anucb B
3apaHee onpeaeneHHbln dann.

4.11.MpumMmep 11. YcTtaHOBKa aTpnbyTOoB ANA BbiAeNI€HHbIX
nporpamMmm

NMpeoycMOTpeHa TakXXe BO3MOXHOCTb YCTAHOBKW pa3pelleHus Ha UCMNOJIHEHue
3a4a4, pa3MelweHHblX B BblAesieHHOM danne - BbleseHHbIX 3agadv. [lycTb
HeobxoanmMo 3anyctutb yTuamty TMTEST. [ng 3Toro ycTaHOBMM cneayroume
aTpubyThl:

NpaBa gocryna:

A\ [R Vv G S]
C:\ [R W C V M E X 0]

()
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C:\ACCORD.X64\ [R Vv G 0]
C:\ACCORD.X64\TMTES [ Vv X
T.EXE

C:\BOOK\BOOK.DOC [R W C Vv ]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W C D N M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Y G 0]
D:\HHH\A2\ [R W C D N V M E G X S]
D:\HHH\A3\ [ W C Vv G 0]

B naHHOM npuMmepe n3 katanora C:\ACCORD.X64\ pa3spelweH 3anyCcKk TOAbKO
nporpammbl TMTEST.EXE.

ObpaTnTe BHMMaHWe - KpoMme aTpmbyTa «X» HeobxoAMMO YCTaHOBUTb U «V».
DTO CBA3aHO € 0cobeHHOCTSAMM 3anycka 3agad (byHkuma FindFirst).

4.12.MpumMmep 12. 3anpeT gocrtyna Kk pannam

MycTb nonb3oBaTento A4 3anpelleH AoCcTyn K dannam c pacwupenmem .BAT un
.SYS, pa3melleHHbIM B KOpHEBOM KaTasnore aucka C:. B aToM cnydae NP/ Bbirnagar
Tak:

OcCHOBHble NapaMeTpbl:

e NneHTudukatop: A4.

e [lpaBa agMunHUCTpaTopa: Her.

e [leTanbHOCTb XYpHana: Huska4g.

MpaBa pocrtyna:

C:\ [R W C V. M E G X 0]
C:\ACCORD.X64\ [R Vv G X 0]
C:\*.BAT [ ]
C:\*.SYS [ ]
C:\DOC\ [R W C N V M E G S]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]

4.13.MpumMep 13. AHanNu3 pecypcos

MNepea TeM, kak BkaounaTtb B AC HOBOE nporpamMMHoe CpeacTBo,
aaMUHUCTpaTop BU aomxeH nsyunTb ero o0CO6eHHOCTM B YacTu AOCTyna K pecypcam.



40
11443195.4012-037 90

He wucknioyeHo, 4To Tpebyemble pecypCbl He MO3BOMAT MPUMEHSTb M3y4daemble
nporpaMmbl B coctaBe AC, WAWM, BO3MOXHO, BO3HUKHET Heob6XxoAMMOCTb
nepecMoTpeTb «l1aH 3aWmThbl».

Ons aHanusa pecypcoB uenecoobpasHo yCTaHOBUTb B nporpamme «ACED32»
A1 HEKOTOPOro Nosb30BaTesis BbICOKUMA YPOBEHb AeTasibHOCTU XKXypHana M MOJSHbIN
AOCTyn K kKatanoraMm u dannam, npoBecTn ceaHC paboTbl C KU3y4yaeMbIM
NporpamMMHbIM CpeACTBOM, a 3aTeM nocpenctsoM nporpammbl «LOGVIEW» nayuutsb
Tpebyemble ansg paboTbl nporpammbl pecypcbl. HeobxoanMMO MOMHUTBL, 4TO 06beMm
XXYPHanNoB npu BbICOKOM YypOBHEe AeTanbHOCTU 6yaeT o4veHb 60nbWKMM, U, B 3TOM
CBA3KW, ceaHC paboTbl A0/MKEH ObITb He CAMWKOM ANIMHHbLIM. Jlydwe, B crydae
HeobxoanMOCTU, U3yyeHne NPoBEeCTU HECKOSIbKMMU HEBObLUMMKY CEaHCaMMN.

4.14.Mpumep 14. Ucnonb3oBaHue atpubyra «O0»

Myctb B coctaB AC BKJlOYeHa HeKkoTopas creuuanusmpoBaHHas npoueaypa
KonmpoBaHUsa MHGoOpMaumMm mycopy.exe (ecteCTBeHHO, 3TO TOMIbKO npumep). MycTsb,
Takxe, no [lnaHy 3awWuTbl NOSib30BaTeN0 AOCTYMHbl KaTanoru, kKak B lpumepe 7.
MonblTaeMcsa BOCMOSIb30BATbCA 3TOW MpoLeayporn Mpu CAeayrwmX YCTaHOBAEHHbIX
aTpmbyTtax:

NMpaBa gocrtyna:

C:\ [R W C V M E G X 0]
C:\ACCORD.X64\ [R Vv G 0]
C:\NORTON\ [R W C V M E X 0]
C:\TEMP\ [R W C D N V M E G S]
D:\ [R W C D N M E G 0]
D:\HHH\ [ G 0]
D:\HHH\A1\ [R Vv G 0]
D:\HHH\A2\ [R W C D N V M E G S]
D:\HHH\A3\ [ W C Vv G 0]

Bocnonb3yemcs ans konupoBaHus wumewowenca B AC nporpamMmon mycopy
d:\hhh\al\test.txt d:\hhh\a2\test.tst

Mpu 3ToM 6yaeT BblAaHO coobuieHne 06 ownbke - 0 HEBO3MOXHOCTU OTKPbITb
dann. UsmeHuM Tenepb aTtpubyTbl AOCTyna, a MMEHHO B 4acCTuM OMMUCaHWUA Mpas
aocrtyna k katanory d:\hhh\ail:

D:\HHH\A1\ [R Vv O G 0]

Mpwn 3TOM npoueaypa 6yaeT ycnewHo BbINOJIHEHA.

4.15.Mpumep 15. OnucaHme ceTeBoro pecypca

NnniocTpaunio UCNoNb30BaHMSA CeTEBbIX PEeCypcoB MPOAEMOHCTPUPYEM Ha
3a4a4ye, aHanormyHom npuBeaeHHon B [Mpumepe 7. 34ecb, OAHAKO, KaTtanoru
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pasMeLLaloTCs Ha cepBepe, a NoJib30BaTeNM MMEIT pasfnMuHblie npasa. MpusoanMas
Lenoyka  noKasbIBaeT, KaKk  MOXHO  OpraHusoBaTb  KOHMUAEHUMANbHOE
[enonpon3BoacTBO B ceTu. HeobxoaMMo 06paTUTb BHWMaHWME Ha OnucaHue
KaTanoros, pacrnofioXeHHbIX Ha cepBepe.

Monb3oBarennb: Al

OcCHOBHble nNapaMeTpbl:

e NneHTudunkaTop:Al.

e [lpaBa agMuUHUCTpaTopa: Her.

e [leTanbHOCTb XypHana: Huskasg.

NMpaBa gocryna:

C:\ [R W C vV M E G X 0 ¢S]
D:\ [R W C D N V M E G X 0 0]
\SERVER\VOL2\ [ G 0]
\SERVER\VOL2\A1\ [R Vv G X A 0]
\SERVER\VOL2\A2\ [R W C D N V M E G X 0 0]
\SERVER\VOL2\A3\ [ w C Vv G O 0]

Monb3oBarenb: A2

OCHOBHble NapaMeTpbl:

e NaeHTudunkaTop:A2.

e [lpaBa agMuUHUCTpaTopa: Her.

e [leTanbHOCTb XYypHana: Huska4.

NpaBa gocryna:
C:\ [R W C v M E G X 0 ¢S]
D:\ [R W C D N V M E G X 0 ¢9]
\SERVER\VOL2\ [ G 0]
\SERVER\VOL2\A1\ [R Vv G X A 0]
\SERVER\VOL2\A2\ [R w C D N V M E G X 0O 0]
\SERVER\VOL2\A3\ [ w C Vv G O 0]

Monb3oBaresnb: A3

OcCHOBHble NapaMeTpbl:

e NaeHTudpunkaTtop:A3

e [lpaBa agMuUHUCTpaTopa: Het

e [leTanbHOCTb XypHana: Hulkas

MpaBa pocrtyna:
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C:\ [R W C V M E G X O S]
D:\ [R W C D N V M E G X 0O 9]
\SERVER\VOL2\ [ G 0]
\SERVER\VOL2\A3\ [R Y G X A 0]
\SERVER\VOL2\A4\ [R W C D N V M E G X 0O 0]
\SERVER\VOL2\A5\ [ W C Vv G o 0]

MpuMeuyaHue: 4To6bl AaTb NOAb30BaTENO MOJSIHbIA AOCTYN KO BCEM CETEBbIM
pecypcaM, HYXXHO B OMWCaAHWK KaTasioroB BBECTU CUMBOA « \ » W AaTb MOJIHbIN
poctyn - [RWCDNVMEGXO S]. B 3TOoM cnyyae [oCcTyn onpenensieTca TosbKOo
HacCTpoOMKaMu CeTeBOro agMMHUCTPUPOBAHMUS.

4.16.NMpnmep 16. CozgaHne N30/IMPOBaHHOW NPOrpaMMHOM
cpeab! (UIMNC) B OC Windows

Windows obnagaet AoCTaToyHO O6WMPHLIM HAabopoM YHKUUMN U YTUAUT ANK
M3MEHEHUS KOHMUrypaumm v noaKJIYeHNss HOBbIX YCTPOMUCTB U pecypcoB. C ogHOM
CTOPOHBbI 3TN PyHKUMKN obnieryatoT paboTy KBanmuumMpoBaHHOMY MOJSIb30BATEND, HO
C OpPYron - MOryT CNy>XuTb UCTOYHWMKOM HC[. Hawnbonee addekTnBHLIM cnocoboMm
co3gaHma WUMNC sasnaetca co3gaHuve <«b6enoro» Crnucka npoueccoB C MOMOLLbHO
MaHAaTHOro MexaHu3Ma pasrpaHWyeHms [OoCTyrna C KOHTPOJIEM MpoueccoB u
OVNHAMMYECKOro  KOHTPONS  UefloCTHOCTM  dannoB U3 3TOro  cnucka  (CM.
MpunoxeHne 3  AOKyMeHTa «YCTaHOBKa nMpaBwu/  pasrpaHnyeHus  gocrtyna.
Mporpamma ACED32» 11443195.4012-037 97), KaK UCNonb3ys, Tak U HE UCMOMb3yS
yTnnuty Actskmng.exe.

Mpy MCNONb30BaHWUM MaHAATHOrO MexaHuM3Ma B peaakTope npasB AocTyna
ACED32.EXE aBTOMaTuyecku Bk4arTca B cnumcok [P Bce 3agayn, KOTOpble B
OaHHbIK  MOMEHT HaxoasaTca B namMatu. B pganbHenweM 3TOT CNMCOK  MOXET
KOppeKTMpoBaTbCA aAMUMHUCTPATOPOM HA OCHOBe MWHMOpMauum B XKypHane
pernctpaumn. [lonb3oBaTtens (MM onepaumoHHass CUCTeMa B CeaHce 3TOoro
nonb3oBaTenisi) He CMoXeT B npouecce paboTbl 3anyCTUTb NpoLecc, KOTOpbIN
NbITA€TCSA MOJIY4YUTb AOCTYN K pecypcy, HO He BKJ/HOYEeH B 3TOT CAUCOK, UM ero
YpOBEeHb [OCTyna HuXe MeTKM [A0CTyna pecypca. [lpoueccy MOXHO Ha3HauyuTb
YpPOBEHb AOCTyna TakumM obpa3oM, 4Tobbl obpabaTbiBaTb AaHHble(06beKTbl) C
onpeneneHHom MeTKOM A0CTyna nosib3oBaTeNlb CMOr TOAbKO npoueccaMu(3agadyamun)
C onpeAesieHHbIM YPOBHEM AoCTyna.

JlocTyn K nonb30oBaTenbCKMM KaTanoram u dannam cnepgyetr nponucaTtb B
COOTBETCTBUM C MOJSIHOMOYMSIMU, YCTAHOBJIEHHbIMWU AN AAHHOro nonb3oBaTensa (c
MCNONb30BAHMEM AUCKPELIMOHHOINO MW MaHAaTHOro Mertoga). JocTtyn K dannam u
nankamM onepaunMoHHOM CUCTEMbl OMUCbIBAOTCA Tak, 4Tobbl obecneunTb
paboTocnocobHOCTb CUCTEMbI, HO MUCKOUYNTb BO3MOXHOCTb HECAHKLMOHUPOBAHHOIO
U3MEHEHMUS. Mocne  nepesarpysku KOMMblOoTEpa n BX0Aa B  CUCTEMY
3aperncTtpupoBsaHHoro nonb3oBaTtens 3anyctutca OC Windows, B KoTOpou
nosb3oBaTenb MOXeT paboTaTb TONbKO B pa3pelleHHbIX KaTanorax WM TONbKO C
ycTtaHoBneHHbIM MO. MNP B 3TOM cfiyyae MOryT BbIrs4eTb Tak:
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MNMonb3oBaresnnb: MAIN_USER
e [lpaBa agMUHUCTpaATOpa: Het
e [leTanbHOCTb XypHana: Hu3lkasa

--------------- O6beKTbl--===========---
\ R VO G S] OBwenmocTyIHO
A\ R VO G X0] OBmemocTyIIHO
:\ACCORD.X64\ S] OBmemocTyIIHO
:\BOOT.INI
:\DOCUMENTS AND SETTINGS\ RWCDNV MEGn XS] OBmenocTyIlHO
:\PROGRAM FILES\ R VO G XS] OBmenmocTyIIHO
:\PROGRAM FILES\MICROSOFT OFFICE\ R Y G S] OBmwenmocTynHO
:\PROGRAM FILES\MICROSOFT OFFICE\*.DLL R \Y X
:\PROGRAM FILES\MICROSOFT OFFICE\*.EXE R \Y X
:\RECYCLED\ RWCDNV MEGn S] OBuedoCcTyIHO
s \WINNT\ R VO G XS] OBmemocTyIIHO
:\WINNT\SYSTEM32\ACCESS.CPL
:\WINNT\SYSTEM32\ACCORD. SCR R \Y% X
:\WINNT\SYSTEM32\ACGINA.DLL R \Y X
:\WINNT\SYSTEM32\ACRUNVDD.DLL R \ X
:\WINNT\SYSTEM32\ACRUNVDD.EXE R \Y X
:\WINNT\SYSTEM32\ALSNDMGR.CPL
:\WINNT\SYSTEM32\APPWIZ.CPL
:\WINNT\SYSTEM32\AUTOEXEC.NT R
:\WINNT\SYSTEM32\AZIAHLP.DLL R \Y X

:\WINNT\SYSTEM32\BDEADMIN.CPL

:\WINNT\SYSTEM32\DESK.CPL

:\WINNT\SYSTEM32\DRIVERS\ACRUN. SYS

:\WINNT\SYSTEM32\FAX.CPL

:\WINNT\SYSTEM32\HDWWIZ.CPL

:\WINNT\SYSTEM32\IAMCPL.CPL

:\WINNT\SYSTEM32\INETCPL.CPL

:\WINNT\SYSTEM32\INTL.CPL

:\WINNT\SYSTEM32\IRPROPS.CPL

:\WINNT\SYSTEM32\JOY.CPL

:\WINNT\SYSTEM32\MAIN.CPL

:\WINNT\SYSTEM32\MMSYS.CPL

:\WINNT\SYSTEM32\NCPA.CPL

QO Q) Q| Ql Q] aQl al alal aQl aQl Ql Ql Q| aQl aQl al aQl al al al al Ql Ql Q| Q] Q| Q| Q] Q] Q] A »

:\WINNT\SYSTEM32\NWC.CPL
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C:\WINNT\SYSTEM32\ODBCCP32.CPL [ ]
C:\WINNT\SYSTEM32\POWERCFG.CPL [ ]
C:\WINNT\SYSTEM32\STICPL.CPL [ ]
C:\WINNT\SYSTEM32\SYSDM.CPL [ ]
C:\WINNT\SYSTEM32\TELEPHON.CPL [ ]
C:\WINNT\SYSTEM32\TIMEDATE.CPL [ ]
C:\WINNT\SYSTEM32\TMATTACH.DLL [R \Y% X ]
C:\WINNT\SYSTEM32\TMDRV32.DLL [R \ X ]
C:\WINNT\TEMP\ [RWCDNV MEGn S] OBumemocTyIIHO
D:\ [R VO G 0] OBmemocTyIIHO
D:\OPEN DOC\ [RWCDNV MEGn S] CexpeTHO

E:\ [R v G 0]

E:\RECYCLED\ [RWCDNV MEGn S]

E:\SYSTEM VOLUME INFORMATION\ [RW Y G S]

ACCORD.SCR
ACRUNNT.EXE
AUTOCHK.EXE
CSRSS.EXE
EXPLORER.EXE
INTERNAT .EXE
LSASS.EXE
MPNOTIFY.EXE
NDDEAGNT . EXE
OSA.EXE
PSTORES .EXE
REALPLAY .EXE
RPCSS.EXE
SERVICES.EXE
SETUP.EXE
SMSS .EXE
SPOOLSS.EXE
SYSTEM
SYSTRAY.EXE
TASKMGR.EXE
USERINIT.EXE
WINLOGON.EXE
WINWORD.EXE
_AVPCC.EXE

[OBmenoCcTynHO
[OBmemoCcTyIIHO
[OBmenoCcTyIIHO
[OBmenoCcTyIIHO
[OBbmenoCcTyHnHO
[OBmemoCcTyIIHO
[OBmenoCcTyIIHO
[OBmenmoCcTyIIHO
[OBbmenoCcTynHO
[OBmemoCcTyIIHO
[OBumenoCcTyIIHO
[OObmenoCcTyMIHO
[OBmenoCcTynHO
[OBmemoCcTyIIHO
[OBumenoCcTyIIHO
[OBmenoCTyIIHO
[OBmenoCcTynHO
[OBmemoCcTyIHO
[OBumenoCcTyIIHO
[OBmenoCcTyIIHO
[OBmenoCcTynHO
[OBmemoCcTyIIHO
[CexpeTHO]

[OBmenoCcTyIIHO ]

S S S ST ST T T T S SO S S ST ST ST T VT T S S (S|

Monb3oBaTtenb cMoxeT paboTaTtb C AoKyMeHTaMu B kaTtanore D:\OPEN_DOC
Tonbko cpeacteamMu WinWord, n He MOXeT U3MEHUTb KOHMUTypauno CUCTEMBI.

4.17.MpumMmep 17. Perncrpauvs BbiBoAa AOKYMEHTa Ha
nevyararoujee yCTpomcrso

MNMonb3oBaresnnb: MAIN_USER
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e [lpaBa agMunHUCTpaTopa: Her.
e CtapTtoBbit KaTtanor: C:\.
e [leTanbHOCTb XYypHana: Huska4g.

A\ [R W C D N V O M E G X S]
C:\ [R W V O G X 0]
C:\ACCORD.X64\ [R W V O G S]
C:\DRWEB\ [R W V O G S]
C:\MSOFFICE\ [R W C D N V O M E G X S]
C:\PROGRAM FILES\ [R W C D N V O M E G X S]
C:\TEMP\ [R W C D N V O M E G S]
C:\WINNT\ [R W C D N V O M E G X S]

Ana pernctpaunmn BblBOAa AOKYMEHTA Ha nMNedartakulee YCTpOVICTBO 7
MapKUPOBKH KOHCbVILI,eHLWIaJ'IbHOFO AOKYyMEeHTa HYXHO YCTaHOBUTb MNOACUCTEMY
KOHTPONS ne4yatu W BKJIKUYUTbL MONb30BATENO OMNUUID <«AKTUBMPOBATb KOHTPOJIb
ne4vyaTtum>.,

Ona  pernctpaumn TONbkKOo akKTa BbiBOAA AOKYMEHTA Ha Meyartawulee
YCTPOMCTBO AOCTATOYHO YCTaHOBUTb aTpubyT w (perucrpauusi 3anmcu) B Crnucke
aTpnbytos ob6bekTa C:\WINNT\SPOOL\PRINTERS\.
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5. NMNpaBoBble acneKkTbl NpUMeHeHUsA KoOMMJieKkca

MporpaMMHo-annapaTHbii komniekc C3U HCO «Akkopa-Win64»™ v.5.0 wu
CONyTCTBYOWAsa AOKYMeHTaumsa 3awmuieHbl 3aKoHOM Poccnmn 06 aBTOpCKMX npasax,
a Takxe nonoxeHuamm MexayHapogHoro [orosopa. Jlioboe wucnonb3oBaHue
AAHHOro KOMMekca B HapylleHne 3aKkoHa 06 aBTOPCKUX MpaBax WAM B HapylleHune
nonoxeHun 2[ Ha komnnekc 6yaer npecneposatbcs OKB CAlMP B cuny Hawmx
BO3MOXHOCTEN.

ABTOpCKME MpaBa Ha AaHHOEe m3genue, B TOM 4ucie annapaTHble cpeacTtBa U
cneuymanbHoe MO, npuHagnexat OKB CAIP, Poccusa, 115114, r. MockBa, 2-#
KoxxeBHuueckun nep. A.12, ten. (495) 994-72-62, dakc: (495) 234-03-10, E-mail:
okbsapr@okbsapr.ru.

OKBb CAIP pa3spewaer BaMm pgenatb apxuBHble KOMWUM MNpPOrpaMMHOro
obecrneueHnss koMmnnekca <«Akkopa»'™™ Ans UCNONIb30BaHMS  MNoTpebuTenem,
NpuMobpeTILNM KOMMNIEKC «Akkopa»™ B YCTQHOBNIEHHOM rnopsake. Hu npm Kakmx
obcToATENbCTBAX MNporpaMMHoe  obecrneveHne  KoMmmnnekca  «Akkopa»'™  He
pacrnpoCcTpaHseTca Mexay ApYrMMun npeanpuatmammn (pupmamm) n nmuamu.

Yaansate B NpoAyKuuM Komnnekca <«Akkopa»™ yBegoMneHve 06 aBTOPCKUX
npaBax HU NpU Kaknx o06CToATENbCTBAxX He A0MyCKaeTcs.

MpyMeHeHne cpeacTB KoMmmekca <«Akkopa»™ ans Apyrux uenein BO3MOXHO
TONIbKO MpW Hann4mm nnucbMeHHoro cornacma OKB CATP.

OTMeTUM, YTO NpeablaylimMe orpaHMYeHns He 3anpelarnT Bam pacnpocTpaHaTb
Bawun cobCcTBEHHbIE WCXOAHbIE KOAbI MAW MOAY/NN, CBSI3aHHble C MPUMEHEHUEM
nporpaMMHOro obecneyeHms komniekca «Akkopa»™. OAHaKo, TOT, KTO Mofay4aeTt oT
Bac Takme mncxogHble KOAbl MW MOAYNU, OO/HKEH NPUOBPEcTM CO6CTBEHHYI KOMUIO
Hallero NporpaMMHOro obecneyeHusi, YTob6bl Ha 3aKOHHOM OCHOBaHMWM NUCMOMb30BaTb
ero U UMeTb cepTUdUKaT COOTBETCTBUS.

OKBE CAIP rapaHTUpyeT McnpaBHOCTb DM3NYECKNUX IK3EMNASPOB annapaTypbl
M OOKYMeHTauuMu, MOoCTaBNsSEMbIX B COCTaBe KoMmmnnekca <«Akkopa»™, cornacHo
dopmMynsipy Ha 3TOT KOMMJIeKC.

Mbl npocuM nosnb3oBaTens npu  obHapyXeHun owunbok unm aedekToB
HanpaBuTb HaM MNOAPOOHbIM OTYET O BO3HMKLWMX MNpobnemax, KOTOpbIM MNO3BOAUT
HanTN n 3admKcnposaTb Npobnemy.

Komnnekc«Akkopa»™ nocrtaBnsieTcss no nNpuHUMny «as is», T.e. OKB CAIP Hu
Npu Kakmx obCcTosATeNnbCTBAX He NMpeAycMaTpuBaeT HMKAKOM KOMMeHcauuu 3a Bawwu
AONoJSIHUTENbHblE YObITKM, BKAKOYasa Ntobble noTepu Npmbblanv, NOoTEpU COXPAHHOCTU
wnu ppyrme yb6bITKM BCNeacTBMe aBapUMHbIX CUTyauun Wanm UxX NocneacTtBun,
ybbITKW, KOTOpble MOryT BO3HUKHYTb W3-3a WCMNO/Ab30BaHUSA WM HEBO3MOXHOCTMU
MCNoJIb30BaHMS KoMmnnekca «Akkopa»™. TeM He MeHee, nobble Bawwmn notepmn MoryT
6bITb BO3MeLleHbl B TOM ciy4yae, ecnm Bbl opopMuTe CTpaxoBoM MOAMC Mo pasgeny
«CTpaxoBaHue wuHpopMaumoHHon 6e3onacHoctu». CTpaxoBka odopMnaseTcs no
Bawemy TpeboBaHUIO HENOCPEACTBEHHO Y MOCTaBLUMKA.
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MNpy NOKynkKe n NPUMEHEHUM KOMMiekca «Akkopa»™ npeanonaraercs, YTo Bbl
3HaKOMbl C JdaHHbIMM TpeboBaHMSAMM aBTOpPOB pa3paboTKM M  U3roToBAEHUS
KoMMiekca «AKkopa»™ M cornacHbl C NOIOXKEHUSIMU HACTOSILLEro pa3aena.
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6. TEXHUYECKASA NOAAEPXKA

B cnyuyae HeobxoaumocTtn koHcynbTauum 3A0 «OKB CAlP» npepnaraet 6e3
OOMNONHUTENbHOW onnaTbl C noHegenbHMka no natHuuy ¢ 10-00 go 18-00 (no
MOCKOBCKOMY BpeMeHW) obpaluaTtbcsa no tenedoHaM:

+7 (495) 994-49-96
+7 (495) 994-49-97
+7 (926) 235-89-17
+7 (926) 762-17-72

WIN MO aapecaM 3N1EKTPOHHOW MOYThbl:
help@okbsapr.ru
support@okbsapr.ru

Bonpocbl No 3kcnayaTaumMm KOMMAEKca MOXHO TakXXe 3aAaTb Ha OpyMe Ha Hallem
camte www.accord.ru.

Haw agpec B UHTepHeTe http://www.okbsapr.ru/.
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Mpuno>xeHue 1. PekoMeHaaumm no opraHMsaymm cnyxxb6bl
nHpopMauMOHHON 6e3onacHOCTH

OTBeTCTBEHHbIMWU 3a 3awuty wuHdbopMmaumm B AC (CBT) gBngawTCca Bce
PYKOBOAUTENN N OTAENbHbIE NoNb3oBaTenn (onepaTtopbl) B npegenax nx cnyxebHowm
KoMMneTeHUNN.

Ana HenocpeacTBEHHOM opraHm3aunm u obecrneyeHns @QYHKUMOHUPOBAHUS
CUCTEeMbl 3awWuTbl UWHMOpMaumm, Kak KoMnoHeHTa AC, B opraHmsaumm (Ha
npeanpuatin, dupMe - panee nno TeKCTy oOpraHum3aumm)  AO0MKHbl - 6bITb
npeayCMOTpeHbl ChneuuanbHble OpraHbl WM OTBETCTBEHHble nuua - cnyxba
6e3onacHocTn nHpopmaumm (CBN) nnmn agmmHmncTpatop 6e30nacHOCTU MHMOPMaLUNUN.

CotpyaHukn CBW (agMmuHuctpatop BW) nommmo 6e3ynpedyHor penytauumm u
MONHOrO [A0Bepusi CO CTOPOHblI pPYKOBOACTBA OpraHm3auuMm Ao/kHbl obnapaTb
onpeaeneHHbIM YPOBHEM 3HAHMN M HABbIKOB B 061aCTU BbIYUCAUTENBHOW TEXHWUKMW,
OOCTATOYHbIM ANS  SCHOrMO MOHWMMaHMS BCEX BMAOB Yrpo3 annapaTHbIM U
nporpaMMHO-UHpoOpMaumoHHbIM  pecypcam AC (CBT) wn HeobxoauMmbiM  Ans
FPaMOTHOIro ynpasneHus n 3ad@PeKTUBHOro NpMMEHEHN CPeaCTB 3alUnThbl.

OpraHu3aunoHHo-rpaBoBot cratyc CbU (aamuHucTtpaTtopa bU)

e CbM (agMuHuctpaTtop BW) [OMXKHbI MOAYMHATBCS TOMY JfinLy, KOTOpoe B
OAHHOMW oOpraHm3aunmm HeceT TrMepCcoHasibHYK OTBETCTBEHHOCTb 3a cobniaeHune
npasun obpalleHus c 3awmuwaeMon nHpopmaymen;

e COTPYAHUKKN cnyxbbl (agMuHUcTpaTtop BU) A0MXKHBbI MMETb NpaBoO AOCTyNa BO
BCe nNOMelleHnsl, rae YycrtaHoBneHa annapatypa AC v npaBo npekpawaTb
aBTOMaTU3MPOBaHHYD 06paboTKy WMHpOpMauMM NpU HAAUUYUMK UN YIPO3e YTEeYKMU
3awmuiaeMon nHpopmaunm;

e pykosoautento CBW (agmuHuctpatopy BW) pnomkHO 6bITb npefoctaBneHo
npaBo 3anpewaTb BK/YEHWE B 4UYUCNO AEUCTBYIOLUMX HOBble 3/1IEMEHTHI
KoMnoHeHToB AC, ecnm oHKU He oTBe4vatloT TpeboBaHMAM 3alUnTbl MHDOpMaLUK;

e cnyxxb6e bW (aamumHuctpaTtopy BW) ponxHbl obecneumBaTbCs BCe YCNOBUS,
HeobxoanMble ANs BbINOSHEHUSA CBOUX DYHKLMOHANbHbIX 06593aHHOCTEN;

® UACNEHHOCTb CNyX6bl Ao/mkeH O6biTb AOCTAaTOYHbIM A8 BbIMNOJHEHUS
nepeyvYncrieHHbIX Bblle (PYHKUWN, NMPpU 3TOM LUTATHbLIA COCTaB He AO0/HKEH UMeTb (Mo
BO3MOXHOCTWN) APYrMX 0693aHHOCTEN, CBA3aHHbIX C PYHKUNOHMpoBaHneM AC;

e CO3/aBaeMasi CTPYKTypa 3awutbl MHPopmauumm B CBT npu npuMeHeHunu
komniekcos C3M HCO <«Akkopa»™ p[oO/MmKHA NoOAAEPXMBATbCA  MEXaHU3MOM
YCTAHOBJ/IEHUS MOSHOMOYUMA nonb3oBaTensam CBT m ynpaBneHneM mx [OCTYMNOM K
MHpopMaumoHHbIM pecypcaM. Ons atoro CBU (agmnHuctpatop BU) paspabaTtbiBaeT
N BBOAUT B AENCTBME YCTAHOBMIEHHbIM B OpraHusaumu rnopsakoM OpraHmM3aunoOHHO-
npaBoBble AOKYMEHTbl NO rnpuMeHeHuto CBT Cc BHeApeHHbIMW CpeACTBaMU 3alUuTbl C
y4yeTOM AENCTBYHOLWMX HOPMATMBHbIX M 3aKOHOAATE/NbHbIX 4OKYMEHTOB.

O6sa3aHHOCTM agMuHUcTpaTopa bW no npumeHeHunio komnnekcos C3UM HCA
«Akkopa»™:

1)Ha ocHoBe «[lnaHa 3alwuTbl», BBEAEHHOr0 B OpraHm3auun, paspabaTbiBaTb
Tabnuubl pasrpaHuWYeHnss A[OCTyna K 3aluulaeMbiM pecypcaMm, BBoAUTb (Mpwu
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YyCTaHOBKE KOMIMJIeKCa) MNOSIHOMOYMS MOoNb30BaTeNen M KOPpPEKTUPOBATb UX B Xoae
akcnnyatauum CBT.

2)YcTaHaBnmBaTb KoMmnnekc 3awmtel B CBT w© opraHusoBbiBaTb ee
3KCNayaTaumio C BHeApPEHHbIMU CpeACTBaMM 3alUMUThI.

BHUMAHME! lMocne yctaHoBkM koMmnnekca B CBT Ao/mKHbl 6biTb NPUHATBI Mepbl MO
obecneyeHU0 HeusBsieYeHUA MaTbl KOHTposiiepa (onedaTblBAHME MaCTUYHOWM
neyaTbto, MOKPbITON CUAIMKATHLIM KneeM (KUAKUM CTEKIOM) Unu ap.

3)TwaTtenbHO aHanu3MpoBaTb Mpoueccbl @YHKUMOHUPOBAHUSA MporpammM,
KOTopble 6yayT 3aKkpernsieHbl 3a N0Sb30BaTeN MU, B COOTBETCTBUMM C 3TUM CO3AaBaThb
AN KaXAoro M3 HUX M30JIMPOBAHHYKD MPOrpaMMHYI0 cCpeay MCNOSIHEHUS 3a4auu,
ncxoas U3 nx PyHKUMOHaNbHbIX 06513aHHOCTEN.

BHUMAHME! HexenaTtenbHo, YTOOGbI nporpamMmesl, 3aKpensieHHble 3a
nonb3oBaTesiaMM, WMeNnM BO3MOXHOCTb AOoCTyna K AuckaM no abContoTHbIM
CEeKTOpaM, BO3MOXHOCTb NPAMOro pesakTMpoBaHUS NaMATu.

4)0O6y4yaTb nonb3oBaTenen npasunam obpaboTkm 3awmuwaemon MHdopmMaumm,
KOHTPONMPOBaTb MNpPaBUIbHOCTb MNPUMEHEHUS WMWU CPEACTB 3alMTbl KOMMAEKca WU
OKasblBaTb MOMOLWb B 4acTu opraHumsaumm pabotel Ha CBT C BHeApeHHbIM
KOMMJIEKCOM 3alLUNThI.

5)KoHTponupoBaTb Ha LENOCTHOCTb (Ha YpOBHE KOHTpossepa), crnepytowme
dannbl:

e \Windows\System32\Drivers\ACRUN.SYS;

e \Windows\System32\Drivers\TMACxxX.SYS (CMMBONbl XX MOryT pa3nmyaTbCs
B 3@aBMCMMOCTM OT BEPCUM KOHTpoNepa);

e \Windows\System32\TMDRV64.DLL;

e \Windows\System32\TMATT64.DLL;

e \Windows\SysWOWG64\TMDRV32.DLL;
¢ \Windows\SysWOWG64\TMATTACH.DLL;
e \Windows\System32\MSGINA.DLL;

e \Windows\System32\ACGINA.DLL;

e \Windows\System32\ACRUNNT.EXE.

6)BbigBNATb BO3MOXHble KaHanbl HCO K wnHdoOpMauum nNpu NpUMEHEHUN
KOMMJieKca, roTOBUTb NMpeanoXeHNs no Ux yCTpaHeHuUIo.

7)CuCTEMATMUYECKM aHANM3NPOBaTb COCTOSAHUME KOMIJIEKCA U €ro OTAeNbHbIX
CpeacTB, MNEepUoAMYECKM MPOBOAUTL WX TECTUPOBAHME U MPOBEPKY 3aLMTHbIX
byHKUMI KOMMNIEKCa, 0 YEM AenaTb OTMETKY B opMynspe.

8)PerynsipHo  aHanM3MpoBaTb  COAEpPXaHME  CUCTEMHOrO  XypHana M
paspabaTtbiBaTb Mepbl MO WCKOYEHUIO HEMNPaBU/IbHOIO MNPUMEHEHUs KoMriekca
NoJib30BaTENAMM.




51
11443195.4012-037 90

BHUMAHME! AgMnHUCTpaTop AOJ/IKEeH AOBECTU A0 nofnb3oBaTesien pacnopsi>KeHue o
3anpeTe CHATUSA 3agad C BbINOJIHEHUS MNPU MOMOLWUM BbIK/IIOYEHUS MNUTAaHUA WU
HaXxaTus Ha knasmwy <RESET>.

9)Pa3zpabaTbiBaTb W BBOAUTb YCTAHOBJIEHHbIM MOPSAKOM HeobXoAUMYIO
YUYETHYIO U O0O6BbEKTOBYH AOKyMeHTauuto (KypHan ydyeTa uAEHTUPUKATOPOB,
MHCTPYKUWW NMoNb3oBaTensM un ap.).

10) PaspabaTbiBaTbh 1 yTBEPXAATb B YCTAHOB/IEHHOM MOPSAKE CUCTEMY MEP U
OENCTBUI Ha Ciyyan HenpeasBuaeHHbIX o6cTtoaTenbCcTB (3apaxeHune obbekta BT
HOBbIM TMNOM Bupyca, ddakrtoB HCO K wWHdopMaumu, HapyleHns npaBu
(dYHKUMOHNPOBAHUS CUCTEMbI 3aLLUTbI N T.4.).

11) B nepuwog npodunaktmyecknx pabor Ha CBT cHumaTb, npu
HeobXxoANMMOCTU, KOMMEKC C 3KCMyaTauun, o 4em genaTtb OTMETKY B popMynspe.

12) [puHuMaTtb Mepbl nNpu nonbiTkax HCA Kk 3awmwiaeMon uHdbopmaumm um
HapyweHun npasun  GYHKUMOHUPOBAHUSA  cUCTeEMbl  3awuTtbl. 0O6sa3aHHOCTHU
aaMmHuUcTpatopa BW pgomxHbl 6bITb OTpa)eHbl B «WHCTpyKUMM aaMUHWUCTpATOpa
6e3onacHOCTM WHMOpMaumMn», YTBEPXAEHHON COOTBETCTBYIOLWMM AOSKHOCTHbIM
NLOM.
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Mpuno)xeHue 2. Onepauunn, pmkcmpyembie NOACUCTEMOMN
perucrpauvm KoMnsekca

B Tabnnue 1 npmBeaeHa pacwmdpoBKka KOAoB COBbLITUN XypHana perncrpaunmn

CrNoO «Akkopa».

Ta6avuya 1 - PacuundpoBka koaoB cobbiTnin CMO «Akkopa>»

Kop cobbiTnsa

| PacumudpoBka koaa co6biTus

Koabl cobbiTuit paitnos n katanoros

ChangeDir CMeHa KaTasnora

ChMod YcTtaHoBKa/cMmeHa aTpubyToB

CloseFile 3akpbiTne danna

CreateDir Co3gaHue KaTtasora

CreateFile Co3gaHue danna

DeleteDir YpaneHve katanora

DeleteFile YpaneHnue danna

DriveAccess JocTyn K ANCKy

Exec 3anycK Nporpammel

Exit 3aBepLieHne nporpamMmmel

OpenFile OTkpbiTHE hanna

RenameDir [MepeMeHOBaHMe KaTanora

RenameFile NepenmeHoBaHWe danna

Search Mowuck danna/karanora

SetDate YcTaHOBKa CUCTEMHOW AaThl

SetTime YCTaHOBKa CUCTEMHOIro BpeMeHU

Traverse MpoBepKa CyLecTBOBaHMS NyTH
Koabl cobbiTuit kKNlOUein peectpa

RegCloseKey 3aKpbITMe KJK4va peectpa

RegCreateKey Co3gaHue Kko4a peectpa

RegCreateValue

Co3aaHne NepeMeHHoMn B KYe peectpa

RegDeleteKey

YpaneHuve Kaw4va peectpa

RegDeleteValue

YaaneHve nepeMeHHon 13 KaKya peectpa

RegEnumKey MNMounck Ka4yen peectpa
RegEnumValue9 [MoncK nepeMeHHbIX B K/lo4e peecTpa
RegOpenKey0 OTKpbITHE K/KOYa peecTpa

RegQueryValue

YTeHne nepeMeHHON U3 K/Ya peecTpa

RegSetValue

N3MeHeHMe 3HaYeHUs NnepeMeHHON B K/4Ye peecTpa

Koabl cO6bITUIA XpaHUTeNs 3KpaHa

SSOffAtAdmin ScreenSaver

Pasbnokuposka c noMoulbio TM agMmnHuctpatopa APM ABU

SSOffAtRemoute ScreenSaver

Pazbnoknposka ¢ APM ABUA

SSOffAtTM ScreenSaver

PazbnokmpoBka ¢ nomowbio TM

SSOffBadTM

MonbiTKa pa3bnoknposaTtb He TeM TM, KOTOPbIM OCYLLECTBASNAch
610KMpoBKa

SSOnAtHotKey ScreenSaver

BNOKMPOBKa C NMOMOLLbI K/1aBMaTypbl

SSOnAtRemoute ScreenSaver

Bnoknposka ¢ APM ABA

SSOnAtTimeout 0 ScreenSaver

BnoKMpoBKa Mo BPEMEHW HEAKTUBHOCTM

SSTimeDisable

BbIK/1t04EH BPEMEHHOW KOHTPO/b ScreenSaver-a

SSTimeEnable

BktoYeH BpeMeHHOW KOHTpPO/b ScreenSaver-a
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Koabl cobbiTnini nposepkun dainnos

EndCheck KoHel, npoBepku cnucka darinos
EndUpdate KoHeu obHOBNeHUs cnncka ganaos
FileCheck MpoBepka danina

GetPrivateKey [Mony4yeHne ceKpeTHOoro KJk4a
StartCheck Hayano nposepku cnucka gannos
StartUpdate Hayano o6HOBNEHMS cnucka danioBs
TotalEDS Moanucek cnucka gannos

TotalHash X3w cnucka dannos
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MpunoxxeHue 3. Cnucok cobbiTnm NAK «Akkopa-Win64»,
perucTtpmpyemMbix B CUCTEMHOM >ypHane OC

CobbiTna TMAK

«AKKopa»,

pernctpmpyeMmbole B CUCTEMHOM XypHane OC,

BO3MOXHbl€ NPUYNHBbI UX BO3SHUKHOBEHMS N NOPAAOK AENCTBUIA B Cllydae NMosiBNEHUS
coobuleHnsa oTpaxeHbl B Tabnuue 2.

Ta6nunuya 2 - CobbiTna NAK «Akkopa>», permctpupyembie B CUCTEMHOM XypHane OC

Coob6eHune

BO3MO>XKHble
MPUYUHDI
BO3HUKHOBEHMUA
coobuieHmn

Mopapaok AeVCTBUiA B clZlyyae NosiBJIeHUs
coobweHuns

He HalaeH knto4yeBon
JIMLEH3NOHHbIN hann!

OTCyTCTBYET K/1H04EBOW
dann nnuueHsnm

1) Heobxoaumo
NpoBEpPKM
(TmExplor.exe);
2) npucnatb 3Ha4veHume nosnen «S/N» u
«UID» no agpecy 37eKTPOHHOW MOYThbl
key@okbsapr.ru;

3) npou3BoACTBEHHbIN oTAen cdhopMupyert
dann nMUeH3nmM n oTNPaBuUT ero 3aKas4ymnky;
4) nonyyYeHHblh dann  ckonupoBaTb B

KaTasior C ycCTaHoBsieHHbIMM dalinamm C3U
«AKKopa» nog nmeHem «accord.key»

3anyCcTuTb
paboTbl

TectT  Ans
KOHTpos1epa

HeBepHbIN KK4YeBON
dann nnueH3snm!

dann nnuueHsnm
nospexaeH (T.e.
MMEITCS MOBpeXAeHUS
noanucu, aatbl
cosganus danna
NNLEH3UN, CEPUIMHOIO
HOMepa u T.4.)

1) Heobxoaumo coobwmnTb 0 noBpexaeHumn
danna nMuUeH3nn 1n Npucnatb NMOBPEXAEHHbIN
danmn no agpecy IMEKTPOHHOM  MNOuYThI
key@okbsapr.ru;

2) nNpou3BOACTBEHHbIN oTAen cdhopMupyert
KOPPEKTHbIN dana AMULEH3UN N OTNPaBUT ero
3aKa34vnky;

3) nony4YeHHbIrt ann HY>XHO CKONMMpoBaTb

B KaTasior ¢ ycraHoB/ieHHbIMN dannamm C3U
«AKkopa» noa nmeHem «accord.key»

KntoueBol daiin
NNLEH3MN HEe NoAXoAUT
ANs AaHHoW nnaTbl!

Nmetowmincsa dain
ANLEH3UN
npegHasHadeH ans
Apyroro tuna
KOHTposiepa
«Akkopa-AMA3»

1) Heobxoaumo coobuwunTb 0 TOM, 4YTO ann
NVNLUEH3MN NpeAHa3HaYeH Ans Apyroro Tuna
KOHTpoONepa, n npucnatb MMewwmincs dann
no aapecy 3NEKTPOHHOM nouYThl
key@okbsapr.ru;

2) nNpou3BOACTBEHHbIN oTAen cdhopMupyet
KOPPEKTHbIN dana AMULEH3UN N OTNPaBUT ero
3aKa34vnky;

3) nony4YeHHbIrt ann HYy>XHO CKONMMpoBaTb

B KaTasior C ycrtaHoB/ieHHbIMN dannamm C3U
«AKkKopa» noa nmeHem «accord.key»

McTek cpok AencTeus
nnuyeHsnn!

Cpok gericteusa danna
NNLLEH3MN NCTEK

1) Heobxoaumo coobwmntb 0 TOM, UYTO CPOK
OENCTBMS  NMLUEH3UM  UCTEK, a TaKxe
npucnatb uMmewwuinca danwn no agpecy
3/1eKTPOHHOM nouThbl key@okbsapr.ru;

2) nMpOM3BOACTBEHHbLIN oTAen chopMmupyeTt
KOpPpPEeKTHbIN daia NNLEH3UN N OTNPaBUT ero
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3aKasuuky;

3) nony4deHHbIn dana HYXXHO CKONMpoBaTb
B KaTasor C yCTaHOBNEHHbIMKN darnnamu C3U
«AKKOpA» nog nmeHem «accord.key»

Kntoueson cdann
NIMLEH3UN He NnoaXoauT
Ans 3Toro npoaykral

Nmetowmiica dann
NNLEH3UN

npeaHasHayeH ans
ApYyroro npoaykra

1) Heob6xoaumo coobwuntb 0 TOM, 4YTO ann
nmueHsnnm  He npegHasHadeH anda  MMAK
«Akkopa-Win64», a Takxe npucnaTtb
nMmerwmnca @ann no agpecy 3NeKTPOHHOM
noutsbl key@okbsapr.ru;

2) TnMpOM3BOACTBEHHbLIN oOTAEN chopMUpyeT
KOpPpPEeKTHbIN dain NUUEH3UN N OTNPaBUT ero
3aKas34ynky;

3) nony4deHHbIn dana HYXXHO CKOMMpOBaTb
B KaTasor C yCTaHOBNEHHbIMN darnnamu C3U
«AKKOpA» nog nmeHem «accord.key»

HeBepHasa curHaTtypa
Kntoyesoro ganna
nueHsum!

MoBpexaeH dann
nvueH3un (Hanpumep,
npn HaMepeHHOM
N3MEHEHUN CpoKa
AEeNCTBMS NNLEH3UN CO
CTOPOHbI NOJsb30BaTesNs
nnu dann nospexaeH
npu KONMMpoBaHUK B
KaTasnor c
ycTaHoBneHHbiM C3U
«AKKOpA»)

1) Heobxoaumo coobwmnTb O NoBpexXaeHun
darina nMueHsuM, a TakKxe npucnaTb
MOBPEXAEHHbIN dann rno agpecy
3NEKTPOHHOM nouThbl key@okbsapr.ru;

2) nNpou3BOACTBEHHbIN oOTAen chopMupyet
KOpPPEKTHbIN dain NMUEH3UN N OTNPaBUT ero
3aKa34ynky;

3) nony4eHHbI dann HY>XHO CKOMWUpOBaTb

B KaTasior ¢ yCctaHoB/ieHHbIMN dannamm C3U
«AKKOpA» noa nmeHem «accord.key»

Kntoueson dann
NNLEH3MN HE NoaAXoAUT
AN 3TOM onepaumMoHHOM
cucrtemsbl!

dain nuueH3snun
npegHasHaudeH anga Mo
«Akkopa-NT>» nnum
«Akkopa-2000».
JaHHbIn dann
NNUEeH3nn
npegHasHadeH ans
ncrnonb3oBaHmna Ha OC
Windows NT/2000/XP

1) Heobxognmo coobLWwnTbL ™n
ncnonbsyemoro MO MAK «Akkopa», a Takxe
npucnatb uMelwmica ¢ann no aapecy

3/1eKTPOHHOM nouTkl key@okbsapr.ru;

2) TMpOM3BOACTBEHHbLIN OTAEN CchHOpMUpYyeT
KOpPPEeKTHbIN dain NUUEH3UN N OTNPaBUT ero
3aKa34ynky;

3) nony4deHHbIn dana HYXXHO CKONMpoBaTb
B KaTasor C yCTaHOBNEHHbIMKN darnamu C3U
«AKKopa» nog nmeHem «accord.key»

JinueH3sunsa ncrekaert
yepes XXX? gHeit!

Cpok genicteus danna
NNLEH3UN UCTEKaET
yepes XXX agHen

1) Heobxoaumo coobwutb 06 wucTedeHun
CpoKa [AeNCcTBUS JIMLEH3UM W MpucnaTb
nMewwmnncs dann no aapecy 31eKTPOHHOWM
noutbl key@okbsapr.ru;

2) nNpou3BOACTBEHHbIN oOTAen cdopMupyer
KOpPPEKTHbIN daia AMUEH3UN N OTNPaBUT ero
3aKa3uyuKy;

3) nony4eHHbI dann HY>XHO CKOMUpOBaTb

B KaTasior ¢ yctaHoB/fieHHbIMN dannamm C3U
«AKKOpA» noa nmeHem «accord.key»

2) «XXX» - KONNYECTBO AHel
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Mpuno>xeHue 4. CoobweHmnn o6 ownbkax NAK «Akkopa-

Win64»

CoobuieHnss 06 owmnbkax, MPUUYMHBI UX MOSABNEHUS U METOAbl YCTpaHeHus

npueeneHbl B Tabnuue 1.

Ta6anunuya 3 - CoobuweHna 06 owmnbkax NAK «Akkopa-Win64»

Coob6uieHne Ha aKpaHe

MpnunHbI NoABNEeHun
coobuwieHus

Mopspok pencTeui

«Owmnbka yteHus kwoya'»

Owmnbka 4YTeHUs AaHHbIX
13 naeHtTudunkartopa

HaxaTb kKHonky <OK>, noBTOpUTb
onepaumnio. Ecnn owwnbka noBTOpPUTCSH,
CreHepupoBaTb HOBbIN K04

«Owwnbka 3anycka | 3anyck nporpammsbl | Mpuceontb nNapametpy WaitEndTask

nporpammbl [ErrCode=193]» | AcTskMng.EXE C | 3HaveHne <«No». 3aTeM BbINOAHUTb
YCTaHOBNEHHbIM 3anyck nporpamMmbl AcTskMng.EXE
napamMeTpom
WaitEndTask=Yes

«Owwunbka cozgaHua kntoval» | Owmnbka 3anucm | Haxatb kHonky <OK>. TloBToputb
MHpopMauum B | onepauuto

naeHTndunkaTop




57
11443195.4012-037 90

Mpuno>xxeHue 5. NepeyeHb HOPMAaTUBHbIX JOKYMEHTOB,
MCNOoJib3yEeMbIX NMpU OpraHnsaumm 3awmTtbl MHPoOpMaLUm

1) ®epepanbHbln 3akoH oT 21 mionga 1993 roga N2 5485-1 (c nameHeHusMU un
AononHeHnsaAMM oT 6 okTabps 1997 roga N2 131-d3) «O rocyaapCTBEHHOW TanHe».

2)®enepanbHblh 3aKOH OT 4 Mas 2011 r. N2 99-03 «O nuueH3MpOoBaHUMU
OTAENbHbIX BUAOB AEATENIbHOCTU>.

3)®enepancHbln 3akoH OT 6 anpensa 2011 r. N2 63-03 «0O6 31eKTpOHHOWM
NoANUCHN>.

4)depepanbHblin 3aKOH OoT 7 ntonsa 2003 r. N2126-03 «O cBazu».

5)®enepanbHbin 3akoH oT 27 wuona 2006 r. N2149-®3 «0O6 wuHdbopmauum,
MHPOPMALMOHHbBIX TEXHONOMNAX U 3awwmTe nHdopMaunmn».

6) ®enepanbHbli 3akKoH OT 27 wuiona 2006 r. N2153-03 «O nepcoHanbHbIX
OAHHbIX>».

7) Yka3 lNpe3ngeHTta Poccurickon ®egepaummn ot 16 asrycta 2004 r. N° 1085
«Bonpocbkl ®egepanbHON CyX6bl N0 TEXHNYECKOMY M SKCMOPTHOMY KOHTPOJO».

8)«[lokTpnHa wuHdOpMaumoHHon 6e3onacHoctu Poccuinckon ®depepaunn»,
yTBepxaeHa [pe3smaeHToM Poccuinckon ®depepaumm 9 ceHTtabpsa 2000 r. NO Mp.-
1895.

9)Yka3 [lpe3ngeHTa Poccuinckon depepaumm ot 12 maa 2009 N° 537 «O
cTpaTtermm HaumoHasnbHOW 6e3onacHocTn Poccuimnckon depepaumm go 2020 roga».

10) Ykas lMNpe3ungeHTta Poccuinckon depepaumm ot 6 mapta 1997 r. N2 188
«[MNepeyeHb cBeAeHNI KOHMUAEHUMANBbHOIO XapaKkrepa».

11) Yka3s lNpe3unaeHTta Poccuimnckon depepaumm ot 17 maprta 2008 r. N2 351
«O Mepax no obecnedyeHuto wMHPOpMaUMoOHHOM 6e3onacHoCTU Poccunckomn
®enepaunm B chepe mexayHapoaHoro MHPoOpMaLMOHHOro ob6MeHa».

12) TlocTtaHoBneHune [llpasBuTtenbctBa Poccunckon depepaumm oT 3 HoAbp4a
1994 r. N21233 «[lMonoxeHne o nopsake obpalleHusa co cnyxebHon nHdopmaumen
OrpaHUYEHHOro pacnpocTpaHeHnss B deaepanbHbiX OpraHaxX WCMNONHUTEbHOM
BNacTu».

13) ®epepanbHbin 3akoH OT 04.05.2011 N9 99-03 «O nuueH3MpoBaHUU
OTAeNbHbIX BUAOB AEATENbHOCTU>.

14) TloctaHoBneHue lNNpaButenbctBa Poccunckon deaepaumm ot 3 deBpans
2012 r. N979 «O nuMUEH3NpOBaHUU [AeATENIbHOCTU MO0 TEeXHUYECKOW 3awumTe
KOH(pUAeHUMnanbHOM nHdopMaumnm>».

15) «C60pHUK pyKOBOASAWMX [AOKYMEHTOB MO 3awmte uHdoOpMauumm oOT
HEeCaHKUMOHMPOBAHHOIo focTtyna», loctexkomuccma Poccun, Mockea, 1998 r.

16) TOCT P 51275-99 «3awwuta uHbopMaummn. O6bekT MHOpMaTM3auun.
dakTopbl Bo3gencTeyowme Ha nHdopmaumto. ObLure NnonoxXeHnsa».

17) TOCT P 50922-96 «3awmuta wuHpopmaumnm. OCHOBHble TEPMUHbI U
onpeneneHns».
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18) TOCT P 51583-2000 «[lopsigok co3aaHMs aBTOMATU3UMPOBAHHbLIX CUCTEM
B 3alMLLEHHOM UCMOAHEHUN> .

19) TOCT P 51241-98 «CpeacrtBa WM CUCTEMbl KOHTPONS M YynpaBrieHUs
DOCTYMOM. Knaccndbukaumsa. Obwme  TexHuyeckme  TpeboBaHuUs. MeToAbl
NCMbITAHNI>,

20) TOCT P NCO 7498-2-99 «MHdOpMaUMOHHasa TexHosorusa. B3anMocea3b
OTKpbITbIX cucTeM. ba3oBasa 3TanoOHHaa Mogenb. Yactb 2. ApxuTekTypa 3aluuTbl
MHpopMaLmn>.

21) TOCT 34.201-89 «MHdopMauMoOHHasa TexHonormns. Komnnekc ctaHaAapToB
Ha aBTOMaTU3MpPOBaHHbIE CUCTEMbl. Buabl, KOMMNEKTHOCTb U 0603HaveHue
AOKYMEHTOB NMpu CO34aHUMN aBTOMATU3UPOBAHHbBIX CUCTEM>.,

22) TOCT 34.602-89 «MHdopMauMOHHasa TexHonormnsa. Komnnekc ctaHA4apToB
Ha AaBTOMATU3MPOBAHHblE CUCTEMbl. TexHuU4yeckoe 3aJaHMe Ha co3haHue
aBTOMaTU3NPOBAHHbIX CUCTEM>.

23) TOCT 35.003-90 «NHdopMaymoHHasa TexHonornsa. Komnnekc ctaHaapToB
Ha aBTOMATU3MPOBAHHbIE CUCTEMbl. ABTOMATU3MPOBAHHbIE CUCTEMbI. TEPMUHBbI W
onpeaeneHns».

24) TOCT 34.601- 90 «WHdopmaumoHHas TexHonormsa. Komnnekc
CTaHAApTOB Ha aBTOMATU3MPOBAHHbIE CUCTEMbl. ABTOMATU3NPOBAHHbLIE CUCTEMBbI.
Cragus co3gaHus».

25) TOCT P NUCO\M2K 9126- 93 «UMHdopMaunmoHHasa TexHonornsa. OueHka
NpOrpaMMHON MpPOAYKUMM. XapaKTepucTMka KadyecTBa W PYKOBOACTBA MO WUX
NPUMEHEHUNIO>.

26) TOCT P 50739-95 «CpeactBa BbIYUCIUTENIbBHON TEXHWKWU. 3awmTta OT
HEeCaHKLUMOHMPOBAHHOIO AOCTYyNna K MHdopMaumnm».

27) PO Tloctexkomuccum Poccum «3awmta  OT  HECaHKUMOHMPOBAHHOIO
Aoctyna K wuHdopmauun. Yactb 1. lNporpammHoe obecnedyeHue CpeacTB 3alUuThl
nHpopMmaumn. Knaccndukaumss Mo  YpPOBHIO  KOHTPOMS  HeAeKNapupOBaHHbIX
BO3MOXHOCTen», MockBa, 1999 r.
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MpunoxxeHue 6. Cnucok dannos NAK «Akkopa-Win64»,
peKkoMeHAYyeMbIX AN KOHTPO/IA LeJIOCTHOCTU Ha annapaTHOM
YpOBHe

Cnucok dannos nporpammHon dyacth C3UM ot HCO <«Akkopa-Win64»,
peEKOMeHAYEMbIN AN KOHTPONS LeNoCTHOCTM Ha annapaTHOM YpOBHeE:
\ACCORD.X64\ACCORD.INI
\ACCORD.X64\ACTSKMNG.EXE
\ACCORD.X64\ACTSKMNG.INI
\ACCORD.X64\ACUSRM64.DLL
\ACCORD.X64\ACUSRMOD.DLL
\ACCORD.X64\PSAPI.DLL
\WINDOWS\SYSTEM32\ACCORD.SCR
\WINDOWS\SYSTEM32\ACGINA.DLL
\WINDOWS\SYSTEM32\ACRUNNT.EXE
\WINDOWS\SYSTEM32\ACUSRM64.DLL
\WINDOWS\SYSTEM32\AZIAH64.DLL
\WINDOWS\SYSTEM32\DRIVERS\ACBOOT.SYS
\WINDOWS\SYSTEM32\DRIVERS\ACLOCK2K.SYS
\WINDOWS\SYSTEM32\DRIVERS\ACRUN.SYS
\WINDOWS\SYSTEM32\DRIVERS\ACXLMSRV.SYS
\WINDOWS\SYSTEM32\TMATT64.DLL
\WINDOWS\SYSTEM32\TMDRV64.DLL
\WINDOWS\SYSWOW64\ACUSRMOD.DLL
\WINDOWS\SYSWOW64\AZIAHLP.DLL
\WINDOWS\SYSWOWG64\TMATTACH.DLL
\WINDOWS\SYSWOW64\TMDRV32.DLL
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Mpunoxxenue 7. Cnucok amnos OC Windows XP x64,
peKoMeHAYEeMbIX AN KOHTPOJISl LIeJIOCTHOCTU NpU YCTaHOBKe
koMmnnekca C3N HCA «AKKOP4 - Win64»

Ha annaparHomM ypoBHe (c noMmoLybro BCcTpoeHHoro NO Akkopa-AMA3)
\NTLDR

\NTDETECT.COM

\BOOT.INI
\WINDOWS\SYSTEM32\CSRSS.EXE
\WINDOWS\SYSTEM32\HAL.DLL
\WINDOWS\SYSTEM32\KERNEL32.DLL
\WINDOWS\SYSTEM32\LSASRV.DLL
\WINDOWS\SYSTEM32\LSASS.EXE
\WINDOWS\SYSTEM32\NTDLL.DLL
\WINDOWS\SYSTEM32\NTOSKRNL.EXE
\WINDOWS\SYSTEM32\PSAPI.DLL
\WINDOWS\SYSTEM32\REGAPI.DLL
\WINDOWS\SYSTEM32\RUNDLL32.EXE
\WINDOWS\SYSTEM32\SECUR32.DLL
\WINDOWS\SYSTEM32\SERVICES.EXE
\WINDOWS\SYSTEM32\SMSS.EXE
\WINDOWS\SYSTEM32\CTFMON.EXE
\WINDOWS\SYSTEM32\SVCHOST.EXE
\WINDOWS\SYSTEM32\USERINIT.EXE
\WINDOWS\SYSTEM32\USER32.DLL
\WINDOWS\SYSTEM32\WINLOGON.EXE

NMpumeuyaHue: BO BHyTpeHHee [10 «Akkopa-AM/[3», HayMHass C Bepcuu
02.01.011, B noacuCTeMy KOHTPOJIA LENOCTHOCTM BKJ/KOYEHa KoMaHaa «MacTtep»,
KOoTOpas aBTOMaTu3upyeT BblbOp 06beKTOB fapa CUCTEMblI M CUCTEMHOMO peecTpa
AN BKIIOYEHUSA B CMUCOK KOHTPONS.

Ha nporpammHomM ypoBHe (c noMouwbio pegakropa NP4 ACED32.EXE)
\WINDOWS\SYSTEM32\ADVAPI32.DLL

\WINDOWS\SYSTEM32\ADVPACK.DLL

\WINDOWS\SYSTEM32\ATL.DLL

\WINDOWS\SYSTEM32\AUTHZ.DLL

\WINDOWS\SYSTEM32\BASESRV.DLL

\WINDOWS\SYSTEM32\BROWSER.DLL

\WINDOWS\SYSTEM32\BROWSEUI.DLL

\WINDOWS\SYSTEM32\CERTCLI.DLL

\WINDOWS\SYSTEM32\CLUSAPI.DLL
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\WINDOWS\SYSTEM32\COMSVCS.DLL

\WINDOWS\SYSTEM32\CRYPT32.DLL

\WINDOWS\SYSTEM32\CRYPTDLL.DLL

\WINDOWS\SYSTEM32\CRYPTNET.DLL

\WINDOWS\SYSTEM32\CRYPTSVC.DLL

\WINDOWS\SYSTEM32\CRYPTUI.DLL

\WINDOWS\SYSTEM32\CSRSRV.DLL

\WINDOWS\SYSTEM32\DNSAPI.DLL

\WINDOWS\SYSTEM32\DNSRSLVR.DLL

\WINDOWS\SYSTEM32\EVENTLOG.DLL

\WINDOWS\SYSTEM32\GDI32.DLL

\WINDOWS\SYSTEM32\ICAAPI.DLL

\WINDOWS\SYSTEM32\ICMP.DLL

\WINDOWS\SYSTEM32\INETPP.DLL

\WINDOWS\SYSTEM32\IPHLPAPI.DLL

\WINDOWS\SYSTEM32\IPSECSVC.DLL

\WINDOWS\SYSTEM32\LMHSVC.DLL

\WINDOWS\SYSTEM32\LOCALSPL.DLL

\WINDOWS\SYSTEM32\MPR.DLL

\WINDOWS\SYSTEM32\MPRAPI.DLL

\WINDOWS\SYSTEM32\MSACM32.DLL

\WINDOWS\SYSTEM32\MSPRIVS.DLL

\WINDOWS\SYSTEM32\MSVCRT.DLL

\WINDOWS\SYSTEM32\MSWSOCK.DLL

\WINDOWS\SYSTEM32\NETAPI32.DLL

\WINDOWS\SYSTEM32\NETLOGON.DLL

\WINDOWS\SYSTEM32\NETMAN.DLL

\WINDOWS\SYSTEM32\NETMSG.DLL

\WINDOWS\SYSTEM32\NETRAP.DLL

\WINDOWS\SYSTEM32\NETSHELL.DLL

\WINDOWS\SYSTEM32\NETUIO.DLL

\WINDOWS\SYSTEM32\NETUI1.DLL

\WINDOWS\SYSTEM32\NTDSAPI.DLL

\WINDOWS\SYSTEM32\REGSVC.DLL

\WINDOWS\SYSTEM32\SAMLIB.DLL

\WINDOWS\SYSTEM32\SAMSRV.DLL

\WINDOWS\SYSTEM32\SCESRV.DLL

\WINDOWS\SYSTEM32\SECLOGON.DLL

\WINDOWS\SYSTEM32\SENS.DLL

\WINDOWS\SYSTEM32\SETUPAPI.DLL

\WINDOWS\SYSTEM32\SFC.DLL

\WINDOWS\SYSTEM32\SFCFILES.DLL

\WINDOWS\SYSTEM32\SFC_OS.DLL
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\WINDOWS\SYSTEM32\SHELL32.DLL

\WINDOWS\SYSTEM32\SRSVC.DLL

\WINDOWS\SYSTEM32\SRVSVC.DLL

\WINDOWS\SYSTEM32\TAPI32.DLL

\WINDOWS\SYSTEM32\USERENV.DLL

\WINDOWS\SYSTEM32\VERSION.DLL

\WINDOWS\SYSTEM32\VSSAPI.DLL

\WINDOWS\SYSTEM32\WEBCHECK.DLL

\WINDOWS\SYSTEM32\WEBCLNT.DLL

\WINDOWS\SYSTEM32\WIN64SPL.DLL

\WINDOWS\SYSTEM32\WININET.DLL

\WINDOWS\SYSTEM32\WINIPSEC.DLL

\WINDOWS\SYSTEM32\WINMM.DLL

\WINDOWS\SYSTEM32\WINRNR.DLL

\WINDOWS\SYSTEM32\WINSCARD.DLL

\WINDOWS\SYSTEM32\WINSRV.DLL

\WINDOWS\SYSTEM32\WINSTA.DLL

\WINDOWS\SYSTEM32\WSOCK32.DLL

\WINDOWS\SYSTEM32\WTSAPI32.DLL
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Mpuno>xeHue 8. Cnucok ¢annos OC Windows 7 x64,
peKoMeHAYyEeMbIX AN KOHTPOJISl LIeJIOCTHOCTU NpU YCTaHOBKe
koMmnnekca C3N HCA «AKKOP4 - Win64»

Ha annaparHomM ypoBHe (c noMmoLybro BCcTpoeHHoro N0 Akkopa-AMA3)
\Windows\explorer.exe
\Windows\System32\audiodg.exe
\Windows\System32\autochk.exe
\Windows\System32\CLFS.SYS
\Windows\System32\consent.exe
\Windows\System32\csrsrv.dll
\Windows\System32\csrss.exe
\Windows\System32\dllhost.exe
\Windows\System32\wdmaud.drv
\Windows\System32\drivers\ACPI.sys
\Windows\System32\drivers\afd.sys
\Windows\System32\drivers\atapi.sys
\Windows\System32\drivers\ataport.SYS
\Windows\System32\drivers\blbdrive.sys
\Windows\System32\drivers\bowser.sys
\Windows\System32\drivers\CLASSPNP.SYS
\Windows\System32\drivers\cng.sys
\Windows\System32\drivers\csc.sys
\Windows\System32\drivers\dxgkrnl.sys
\Windows\System32\drivers\dxgmms1.sys
\Windows\System32\drivers\fileinfo.sys
\Windows\System32\drivers\fltmgr.sys
\Windows\System32\drivers\fvevol.sys
\Windows\System32\drivers\hdaudbus.sys
\Windows\System32\drivers\http.sys
\Windows\System32\drivers\i8042prt.sys
\Windows\System32\drivers\intelppm.sys
\Windows\System32\drivers\luafv.sys
\Windows\System32\drivers\mpsdrv.sys
\Windows\System32\drivers\msrpc.sys
\Windows\System32\drivers\ndis.sys
\Windows\System32\drivers\netbt.sys
\Windows\System32\drivers\NETIO.SYS
\Windows\System32\drivers\nsiproxy.sys
\Windows\System32\drivers\Ntfs.sys
\Windows\System32\drivers\nwifi.sys
\Windows\System32\drivers\partmgr.sys
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\Windows\System32\drivers\pciide.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\serial.sys

\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\tdi.sys

\Windows\System32\drivers\usbehci.sys

\Windows\System32\drivers\usbport.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\vwififlt.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\System32\dwm.exe

\Windows\System32\gdi32.dll

\Windows\System32\hal.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dll

\Windows\System32\LogonUI.exe

\Windows\System32\Isasrv.dll

\Windows\System32\lsass.exe

\Windows\System32\Ism.exe

\Windows\System32\ntdIl.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\SearchIndexer.exe

\Windows\System32\services.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\System32\svchost.exe

\Windows\System32\taskhost.exe

\Windows\System32\user32.dll

\Windows\System32\userinit.exe

\Windows\System32\win32k.sys

\Windows\System32\wininit.exe

\Windows\System32\winlogon.exe

<Auck c kaTtanorom Boot>\Boot\memtest.exe

Ha nporpammMmHomM ypoBHe (c nomowybro pegakropa NP4 ACED32.EXE)
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\Windows\System32\advapi32.dll

\Windows\System32\aelupsvc.dll

\Windows\System32\AudioEng.dll

\Windows\System32\AUDIOKSE.dIl

\Windows\System32\audiosrv.dll

\Windows\System32\authui.dll

\Windows\System32\authz.dll

\Windows\System32\basesrv.dll

\Windows\System32\bcrypt.dll

\Windows\System32\bcryptprimitives.dlIl

\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dll

\Windows\System32\CI.dll

\Windows\System32\comcti32.dll

\Windows\System32\crypt32.dll

\Windows\System32\cryptbase.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\cscsvc.dll

\Windows\System32\devobj.dll

\Windows\System32\devrtl.dll

\Windows\System32\dhcpcore.dll

\Windows\System32\dhcpcore6.dll

\Windows\System32\dnsrslvr.dll

\Windows\System32\dps.dll

\Windows\System32\dui70.dll

\Windows\System32\duser.dll

\Windows\System32\dwmcore.dlIl

\Windows\System32\es.dlIl

\Windows\System32\esent.dll

\Windows\System32\fdPnp.dlIl

\Windows\System32\FirewallAPI.dll

\Windows\System32\FntCache.dlIl

\Windows\System32\fundisc.dll

\Windows\System32\FXSST.dII

\Windows\System32\gpapi.dll

\Windows\System32\gpsvc.dll

\Windows\System32\HotStartUserAgent.dll

\Windows\System32\iertutil.dll

\Windows\System32\inetpp.dll

\Windows\System32\IPHLPAPI.DLL

\Windows\System32\Imhsvc.dlIl
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\Windows\System32\localspl.dll

\Windows\System32\Ipk.dll

\Windows\System32\mmcss.dll

\Windows\System32\MMDevAPI.dll

\Windows\System32\MPSSVC.dII

\Windows\System32\msctf.dll

\Windows\System32\MsCtfMonitor.dll

\Windows\System32\mssrch.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\msxml6.dll

\Windows\System32\ncobjapi.dll

\Windows\System32\ncsi.dll

\Windows\System32\netcfgx.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsi.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\PeerDist.dll

\Windows\System32\PlaySndSrv.dll

\Windows\System32\PrintlsolationProxy.dll

\Windows\System32\radardt.dll

\Windows\System32\rpcrt4.dll

\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\samsrv.dll

\Windows\System32\sechost.dlIl

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\SPInf.dll

\Windows\System32\srvsvc.dll

\Windows\System32\ssdpapi.dll

\Windows\System32\ssdpsrv.dll

\Windows\System32\sxs.dll

\Windows\System32\sysmain.dlI

\Windows\System32\taskcomp.dll

\Windows\System32\tquery.dll

\Windows\System32\trkwks.dll

\Windows\System32\ubpm.dl|

\Windows\System32\umpnpmgr.dll

\Windows\System32\umpo.dll
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\Windows\System32\upnp.dll

\Windows\System32\urlmon.dll

\Windows\System32\usbmon.dll

\Windows\System32\usp10.dll

\Windows\System32\UXInit.dll

\Windows\System32\uxsms.dll

\Windows\System32\uxtheme.dll

\Windows\System32\wbemcomn.dll

\Windows\system32\wbem\fastprox.dll

\Windows\system32\wbem\repdrvfs.dll

\Windows\system32\wbem\wbemcore.dll

\Windows\system32\wbem\WmiPrvSE.exe

\Windows\system32\wbem\wmiutils.dll

\Windows\System32\wdiasgmmodule.dll

\Windows\System32\wevtapi.dll

\Windows\System32\wevtsvc.dll

\Windows\System32\winmm.dll

\Windows\System32\winsrv.dll

\Windows\System32\winsta.dlIl

\Windows\System32\wlanapi.dll

\Windows\System32\wlgpcint.dll

\Windows\System32\wow64.dlI

\Windows\System32\wow64cpu.dll

\Windows\System32\ws2_32.dll

\Windows\System32\WSDMon.dll

\Windows\System32\xmllite.dll
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Mpunoxxenue 9. Cnucok ¢pannos OC Windows 8.1 u3 x64,
PEeKOMeHAyeMbIX AJIA KOHTPOJIA L eJIOCTHOCTU NpU YCTaHOBKe
koMmnnekca C3N HCA «AKKOP4 - Win64»

Ha annaparHomM ypoBHe (c noMoLybro BCcTpoeHHoro N0 Akkopa-AMA3)
\Windows\explorer.exe
\Windows\System32\audiodg.exe
\Windows\System32\autochk.exe
\Windows\System32\consent.exe
\Windows\System32\csrsrv.dll
\Windows\System32\csrss.exe
\Windows\System32\dllhost.exe
\Windows\System32\wdmaud.drv
\Windows\System32\drivers\ACPI.sys
\Windows\System32\drivers\afd.sys
\Windows\System32\drivers\atapi.sys
\Windows\System32\drivers\ataport.SYS
\Windows\System32\drivers\bowser.sys
\Windows\System32\drivers\CLASSPNP.SYS
\Windows\System32\drivers\CLFS.SYS
\Windows\System32\drivers\cng.sys
\Windows\System32\drivers\csc.sys
\Windows\System32\drivers\dxgkrnl.sys
\Windows\System32\drivers\dxgmms1.sys
\Windows\System32\drivers\fileinfo.sys
\Windows\System32\drivers\fltmgr.sys
\Windows\System32\drivers\fvevol.sys
\Windows\System32\drivers\hdaudbus.sys
\Windows\System32\drivers\http.sys
\Windows\System32\drivers\i8042prt.sys
\Windows\System32\drivers\intelppm.sys
\Windows\System32\drivers\luafv.sys
\Windows\System32\drivers\mpsdrv.sys
\Windows\System32\drivers\msrpc.sys
\Windows\System32\drivers\ndis.sys
\Windows\System32\drivers\netbt.sys
\Windows\System32\drivers\NETIO.SYS
\Windows\System32\drivers\nsiproxy.sys
\Windows\System32\drivers\Ntfs.sys
\Windows\System32\drivers\nwifi.sys
\Windows\System32\drivers\partmgr.sys
\Windows\System32\drivers\pciide.sys
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\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\serial.sys

\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\tdi.sys

\Windows\System32\drivers\usbehci.sys

\Windows\System32\drivers\usbport.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\vwififlt.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\System32\dwm.exe

\Windows\System32\gdi32.dll

\Windows\System32\hal.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dll

\Windows\System32\LogonUI.exe

\Windows\System32\Isasrv.dll

\Windows\System32\lsass.exe

\Windows\System32\ntdIl.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\SearchIndexer.exe

\Windows\System32\services.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\System32\svchost.exe

\Windows\System32\taskhost.exe

\Windows\System32\user32.dll

\Windows\System32\userinit.exe

\Windows\System32\win32k.sys

\Windows\System32\wininit.exe

\Windows\System32\winlogon.exe

<Auck c kaTtanorom Boot>\Boot\memtest.exe

Ha nporpammMmHomM ypoBHe (c nomowybro pegakropa NP4 ACED32.EXE)

\Windows\System32\advapi32.dll

\Windows\System32\aelupsvc.dll
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\Windows\System32\AudioEng.dll

\Windows\System32\AUDIOKSE.dIl

\Windows\System32\audiosrv.dll

\Windows\System32\authui.dll

\Windows\System32\authz.dll

\Windows\System32\basesrv.dll

\Windows\System32\bcrypt.dll

\Windows\System32\bcryptprimitives.dlIl

\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dll

\Windows\System32\CI.dll

\Windows\System32\comcti32.dll

\Windows\System32\crypt32.dll

\Windows\System32\cryptbase.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\cscsvc.dll

\Windows\System32\devobj.dll

\Windows\System32\devrtl.dll

\Windows\System32\dhcpcore.dll

\Windows\System32\dhcpcore6.dll

\Windows\System32\dnsrslvr.dll

\Windows\System32\dps.dll

\Windows\System32\dui70.dll

\Windows\System32\duser.dll

\Windows\System32\dwmcore.dll

\Windows\System32\es.dlIl

\Windows\System32\esent.dll

\Windows\System32\fdPnp.dlIl

\Windows\System32\FirewallAPI.dIl

\Windows\System32\FntCache.dlIl

\Windows\System32\fundisc.dll

\Windows\System32\FXSST.dII

\Windows\System32\gpapi.dll

\Windows\System32\gpsvc.dll

\Windows\System32\iertutil.dll

\Windows\System32\inetpp.dll

\Windows\System32\IPHLPAPI.DLL

\Windows\System32\Imhsvc.dlIl

\Windows\System32\localspl.dll

\Windows\System32\Ipk.dll

\Windows\System32\mmcss.dll
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\Windows\System32\MMDevAPI.dll

\Windows\System32\MPSSVC.dII

\Windows\System32\msctf.dll

\Windows\System32\MsCtfMonitor.dlIl

\Windows\System32\mssrch.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\msxml6.dll

\Windows\System32\ncobjapi.dll

\Windows\System32\ncsi.dll

\Windows\System32\netcfgx.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsi.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\PeerDist.dlIl

\Windows\System32\PlaySndSrv.dll

\Windows\System32\PrintlsolationProxy.dlIl

\Windows\System32\radardt.dll

\Windows\System32\rpcrt4.dll

\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\samsrv.dlIl

\Windows\System32\sechost.dlIl

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\SPInf.dll

\Windows\System32\srvsvc.dll

\Windows\System32\ssdpapi.dll

\Windows\System32\ssdpsrv.dll

\Windows\System32\sxs.dll

\Windows\System32\sysmain.dll

\Windows\System32\taskcomp.dll

\Windows\System32\tquery.dll

\Windows\System32\trkwks.dll

\Windows\System32\ubpm.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\umpo.dll

\Windows\System32\upnp.dll

\Windows\System32\urlmon.dll

\Windows\System32\usbmon.dll
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\Windows\System32\usp10.dll
\Windows\System32\UXInit.dll
\Windows\System32\uxtheme.dll
\Windows\System32\wbemcomn.dlIl
\Windows\system32\wbem\fastprox.dll
\Windows\system32\wbem\repdrvfs.dll
\Windows\system32\wbem\wbemcore.dll
\Windows\system32\wbem\WmiPrvSE.exe
\Windows\system32\wbem\wmiutils.dll
\Windows\System32\wdiasgmmodule.dll
\Windows\System32\wevtapi.dll
\Windows\System32\wevtsvc.dll
\Windows\System32\winmm.dll
\Windows\System32\winsrv.dll
\Windows\System32\winsta.dlIl
\Windows\System32\wlanapi.dll
\Windows\System32\wlgpcint.dll
\Windows\System32\wow64.dll
\Windows\System32\wow64cpu.dll
\Windows\System32\ws2_32.dll
\Windows\System32\WSDMon.dll
\Windows\System32\xmllite.dll

Mpunoxxenue 10. Cnucok cpannos OC Windows 10 x64,
PeKOMEeHAYEeMbIX AN KOHTPOJIAl LIeJIOCTHOCTU NpU YCTaHOBKeE
koMmnnekca C3N HCA «AKKOP4 - Win64»

Ha annaparHom ypoBHe (c noMoLybto BCTpoeHHoro MO Akkopa-AMA43)
\Windows\explorer.exe
\Windows\System32\audiodg.exe
\Windows\System32\autochk.exe
\Windows\System32\consent.exe
\Windows\System32\csrsrv.dll
\Windows\System32\csrss.exe
\Windows\System32\dllhost.exe
\Windows\System32\wdmaud.drv
\Windows\System32\drivers\ACPI.sys
\Windows\System32\drivers\afd.sys
\Windows\System32\drivers\atapi.sys
\Windows\System32\drivers\ataport.SYS
\Windows\System32\drivers\bowser.sys
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\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\CLFS.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys

\Windows\System32\drivers\http.sys

\Windows\System32\drivers\i8042prt.sys

\Windows\System32\drivers\intelppm.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\mpsdrv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\netbt.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\Ntfs.sys

\Windows\System32\drivers\nwifi.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\pciide.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\serial.sys

\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\tdi.sys

\Windows\System32\drivers\usbehci.sys

\Windows\System32\drivers\usbport.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\vwififlt.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\System32\dwm.exe

\Windows\System32\gdi32.dll
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\Windows\System32\hal.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dll

\Windows\System32\LogonUI.exe

\Windows\System32\Isasrv.dll

\Windows\System32\lsass.exe

\Windows\System32\ntdIl.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\SearchIndexer.exe

\Windows\System32\services.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\System32\svchost.exe

\Windows\System32\taskhostw.exe

\Windows\System32\user32.dll

\Windows\System32\userinit.exe

\Windows\System32\win32k.sys

\Windows\System32\wininit.exe

\Windows\System32\winlogon.exe

<Auck c kaTtanorom Boot>\Boot\memtest.exe

Ha nporpammHomM yposBHe (c noMowbro pegakropa NP4 ACED32.EXE)

\Windows\System32\advapi32.dll

\Windows\System32\AudioEng.dll

\Windows\System32\AUDIOKSE.dlII

\Windows\System32\audiosrv.dll

\Windows\System32\authui.dll

\Windows\System32\authz.dll

\Windows\System32\basesrv.dll

\Windows\System32\bcrypt.dll

\Windows\System32\bcryptprimitives.dll

\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dll

\Windows\System32\CI.dll

\Windows\System32\comctI32.dll

\Windows\System32\crypt32.dll

\Windows\System32\cryptbase.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\cscsvc.dll

\Windows\System32\devobj.dll

\Windows\System32\devrtl.dll
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\Windows\System32\dhcpcore.dll

\Windows\System32\dhcpcore6.dll

\Windows\System32\dnsrslvr.dll

\Windows\System32\dps.dll

\Windows\System32\dui70.dll

\Windows\System32\duser.dll

\Windows\System32\dwmcore.dlIl

\Windows\System32\es.dlII

\Windows\System32\esent.dll

\Windows\System32\fdPnp.dlIl

\Windows\System32\FirewallAPI.dII

\Windows\System32\FntCache.dlIl

\Windows\System32\fundisc.dll

\Windows\System32\FXSST.dII

\Windows\System32\gpapi.dll

\Windows\System32\gpsvc.dll

\Windows\System32\iertutil.dll

\Windows\System32\inetpp.dll

\Windows\System32\IPHLPAPI.DLL

\Windows\System32\Imhsvc.dlIl

\Windows\System32\localspl.dll

\Windows\System32\Ipk.dll

\Windows\System32\MMDevVvAPI.dll

\Windows\System32\MPSSVC.dII

\Windows\System32\msctf.dll

\Windows\System32\MsCtfMonitor.dlIl

\Windows\System32\mssrch.dll

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\msxml6.dll

\Windows\System32\ncobjapi.dll

\Windows\System32\ncsi.dll

\Windows\System32\netcfgx.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsi.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\PeerDist.dll

\Windows\System32\PlaySndSrv.dll

\Windows\System32\PrintlsolationProxy.dlIl

\Windows\System32\radardt.dll

\Windows\System32\rpcrt4.dll
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\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\samsrv.dll

\Windows\System32\sechost.dlIl

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\SPInf.dll

\Windows\System32\srvsvc.dll

\Windows\System32\ssdpapi.dll

\Windows\System32\ssdpsrv.dll

\Windows\System32\sxs.dll

\Windows\System32\sysmain.dll

\Windows\System32\taskcomp.dll

\Windows\System32\tquery.dll

\Windows\System32\trkwks.dll

\Windows\System32\ubpm.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\umpo.dll

\Windows\System32\upnp.dll

\Windows\System32\urlmon.dll

\Windows\System32\usbmon.dll

\Windows\System32\usp10.dll

\Windows\System32\UXInit.dll

\Windows\System32\uxtheme.dll

\Windows\System32\wbemcomn.dlIl

\Windows\system32\wbem\fastprox.dll

\Windows\system32\wbem\repdrvfs.dll

\Windows\system32\wbem\wbemcore.dll

\Windows\system32\wbem\WmiPrvSE.exe

\Windows\system32\wbem\wmiutils.dll

\Windows\System32\wevtapi.dll

\Windows\System32\wevtsvc.dll

\Windows\System32\winmm.dll

\Windows\System32\winsrv.dll

\Windows\System32\winsta.dlIl

\Windows\System32\wlanapi.dll

\Windows\System32\wlgpcint.dll

\Windows\System32\wow64.dlI

\Windows\System32\wow64cpu.dll

\Windows\System32\ws2_32.dll

\Windows\System32\WSDMon.dll

\Windows\System32\xmllite.dll
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\Windows\System32\drivers\mmcss.sys
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Mpuno)xexnue 11. Cnucok pannos OC Windows Server 2008
R2, pekoMeHAYyEeMbIX AN KOHTPOJS LIeJIOCTHOCTU NpU
yctaHoBke koMmnnekca C3N HCA «AKKOP - Win64»

Ha annaparHomM ypoBHe (c noMmoLybro BCcTpoeHHoro NO Akkopa-AMA3)

\Windows\explorer.exe

\Windows\System32\CLFS.SYS

\Windows\System32\csrsrv.dll

\Windows\System32\gdi32.dll

\Windows\System32\hal.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dIl

\Windows\System32\Isasrv.dll

\Windows\System32\ntdll.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\services.exe

\Windows\System32\user32.dll

\Windows\System32\wdmaud.drv

\Windows\System32\win32k.sys

\Windows\System32\Drivers\ACPI.sys

\Windows\System32\Drivers\ataport.SYS

\Windows\System32\Drivers\cdrom.sys

\Windows\System32\Drivers\CLASSPNP.SYS

\Windows\System32\Drivers\cng.sys

\Windows\System32\Drivers\disk.sys

\Windows\System32\Drivers\dxgkrnl.sys

\Windows\System32\Drivers\dxgmms1.sys

\Windows\System32\Drivers\fileinfo.sys

\Windows\System32\Drivers\fltmgr.sys

\Windows\System32\Drivers\HDAudBus.sys

\Windows\System32\Drivers\HIDCLASS.SYS

\Windows\System32\Drivers\HIDPARSE.SYS

\Windows\System32\Drivers\HTTP.sys

\Windows\System32\Drivers\i8042prt.sys

\Windows\System32\Drivers\intelppm.sys

\Windows\System32\Drivers\luafv.sys

\Windows\System32\Drivers\mouclass.sys

\Windows\System32\Drivers\mouhid.sys

\Windows\System32\Drivers\mountmgr.sys

\Windows\System32\Drivers\msahci.sys

\Windows\System32\Drivers\msrpc.sys

\Windows\System32\Drivers\NDIS.SYS
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\Windows\System32\Drivers\NETIO.SYS

\Windows\System32\Drivers\Npfs.SYS

\Windows\System32\Drivers\nsiproxy.sys

\Windows\System32\Drivers\Ntfs.sys

\Windows\System32\Drivers\partmgr.sys

\Windows\System32\Drivers\PCIIDEX.SYS

\Windows\System32\Drivers\rdbss.sys

\Windows\System32\Drivers\spsys.sys

\Windows\System32\Drivers\storport.sys

\Windows\System32\Drivers\tcpip.sys

\Windows\System32\Drivers\usbehci.sys

\Windows\System32\Drivers\usbhub.sys

\Windows\System32\Drivers\USBPORT.SYS

\Windows\System32\Drivers\volmgr.sys

\Windows\System32\Drivers\volsnap.sys

\Windows\System32\Drivers\watchdog.sys

\Windows\System32\Drivers\Wdf01000.sys

\Windows\System32\Drivers\wfplwf.sys

Ha nporpammMmHomM ypoBHe (c nomowybro pegaxkropa NP4 ACED32.EXE).

\Windows\System32\advapi32.dll

\Windows\System32\apphelp.dll

\Windows\System32\AudioEng.dll

\Windows\System32\AUDIOKSE.dlII

\Windows\System32\audiosrv.dll

\Windows\System32\authui.dll

\Windows\System32\authz.dll

\Windows\System32\bcrypt.dll

\Windows\System32\bcryptprimitives.dll

\Windows\System32\BFE.DLL

\Windows\System32\cdd.dll

\Windows\System32\cfgmgr32.dll

\Windows\System32\CI.dll

\Windows\System32\clbcatq.dll

\Windows\System32\comctI32.dll

\Windows\System32\crypt32.dll

\Windows\System32\cryptbase.dll

\Windows\System32\cryptnet.dll

\Windows\System32\cryptsp.dll

\Windows\System32\cryptsvc.dll

\Windows\System32\devobj.dll

\Windows\System32\devrtl.dll

\Windows\System32\dui70.dll
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\Windows\System32\duser.dll

\Windows\System32\esent.dll

\Windows\System32\FirewallAPI.dIl

\Windows\System32\FntCache.dlIl

\Windows\System32\ifsutil.dll

\Windows\System32\imagehlp.dll

\Windows\System32\imm32.dll

\Windows\System32\IPHLPAPI.DLL

\Windows\System32\iphlpsvc.dll

\Windows\System32\kerberos.dll

\Windows\System32\Ipk.dll

\Windows\System32\MMDevAPI.dll

\Windows\System32\MPSSVC.dII

\Windows\System32\msasn1.dll

\Windows\System32\msctf.dll

\Windows\System32\msdtclog.dll

\Windows\System32\msdtcprx.dll

\Windows\System32\msi.dll

\Windows\System32\msutb.dlIl

\Windows\System32\msvcrt.dll

\Windows\System32\mswsock.dll

\Windows\System32\netprofm.dll

\Windows\System32\nlasvc.dll

\Windows\System32\nsisvc.dll

\Windows\System32\ole32.dll

\Windows\System32\oleaut32.dll

\Windows\System32\propsys.dll

\Windows\System32\rpcrt4.dll

\Windows\System32\rpcss.dll

\Windows\System32\rsaenh.dll

\Windows\System32\schedsvc.dll

\Windows\System32\sechost.dlIl

\Windows\System32\setupapi.dll

\Windows\System32\shell32.dll

\Windows\System32\shlwapi.dll

\Windows\System32\SPInf.dll

\Windows\System32\sspicli.dll

\Windows\System32\sspisrv.dll

\Windows\System32\sxs.dll

\Windows\System32\sxssrv.dll

\Windows\System32\taskcomp.dll

\Windows\System32\taskschd.dll

\Windows\System32\ubpm.dll
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\Windows\System32\ulib.dll

\Windows\System32\umpnpmgr.dll

\Windows\System32\usp10.dll

\Windows\System32\uxtheme.dll

\Windows\System32\vdsutil.dll

\Windows\System32\wbemcomn.dlIl

\Windows\System32\wevtsvc.dll

\Windows\System32\WindowsCodecs.dlI|

\Windows\System32\winhttp.dll

\Windows\System32\WIdap32.dll

\Windows\System32\wow64.dll

\Windows\System32\wow64cpu.dll

\Windows\System32\wow64win.dll

\Windows\System32\wtsapi32.dll

\Windows\System32\xmllite.dll

\Windows\System32\wbem\esscli.dll

\Windows\System32\wbem\fastprox.dll

\Windows\System32\wbem\repdrvfs.dll

\Windows\System32\wbem\wbemcore.dlIl

\Windows\System32\wbem\wbemsvc.dlIl

\Windows\System32\wbem\WmiPrvSD.dll

\Windows\System32\wbem\wmiutils.dll
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Mpuno)xeHue 12. Cnucok panmnos OC Windows Server
2012 R2, pekoMeHAYEMbIX AJIA KOHTPOJIA LEeJIOCTHOCTU Npu
yctaHoBke koMmnnekca C3N HCA «AKKOP - Win64»

Ha annaparHomM ypoBHe (c noMmoLybro BCTpoeHHoro N0 Akkopa-AMA3)

\Windows\explorer.exe

\Windows\system.ini

\Windows\win.ini

\Windows\system32\alg.exe

\Windows\system32\autochk.exe

\Windows\system32\CLFS.SYS

\Windows\system32\cmd.exe

\Windows\system32\csrss.exe

\Windows\system32\dllhost.exe

\Windows\system32\drivers\1394ohci.sys

\Windows\system32\drivers\3ware.sys

\Windows\system32\drivers\ACPI.sys

\Windows\system32\drivers\acpiex.sys

\Windows\system32\drivers\acpipagr.sys

\Windows\system32\drivers\acpipmi.sys

\Windows\system32\drivers\acpitime.sys

\Windows\system32\drivers\adp80xx.sys

\Windows\system32\drivers\afd.sys

\Windows\system32\drivers\agilevpn.sys

\Windows\system32\drivers\AGP440.sys

\Windows\system32\drivers\ahcache.sys

\Windows\system32\drivers\amdk8.sys

\Windows\system32\drivers\amdppm.sys

\Windows\system32\drivers\amdsata.sys

\Windows\system32\drivers\amdsbs.sys

\Windows\system32\drivers\amdxata.sys

\Windows\system32\drivers\appid.sys

\Windows\system32\drivers\arcsas.sys

\Windows\system32\drivers\asyncmac.sys

\Windows\system32\drivers\atapi.sys

\Windows\system32\drivers\BasicDisplay.sys

\Windows\system32\drivers\BasicRender.sys

\Windows\system32\drivers\beep.sys

\Windows\system32\drivers\bfadfcoei.sys

\Windows\system32\drivers\bfadi.sys

\Windows\system32\drivers\bowser.sys

\Windows\system32\drivers\bowser.sys
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\Windows\system32\drivers\bridge.sys

\Windows\system32\drivers\bxfcoe.sys

\Windows\system32\drivers\bxois.sys

\Windows\system32\drivers\bxvbda.sys

\Windows\system32\drivers\cdfs.sys

\Windows\system32\drivers\cdrom.sys

\Windows\system32\drivers\cht4vx64.sys

\Windows\system32\drivers\CmBatt.sys

\Windows\system32\drivers\cng.sys

\Windows\system32\drivers\CompositeBus.sys

\Windows\system32\drivers\condrv.sys

\Windows\system32\drivers\dfsc.sys

\Windows\system32\drivers\disk.sys

\Windows\system32\drivers\dmvsc.sys

\Windows\system32\drivers\dxgkrnl.sys

\Windows\system32\drivers\E1G6032E.sys

\Windows\system32\drivers\elxfcoe.sys

\Windows\system32\drivers\elxstor.sys

\Windows\system32\drivers\errdev.sys

\Windows\system32\drivers\evbda.sys

\Windows\system32\drivers\exfat.sys

\Windows\system32\drivers\fastfat.sys

\Windows\system32\drivers\fcvsc.sys

\Windows\system32\drivers\fdc.sys

\Windows\system32\drivers\fileinfo.sys

\Windows\system32\drivers\filetrace.sys

\Windows\system32\drivers\flpydisk.sys

\Windows\system32\drivers\fltmgr.sys

\Windows\system32\drivers\Fs_Rec.sys

\Windows\system32\drivers\fsdepends.sys

\Windows\system32\drivers\fxppm.sys

\Windows\system32\drivers\GAGP30KX.SYS

\Windows\system32\drivers\hdaudbus.sys

\Windows\system32\drivers\hidbatt.sys

\Windows\system32\drivers\hidusb.sys

\Windows\system32\drivers\HpSAMD.sys

\Windows\system32\drivers\http.sys

\Windows\system32\drivers\hwpolicy.sys

\Windows\system32\drivers\hyperkbd.sys

\Windows\system32\drivers\HyperVideo.sys

\Windows\system32\drivers\i8042prt.sys

\Windows\system32\drivers\iaStorAV.sys

\Windows\system32\drivers\iaStorV.sys
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\Windows\system32\drivers\ibbus.sys

\Windows\system32\drivers\intelide.sys

\Windows\system32\drivers\intelppm.sys

\Windows\system32\drivers\ipfltdrv.sys

\Windows\system32\drivers\IPMIDrv.sys

\Windows\system32\drivers\ipnat.sys

\Windows\system32\drivers\isapnp.sys

\Windows\system32\drivers\kbdclass.sys

\Windows\system32\drivers\kbdhid.sys

\Windows\system32\drivers\kdnic.sys

\Windows\system32\drivers\ksecdd.sys

\Windows\system32\drivers\ksecpkg.sys

\Windows\system32\drivers\ksthunk.sys

\Windows\system32\drivers\lltdio.sys

\Windows\system32\drivers\Isi_sas.sys

\Windows\system32\drivers\lIsi_sas2.sys

\Windows\system32\drivers\lIsi_sas3.sys

\Windows\system32\drivers\Isi_sss.sys

\Windows\system32\drivers\luafv.sys

\Windows\system32\drivers\megasas.sys

\Windows\system32\drivers\megasr.sys

\Windows\system32\drivers\mIx4_bus.sys

\Windows\system32\drivers\modem.sys

\Windows\system32\drivers\monitor.sys

\Windows\system32\drivers\mouclass.sys

\Windows\system32\drivers\mouhid.sys

\Windows\system32\drivers\mountmgr.sys

\Windows\system32\drivers\mpsdrv.sys

\Windows\system32\drivers\mrxsmb.sys

\Windows\system32\drivers\mrxsmb10.sys

\Windows\system32\drivers\mrxsmb20.sys

\Windows\system32\drivers\msfs.sys

\Windows\system32\drivers\msgpioclx.sys

\Windows\system32\drivers\mshidkmdf.sys

\Windows\system32\drivers\mshidumdf.sys

\Windows\system32\drivers\msisadrv.sys

\Windows\system32\drivers\msiscsi.sys

\Windows\system32\drivers\mskssrv.sys

\Windows\system32\drivers\MsLbfoProvider.sys

\Windows\system32\drivers\mspclock.sys

\Windows\system32\drivers\mspgm.sys

\Windows\system32\drivers\msrpc.sys

\Windows\system32\drivers\mssmbios.sys
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\Windows\system32\drivers\mstee.sys

\Windows\system32\drivers\MTConfig.sys

\Windows\system32\drivers\mup.sys

\Windows\system32\drivers\mvumis.sys

\Windows\system32\drivers\ndfltr.sys

\Windows\system32\drivers\NDIS.SYS

\Windows\system32\drivers\ndiscap.sys

\Windows\system32\drivers\NdisImPlatform.sys

\Windows\system32\drivers\ndistapi.sys

\Windows\system32\drivers\ndisuio.sys

\Windows\system32\drivers\NdisVirtualBus.sys

\Windows\system32\drivers\ndiswan.sys

\Windows\system32\drivers\ndproxy.sys

\Windows\system32\drivers\netbios.sys

\Windows\system32\drivers\netbt.sys

\Windows\system32\drivers\netvsc63.sys

\Windows\system32\drivers\npfs.sys

\Windows\system32\drivers\npsvctrig.sys

\Windows\system32\drivers\nsiproxy.sys

\Windows\system32\drivers\Ntfs.sys

\Windows\system32\drivers\null.sys

\Windows\system32\drivers\NV_AGP.SYS

\Windows\system32\drivers\nvraid.sys

\Windows\system32\drivers\nvstor.sys

\Windows\system32\drivers\pacer.sys

\Windows\system32\drivers\parport.sys

\Windows\system32\drivers\partmgr.sys

\Windows\system32\drivers\pci.sys

\Windows\system32\drivers\pciide.sys

\Windows\system32\drivers\pcmcia.sys

\Windows\system32\drivers\pcw.sys

\Windows\system32\drivers\pdc.sys

\Windows\system32\drivers\PEAuth.sys

\Windows\system32\drivers\processr.sys

\Windows\system32\drivers\ql2300i.sys

\Windows\system32\drivers\ql40xx2i.sys

\Windows\system32\drivers\qglfcoei.sys

\Windows\system32\drivers\rasacd.sys

\Windows\system32\drivers\rasl2tp.sys

\Windows\system32\drivers\raspppoe.sys

\Windows\system32\drivers\raspptp.sys

\Windows\system32\drivers\rassstp.sys

\Windows\system32\drivers\rdbss.sys
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\Windows\system32\drivers\rdpbus.sys

\Windows\system32\drivers\rdpdr.sys

\Windows\system32\drivers\rdpvideominiport.sys

\Windows\system32\drivers\refs.sys

\Windows\system32\drivers\rspndr.sys

\Windows\system32\drivers\sacdrv.sys

\Windows\system32\drivers\sbp2port.sys

\Windows\system32\drivers\scfilter.sys

\Windows\system32\drivers\sdbus.sys

\Windows\system32\drivers\sdstor.sys

\Windows\system32\drivers\secdrv.sys

\Windows\system32\drivers\SerCx.sys

\Windows\system32\drivers\SerCx2.sys

\Windows\system32\drivers\serenum.sys

\Windows\system32\drivers\serial.sys

\Windows\system32\drivers\sermouse.sys

\Windows\system32\drivers\sfloppy.sys

\Windows\system32\drivers\sisraid2.sys

\Windows\system32\drivers\sisraid4.sys

\Windows\system32\drivers\smbdirect.sys

\Windows\system32\drivers\spaceport.sys

\Windows\system32\drivers\SpbCx.sys

\Windows\system32\drivers\srv.sys

\Windows\system32\drivers\srv2.sys

\Windows\system32\drivers\srvnet.sys

\Windows\system32\drivers\stexstor.sys

\Windows\system32\drivers\storahci.sys

\Windows\system32\drivers\stornvme.sys

\Windows\system32\drivers\storvsc.sys

\Windows\system32\drivers\storvsp.sys

\Windows\system32\drivers\swenum.sys

\Windows\system32\drivers\tcpip.sys

\Windows\system32\drivers\tcpipreg.sys

\Windows\system32\drivers\tdx.sys

\Windows\system32\drivers\terminpt.sys

\Windows\system32\drivers\tpm.sys

\Windows\system32\drivers\TsUsbFlt.sys

\Windows\system32\drivers\TsUsbGD.sys

\Windows\system32\drivers\tsusbhub.sys

\Windows\system32\drivers\tunnel.sys

\Windows\system32\drivers\UAGP35.5YS

\Windows\system32\drivers\uaspstor.sys

\Windows\system32\drivers\UCX01000.5YS
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\Windows\system32\drivers\udfs.sys

\Windows\system32\drivers\uefi.sys

\Windows\system32\drivers\ULIAGPKX.SYS

\Windows\system32\drivers\umbus.sys

\Windows\system32\drivers\umpass.sys

\Windows\system32\drivers\usbccgp.sys

\Windows\system32\drivers\usbehci.sys

\Windows\system32\drivers\usbhub.sys

\Windows\system32\drivers\USBHUB3.SYS

\Windows\system32\drivers\usbohci.sys

\Windows\system32\drivers\usbprint.sys

\Windows\system32\drivers\USBSTOR.SYS

\Windows\system32\drivers\usbuhci.sys

\Windows\system32\drivers\USBXHCI.SYS

\Windows\system32\drivers\vdrvroot.sys

\Windows\system32\drivers\VerifierExt.sys

\Windows\system32\drivers\vhdmp.sys

\Windows\system32\drivers\viaide.sys

\Windows\system32\drivers\Vid.sys

\Windows\system32\drivers\volmgr.sys

\Windows\system32\drivers\volmgrx.sys

\Windows\system32\drivers\volsnap.sys

\Windows\system32\drivers\vpci.sys

\Windows\system32\drivers\vpcivsp.sys

\Windows\system32\drivers\vsmraid.sys

\Windows\system32\drivers\VSTXRAID.SYS

\Windows\system32\drivers\wacompen.sys

\Windows\system32\drivers\Wdf01000.sys

\Windows\system32\drivers\wfplwfs.sys

\Windows\system32\drivers\wimmount.sys

\Windows\system32\drivers\winmad.sys

\Windows\system32\drivers\winnat.sys

\Windows\system32\drivers\winverbs.sys

\Windows\system32\drivers\wmiacpi.sys

\Windows\system32\drivers\ws2ifsl.sys

\Windows\system32\drivers\wtimdrv.sys

\Windows\system32\drivers\WUDFPf.sys

\Windows\system32\ieetwcollector.exe

\Windows\system32\Locator.exe

\Windows\system32\LogonUI.exe

\Windows\system32\Isass.exe

\Windows\system32\mmc.exe

\Windows\system32\msdtc.exe
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\Windows\system32\msiexec.exe

\Windows\system32\ntoskrnl.exe

\Windows\system32\rsopprov.exe

\Windows\system32\rundll32.exe

\Windows\system32\smss.exe

\Windows\system32\snmptrap.exe

\Windows\system32\spoolsv.exe

\Windows\system32\sppsvc.exe

\Windows\system32\svchost.exe

\Windows\system32\Taskmgr.exe

\Windows\system32\TieringEngineService.exe

\Windows\system32\UIODetect.exe

\Windows\system32\userinit.exe

\Windows\system32\vds.exe

\Windows\system32\VSSVC.exe

\Windows\system32\wbem\WmiApSrv.exe

\Windows\system32\win32k.sys

\Windows\system32\winload.exe

\Windows\system32\winlogon.exe

\Windows\system32\winresume.exe

\Windows\system32\winspool.drv

Ha nporpammMmHomM ypoBHe (c nomowybro pegakropa NP4 ACED32.EXE)

\Windows\system32\aclui.dll

\Windows\system32\activeds.dll

\Windows\system32\adsldpc.dll

\Windows\system32\advapi32.dll

\Windows\system32\advapi32.dll

\Windows\system32\advpack.dll

\Windows\system32\api-ms-win-appmodel-identity-11-1-0.dll

\Windows\system32\api-ms-win-appmodel-runtime-internal-11-1-0.dll

\Windows\system32\api-ms-win-appmodel-runtime-I1-1-0.dll

\Windows\system32\api-ms-win-appmodel-runtime-11-1-1.dll

\Windows\system32\api-ms-win-appmodel-state-l11-1-1.dll

\Windows\system32\api-ms-win-base-bootconfig-11-1-0.dll

\Windows\system32\api-ms-win-base-util-11-1-0.dll

\Windows\system32\api-ms-win-core-apiquery-l1-1-0.dll

\Windows\system32\api-ms-win-core-appcompat-l1-1-1.dll

\Windows\system32\api-ms-win-core-appinit-11-1-0.dll

\Windows\system32\api-ms-win-core-atoms-I1-1-0.dll

\Windows\system32\api-ms-win-core-bem-11-1-0.dll

\Windows\system32\api-ms-win-core-biplmapi-11-1-1.dll

\Windows\system32\api-ms-win-core-com-l1-1-0.dll
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\Windows\system32\api-ms-win-core-com-11-1-1.dll

\Windows\system32\api-ms-win-core-comm-11-1-0.dll

\Windows\system32\api-ms-win-core-com-private-11-1-0.dlIl

\Windows\system32\api-ms-win-core-console-11-1-0.dlIl

\Windows\system32\api-ms-win-core-console-12-1-0.dlIl

\Windows\system32\api-ms-win-core-crt-11-1-0.dll

\Windows\system32\api-ms-win-core-crt-12-1-0.dll

\Windows\system32\api-ms-win-core-datetime-l1-1-1.dll

\Windows\system32\api-ms-win-core-debug-11-1-0.dll

\Windows\system32\api-ms-win-core-debug-l1-1-1.dll

\Windows\system32\api-ms-win-core-delayload-11-1-1.dll

\Windows\system32\api-ms-win-core-errorhandling-11-1-0.dll

\Windows\system32\api-ms-win-core-errorhandling-11-1-1.dll

\Windows\system32\api-ms-win-core-fibers-11-1-1.dll

\Windows\system32\api-ms-win-core-file-11-1-0.dll

\Windows\system32\api-ms-win-core-file-11-2-0.dll

\Windows\system32\api-ms-win-core-file-11-2-1.dll

\Windows\system32\api-ms-win-core-file-12-1-0.dll

\Windows\system32\api-ms-win-core-file-12-1-1.dll

\Windows\system32\api-ms-win-core-handle-11-1-0.dll

\Windows\system32\api-ms-win-core-heap-I1-1-0.dll

\Windows\system32\api-ms-win-core-heap-I1-2-0.dll
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\Windows\system32\api-ms-win-core-version-private-11-1-0.dll
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\Windows\system32\ntasn1.dll

\Windows\system32\ntdll.dll

\Windows\system32\ntdsapi.dll

\Windows\system32\ntshrui.dll

\Windows\system32\odbc32.dll

\Windows\system32\ole32.dIl

\Windows\system32\oleacc.dlIl

\Windows\system32\oleaut32.dll

\Windows\system32\oledIg.dll

\Windows\system32\pcacli.dll

\Windows\system32\pcwum.dll

\Windows\system32\powrprof.dll

\Windows\system32\printui.dll

\Windows\system32\profapi.dll

\Windows\system32\propsys.dll

\Windows\system32\psapi.dll

\Windows\system32\PSHED.dll

\Windows\system32\puiapi.dll

\Windows\system32\rasapi32.dll

\Windows\system32\rasman.dll

\Windows\system32\regapi.dll

\Windows\system32\rpcrt4.dll

\Windows\system32\RstrtMgr.dll

\Windows\system32\rtutils.dll

\Windows\system32\samcli.dll

\Windows\system32\samlib.dll

\Windows\system32\scecli.dll

\Windows\system32\sechost.dlII

\Windows\system32\secur32.dll

\Windows\system32\SensApi.dll

\Windows\system32\setupapi.dll

\Windows\system32\SHCore.dll

\Windows\system32\shdocvw.dll

\Windows\system32\shell32.dll

\Windows\system32\shell32.dll

\Windows\system32\shlwapi.dll

\Windows\system32\slc.dll

\Windows\system32\spfileq.dll

\Windows\system32\SPInf.dll

\Windows\system32\sppc.dll

\Windows\system32\srvcli.dll

\Windows\system32\sspicli.dll
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\Windows\system32\sspisrv.dll

\Windows\system32\tapi32.dll

\Windows\system32\tbs.dll

\Windows\system32\twinapi.appcore.dll

\Windows\system32\twinapi.dll

\Windows\system32\urimon.dll

\Windows\system32\user32.dll

\Windows\system32\userenv.dll

\Windows\system32\UXInit.dll

\Windows\system32\uxtheme.dll

\Windows\system32\vaultcli.dll

\Windows\system32\version.dll

\Windows\system32\virtdisk.dlIl

\Windows\system32\vpnikeapi.dll

\Windows\system32\w32topl.dll

\Windows\system32\wcmapi.dll

\Windows\system32\webio.dll

\Windows\system32\webservices.dlIl

\Windows\system32\Websocket.dll

\Windows\system32\wer.dll

\Windows\system32\werui.dll

\Windows\system32\wevtapi.dll

\Windows\system32\winbrand.dlIl

\Windows\system32\WindowsCodecs.dll

\Windows\system32\winhttp.dll

\Windows\system32\wininet.dll

\Windows\system32\Winlangdb.dll

\Windows\system32\winmm.dll

\Windows\system32\winmmbase.dlIl

\Windows\system32\winnsi.dll

\Windows\system32\WinSCard.dll

\Windows\system32\winsta.dll

\Windows\system32\wintrust.dll

\Windows\system32\wkscli.dll

\Windows\system32\WIdap32.dll

\Windows\system32\wmiclInt.dll

\Windows\system32\wow64.dll

\Windows\system32\wow64cpu.dll

\Windows\system32\wow64win.dll

\Windows\system32\ws2_32.dll

\Windows\system32\wtsapi32.dll

\Windows\system32\xmllite.dll
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Mpunoxexnue 13. Cnucok pannos CMNO «MNMAN LLUNNKA>» ansa
64x 6uTHbIX OC Windows, pekoMeHAYyEeMbIX AJI KOHTPONSA
LLeJIOCTHOCTU Ha anrnapaTtHOM ypOBHeE MNpu yCTaHOBKe
koMmnnekca C3N HCA «AKKOP4 - Win64»

\WINDOWS\SYSTEM32\OSCIAPI.dII

\WINDOWS\SYSTEM32\syswow64\OSCIAPI.dII




101
11443195.4012-037 90

NIUCT PETUCTPALUN UBMEHEHUN

CoaneprkaHue nameHenusa (o6HoBneHUN)

hdara

NMpuMmeyaHue

MpoBeneHa nopaboTka AOKYMEHTaUMM B CBA3M C BbIXOAOM
Bepcum x.0.10.53.




